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To whom it may concern,

Gossamer Security Solutions has completed the compliance review for Cisco Integrated Services Router C881-K9,
C897VA-K9, C891F-K9, C891FW-A-K9 and C891FW-E-K9 by Cisco Systems, Inc. (known as the “Product”). The
Product uses the FIPS 140-2 validated cryptographic module IC2M Rel5 with Cert. #2388. The Product complies
with FIPS 140-2 requirements. However, Gossamer Security Solutions did not execute full FIPS 140-2 validation
testing on the Product.

The Product claims the following services:

1. SSHv2 for data encryption and integrity uses cryptographic functions in IC2ZM Rel5 (Cert. #2388).

TLS for data encryption, authentication, and integrity uses cryptographic functions in IC2M Rel5 (Cert.
#2388).

IPSec/GDOI for data encryption, authentication, and integrity uses cryptographic functions in IC2M Rel5
(Cert. #2388).

SNMPv3 for data encryption and integrity uses cryptographic functions in IC2ZM Rel5 (Cert. #2388).

For inquiries about the Product or documentation about the cryptographic module, please contact Cisco Systems,
Inc.

Regards,

Gossamer Security Solutions, Inc.

—

Edward D. Morris, CSTL Director
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