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Crafting	Your	Legacy		
to	Shape	the	Future

Q uick — what’s your legacy?
The term “legacy” has many 

different meanings — some 
good, some bad. But after years of work 
innovating under pressure, it’s a perfect 
word to encapsulate everything it 
means to be a public IT leader. Legacy 

is about the past: the so-called legacy 
systems that we inherited from decades 
ago (and on which some public agen-
cies still disproportionately rely). But it 
also conjures images of the present and 
future, of where we are today and where 
we are going.

IT leaders should think of their legacy 
early and often throughout their careers. 
In fact, it’s probably the first and the last 
question that crosses any top executive’s 
mind upon taking a post. What will my 
work mean to this organization after I 

am long gone? What foundation am I 
laying to ensure a brighter future?

It may seem selfish, or at least a bit 
self-serving, to consider one’s legacy. But 
the exact opposite is true. Thoughtfully  
crafting a legacy is the highest form of 
service that an executive can render to 

the team that he or she leads. Staying 
focused on your legacy will insulate you 
from the thousand vagaries and million 
distractions that will descend on your 
desk. Considering your legacy puts the 
forest first, and the trees second.

In this paper, we’ll take a look at legacy 
from three perspectives: past, present 
and future. First, we will courageously 
come to terms with the past. Then, in 
the present, we will boldly transform our 
organizations. And we’ll close by consid-
ering the bright future ahead.  g

2 / legacy - modifier (modernization)

mastering the Present...

“Describing software or hardware  
that has been superseded but is difficult  
to replace because of its wide use.”

1/ legacy - noun 
coming to terms 
With the Past...

“A thing handed down by  
an ancestor or predecessor: 
the legacy of ancient Rome.”

the three  
dimensions of 
crafting a legacy:

3/ legacy - noun (legal term)

bUilding for the fUtUre...

“A gift of personal property or 
money to a beneficiary (legatee)  
of a will.”

Source: Definitions adapted from the Oxford English Dictionary 
and the Farlex Free Dictionary.

it may seem selfish, or at least a bit  
self-serving, to consider one’s legacy. 
bUt the exact oPPosite is trUe. thoUght-
fUlly crafting a legacy is the highest 
form of service that an execUtive can 
render to the team that he or she leads.



B efore we start, let’s be clear 
about what we mean by “past” 
in this section. We aren’t 

providing a history lesson, nor are we 
waxing poetic about the bygone days 
of punch cards and magnetic tape. 
We certainly are not implying that the 
CIOs, organizations and technologies 
that we profile in this section are stuck 
in the past. Far from it.

This story is about leaders who 
took hold of the past with both hands 
and purposefully charted a path to 
transformation in the present. It is 
also about the assets and liabilities 
that must be considered during such 
a transformation. Because let’s face 
it: Some legacy systems have been in 
place for 20 to 30 years, or longer. Our 
organizations are also often saddled 
with legacy people and legacy business 

processes. All of these are legacies of 
the past, and will confront a CIO the 
first day on the job.

Transforming	Through		
Leadership

Take Texas CIO Karen Robinson, for 
example. When Robinson assumed her 
role, she inherited some Texas-sized 
problems. She took on an agency that 
was replete with negative press, missed 
deadlines and dissatisfied agency stake-
holders. The agency only narrowly 
survived intact when the governor 
stepped in with a last-minute veto.1 

To call this “legacy past” a challenge 
would be a dramatic understatement. 
The difficulty seemed larger than any 
one agency head could take on. As the 
song goes, Robinson had “a long way to 
go, and a short time to get there.”2 

“One of the first challenges that I 
had was with the data center project,” 
said Robinson. “We put the governance 
structure together, and I went to all 
the executive directors of the agencies 
involved in the project and asked them to 
be part of the solution.” She reached out 
in earnest, not just as a formality. “There 
was an opportunity to sit at the table and 
help me identify what we needed to do,” 
said Robinson. “The bottom line was 
we needed a new solution for the data 
center project to become successful.”3 

The ensuing Texas transforma-
tion that Robinson led was founded 
on bedrock principles of leadership. 
Thomas Johnson, chief communica-
tions officer for the agency, described 
Robinson’s approach this way: “going 
to each and every stakeholder with 
[her] hand outstretched, with an open 
attitude, and telling someone directly, 
‘This hasn’t worked … we need your 
help. We need your advice to move 
forward and make this a success.’” As it 
turned out, the key to the turnaround 
wasn’t found in the heady realm of 
procurement law or the bits and bytes 
of some newfangled computer code. It 
all depended on a good, old-fashioned 
character virtue typical of magnani-
mous leaders: humility.4

Fast-forward nearly three years, and 
the picture is brighter than ever. Texas 
is winning awards and positive press 
from coast to coast. Recently, the Texas 
House of Representatives passed a bill 
that mirrors the recommendation of 
the Sunset Advisory Commission to 
extend the life of the agency through 
2021 — a remarkable achievement.5 
The bill is currently under consid-
eration in the Senate. Forbes.com 
recognized DIR as “one of the few, if 
not the only, live operational models of 
cloud brokerage use within a govern-
ment context.”6  

As a technology leader coming to 
terms with your own legacy, ask yourself 

4

as a technology leader coming to terms with your own legacy, 
ask yourself the fun questions:	What advantages do I have? 
What did my predecessor do right? But don’t forget the hard ones:  
What are our shortcomings?

marshaling 
the courage 
to overcome 
the Past
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 to state the facts frankly is not to 
desPair the fUtUre nor indict the  
Past. the PrUdent heir takes carefUl 
inventory of his legacies and gives a 
faithfUl accoUnting to those Whom  
he oWes an obligation of trUst.”
—  John F. Kennedy
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the fun questions. What advantages do 
you have? What did your predecessor 
do right? What is unique and positive 
with your organization? But don’t forget 
the hard questions as well. What are my 
liabilities? What are our shortcomings?

Overcoming	Legacy	Skills
As a CIO, you also have to take stock of 

the employees who keep your govern-
ment agency running and interact each 
day with the constituents you serve. 
These include systems administrators, 
business analysts, project managers, 
technology implementers and others: 
the whole range of individuals on your 
team. It’s not uncommon in govern-
ment to find teams whose skills are 
somewhat out of date. But it doesn’t 
have to stay that way.

When Carolyn Lawson, joint CIO of 
the Oregon Health Authority and the 
Oregon Department of Human Services, 
took the helm, she met a familiar sight: 
“I was dealing with legacy staff, not just 
a legacy environment. This staff had 
legacy skills — not poor skills, just tradi-
tional IT skills.” Rather than give up, 
Lawson spied an opportunity to move 
the organization forward.7 

“I sent out an email to everybody — I 
did not care if you were a receptionist 
on the help desk or a senior engineer,” 
said Lawson. “I said, ‘We are going to 
have enterprise architecture training. If 
you have an opportunity to change this 
organization forever, who is in? If you 
are in, send me your résumé.’” 

The response was overwhelming. 
She ended up with 20 participants, 
many of whom were far from the 
usual suspects. Lawson describes one 
woman who was so nervous she was 
shaking. “She could articulate why 
it was important to the business,” 
Lawson said. “She did not have all of 
the technical knowledge but she could 
see she had the ability to see beyond 
the technology … she was in.” 

Given the right leadership, the staff 
whose skills appear to be the most out 
of date might be your future social 
media experts or cloud computing 
specialists. Giving your team a chance 
to excel and an opportunity to trans-
form themselves can be the most 
empowering activity you can under-
take as a technology leader.

Taming	a	Paper	Tsunami
Sanjeev “Sonny” Bhagowalia con- 

fronted a rough past when he assumed 
the CIO role in the Aloha State. Hawaii 
hadn’t meaningfully invested in tech-
nology for decades. “Only about 5 
percent of the services are online,” said 
Bhagowalia. “Most of our systems are 
about 30 to 40 years old; that is the envi-
ronment we are trying to transform.” 

To make matters worse, one promi-
nent state data center is “about one mile 
away from the water and it’s techni-
cally below sea level. That’s not a good 
combination for paper or technology.”8 
Only after completing a survey of the 
past — including meeting personally 
with numerous staff — did Bhagowalia 
craft an ambitious transformation plan 
for the state, which was recently recog-
nized as the only state awarded the 
prestigious Federal 100 Award.

Hawaii’s transformation plan “is noth-
ing short of a full business and technol-
ogy transformation,” said Bhagowalia.  
For example, paper is processed at an  
astounding rate in Hawaii. Bhagowalia 
explained that “in one division alone 
we process 24 million pieces of paper 
[a month]. There are about 8 to 10 di-
visions in that department, and there 
are 18 departments. Linearly we cannot  
extrapolate, but that’s a lot of paper.”

Take the Department of Taxation 
(DoTAX), which has been operating in a 
paper-intensive environment for decades. 
“In close partnership with DoTAX, 
we are in the process of launching the 
acquisition and subsequent deployment 

of a tax modernization system that will 
change that,” said Bhagowalia. The State 
Senate has led by example in success-
fully switching to electronic systems and 
paperless processes, and now conducts 
budget meetings over the Web on laptops 
and tablets. 

However, Bhagowalia said that this 
is a small step forward on what will be 
a very long road. He is trying to initiate 
a policy to allow employees to accept 
digital signatures as long as there is 
two-factor authentication already in the 
system (e.g. ID and password). He also 
described a planned enterprise resource 
planning (ERP) system, a Top 10 enter-
prise transformation program. The ERP 
system will revolutionize seven functions 
in the state: budget and finance, payroll, 
time and attendance, human resources, 
asset management, acquisition manage-
ment and grants management. 

“With adequate funding, this ERP 
system will take at least five years, plus 
the acquisition timeframe of a minimum 
of six months,” Bhagowalia said. “It 
will take a while for us to get close to 
paperless.” But the intent — and more 
importantly, the plan — is in place to 
make meaningful progress in escaping 
the paper tsunami. 

Extending	Systems	in		
New	Directions

It’s tempting to think of everything 
from the past as old and inadequate, 
but this is far from the truth. Some 
line-of-business systems and modules 
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 i Went to all the execUtive directors of the agencies involved 
in the (data center)Project. there Was an oPPortUnity to sit at  
the table and helP me identify What We needed to do. the bottom 
line Was We needed a neW solUtion for the data center Project  
to become sUccessfUl.”   — Karen Robinson
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in the (data center)Project. there Was an oPPortUnity to sit at  
the table and helP me identify What We needed to do. the bottom 
line Was We needed a neW solUtion for the data center Project  
to become sUccessfUl.”   — Karen Robinson

have been working properly for 40 or 
more years. Many systems that manage 
the core operations of our agencies run 
smoothly, are supportable, and can be 
maintained efficiently moving forward. 
They don’t need to be replaced — just 
extended in new directions.

Florida State College at Jackson-
ville (FSCJ) is a great example of 
how past investments can still yield a 
return today. No one needs to adapt 
to new mobility and digital strategies 
like colleges. FSCJ has thousands of 
students, making it the fifth largest 
institution of its kind in the nation. 
And FSCJ serves Jacksonville, the 
“youngest major city in Florida,” with 
a median population age of 35.9 

“The key to a successful student expe-
rience is our ability to leverage their 
existing behaviors and platforms to our 
mutual advantage,” said FSCJ CIO Dr. 
Rob Rennie. “Everything must be of the 
highest quality and must be mobile.”

But the college faced a challenge 
in this respect. Most of the data and 
functionality that the students wanted 
to access from mobile devices was 
managed by the college’s established 
legacy systems. The legacy systems 
were workhorses, and the college 
had made a substantial investment in 
their installation and support. Would 
the college scrap a highly functional 
system in order to meet the mobility 
needs of its students? 

Fortunately, it didn’t have to. Service-
Oriented Architecture (SOA) enabled 

a Web service connection between 
the legacy systems and the mobile 
platform via SOAP/XML. The legacy 
investments would be optimized while 
being wrapped in an all-new, engaging 
mobile user interface layer. 

The system has been launched, and 
the community couldn’t be happier. 
Course enrollment and a range of other 
educational functions are now available 
at the students’ fingertips. “Exceeding 
the students’ expectations is critical,” 
said Dr. Rennie. “The benchmark is no 
longer their other educational experi-
ence, it is their best experience overall 
— whether that be Google, Apple or the 
store down the street.”

California’s Contractors State 
License Board (CSLB) faced a similar 
challenge. CSLB also wanted to make 
the jump to the Web, offering new 
services such as checking on contractor 
licenses and taking contractor exams. 
But the board had a “mainframe-based, 
green-screen” system and didn’t see 
the path to connect it to the Web.10 

The board connected the system 
to its Web infrastructure via a special 
data gateway module, which allowed 
information to flow easily from the 
mainframe to the Web. Debbie Phelps, 

senior programmer and analyst super-
visor at CSLB, said the project exceeded 
the agency’s goals.

“People used to have to call us to get 
information, but now they just use the 
Web. It’s particularly helpful because 
often, due to [the] large volume of 
calls, it was difficult for customers to 
get through on our phone system,” 
said Phelps. “The Web component has 
been a resounding success.”  g

tools of the trade: 
It takes more than a steel resolve to  
come to terms with the past. Here are  
some tools and techniques to help:

1.	 organizational leadership

2.	 crises management

3.	 mapping threats and vulnerabilities

4.	 reviewing policies and procedures

5.	 Understanding the use of paper and  
document retention strategies

6.	 business process improvement

7.	 digital records management,  
preservation and e-discovery

8.	 business system analysis

texas department of information resources
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yesterday is gone. 
tomorroW has not yet come.  
We have only today. let Us begin.”
—  Mother Teresa
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T here is no “Hippocratic Oath” 
in IT like the first pledge that 
doctors take to “do no harm.” 

But perhaps there should be. How do 
you assess existing/ongoing responsibil-
ities? How do you make sure that change 
doesn’t mean disruption? How do you 
keep that rag-tag fleet of old systems 
and processes running smoothly long 
enough to modernize them?

There isn’t an abrupt transition from 
the past to the present, of course. We 
get a hold of our legacy systems, people 
and processes, and begin to apply new 
tools. As the new tools are devel-
oped and implemented, colors slowly 
appear in the picture that weren’t 
there before.

Finding	New	IT	Value	
Although Sherri Hammons has only 

been the chief technology officer for 
the state of Colorado for a year and a 
half, she has already made great strides 

in bringing Colorado’s legacy systems 
into the modern world. Hammons 
reports to Kristin Russell, the secretary 
of technology, and directly manages a 
wide range of enterprise transforma-
tion initiatives. Hammons’ dedication 
is already paying off in smoother-
running IT systems and planned 
projects to improve the lives of Colo-
rado’s citizenry.11 

Hammons started her technological 
renovations by tackling the Colo-
rado Business Management System 
(CBMS). CBMS had been rife with 
problems for several years; Colorado 
Gov. John Hickenlooper even singled 
it out in his State of the State address 
as a system in need of improvement. 
Hammons tackled the problem by 
first addressing one of the toughest 
questions any chief technology officer 
faces: Scrap the current system or 
work with what I have? She looked at 
the problem holistically by calculating 

the cost of completely replacing the 
system versus the cost of modernizing. 

Hammons ultimately decided to 
update the current system, describing 
CBMS as “being on a modern plat-
form but not built to succeed.” Over 
the past year, her office has been 
“moving around the code so that you 
can actually start working with it in 
a more intelligent manner and a lot 
more nimble fashion.” Thanks to these 
modernizing efforts, CBMS has been 
streamlined, ensuring that “citizens 
who need Medicaid are getting their 
benefits in a more timely fashion.”

Mastering	Data	Management	
In Georgia, Statewide Longitudinal 

Data System Director Kriste Elia is 
currently working with the Governor’s 
Office of Student Achievement (GOSA) 
to change the way that technology 
supports teaching. She has recently 
launched a revolutionary master data 
management (MDM) initiative, which 
gathers and consolidates information 
from across educational agencies. Elia’s 
work with GOSA has also given her 
insight into how legacy systems can  
be improved and modernized, without 
removing them completely.12 

When she was first brought into 
GOSA, Elia found that there was limited 
technology for data analysis. “These were 
primarily laptop users; Excel was their 
tool of choice,” she said. Elia solved this 
problem by working with the University 
System of Georgia to leverage its existing 
environments and base knowledge 
set. She was also able to draw upon 
some funding to build a development 
environment, a test environment and 
a production environment, and to hire 
a team of top-level data warehousing 
experts. Through these collaborations 
and internal developments, Elia was able 
to build what she refers to as the “jewel 
in our crown”: the MDM system.

9

one of the toughest questions any chief technology 
officer faces: Scrap the current system or work with 
what I have? You have to look at the problem holistically 
by calculating the cost of completely replacing the system 
versus the cost of modernizing.

leading to 
master the 
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As Elia explained, MDM is “a sophis-
ticated toolset with algorithms for 
identifying and linking students and 
teachers through time.” It collects 18 
pieces of personally identifiable infor-
mation on every individual associated 
with the schools, and then consoli-
dates this information into cohesive 
trajectories. For example, the system 
can track individuals who attended a 
teacher-preparedness program and 
have now become teachers, providing 
information such as how well they 
did in their university classes, where 
they are teaching and how successful 
their students are. This creates “an 
environment where we can provide 
feedback to those teacher-prepared-
ness programs to help them build 
better teachers,” she said.

A system like MDM would be valuable 
in a variety of government contexts; for 
example, it would allow departments 
to have a more comprehensive view 
of services that are deployed across 
programs. But many departments, such 
as health and human services, cannot 
replace their existing legacy systems. 
Elia said that many legacy systems 
are too embedded into their organiza-
tions to be removed wholesale, with 
staff members specifically trained to 
work with the outdated applications. 
However, “there are still so many 
opportunities in place today that would 
allow organizations to leverage their 
legacy systems if they’re willing to step 
out into some new space.”

Elia cited the example of the South-
west Education Data Exchange (SEDE), 
a project that allows participating states 
to track, monitor and share information 
for K-12 exchange students who cross 
state lines. The system uses “indexing” 
technology that allows states to main-
tain their own legacy environments. 
The tool uses approved indices to 
identify if a specific student is from an 
adjoining state. 

“These things are possible and avail-
able,” Elia said, “but again, you’ve got to 
have the ability to get the right people 
engaged and know where to look to 
pull in these great new ideas.”

Unplugging	Outdated		
Applications

One of the most active areas in this 
“mastering the present” section is the 
collective of data center modernization, 
virtualization and the cloud. While this 
may sound familiar, today’s approach to 
consolidation is different. Data center 
consolidation is really becoming an 
umbrella term that incorporates a set of 
constituent parts.

In the past, the focus of data cen-
ter consolidation has been on its brick 
and mortar aspects. Enterprises looked 
askance at multiple facilities and set out 
to implement a “forklift” approach to 
combine them into one integrated facil-
ity. That is a great achievement, and 
it certainly cuts down on floor space, 
power, cooling, operations and staff costs. 
But it is the proverbial tip of the iceberg. 

The real savings for government 
comes from the ability to consolidate 
applications, archive the data and 
then retire the applications that are 
no longer needed. Too many systems 
in government are maintained at great 
cost but only used on an infrequent 
basis. Oftentimes, these applications 
are maintained not for their features 
and functions, but for the data locked 
inside the systems. It isn’t wise for a 
state to maintain an entire archaic HR 
system just because someone will log in 
every few months to run a report. The 
application needs to be retired. 

To modernize the contents and not 
just the physical plant of their data 
centers, organizations need to look 
at their application inventory and 
their functional requirements. Do we 
really need 20 HR systems, or can the 
features and functionality of a single 
system meet our processing needs? 

But once application consolidation 
is on the table, people begin to ask, 
“What will become of the data?” It 
is tempting to keep retired systems 
running purely for reporting. While 
this “poor man’s data warehouse” may 
seem to be low risk, it is anything but. 
And it comes at a very high cost. The 
agency now has close to the full cost of 
supporting the system, with very little 
benefit to show for it.

To solve this problem, leading orga-
nizations are realizing that the answer 
is to give users access to their data in 
a different way, so they can actually 

 there are still so many oPPortUnities in Place today that WoUld 
alloW organizations to leverage their legacy systems if they’re  
Willing to steP oUt into some neW sPace. yoU’ve got to have the ability
to get the right PeoPle engaged and knoW Where to look to PUll in 
these great ideas.”   — Kriste Elia
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retire the outdated applications once 
and for all. When the application itself 
is decommissioned, we can finally shut 
off the hardware, physically unplug the 
machine and save electricity. We can 
dispose of outdated equipment that is 
likely costing enormous fees in support 
agreements. We can get rid of the middle-
ware connecting to the systems, and the 
associated operating systems. All of those 
savings represent cash that governments 
desperately need right now.

Those cost savings can be reinvested 
to accomplish a project that we actually 
need, which is the archiving, consoli-
dation, reporting and analytics of our 
historical data in a streamlined, secure 
and safe repository. With a robust data 
warehouse and analytics infrastruc-
ture, our agencies can maintain our 
critical data assets while still moving 
forward. That’s right: Unplugging 
outdated applications is your ticket to 
big data innovation.

Richard Sanchez, CIO for Los Angeles 
County, is one leader who is making 
great progress towards data center 
modernization. Sanchez has been with 
the county for over 38 years, so he has 
already crafted an impressive legacy. 
But he’s far from done with innovation.13 

Sanchez is exploring cloud tech-
nology as a way to centralize the 
county’s services, but he isn’t interested 
in utilizing a completely off-the-shelf 
cloud service from the commercial 
market. Instead, he wants to establish 
a private cloud. Right now he is trying 

to rally the county’s agencies around 
the idea, but he has hopes for an even 
greater application: “At some point in 
time in the future, we may even provide 
that cloud to the 88 cities that are within 
Los Angeles County as opportunities 
for disaster recovery.” 

Sanchez has already made great 
strides in the area of virtualization. 
Recently, he spearheaded a virtualiza-
tion campaign that led to a successful 
backup storage deal, which he estimates 
will save the county over $6 million 
within the lifespan of that agreement. 
The deal provides for “centralized 
storage as well as computer facilities 
with our X86 environment,” Sanchez 
said. This centralized unit will be able 
to back up data with never-before-seen 
efficiency, and will have the capability 
to keep all systems running in the event 
of a complete power outage.

When looking to the future, Sanchez 
focuses strongly on centralization. 
“There is an opportunity where we 
might be able to just centralize all our 
resources into a single source that any 
county department can then leverage.” 
Sanchez’s main task is to encourage 
agencies with their own data centers 
to move into the county’s centralized 
service. “It’s run 24/7 and has all of 
the requirements for disaster recovery 
in place that many of these agencies 
can’t afford.”

Achieving	Agility		
Through	Standardization

Sometimes history really does repeat 
itself. The Department of Defense 
(DoD), through the Defense Advanced 
Research Projects Agency (DARPA), 
essentially invented the Internet with 
its ARPANET project. As its invention 
has grown and developed, it is only 
natural to expect that DoD would be on 
the forefront of Web innovation. 

Henry Sienkiewicz, technical program  
director for the Defense Information 

Systems Agency (DISA) Computing 
Services Directorate, has launched a 
new rapid access computing environ-
ment (RACE) that is moving the agency 
quickly and seamlessly into the cloud. 
Agency users can simply log on, choose 
some options and select the infrastruc-
ture that is right for them. All of this 
happens online, and users can even pay 
via inter-agency transfer or a govern-
ment purchasing card. It’s that simple 
for a DISA program to move into the 
cloud, thanks to Sienkiewicz’s effort.14 

“It was a great success story,” said 
Sienkiewicz. “I’m able to provision right 

 there are still so many oPPortUnities in Place today that WoUld 
alloW organizations to leverage their legacy systems if they’re  
Willing to steP oUt into some neW sPace. yoU’ve got to have the ability
to get the right PeoPle engaged and knoW Where to look to PUll in 
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oPPortUnity 
Where We might  
be able to jUst 
centralize all 
oUr resoUrces 
into a single 
soUrce that  
any coUnty  
dePartment can 
then leverage.”    
— Rick Sanchez



now in 24 hours — [and] 23-plus of those 
hours is actually moving the money.” 

The key to such agility has been 
standardization. The agency offers 
standard packages on both the LAMP 
and Windows stacks. This approach 
allows a range of options but also le-
verages standardization to drive down 
cost. The flexibility also allows for in-
cremental improvements to agency 
systems, according to Sienkiewicz. “By 
keeping it standardized underneath 
the covers, we’re able to gradually and 
gracefully release and bring the cus-
tomer base along with us, as opposed to 
forcing them to do massive migrations 
all at once.” 

With this robust foundation, DISA and 
the wider DoD have even set their sights 
further towards the horizon, envision-
ing a government “apps store” of shared  
application development resources.15

Obtaining	Infrastructure	
Resources,	Faster

The state of Alaska was facing chal-
lenges that might be familiar to many 
jurisdictions, namely that it was taking 
too long to deploy new applications. 
New systems sometimes took months 
— or even years — to get into produc-
tion. The hardware and infrastructure 
resources purchased would be planned 
in a piecemeal fashion. Not only did 
this lack overall strategic coordination, 
it was inefficient.16 

“We would start new projects and 
buy hardware, and then buy more hard-
ware for the next project,” said Corey 
Kos, Alaska’s enterprise architect. 

“The biggest challenge was the time 
to deliver services. We had hardware 
which needed to be configured and 
stood up, but we could not get every-
thing ready to deliver services [by the 
time] end users needed it.”

Kos conducted thorough planning, 
aided by experts from industry. After 
his analysis, Kos determined that  
an advanced, fabric-based computing 
solution would provide the flexibility, 
scalability and efficiency that Alaska 
needed. He selected a modular, pod-
based architecture that made it easy 
to attach additional capacity into the 
state’s unified wide-area network. 
The network itself was streamlined — 
providing a single, advanced platform 
to share data and applications securely 
across both the data center and the  
rest of Alaska’s enterprise.

Alaska’s choice of a modular, pod-
based architecture meant that addi-
tional “chunks” of data center capacity 
came in “pre-integrated and pre-test-
ed” units that combined computing 
resources, virtualization and storage 
connected through a “unified fabric” to 
provide secure interconnection. This 
approach is a variant on the “data cen-
ter in a box” approach that was origi-
nally called “container computing.” It’s 
the same basic concept, just in more 
discrete, manageable units.

The results were impressive. Kos 
noted that his performance goals of 
faster and more flexible infrastructure 
resources were achieved. Perhaps even 
better: “We are seeing significant cost 
savings in the hardware and data center 

space, due to a reduction in the number 
of server chassis and required cabling.”17 

The city of Avondale, Ariz., also had 
an aging storage system, but all of the 
city’s core systems rested on IT and 
couldn’t be disrupted. CIO Rob Lloyd 
identified that the data center was 
dangerously close to its power capac-
ity: “According to the electricians, our 
electrical system was being tapped at 96 
to 98 percent of available power, and we 
needed to respond to new needs.” It was 
time to look for a new approach.18 

“In government, a lot of times what 
you do is replace things as they come 
due, instead of taking a look at what we 
can do as a whole and come up with a 
different design,” said Lloyd.19

Avondale turned to a modular, pod-
based data center solution to provide 
a better foundation for the future. The 
pod approach brought together storage, 
network and computing resources into 
a unified whole that was easy to manage 
and even easier to install. The city expects 
to save $30,000 per year, has solved its 
performance challenges and has the 
storage it needs. In fact, the system has a 
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powerful data de-duplication capability 
that freed an additional 40 percent of its 
storage space. The city dropped from 96 
percent of available power being used to 
a much cooler 45 percent.20

Avondale’s partnering strategy was 
key to its success. City leaders recruited 
private sector partners to help them 
identify an architecture that would 
work for them. “What we discovered 
was that vendors are starting to work 
together [to] co-support a solution … 
that perfectly fit into what we hoped 
for,” said Lloyd. Not only were their 
implementation partners technologi-
cally savvy, but hard working as well. 
“During implementation, [our partner] 
was answerable,” said Lloyd. “I was 
emailing [them] at 10 o’clock, 11 o’clock 
and [they] would respond.”21 

Avondale was able to purchase 
combined hardware and services in a 
single purchase order via a contract 
available through the U.S. Communi-
ties cooperative.22 This simplified the 
procurement process, but the benefits 
were greater than time-to-implemen-
tation alone. “In this day and age, you 
are seeing more value rendered by 
those companies that can partner well 
together rather than those who just 
focus on their [own] solution and their 
[own] products,” said Lloyd.23  

Keeping	Data	Intact		
Through	the	Cloud

As the IT director of the East Bay 
Regional Park District, Jim Tallerico 
oversees the deployment and manage-
ment of IT-related services for the dis-
trict. One particular challenge Tallerico 
has faced is how to provide storage for 
the district’s data. The East Bay area is 
prone to earthquakes and most of the 
district’s remote facilities are not suit-
able as disaster recovery sites. Tallerico 
said that although the data stored in-
ternally is not considered critical, “We 
do want to preserve it in the event our 

central data center was to experience a 
major catastrophe.”24 

Tallerico’s solution has been to invest 
in cloud technology, which offers a cost-
effective way to archive data without the 
need for infrastructure. The project is 
currently under development, with the 
district backing up data from multiple 
origin sites to both in-house and cloud 
storage sites. Tallerico said that the 
biggest challenge so far has been band-
width: “Pushing a large amount of data 
to the cloud consumes a great deal of 
resources over our Internet connec-
tion.” Fortunately, the agency has been 
able to minimize performance issues by 
tightly scheduling online usage.

In fact, many cloud innovators don’t 
realize — as Tallerico has — that clouds 
and network modernization must go  
hand in hand. Without a robust net-
work, the cloud just doesn’t work at 
production scale. 

Tallerico noted that many govern-
ment agencies are still wary of cloud 
technology because of concerns over 
the privacy and security of the data, but 
he said that will soon change: “As the 
applications mature and become more 
cost effective, I expect you’ll see more 
government agencies looking at cloud 
solutions in the future.” 

He also foresees the greater use of 
hosting sites. Tallerico’s agency began 
adopting the hosting model for core 
applications about six years ago. “This 
takes the burden off of the IT depart-
ment of dealing with disaster recovery 
in terms of building out secondary data 
centers — which are very expensive to 
maintain,” Tallerico said.

In addition to investing in cost-effec-
tive technological solutions, Tallerico 
has also established annual funding 
for hardware and software replenish-
ments. When considering whether to 
update or replace legacy systems, Tall-
erico said there are several important 
questions: “Are the apps/processes 
functional in the current environment? 
Are they running on current technology 
platforms? What is the cost to main-
tain them?” This practical approach 
has eliminated any surprise costs and 
allows the agency’s budget to remain 
flat year to year.  g
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tools of the trade: 
New tools and capabilities can come  
into play in the present as we re-point  
our organizations to their future goals:

1.	 data warehouses and data analytics

2.	 shared services

3.	 virtualization

4.	 data center consolidation

5.	 Unified communications 

6.	 identity and access management 

7.	 business continuity and  
disaster protectionJe
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A s in the transition from the 
past to the present, the present 
and future are on a continuum. 

We slowly build the future, and point 
our organizations in a wise and prudent 
direction. Once the course is set, we can 
consider our legacy.

Unlike Roman emperors, not even 
the greatest IT leaders are commemo-
rated by statues or with their likeness 
stamped on coins. But if you think past 
IT leaders aren’t lauded or derided, 
think again. We need to ask ourselves 
— are we innovating just for the sake of 
novelty, or will our work really stand the 
test of time? Will we be seen as forward-
thinking innovators who brought our 
organizations into the modern age? 
What will remain from our efforts when 
our successors take the reins?

Much of this discussion depends on 
the technologies and platforms of the 
future. We have focused here on inno-
vation that has real value in terms of 
improved service, lower cost or better 
citizen engagement. At the same time, 
the leaders we profiled have explicitly 
avoided the flash-in-the-pan school of 
IT innovation. 

Preparing	for	the		
Threat	of	Cyber	War	

Cyber security is a great topic for 
a writer — there is always something 
new to say about it as the pace of inno-
vation continues to accelerate. Karen 
Robinson, the Texas State CIO we 
introduced earlier, puts cyber security 
at the top of her agenda. 

“We’re seeing upwards of 110 million 
attacks on the network a month. It only 
takes one to get in. So, needless to say, 
I’ve really stood up a good team to help 
run the Security Operation Center.”

Following the 2011 creation of a 
council on cyber security,25 Robinson 
gathered experts from higher educa-
tion, state agencies, the military and 
elsewhere to assess the state’s cyber 
security infrastructure and recommend 
best practices to leadership. She has also 
partnered with a third-party company 
to conduct voluntary security assess-
ments for other state agencies. Last 
year, roughly 14 such assessments were 
completed, which are comprehensive: 
“What do you have in place? Let’s look 
for gaps, trends and let’s figure out what 
we need to do going forward.”

building for 
the future

We need to ask ourselves — are we innovating just for 
the sake of novelty, or will our work stand the test of time?
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is to create it.”  —  Abraham Lincoln
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Moving forward, Robinson plans to 
continue the security assessments with 
state agencies (saving them “a lot of 
money” in the process), while upgrading 
and prioritizing state security policies, 
studying identity management and 
establishing standards. She’ll also be 
looking to add more security staff to the 
Department of Information Resources 
(DIR), a task made more feasible by 
the fact that, under Robinson, the DIR 
has reduced its operating budget by 
47 percent and its number of full-time 
employees by 17 percent.26 

We may never be able to fully protect 
our users from every potential security 
threat, but we can strive to be the very 
best. That’s the spirit of the Center for 
Digital Government’s Cybersecurity 
Leadership and Innovation Awards. 
The program sets out to recognize the 
leaders who are creating a legacy of 
cyber security and breach prevention.27 

Last year, Texas took top honors for 
its work in the state category. Texas has 
launched a suite of Security Event and 
Threat Analysis (SETA) services that 
are also deployed in a cloud model. 
The platform enables state agencies 
to conduct 24/7 security monitoring, 
as well as respond to security incident 
alerts. Past incidents are archived, and 
agency-tailored response plans are part 
of the picture.

New York City led the list in the 
awards’ city category, having built an 
“information security cloud” that has 
realized a cost savings of $18 million. 
Dan Srebnick, CISO for the city, said 
that the cloud was fully operational 
for the 43 agencies within scope. The 

security cloud provides direct visibility 
into 73,000 endpoints, dramatically 
improving the city’s security posture. 
Srebnick noted that “The world is 
engaged in a global cyber war … and … 
all of government, including state and 
local, are targets.”

Seattle won a special award for 
collaboration in the field of security 
for a project called Public Regional 
Information Security Event Manage-
ment (PRISEM). The system was 
created through a public-private part-
nership that brought state and local 
government together with universi-
ties and industry players. The system 
provides an early-warning capability 
by aggregating and analyzing incident 
information in real time. While many 
jurisdictions jealously guard their 
own security incident data, Seattle led 
the effort to show that there is indeed 
safety in numbers.

Mike Hamilton, CISO for Seattle, 
said that much more work remains. 
Hamilton issued this stark warning 
to his colleagues: “Local government 
in general needs to get some religion 
around the whole cyber security issue 

because most local governments have IT 
staff of just a few people … and so nobody 
has allocated resources to do anything 
around information security.” With the 
shortage of staff noted by Hamilton, 
public-private collaboration will be all 
the more important as time goes on.

Expanding	Health	Care	Access
In her time so far as joint-CIO of both 

the Oregon Health Authority and the 
Department of Human Services, Carolyn 
Lawson has successfully negotiated the 
needs of both departments and emerged 
as a strong force for technological inno-
vation and business transformation. She 
has spearheaded successful moderniza-
tion efforts and built a health insurance 
exchange (HIX).

Lawson said that her dual role 
allows her the opportunity to offer 
citizens more unified services. She 
asks herself and her team, “How do 
we provide a unified approach to 
all health and human services tech-
nology delivery?” The reality is that 
many people served by one agency are 
also served by the other, so there is an 
opportunity for collaboration.
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Lawson described a situation in 
which a person might come to the 
human services department for a food 
stamp form but might also need medical 
care, which traditionally would be taken 
care of by the Oregon Health Authority. 
Lawson explained, “It makes no sense 
to say, ‘Okay, this is all that I can do for 
you. The Health Authority is 10 blocks 
down the street.’” Instead of this old, 
disjointed approach, Lawson empha-
sized the need for a unified approach 
for health and human services.

Lawson began this enormous under-
taking with two concurrent projects in 
2011. The first was the transformation 
of the Department of Human Services, 
which included the development of 
a Web center, increased focus on case 
management and the modernization of 
the human service systems. 

While evaluating this process, the 
Oregon Health Authority asked if the 
platform could be used to develop 
an insurance exchange. The evalua-
tion found two vendors on the human 
services side that could be used to build 
an insurance exchange. But Lawson was 
now faced with a new set of difficulties. 
Oregon was an early innovator, but she 
didn’t have the luxury of time — the state 
needed to deliver the exchange in 2 ½ 
years. Lawson was tasked with building 
two major applications on a very short 
deadline. The results have been great, 
and Oregon is well positioned to be a 
national leader in this critical space.

Another intersection of technology 
and health care is the arena of tele-
medicine. Many of the early successes 
in telemedicine are coming from prison 
systems, where access is limited and 
the movement of health practitioners, 
health technology and medical treat-
ments is cumbersome and restricted. 
California’s problems in this area were 
so severe that a federal lawsuit was 
filed arguing that the lack of access 
to medical care violated the inmates’ 
constitutional rights. Important public 
safety issues were also in play, since 
10,000 prisoners per month would 
be released from incarceration into 
California communities in order to 
receive medical care. Bringing the 
inmates to doctors — alongside the law-
abiding citizens of California — was an 
unpleasant proposition.28 

California found a new solution: 
telemedicine. By leveraging telemedi-
cine, inmates could be given access to 
a wide range of specialists via a tele-
presence solution that mimicked an 
in-person visit. This provided better 
care for inmates, ensured safety for 
law-abiding communities and lowered 
costs for the state.

“We’re getting access to care to the 
patients that need it, and decreasing 
safety issues; it’s a win-win situation 
for patients and physicians,” said Dr. 
Michael Arca, chief physician at the 
California Correctional Health Care 
Services agency.

Remembering	the	Fundamentals
Many CIOs aspire to be business 

focused, but Mujib Lodhi, CIO for 
the Washington Suburban Sanitary 
Commission (WSSC), takes it to a whole 
other level: “As a CIO today, I have to 
understand the business very well. As a 
consultant to the organization, I have to 
understand the business and what busi-
ness we are in. Not just providing them 
a technology solution, but providing 
them a business solution.”29

Indeed, CIOs increasingly need to 
understand not only how to fix an orga-
nization’s computers, but also to grasp 
the finances, operations and goals of 
the organization. These hard facts grow 
increasingly important as more data-
driven decisions enter the workplace. 
CIOs are no longer solely “techies.”

WSSC serves as an extraordinary 
example of how IT can contribute to an 
organization’s top-level goals. As one of 
the nation’s top water and wastewater 
utilities, serving 1.8 million customers, 
WSSC must remain financially solvent 
and maintain an ever-expanding crit-
ical infrastructure. When Lodhi thinks 
about ways to improve the organization, 
he always traces his thought process 
back to these fundamental goals.
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Once he has identified his funda-
mental goals, Lodhi hones in on the 
specifics. For example, capital improve-
ment for infrastructure is a staggeringly 
complicated business problem for 
WSSC — so it launched a mobile app 
to allow customers to instantly submit 
geo-tagged photos of problem areas — 
the first of its kind in the nation. 

Lodhi’s ultimate vision is to help 
WSSC transform into a “real-time 
utility” that utilizes data analysis at 
every step in its business processes 
and decision-making. In this future, 
when a customer calls WSSC, a work 
order will immediately be created and 
the work order system will determine 
the optimum routing and techni-
cian to dispatch in order to cut down 
driving time, gas and other costs. The 
enterprise will have real-time commu-
nication with the customer, and provide 
a faster response to the customer’s 
needs. When the customer’s issues are 
resolved, WSSC’s field representatives 
will contact headquarters directly to 
close out the case. The mobility of 
water and wastewater technicians will 
enable these field workers to remain 
in the field and be dispatched with 
maximum efficiency.

However robust the long-term 
vision is, Lodhi knows that it is equally 
important that CIOs never forget their 
fundamentals. “As a CIO, I cannot 
ignore that,” Lodhi said, “because how 
can I walk into your office and say I 
want to put in a new $10-million ERP 
system for you, if you look at me and say, 
‘You’re the CIO but you can’t fix my PC. 

How the heck can you fix a $10-million 
system?’ We need to build their trust.”30 

Learning	to	Share
Every CIO today — public sector or 

not — knows that good programmers 
are hard to find. There is simply a skills 
shortage. If you live in a technology hub 
like Austin, Texas, or Silicon Valley, then 
you face stiff competition from startups 
and private enterprise for development 
talent. If you live in a remote area, there 
may not even be much of an IT work-
force for you to tap. While commercial 
off-the-shelf software can serve a 
variety of needs, government agencies 
still need custom code and custom apps. 
Much of what we do is particular to us, 
or particular to our agency, or particular 
to our specific environment. Commer-
cial software vendors usually like to sell 
more than 50 copies of a product when 
they build it, so developing packaged 
apps for state governments can have 
limited competition.

How do government agencies — 
cities, counties, school districts, state 
agencies and even federal partners — 
get their work done despite the dearth 
of programming talent? The answer 
might be what we all do when there 
isn’t enough of something to go around: 
We learn to share.

Matthew Burton is the deputy CIO 
at the federal Consumer Financial 
Protection Bureau (CFPB). As someone 
“born in the digital era,” he is keen on 
rethinking the established business 
practices of his colleagues. Burton is an 
advocate of sharing the programming 

load among agencies, and it might be 
just what government needs to meet the 
challenge of the IT brain drain previ-
ously noted. He has two approaches. 
One is familiar, which is to leverage open 
source technologies where possible. 

According to Burton, “Open source 
software works because it enables 
people from around the world to share 
their contributions with each other. 
The CFPB has benefited tremendously 
from other people’s efforts.”31 

But that isn’t enough for Burton. 
He charges ahead to not only make 
his agency a consumer of open source 
software, but a producer of it as well. 
“When we build our own software or 
contract with a third party to build 
it for us, we will share the code with 
the public at no charge,” said Burton. 
Of course, “exceptions will be made 
when source code exposes sensitive 
details that would put the bureau at 
risk for security breaches.” Burton 
memorialized the concept in a formal 
policy, posted it on his agency website 
and has successfully used it as an 
operational philosophy ever since. 
If your department has similar code 
or needs, you may want to check out 
Burton’s GitHub account to start the 
sharing process.32 

Another great example of cross-
boundary collaboration comes from 
Colorado. Sherri Hammons is work-
ing on moving government systems  
to Software-as-a-Service (SaaS) —  
utilizing the cloud and a central 
hosting site. Wyoming, Colorado, 
Arizona and North Dakota have come 
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together to devise an unemployment 
insurance SaaS model that can be used 
by all 50 states. This is a significant 
improvement on the original model, 
in which the federal government sub-
sidizes a traditional system for each 
individual state with an expensive up-
front cost. Since technology changes 
so rapidly, these large software pur-
chases quickly become obsolete.

Hammons describes how this has 
affected unemployment insurance: 
“We have a 20-year-old unemployment 
insurance module that is on a main-
frame and nobody can really support 
it.” But SaaS offers a solution to this 
outdated technology: “The upgrades 
are built in and it becomes an oper-
ating expense as opposed to a capital 
expense.” The four-state consortium 
currently has a request for proposal 
(RFP) for vendors to create the unem-
ployment insurance SaaS model.

Meeting	Networking	Needs
There is a great deal of work to be 

done to position governments to meet 
the networking and connection needs 
of an increasingly digital citizenry. In 
Texas, the TEX-AN NG program is 
a multi-vendor telecommunications 
partnership with the state. In a recent 
contract update and modernization, 
Texas was able to achieve even higher 
value for its citizens. 

State CIO Karen Robinson noted: 
“With the new multi-vendor model, 
we are seeing upwards of 40 percent 
savings each month — approximately 
$1.5 million annually.” Along with the 
savings, Texas obtained a whole host 
of new services and a more modern 
network infrastructure.

As the CIO of the city of Las Vegas, 
Joe Marcella also has powerful ideas 
about how IT developers should meet 
the needs of their increasingly digi-
tal communities. Las Vegas recently 
attracted online retail powerhouse 

Zappos to its downtown area, bringing 
3,000 new high-tech “digital natives” to 
town. Marcella believes that technolog-
ical development should have a strong 
business focus and take into account the 
specific needs of citizens. This approach 
has paid off for him: By collaborating 
with citizens and continuously seeking 
solutions to unaddressed problems, he 
has been able to offer targeted, innova-
tive solutions in his department and the 
community at large.33

One such networked project that 
Marcella cited is the successful launch 
of the multi-jurisdictional business 
license in Southern Nevada. Last 
year, the jurisdictions of Las Vegas, 
Henderson, North Las Vegas and Clark 
County worked with state legislatures 
to pass a bill that called for the develop-
ment of a unified contractors’ business 
license across all four jurisdictions. 
Now, instead of having to obtain a busi-
ness license with each organization, 
contractors “can go to any one of the 
four [ jurisdictions] and the business 
licence is automatically populated,” 
said Marcella.

This dedication to community in- 
forms Marcella’s approach to IT devel-
opment. He values a mobile workforce 
that provides a direct connection with 
the residents: “I’ve got citizens out 

there [with whom] I can easily have a 
conversation about crowd sourcing or 
problem resolution or getting data.” 
Marcella hires “super-users” who are 
both technologically savvy and busi-
ness savvy, so that his team can actively 
discover problems in the community 
that need to be addressed. 

Marcella asks, “Why are we always 
sitting back, always waiting for some-
one else to have a problem before we 
go out there and solve it for them?” He 
believes that this sort of one-way rela-
tionship between the community and 
IT developers is ultimately detrimental 
to both.

Marcella has deployed this practical 
and innovative approach while updating 
the technological systems in city hall. 
He has developed an integrated commu-
nication system that allows those in city 
hall to make phone calls while simulta-
neously videoconferencing. He believes 
that such multi-technological conver-
gence will revolutionize customer 
relationship management (CRM) in 
all government departments. He gives 
the example of the police department, 
where integrated technologies would 
allow police officers to get “the kind  
of information that’s necessary when  
in pursuit.” 

The South Carolina Department of 
Probation, Parole, and Pardon Services  
(SCDPPPS) is also a networked inno-
vator. The department had a problem 
that is not unique in the judicial field: 
Field workers like parole officers are 
highly mobile, and need to be produc-
tive from any one of 46 courtrooms 
statewide. They spend upwards of 50 
percent of their time out of the office, 
and can’t be slowed down by confusing 
or nonexistent wireless networks.34 

The agency needed a way to make 
it easy for their field workers to get 
secure access to their network, while 
also providing convenient guest access. 
It needed a network that could rapidly 
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scale up and could be added to and 
modified when needed. The agency 
also needed centralized management 
capabilities that would allow it to keep 
track of the whole system.35 

You might think that the last word 
has been written on in-building Wi-Fi, 
but anyone who has been frustrated by 
coverage gaps, difficulty connecting or 
complex Wi-Fi management knows 
that is far from the case. Many of our 
Wi-Fi networks are a mix of old and 
new technology — some of which 
doesn’t play well with others. In historic 
buildings and government offices, we 
can’t afford to drill new holes and pull 
wires to solve the problem. So we need 
a better way to manage wireless.36 

South Carolina found a solution 
that removed the need for the wireless 
controller — usually a bottleneck in the 
process. Typically, Wi-Fi network func-
tions are shared between a controller 
and an access point. This originally 
was intended to solve maintenance 
and manageability challenges, but 
now the controller itself has become a 
bottleneck: As organizations upgrade 
to the 802.11n standard, the controllers 
just can’t keep up. As a result, the cost 
of wireless networks is rising, even as 
their reliability is plummeting.37 

South Carolina moved to a distributed, 
controller-less architecture that solved 
the problem. David O’Berry, director of 
IT, Systems and Services at SCDPPPS, 
said, “I appreciated the vision of how 
the access points functioned, even 
when they were disconnected. Most 
other [access points] got pretty dumb 
when they lost connectivity with the 
controller.”38 The solution gave South 
Carolina all of the benefits of Wi-Fi, 
including security and access-control 
protection, in a more economically cost-
effective solution.39 

The Iowa Judicial Branch took a 
similar path, also deploying a controller-
less network for its 99 courthouse 

facilities. The network was easy to set 
up and manage, even though the agency 
had a small IT team. The approach 
also helped navigate the special chal-
lenges that old buildings can pose for 
an access-point layout.40 Management 
of the devices is handled via the cloud, 
which provides other benefits as well.41 

“There has been a few places where 
the local person thought we would need 
four access points in order to adequately 
cover everything, and we’ve been able 
to get it done with two or three,” said 
Sally Thompson, infrastructure admin-
istrator for the Iowa Court Information 
Systems. Coverage is excellent, and 
the court system is well positioned to 
support future network growth.42 

No current discussion of the future 
can ignore the topic of mobile devices 
and the BYOD movement. A recent 
Government Technology survey noted 
that 61 percent of state and local enti-
ties either had a BYOD policy already 
or were busily crafting one.43 One of 
the biggest challenges in establishing 
such guidelines is that government 
agencies are held to a higher stan-
dard in terms of security and privacy: 
We can’t just let any device plug into 
any old network. As wireless becomes 
the preferred mode of connection 
to government networks (and many 
devices lack an Ethernet port entirely), 
the challenges for managing how these 
devices connect to wireless networks 
are mounting.44 

IT managers need a platform to 
manage how — and which — devices 
are connecting to the network. Some 
types of devices won’t be allowed to 
connect at all, but many will. Not all 
devices will be able to access unlim-
ited bandwidth, especially when 
connected on guest access. Network 
administrators are forced to plan 
for uncertain network demand from 
uncertain devices — all during equally 
uncertain economic times.45 

21

 We have a 
20-year-old  
UnemPloyment  
insUrance modUle 
that is on a  
mainframe and  
nobody can  
really sUPPort  
it. [bUt With 
saas],the UPgrades 
are bUilt in and  
it becomes an  
oPerating exPense 
rather than a  
caPital exPense.”    
— Sherri Hammons



Large private sector organizations 
like airlines, energy companies and 
retailers are deploying a coordinated 
approach to managing this aspect 
of their wireless networks. This 
helps ensure that consistent policies 
are enforced for bandwidth usage, 
security, access control and more. 
Government, we expect, will soon be 
following suit.46 

Gail Roper took over as CIO for the 
city of Raleigh in 2006, and found 
a city that had some major legacy 
problems. Technology was an internal 
affair, and it didn’t play a role in the 
community. Roper set out to change 
that. Convention center traffic was 
down, and the Fayetteville Street mall 
was a ghost town. To make matters 
worse, lower-income constituents 
were being left out of the digital 

tsunami that was powering economic 
growth elsewhere.47 

Roper decided to upgrade all of 
the city’s technology platforms in a 
way that looked outward and not just 
inward. Roper deployed an arsenal of 
powerful technology: wireless mesh, 
unified computing, VoIP, video and 
more. The result was high-speed 
wireless at the convention center, free 
Wi-Fi throughout the downtown area 
and a powerful asset for downtown 
Raleigh’s rebirth. Raleigh even topped 
the Forbes list of America’s most wired 
cities in 2006.48 

Roper defines her success — and the 
contribution to her legacy — this way: 
“We now call ourselves a service-aligned 
organization, because the infrastructure 
is aligned with the needs, mission and 
vision of the organization as a whole.”49 

Powering	People	on	the	Move
Technology executives like David 

Heck, deputy director of Finance and 
Technology and CTO for the city of 
Tempe, Ariz., are confronted with a 
number of legacies the moment they 
take on their roles. In Tempe there is a 
demand for faster information and self-
service opportunities. “[Citizens] want 
to have access to the city services online 
from basically anywhere,” said Heck. 
“They don’t want to [have to] know the 
structure of government in order to find 
information or get help.”50 

To meet this demand, Tempe has 
made certain services, such as program 
registration and bill payment, acces-
sible online. Tempe has also initiated 
a citizen-relations management desk 
and mobile app called Tempe311. Citi-
zens can call into Tempe311, access it 
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through the Web or use mobile devices 
to report areas for community improve-
ment. “We’ve had great success so far,” 
Heck said of Tempe311. “Although 
it’s just recently been released, we’re 
seeing a high usage of the service.”

Heck has also successfully devel-
oped a relationship with Arizona 
State University (ASU) to support the 
needs of the community. For the past 
18 months, Heck has been working 
with ASU to establish a Gig.U partner-
ship in Tempe. Gig.U is a broad-based 
collaboration of the largest research 
universities and their communities 
from across the United States. Heck 
described the initiative as a “banding 
together, putting up funding for 
research, and gathering information 
about companies that would be inter-
ested in coming in and establishing  
the gigabit networks needed in a 
research community.”

Gig.U seeks to help its member 
communities establish an incubator for 
innovation and collaboration by ensuring 
that every home in the community has 
access to a gigabit-speed (or higher) 
connection. The concept is part of a 
larger strategy for economic develop-
ment for the city. Heck wants to improve 
the future of his community by estab-
lishing infrastructure that will attract 
successful industry. As Heck explained, 
he wants to “make Tempe attractive to 
do business in.” 

Heck’s focus on the future also 
informs the kinds of technologies he 
chooses to develop in his own depart-
ment. Here he has sought to establish 
“a virtual environment, so that we’re 

not strapped to wires or specific hard-
ware anymore.” This forward-thinking 
approach has led to several innovations, 
such as wireless communications in all 
city buildings and employee desktops 
that are contained on a server, rather 
than a desk. This allows for greater 
flexibility and availability. As Heck 
explained, “When I’m not in my office, 
be it at home, in the field or out of town, 
I can get to my virtual work environ-
ment, using a Web client or mobile 
app.” Heck plans to continue to manage 
the demand of “anywhere access” by 
investing in innovative solutions, such 
as device-agnostic services and mobile-
enabled technology.

A few states over, in California, at San 
Diego County’s Office of Emergency 
Services, Technology Manager Adrian 
Gonzalez has helped revolutionize his 
county’s emergency assistance tech-
nologies. He played a large part in 
creating San Diego’s emergency pre-
paredness website, “ReadySanDiego,” 
which offers extensive information on 
how to plan and prepare for disasters. 
He also described himself as “a coordi-
nator and a visionary” for the county’s 
disaster information mobile app. These 
technologies have transformed the way 
San Diego County responds to emer-
gencies, and established Gonzalez as a 
premier technological innovator.51

Gonzalez first embarked on the 
ReadySanDiego project when the Office 
of Emergency Services realized that it 
needed to revamp the website. With 
the increase of technology in the home, 
more people were gaining access to the 
Internet, and so the website needed to 

  that is the kind of investment 
We Want to make.  something that  
is likely to have a life beyond the  
initial develoPment effort.”    
— Adrian Gonzalez

tools of the trade: 
The future is where it gets interesting.  
Here are some emerging tools, and  
some that change so fast as to place  
them in the future category:

1.	 big data analytics (descriptive,  
predictive, prescriptive)

2.	 data fusion

3.	 enterprise architecture

4.	 managed services

5.	 next-generation networks

6.	 telework and telemedicine

7.	 social software and social media

8.	 mobile computing 

9.	 cross-boundary collaboration



be able to handle higher-volume traffic. 
This had become especially evident 
during the 2007 wildfires which swept 
across Southern California, claiming 
nine lives. Gonzalez explained that he 
and his team “realized that we couldn’t 
just put a new wrapper on an old Web 
page and expect it to satisfy our new 
needs.” Instead, they invested in cloud 
technologies, which allowed the site to 
handle higher-volume traffic and offer 
new capabilities for self service. 

After modernizing the website, Gonza-
lez shifted his sights to the mobile space. 
Mobile technologies were  starting to 
take off around this time, and Gonzalez 
understood his team needed to “respond 
to county government leadership and a 
very obvious need and expectation now 
from the public.” Their solution was the 
mobile app, which provides government-
to-citizen information on upcoming and 
ongoing disasters. Gonzalez said that the 
app was “able to meet our expectations,  
the elected officials’ plus the operating 
departments’, very satisfactorily. We 
were able to leverage our initial cloud 
investment and expand functionality 
into the mobile space, while keeping 
our business operations simple.” Such 
a successful innovation is a great feat in 
government, where legacy systems often 
stay in place for decades.

Gonzalez has often encountered 
the longevity of legacy systems. He 
described a time when his coworkers 
invited him to a retirement party: 
“I said, ‘Well, what’s it for?’ [They 
replied,] ‘We’re retiring the system you 
developed 25 years ago.’” However, he 
bumped into someone recently who 
was still using the old system on a 
daily basis. “The county invests money 
in your systems,” Gonzalez said, and 
“they tend to hold onto them forever.” 
Gonzalez said this governmental 
inertia informs how he picks his tech-
nological solutions: “Who knows what 
devices will come along on the mobile 

side in the future for this particular 
solution. We have to make sure that 
technologies that we are going to invest 
in are likely to have a life beyond the 
next couple of years.”

Gonzalez applied this philosophy 
when developing San Diego County’s 
mobile app. He and his team selected 
the Mobile Enterprise Application 
Protocol (MEAP) platform for building 
their app, because the platform had 
established itself as a high-quality 
product with staying power. 

“That’s the kind of investment we 
want to make,” Gonzalez said, “some-
thing that is likely to have a life beyond 
the initial development effort.” In 
the past, most developers built their 
own solutions instead of relying on 
platforms, but Gonzalez describes the 
benefits of using a platform: “[With 
self-made solutions] you tend to get 
stagnated or locked into solutions that 
may or may not grow with you. By going 
to platforms, somebody else is dealing 
with the plumbing and the ability to 
integrate to other, newer features and 
technologies.” This allows Gonzalez 
and his team to be more flexible in 
responding to changes in technology  
or business.

Moving	to	High-Performance	
Computing

Everyone is talking about how big 
data is going to rule the future. And no 
one outside of defense and the federal 
government has big data challenges 
like research universities. Researchers, 
by their very nature, are in the data-

gathering and data-analysis business. 
New devices, sensors and equipment 
are generating exponentially more 
data than ever before. The Large 
Hadron Collider at CERN, for example, 
generates 15 petabytes of data a year. 
That amounts to 15 million gigabytes. 
It doesn’t only need to be archived, but 
it needs to be analyzed as well.52 

The challenge of big data is a three-
dimensional expansion in terms of 
volume, speed and complexity.53 First, 
let’s take complexity. Years ago, data 

elements might have been lonely 
numerical readouts from a remote 
sensor device. But now they can be 
images, video, structured information, 
objects with internal links and even 
data with metadata. This increase in 
data model complexity is one factor 
driving the big data change. 

Then there is volume. Research teams 
— like government program managers 
— rarely collect data that they don’t 
want to keep. So the gigabytes become 
terabytes that become petabytes. Pretty 
soon, your institution or agency has 
amassed information on an epic scale. 
Sometimes, older information can be 
deleted to save space. But in the research 
context, that is rarely advisable.

The third “axis” of big data is speed. 
And when we say speed, we don’t just 
mean the speed of capture and storage. 
Data must be stored quickly, to be sure. 
But it also needs to be read and edited 
quickly to support the pace of analysis 
and innovation.

The answer to this challenge for re-
search institutions has been to move 
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into the world of high-performance 
computing, specifically in the storage  
arena. New devices are needed that can 
handle the complexity, volume and speed 
of today’s data capture and analysis. 
These high-performance architectures 
aren’t just bigger — they are different.  
And the difference is what reduces  
costs and improves staff productivity.

If you think your data needs are slight 
because you are a smaller research insti-
tution or a regular government agency, 
think again. Industry experts expect 
that the pace of your data needs will 
increase dramatically in the near future. 
If you were storing 100 terabytes of data 
in 2010, you can expect to need 11 times 
as much storage space in 2016, which 
would be 1.1 petabytes. By 2020, it would 
be 58 times greater. So sooner or later, we 
will all be facing the high-performance 
storage challenge.

No discussion about research, big 
data and high-performance storage 
would be complete without mentioning 
the need for data security, privacy and 
strict adherence to data retention poli-
cies. Too often, researchers dump data 
together without regard to the person-
ally identifiable aspects of it. This opens 
the organization up to great risk.

It has long been said that the so-called 
“insider threat,” i.e., the risk of data 
breach by employees, contractors or 
those who otherwise hold some form of 
legitimate access, is the greatest danger 
to data security. Merely encrypting 
data in transit to thwart hackers isn’t 
enough. We need to be able to mask 
data at rest in systems to protect it from 
the internal threat.

“Data masking” means enforcing 
robust data access protocols at the most 
fundamental levels. It happens at the 
source, rather than encrypting merely 
at the time of network transmission. 
Data masking is intended to stop even 
a rogue database administrator from 
writing a SQL statement operating 

directly against a database. Even if he 
or she accesses the source directly, this 
type of data masking can prevent unau-
thorized exposure.

Overcoming		
Procurement	Barriers

All of these reforms are dead in 
the water unless we address business 
processes themselves. And, of course, 
one of the most frustrating for CIOs 
is the procurement process. Let’s face 
it: Government procurement rules 
weren’t originally written to purchase 
technology goods and services.

In most states and localities, the 
procurement regulations that govern 
IT purchases were written before 
software, computer terminals and 
Software-as-a-Service (SaaS) applica-
tions were contemplated. These rules 
have become out of step with the times, 
but procurement officers are bound 
to follow them to the letter — or else. 
No one, save the legislators who can 
change the rules — seems to have much 
choice in the matter.

As a result, sometimes people in- 
volved in the process become more 
focused on procedural compliance than 
on the bottom-line task of getting the 
best technology at the best price. But all 
of that is starting to change, and CIOs 
are at the forefront of the transition. 
Many leaders have created a dialogue 
between themselves and the procure-
ment officers in their organization to 
understand how rules can be reformed 
and modernized. In the last Depart-
ment of Defense (DoD) appropriations 
bill, for example, Congress directed 
the DoD’s CIO to identify “alternative 
acquisition strategies” for IT that would 
allow for:54 
a. early and continual involvement  

of the user;
b. multiple, rapidly executed  

increments or releases of capability;
c. early, successive prototyping to 
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support an evolutionary approach; and
d. a modular, open-systems approach. 

This strategy of breaking mega-proj-
ects up into more manageable chunks 
has a number of historical precedents, 
and some good sense behind it. As it 
picks up steam, we may see a higher 
rate of IT project success at all levels  
of government.

If you read “modular, open systems” 
above and thought of “open source,” 
you aren’t alone. DoD has overcome 
barriers to the procurement of open 
source technologies in an effort to drive 
down costs while improving overall 

IT performance. Back in 2009, former 
DoD CIO David Wennergren issued a 
new policy providing “Clarifying Guid-
ance Regarding Open Source Software.” 
The memorandum noted that DoD 
needed to deploy software faster than 
ever, and that “The use of Open Source 
Software (OSS) can provide advantages 
in this regard.” Wennergren saw it as 
a problem that outdated conceptions 
about procurement regulations had 
hampered DoD in open source adop-
tion. By setting out clear procurement 
policies clarifying and supporting open 
source software, the DoD CIO opened 
the door for innovation. The policy also 
made the case for open source soft-
ware’s benefits, including substantial 
cost savings, “continuous and broad 
peer-review,” “unrestricted ability to 
modify software source code” and a 
reduction in vendor lock-in.55

Case in point: the National Recon-
naissance Office (NRO) manages the 
nation’s spy satellites and is a big fan of 
open source software. NRO launched 

a top secret cloud to store its recon-
naissance data, according to agency 
CIO Jill Singer. The open source cloud 
“was set up in 15 months, engulfing a 
tiny $13 million and requiring just 11 
people.” The price of the project was so 
much less than closed-source alterna-
tives that its risk was also dramatically 
reduced. The approach paid off, and 
the project was a major success.56

DoD has also taken a lead role in 
promoting the sharing of software 
among federal agencies. Much of this 
is through the federal “Shared First” 
initiative that provides a forum and 

incentive for agencies to collaborate. 
Federal CIO Steve VanRoekel said 
of the program, “We’re looking for 
opportunities to … build on existing 
investments rather than re-inventing 
the wheel.”57 Open source is so popular 
in the national security community that 
several agencies are even working to 
create their own open source software 
foundation to spur further innovation.58

Another exciting example of procure-
ment reform is in the number of CIOs 
who are turning to purchasing coop-
eratives that are run either by other 
government agencies or by a consor-
tium of government or non-government 
players. These cooperative purchasing 
organizations give CIOs powerful tools 
to obtain the best technology and still 
meet all of their relevant purchasing 
rules and regulations. In these arrange-
ments, one organization acts as a buyer 
on behalf of many others. They run 
competitive bids, make evaluations and 
award master contracts. When another 
government entity wishes to purchase 

something, it can simply write purchase 
orders against the already competitively 
bid master contracts.

U.S. Communities Government Pur-
chasing Alliance is one such program. 
U.S. Communities was founded by 
the National Association of Counties 
(NACO), the National League of Cities  
(NLC) and a number of other allied 
organizations. In this model, all con-
tracts are competitively procured by 
an individual public entity. Certain lan-
guage is included in contracts to allow 
other entities to share the contract. U.S. 
Communities functions as a purchasing 

co-op, and drives down prices for goods 
and services. Sometimes governments 
can even purchase integrated solutions 
that combine hardware and services into 
a single, streamlined purchase order.59

Texas runs a similar program under 
the aegis of the state CIO. Texas has be-
come a strong negotiator with vendors, 
often obtaining significant volume dis-
counts. In the first quarter of this year, 
more than $415 million of purchases 
of IT goods and services went through 
Texas’ cooperative contracts, gener-
ating an astounding cost avoidance/
savings of $66 million. Even though the 
Texas program is headed by one state 
agency, the savings are enjoyed by gov-
ernment customers outside of Texas 
state government, including “school 
districts, counties, cities, libraries, fire 
departments” and about 15 other state 
governments, which together comprise 
about 75 percent of DIR’s customer 
base. And it’s important to note that, 
for them, doing business with DIR is 
entirely voluntary.  g

cooPerative PUrchasing organizations give cios PoWerfUl 
tools to obtain the best technology and still meet all of 
their relevant PUrchasing rUles and regUlations.



 Whatever yoUr life’s 
Work is, do it Well. a man 
shoUld do his job so Well 
that the living, the dead, 
and the Unborn coUld do 
it no better.”  — Martin Luther King Jr. 
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 there are PeoPle Who 
make things haPPen, there 
are PeoPle Who Watch 
things haPPen, and there 
are PeoPle Who Wonder 
What haPPened. to be 
sUccessfUl, yoU need to 
be a Person Who makes 
things haPPen.”  
— James “Jim” Lovell

W e’ve come to the end of our 
journey into the legacy of a 
CIO. In the process, we’ve 

taken a three-dimensional look at 
the concept of legacy — past, present 
and future. We’ve learned from the 
successes — and challenges — of our 
peers. And we’ve provided a frame-
work and a set of tools that you can 
use to craft a great legacy for your 
organization.

Many of the great works of the past 
— like the Panama Canal and Trans-
continental Railroad — might have 
seemed like more trouble than they 
were worth at the time. They required 
clear vision, steadfast commitment 
and a never-give-up attitude. But they 
were finally accomplished, and over 
time their value has been proven — 
even far beyond any of their creators’ 
expectations. Sure, we’ve seen more 

than our fair share of faddish predic-
tions like flying cars, disposable 
clothing and the like find their way 
to the dustbin of history. But this 
moment in government technology  
seems more laden with opportunity 
than with risk. So the question falls 
to you: What fate will meet the work 
that you do? What will remain of your  
efforts after you have moved on? What 
will be your legacy?  g

Writing your legacy,  
one Page at a time
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people want to work anywhere; on any device, and it needs to enable them — without drowning in  
complexity or compromising on security, performance, reliability or cost. aerohive’s mission is to simpli-fi these 
enterprise access networks with a cloud-enabled, self-organizing, service-aware, identity-based infrastructure that 
includes innovative wi-fi, Vpn, branch routing and switching solutions.

in here, innovation frees you for the work that matters most. across the country, dedicated at&t professionals are 
working with state and local governments to transform their networks and accomplish more in less time. with  
our comprehensive suite of solutions, agency operations are now more agile, cost efficient and highly secure.  
see what else is possible at www.att.com/stateandlocal	

cisco delivers innovative, intelligent technology solutions, enabling state and local governments to transform 
collaboration and provide a higher level of service to citizens. cisco encapsulates a new way of thinking about how 
communities are designed, built, and managed, to help governments provide a thriving, safe, and sustainable 
community for citizens. 	

cox Business provides voice, data and video services for more than 300,000 small and regional businesses,  
including healthcare providers, k-12 and higher education, financial institutions and federal, state and local  
government organizations. the organization also serves most of the top tier wireless and wireline telecommuni-
cations carriers in the u.s. through its wholesale division. according to Vertical systems group, cox Business is  
one of the largest providers of business ethernet services in the u.s. based on customer ports and has been 
consistently recognized for its leadership among small/midsize business data service providers. cox Business is 
currently the seventh largest voice service provider in the u.s. and supports one million phone lines.  
For	more	information	about	cox	Business	call	1-800-396-1609.

red hat is the world’s leading open source provider bringing the choice, collaboration, cost savings and value of 
open source to government agencies. as red hat’s Largest government reseller, dLt solutions helps the dod 
and other government agencies overcome real-world challenges through its best-in-class information technology 
products and superior services. to	learn	more	visit	www.dlt.com/redhat	or	call	877-742-8358. 

the us government demands performance, transparency, and value — exactly what red hat and open source 
offer. red hat is the standard choice for Linux in governments worldwide. our cloud, virtualization, storage, 
platform and service-oriented solutions bring real freedom and collaboration to your programs. and red hat’s 
worldwide support, training and consulting services bring the power of open source to your agency.  
learn	more	at	www.redhat.com/government.

the challenges we face in public sector today require creativity and collaboration to overcome. information tech-
nology (it) plays a key role in addressing many of these challenges. at emc, we enable people to tackle issues with 
the innovative use of it, and are participating in the debate. emc is a leader in enabling state and local governments 
to transform their operations and deliver it as a service. fundamental to this transformation is cloud computing. 
through innovative products and services, emc accelerates the journey to cloud, helping government store, manage, 
protect and analyze their most valuable asset — information — in a more agile, trusted and cost-efficient way. 
Follow	us	@eMcpublicsector.
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informatica is the world’s number one independent provider of data integration software. thousands of organiza-
tions, commercial and government, rely on informatica for maximizing return on data to drive their top business 
imperatives. to maximize return on data, informatica increases the value of data by delivering relevant, trustworthy, 
timely, authoritative, actionable, accessible, holistic and secure data. at the same time, informatica lowers the cost 
of data by bringing down business costs, labor costs, software costs, hardware costs and storage costs. with the 
informatica platform organizations can fully leverage their information assets residing on-premise, in the cloud and 
across social networks. 

insight is a leading technology provider of hardware, software and service solutions, with more than 20 years of 
experience serving agencies in the public sector. insight public sector understands the unique it challenges that 
agencies, educational institutions and local municipalities face every day. we have a distinguished track record 
of helping organizations address their it needs and improve their technologies while streamlining management 
and reducing their overall cost of ownership.

mcafee, a wholly owned subsidiary of intel corporation (nasdaQ:intc), is the world’s largest dedicated security 
technology company. Backed by global threat intelligence, our solutions empower home users and organiza-
tions by enabling them to safely connect to and use the internet, prove compliance, protect data, prevent 
disruptions, identify vulnerabilities, and monitor and improve their security. mcafee is relentlessly focused on 
constantly finding new ways to keep our customers safe.

netapp storage solutions help state and local agencies simplify their data management while cutting costs. 
storage is the #1 line item in most it budgets, and with storage from netapp you can get information to the right 
people at the right time. we help you slash infrastructure/data storage costs and realize payback in as little as 6-9 
months. Find	out	more	at	www.netapp.com/slg

oracle provides public-sector leaders with a complete, open, and integrated suite of applications, servers, and 
storage solutions engineered to work together to optimize every aspect of government operations. oracle’s 
industry-leading solutions give government organizations unmatched benefits including unbreakable security, 
high availability, scalability, and low total cost of ownership. For	more	information,	visit	oracle.com.

software ag assists government agencies optimize and modernize their existing technology to access 
information real time, making decisions, and achieving results faster. our software and services strategically 
transform organizations — and closely align both business and it teams around common and achievable  
business goals. we are focused on supporting agencies and departments of every size unlock and increase 
their potential and agility making their it investments more flexible and citizen-focused. Building on over  
40 years of customer-centric innovation, the company is among the top 10 fastest-growing technology 
companies in the world and is ranked as a “leader” in fifteen market categories, fueled by core product families 
adabas and natural, aris, terracotta and webmethods. software ag has more than 5,500 employees in  
70 countries and had global revenue of $1.38 billion in 2011. learn	more	at:	www.softwareag.com/na
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the	center	For	Digital	governMent,	a division of e.Republic, is a national research and advisory institute on 
information technology policies and best practices in state and local government. Through its diverse and dynamic programs  

and services, the Center provides public and private sector leaders with decision support, knowledge and opportunities  
to help them effectively incorporate new technologies in the 21st century.

www.centerdigitalgov.com
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