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Executive Summary

This document provides guidance on the implementation of a Next Generation Encryption
(NGE) VPN solution utilizing the AnyConnect (AC) Secure Mobility Client and the ASA 5500-X
series firewall. This design will utilize an Elliptic Curve Cryptography (ECC) Public Key

Infrastructure (PKI) implementation along with cipher suites as defined in |JETE RFC 6379, to
create a secure VPN solution.

The ASA 5500-X series next-generation firewall will act as the head-end VPN terminating
device while the clients will use the Cisco AnyConnect Secure Mobility client for VPN
connectivity. X.509 Elliptic Curve (EC) certificates for authentication and security association
(SA) establishment will be issued to the ASA and VPN clients by a local Certificate Authority.
In this scenario, a Certificate Signing Request (CSR) will be generated for each client and the
ASA, then sent to the Certificate Authority (CA) administrator to issue an X.509 digital
certificate. The certificates will be manually imported into the clients and ASA.

The following protocols and cipher suites will be used for IKE and IPSec in compliance with
RFC 6379 (Suite B Cryptographic Suites for IPSec):

* |IKEv2

* Encryption — AES-GCM 256

* Key Exchange — ECDH 384 (Group 20)
* Digital Signature — ECDSA 384

* Integrity Hashing — SHA-2 384

A Microsoft 2012 R2 Certificate Authority (CA) solution was deployed for the PKI design
presented in this document. This PKI design is based on a two-tier CA solution using an
Offline Root CA and an Enterprise Subordinate CA. The Subordinate CA issues X.509 digital
certificates and provides a Certificate Revocation List (CRL) to the ASA and AC VPN clients.
In addition, version 3, Suite B complaint templates are configured on the Subordinate CA. The
Root CA is configured as a standalone (Workgroup) server while the Subordinate CA is
configured as part of a Microsoft domain with Active Directory services enabled. Appendix B of
this document will cover the CA implementation in further detail.
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Introduction

This document is a combined High Level Design (HLD) and Low Level Design (LLD) that
contains detailed information on the setup and configuration of the Cisco AnyConnect VPN
client, ASA 5500-X and Windows 2012 PKI infrastructure to enable support for an Elliptic
Curve, certificate based, NGE, VPN solution as discussed in the Executive Summary section.
The ASA supports IPSec, TLS and clientless TLS (known as webvpn) methods of VPN
establishment. This document will focus on the IPSec Remote Access VPN use-case focusing
on certificate based machine authentication only.

It is assumed that the audience of this document has a basic knowledge of the following:

* PKl and Purpose of a Certificate of Authority

e X.509 digital certificate formats (PEM, DER, etc.)

* |KEv2 concepts

e Cisco IPSec Phase | and Phase Il messaging

e Suite B as defined in RFC 6379 (http://tools.ietf.org/search/rfc6379)

e ASA 5500-X Firewalls

* AnyConnect Secure Mobility Client v3.x or higher

¢  Windows 2012 R2 basic administration of OS and Certificate Authority

Configuration Note: The ASA supports client-services which provides the ASA with the
capability to push AnyConnect profiles and software updates to the client. This capability is not
used in this example. The following baseline configuration modifications are made:

1. Itis assumed that AnyConnect profiles and updates are already installed on the
client.

2. The AnyConnect profile and the ASA should have “auto-updates” disabled to
ensure that that client-services are disabled.

3. [If client-services are required, the ASA should have a standard RSA X.509 (non-
EC based) digital certificate in addition to the EC-DSA based identity certificate
required for NGE VPN users.

License Note: The ASA requires an AnyConnect Premium license for IKEv2 remote
access connections using Suite B algorithms. Suite B algorithm usage for other
connections or purposes (such as PKI) has no limitations. License checks are performed for
remote access VPN connections. If you receive a message that you are attempting to use a
Suite B crypto algorithm without an AnyConnect Premium license, you have the option to
either install the Premium license or reconfigure the crypto settings to an appropriate level. It's
important to note that the ASA can use either AnyConnect Premium or Essentials, thus it's
important to ensure that Essentials is not enabled under the ‘webvpn’ statement in the ASA
configuration. Also, if AnyConnect will be loaded on mobile devices, an AnyConnect Mobile
license is required.
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VPN Solution Diagram

Figure 1: Lab Topology Diagram
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Caveats & Prerequisites

Certificate Caveats

ECDSA certificates:

Must have a Digest strength equal or greater than the Curve strength. For
example, an EC-384 key must use SHA2-384 or greater.
Supported OS'’s:

Windows Vista or later
Mac OS X 10.6 or later

General Server Certificate Verification changes in Cisco Anyconnect 3.1:

24 February 2014

10.

11.

12.

ECDSA smart cards are supported only on Windows 7 or later.

Certificates in OS store are supported on Windows 7 or later and Vista only.
Certificates in the network profile (PEM encoded) supported on Windows
XP/7/Vista

Server's ECDSA certificate chain verification is supported on Windows XP/7/Vista.
SSL connections being performed via FQDN no longer makes a secondary server
certificate verification with the FQDN's resolved IP address for name verification if
the initial verification using the FQDN fails.

IPsec and TLS connections require that if a server certificate contains Key
Usage, the attributes must contain DigitalSignature AND (KeyAgreement OR
KeyEncipherment). If the server certificate contains an EKU, the attributes
must contain serverAuth or ikelntermediate. Note that server certificates are
not required to have a KU or an EKU to be accepted.

IPSec connections perform name verification on server certificates.

If a Subject Alternative Name (SAN) extension is present with relevant attributes,
name verification is performed solely against the Subject Alternative Name.
Relevant attributes include DNS Name attributes for all certificates and additionally
include IP address attributes if the connection is being performed to an IP address.
If a Subject Alternative Name extension is not present, or is present but contains
no relevant attributes, name verification is performed against any Common Name
attributes found in the Subject of the certificate.

If a certificate uses a wildcard for the purposes of name verification, the wildcard
must be in the first (left-most) subdomain only, and additionally must be the last
(right-most) character in the subdomain. Any wildcard entry not in compliance is
ignored for the purposes of name verification.

Suite B profiles may require certain policy properties in the certificates; however,
these requirements are enforced on the head-end and not by AnyConnect.

When the ASA is configured with a different server certificate for TLS and IPsec,
use trusted certificates. A Posture assessment, Weblaunch, or Downloader failure
can occur if using NGE (ECDSA) untrusted certificates having different IPsec and
TLS certificates.

Next Generation Encryption AC VPN Solution
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Prerequisites

The following tasks should be completed and all information collected prior to beginning the
configuration:

24 February 2014

NTP Server configured and devices synced to same time source.

Appropriate VLAN’s and IP settings configured and established.

DNS resolution enabled with ASA public hostname specified.

Initial ASA configuration and connectivity established.

ASA software updated to 9.1.x or above (9.1.3 used for this document).

Appropriate licenses on ASA (AnyConnect Premium).

AnyConnect software version 3.1 or above (3.1.04072 used in this document).
AnyConnect client profiles and software installed on clients (Discussed in AC Client
Section).

Installation and initial configuration of Windows 2012 R2 domain controller, Root and
Standalone CA servers must be completed.

Windows Active Directory information (domain, forest, etc.) for CA setup and identity
services.

Windows Service Account or admin user name and password with privileges to join
the Subordinate CA to a domain.

Check the path MTU between the client and the ASA head-end. In some cases, where

there are additional encryption hops (such as a VPN between intermediate network
devices), an additional IPSEC wrap will exist while the data is in transit. This will force
a configuration change on the ASA to lower the MTU on the ‘inside’ and ‘outside’
interfaces. This is to ensure the inner ‘double-wrap’ tunnel does not get fragmented.

Next Generation Encryption AC VPN Solution
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ASA Configuration & Enroliment with
the CA

In the coming sections, the relevant ASA VPN and ECC PKI configurations will be discussed
along with the ASA PKI enroliment process with a Certificate Authority. The ASA must be
enrolled with the ECC CA and appropriately configured to allow for proper IKE and IPSec
negotiation with VPN users. A detailed ASA configuration is provided in Appendix A of this
document. Appendix C will also provide ASA commands that can be entered to verify VPN
connectivity.

ASA PKI Configuration and Enroliment

In this section, specific ASA PKI configurations along with the enrollment process will be
discussed. Since neither Simple Certificate Enrollment Protocol (SCEP) nor domain Auto-
Enroliment is an option for the ASA, an offline, manual enroliment process must be followed.
In this scenario, both the Offline Root CA (GRAYCA) certificate and the Enterprise
Subordinate CA (GRAYSUBCA1) certificate must be installed and trusted to ensure a trusted
certificate chain is established. During this process, the previously created “NGEASA”
template (see Appendix B for more details) and the “certreq” command line utility will be used
on the Subordinate CA to enroll the ASA and obtain an identity certificate.

Throughout the document, the ASDM configuration steps will be discussed. The equivalent
command line (CLI) configuration steps will also be referenced to ensure both configuration
methods are documented. However, the administrator should use either ASDM or CLI
depending on preference.

At this point, it is assumed that the basic ASA configuration is completed and connectivity is
established to the network. To begin the configuration process on the ASA, follow the
configuration steps below:

1. Configure the time zone information and date. In ASDM, go to Configuration > Device
Setup > System Time > Clock and enter the appropriate information for the local
network and then select “Apply”.
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Configure the ASA date and clock.

Time Zone: [ (GMT-05:00)(Eastern Time) Indianapolis, Montreal, New York

Date

Feb 10, 2014 ~]

Time

Clock will be automatically adjusted for daylight saving changes.

Time: 10 : 06 - 18 hh:mm:ss (24-hour)

( Update Displayed Time )

2. Configure an NTP source. In ASDM, go to Configuration > Device Setup > System
Time > NTP > Add and enter the appropriate information for the local network and
then select “Apply”.

Configure NTP servers and define authentication keys and values.

IP Address Interface Preferred? Key Number Trusted Key? -

192.168.0.14doutside | No [ | No | —

3. Configure the hostname and domain name. In ASDM go to, Configuration > Device
Setup > Device Name/Password and enter the appropriate information for the local
network and then select “Apply”.

Hostname and Domain Name

Hostname: grayasavpn

Domain Name: graydmz.org

ASA CLI configuration example:

hostname grayasavpn

domain-name
graydmz.org

The ASA administrator must obtain the CA certificates from the PKI admin and import the
certificates to the ASA. In this scenario, both the Root CA and Subordinate CA certificates
must be imported. The ASA admin can open the CA certificates with NotePad to copy and
paste
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1. In ASDM, go to Configuration > Device Management > Certificate Management > CA
Certificates and select “Add”. Enter the Trustpoint Name (GRAYCA), open the
certificate file with WordPad, copy the certificate and then paste the PEM formatted
certificate (or browse to file). Then select “ Install Certificate”.

[~ NeNe) Install Certificate

Trustpoint Name: GRAYCA

O Install from a file:

@ Paste certificate in PEM format:

————— BEGIN CERTIFICATE—————
MIIBrjCCATSgAWIBAGIQSPpTGeE/L461JOOTIiRY3kWzAKBggghkjOPQQDAZARMQSw
DQYDVQQDEWZHUKFZQOEWHhcNMTQWMTEZMTE1IMDISWhcNMTKkwMTEZ2MTIwMDISWjAR
MQ8wDQYDVQQDEWZHUKFZQOEwdjAQBgcghkjOPQIBBgUrgQQAIgNiAAQH49gLYqIG
kdLADIdeSnzm8zBXDGCGMugxzR7h34tnUOOvdk8y/geULwWvCwt6GEnsQNYbC)vgQdl
61rjl2EzFbg90oun9q7DCposTd8UG)YXyl7SI6rgQolW2Q8fIHWcSskGjUTBPMASG
Al1UdDwWQEAWIBhJAPBgNVHRMBAFfSEBTADAQH /MBOGCA1UdDgQWBBQanOO0OcUOd1i56v
SWonOIUDFgQSOSjAQBgkrBgEEAYI3FQEEAWIBADAKBggghkjOPQQDAWNOADBIAjAX
o0ZSWQIpVnFy+0eYz8yjGC6vDsLdk 7rAeRTMdG)9zgBrfREDTYUAXNNNsbSCr70UgC
MQDdMhS8lak73bFCi/97uFW4oShLrnKk0O/USEunRPbVg+QHNox+Y /IR8AYjuilD)7

IvQ=

(O Use SCEP:
SCEP URL: http://

Retry Period: 1 minutes

Retry Count: (o] (Use O to indicate unlimited retries)

C ; Y
( More Options... N

Help D ( Cancel ) ( Install Certificate )

2. Follow the previous steps again for the Subordinate CA. In ASDM, go to Configuration
> Device Management > Certificate Management > CA Certificates and select “Add”.
Enter the Trustpoint Name (GRAYSUBCA1), open the certificate file with WordPad,
copy the certificate and then paste the PEM formatted certificate (or browse to file).

Then select “ Install Certificate”.

. Install Certificate

Trustpoint Name: [GrRAYsSUBCA1

D install from a file:
€ Paste certificate in PEM format:
~~~~~ BEGIN CERTIFICATE— —— —— [I|

MIIFSDCCASigAwWIBAgGIQFCi9ZUdcr7iXAF 7k BIKSn TANBgkghkiGOwOBAQUFADBe
MOsSWCQYDVOQQGEWIUVZEiMCEGALUECgwaQ2hlbmdod2EgVGVs ZWNvbSBDby4sIExO
ZCaxKjAOBgNVBASMIWVQSOkgUm9vdCBDZXJ0aWZpY2FO0aW9ulEF 1dGhvemiOeTAe
FuvOwN D EyMjAWMMxMjdaFuwOzNDEyMjAWMMxMjdaMF4xCzAJBgNVBAY TAIRXMS M
IQ¥DVQQOKDBpDaHVUZ2h3YSBUZWxIY29tIENVLiWg THRKLIEGMCGGA 1UECwWwWhZVBL
SSBSb290IENIcnNRpZmMIj ¥YXRpb24gQXVv0aGOyaXRSMIICHANBgk ghkiGOwOBAQEF
AAOCAgSAMIICCOKCAGEA4ASUP703biDN1Z82tH306 Tm2dOySUS2NOywEhajfghFAH
SyZbCUNSsSIZSqyNUDOWEDPjSzwluQfS5 /dqgliG3LBXy4P4AakP/h2XGtRrBpOxtinAh
ijHYI3SICRIMHI 7K2RKilTza6We / CKBK49ZCtOXvI/ T29de 1ShUCWH 2 YWEtgvM3X
DZoTMI1PRYfI61dd4s50z9wCGzh INIDivgOx4UXCKXBCDUSH3ETOORIZISM2XgYI1l
TBNsZfZr<xQWh7kcT1rMhI5QQCTtkkO7g+RENGMD + XPNjX12ruOzjjK9SXDrkbSwd)

(0

<O Use SCEP:

SCEP URL: http://

Retry Period: 1 minutes
Retry Count: o (Use O to indicate unlimited retries)

(_More Options... )

C Help > € Cancel > _install Certificate )

3. Generate a key pair. To stay consistent with the previously chosen algorithms in the
templates, generate an ECDSA 384-bit key called “ecdsa-384". In ASDM, go to
Configuration > Device Management > Certificate Management > Identity Certificates
and select “Add”. The “Add Identity Certificate” window appears. Select “Add New
Identity Certificate” and enter the CN. Then, next to “Key Pair”, select “New”.
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(= NN Add Identity Certificate

Trustpoint Name: ASDM_TrustPointO
(O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
Decryption Passphrase:
File to Import From: Browse...

@™ Add a new identity certificate:
Key Pair: ( <Default—-RSA-Key> =% ) C Show... ) C New... )

Certificate Subject DN: [CN=grayasavpn.graydmz.org| ] ( Select... )

] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

€ Help 3 € Cancel ) € Add Certificate )

4. Select “ECDSA”, then select “Enter new key pair name” and add the name. Ensure
the size is “384” and select “Generate Now”.

S\ N o Add Key Pair
Key Type: () RSA @™ ECDSA
Name: () Use default key pair name
) Enter new key pair name: [ecdsa—384| ]
Size: [ 384 )
( Help ) ( Cancel ) ( Generate Now )

5. Return to the “Add Identity Certificate” page, select “Advanced” and enter the FQDN
and IP address information under “Certificate Parameter” and select “Ok”.

800 Advanced Options

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

{ Certificate Parameters | Enroliment Mode = SCEP Challenge Password |

FQDN: grayasavpn.graydmz.org

E-mail:

IP Address: | 192.168.0.1| |

) Include serial number of the device

( Help ) (Cancel\. ( OK )

6. Return to the “Add Identity Certificate” page, select “Add Certificate”.
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S OO Add Identity Certificate

Trustpoint Name: ASDM_TrustPointO

(O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
Decryption Passphrase:
File to Import From: Browse...

™ Add a new identity certificate:

Key Pair: | <Default—-RSA-Key> [ ( Show... ) ( New...
Certificate Subject DN: CN=grayasavpn.graydmz.org| ( Select...

] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

( Advanced... )

Help ) Cancel ) (_Add Certificate )

7. The Certificate Signing Request (CSR) dialogue box appears. Save the CSR to a
location and select “OK”.

o Identity Certificate Request

To complete the enrollment process, please save the PKCS10 enrollment request
(CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by clicking
the Install button in the Identity Certificates panel.

Save CSR to File: | ‘ ( Browse... )

( Help ) ( Cancel ) € Ok )

Configuration note: The CSR will now need to be sent to the CA administrator and
processed to obtain the ASA identity certificate. On the CA, open a command prompt and
enter the command below (notice the previously created “NGEASA” template is
referenced):

certreq —submit —attrib
“certificatetemplate:NGEASA”

Upon hitting return, you will be prompted for the CSR file. Select the CSR “.req” file, in this
case “asa-csr.req’, then ensure the CA is selected, then save the certificate to a location
on the CA.

8. Retrieve the identity certificate from the CA admin and install on the ASA. In ASDM,
go to Configuration > Device Management > Certificate Management > Identity
Certificates and select the “Pending” request and select “Install”.

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type ( Add )
cn=grayasavp... cn=GRAYSUB... 08:55:11 EST Ja... GRAYSUBCA1 Signature ECDSA (384 bits) |~
Not Available _iPending..._JASDM.TrustPoint0 | _Unknown | [J@resrymy)
~— " J
( Delete )
Export
( Install )
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9. Open the ID certificate in NotePad and Paste the certificate in (or browse to file). Then

select “Install Certificate”.

8.6 Install Identity certificate

Identity Certificate
(O Install from a file:

@ Paste the certificate data in base-64 format:

vL8jcITbkj2yx3gCAWQCAQMwWHQYDVROIBBYWFAYIKwYBBQUHAWEGCCs GAQUFCAIC
MCcGCSsGAQQBgjcVCgQaMBgwCgYIKwYBBQUHAWEWCgYIKwYBBQUIAgIwCgYIKoZI
zjOEAWMDaAAWZ QIXAKVYAPTKUI9Zg1X2aFsRi8IZIMgMYEmMUKFY2KktG7KnsFiNZ
b1N4atMkTy4lgF/0eQlwl/rAmFD7vO4HR+0q7b3vPhdLmnl4j7tYLFi6bTRjRfY)
jYJPjDvAt4BOeEbRhxOc

— END CERTIFICATE-———- |

C N

Help )

Cancel ( Install Certificate )

ASA CLI configuration example:

crypto key generate ecdsa label ecdsa-384 elliptic-
curve 384

crypto ca trustpoint GRAYCA
enrollment terminal

exit

crypto ca authenticate GRAYCA
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

<Copy and Paste the base64 certificate from the
Offline CA>

quit

INFO: Certificate has the following attributes:
Fingerprint:  70ef6c46 90f61fef ee48e5f3
Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

!

crypto ca trustpoint GRAYSUBCAA1
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enroliment terminal

subject-name CN= grayasavpn.graydmz.org
fqdn grayasavpn.graydmz.org

ip-address 192.168.0.1

keypair ecdsa-384

!

crypto ca authenticate GRAYSUBCA1

!

Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

<Copy and Paste the base64 certificate from the
Sub CA>

quit

INFO: Certificate has the following attributes:
Fingerprint:  70ef6c46 90f61fef ee48e5f3 b3726fd8
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported

Enroll the ASA with the Subordinate CA, a certificate-signing request must be generated and
manually exported to the CA.

Enter the following commands to generate a CSR:

crypto ca enroll GRAYSUBCA1

% The subject name in the certificate will be:
CN=grayasavpn.graydmz.org

% The fully-qualified domain name in the certificate will be:
grayasavpn.graydmz.org

% Include the device serial number in the subject name? [yes/no]: yes

% The serial number in the certificate will be: FCH1744J8L7

% The IP address in the certificate is 192.168.0.1
24 February 2014 Next Generation Encryption AC VPN Solution
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Display Certificate Request to terminal? [yes/no]: yes

<CSR DATA DISPLAYED>

Configuration Note: The CSR data will appear on the ASA console in Base-64 format.
Perform the following steps:

1.

2.

Select all of the text in the CSR and copy it to a text file using a program like
WordPad.

Save the file but ensure you select “All Files” as the type and add the “.req” file
extension. In this example, the text file was saved as “asa-csr.req” and placed in a
location that is accessible from the Subordinate CA.

On the CA, open a command prompt and enter the command below (notice the
previously created “NGEASA” template is referenced):

certreq —submit —attrib
“certificatetemplate:NGEASA”

Upon hitting return, you will be prompted for the CSR file. Select the CSR “.req’ file, in
this case “asa-csr.req”, then ensure the CA is selected, then save the file to a location
on the CA.

Now, the PEM formatted ASA identity certificate must be imported to the ASA under the
Subordinate CA trustpoint.

1.
2.

Open the ASA certificate with WordPad and copy the certificate.
Import the certificate with the following commands:

grayasavpn(config)# crypto ca import GRAYSUBCA1
certificate

% The fully-qualified domain name in the certificate will be:
grayasavpn.graydmz.org

% The IP address in the certificate is 192.168.0.1
Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself
<PASTE the CERTIFICATE>

quit

INFO: Certificate successfully imported

At this point, the ASA has an identity certificate and the CA certificates are installed. In the next
section, the ASA must be configured for VPN access to include the necessary NGE algorithms
and policies.
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ASA VPN Configuration

In this section, the relevant NGE IKE, IPSec and AnyConnect VPN user settings that are
required on the ASA will be discussed. At this point, the ASA should be enrolled with the PKI
infrastructure creating a trusted certificate chain.

1. To start, disable AnyConnect Essentials from the command line. This ensures the
Premium licenses are enabled for IKEv2. Enter the below in configuration mode.

Webvpn

no anyconnect-
essentials

2. Enable AnyConnect and IKEv2 on the ASA. In ASDM, go to Configuration > Remote
Access VPN > Network (Client) Access > AnyConnect Connection Profiles and select
Enable Cisco AnyConnect... and Allow Access under IKEv2. Ensure Enable Client
Services is NOT checked.

20 > > > AnyConnect Connection Profiles

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial
client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKEv2) tunnel as
well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.
Access Interfaces
[2'! Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

IMETTaeE SSL Access IPsec (IKEv2) Access
Allow Access Enable DTLS Allow Access Enable Client Services IS pevicaGeTiRoate h
dmz 0 O (" Port Settings ...

3. Onthe AnyConnect Connection Profiles page mentioned above, select Device
Certificate. Ensure Use the same device certificate... is NOT checked and select
the EC ID certificate under the ECDSA device certificate. Then select Ok.

(< VONS) Specify Device Certificate

Device certificate is a digital certificate that identifies this ASA to the clients.

Certificate with RSA key

[ ] Use the same device certificate for SSL and IPsec IKEv2

Device Certificate for SSL Connection: —— None —— I3
Device Certificate for IPsec Connection: | —— None —- )
Manage Certificates ... )
Certificate with ECDSA key (for IPsec connection only)
Device Certificate: fGRAYSUBCAl:cn=grayasavpn.graydmz.org:cn=GRAYSUBCA1... & { Manage ... D
Help ) ( Cancel ) ( OK )

4. Itis assumed that an AnyConnect image is already loaded on to the ASA flash. This
example used AC for Windows version (3.1.04072). If Linux or MAC-OS is used, then
those images should be loaded, as well. The NGE algorithms are supported across
platforms in the 3.1 releases. In ASDM, go to Configuration > Remote Access VPN >
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Network (Client) Access > AnyConnect Client Software, then Add and an AC image.
Then select Ok.

(S0 Con

AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string '"AnyConnect VPN Client'.
The regular expression is used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered operation
system to the top of the list.

& AddIIZ’ Replacel]ﬁ Deletel * I‘

Image

Regular expression to match user-agent

connect-win-3.1.04072-k9.pkg

5. An IKEvV2 crypto policy 1 needs to be created utilizing the Suite B desired algorithms.
In ASDM, go to Configuration > Remote Access VPN > Network (Client) Access >
Advanced > IPSec > IKE Policies and add an IKEv2 policy. Select Add and configure
the highest priority (1) to use AES Galois Counter Mode (AES-GCM) 256-bit
encryption. When GCM is selected, it precludes the need to select an integrity
algorithm. This is because the authenticity capabilities are built into GCM, unlike CBC
(Cipher-Block Chaining). Diffie-Hellman Group 20 is also selected, then select Ok.

.06 Add IKE v2 Policy(Proposal)
Priority: 1
Encryption: |aes-gcm—256 3
D-H Group: |20 3
Integrity Hash: |nu|| 3
Pseudo Random Function (PRF) Hash: 3
Lifetime: ] Unlimited 86400 | seconds |% ]

€ Help ) ( cancel ) C OK )

6. Create an IPSEC proposal NGE-AES-GCM-256. In ASDM, go to Configuration >
Remote Access VPN > Network (Client) Access > Advanced > IPSec > IPSec
Proposals (Transform Sets) and add an IKEv2 IPSec Proposal. Select AES-GCM-256
for encryption and Null for the Integrity Hash, then select Ok.

(< FONG) Add IPsec Proposal

Name: NGE-AES-GCM-256

Encryption: ’aes—gcm—256 3

B B
( Help ) (Cancelj. ( OK )
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7. Create a dynamic crypto map, select the IPSec proposal and apply to the outside
interface. In ASDM, go to Configuration > Remote Access VPN > Network (Client)
Access > Advanced > IPSec > Crypto Maps. Select Add, select the outside interface
and the IKEv2 proposal and then select Ok.

OO Create IPsec Rule
[ Tunnel Policy (Crypto Map) — Basic | Tunnel Policy (Crypto Map) - Advanced Traffic Selection |
Interface: | outside | & ] Policy Type: | dy... |'$ Priority: |1

IPsec Proposals (Transform Sets)

IKE v1 IPsec Proposal: ( select... )

IKE v2 IPsec Proposal: NGE-AES-GCM-256 Select...

Peer Settings - Optional for Dynamic Crypto Map Entries

The Connection Type is applicable to static tunnel policies only. Uni-directional
connection type policies are used for LAN-to-LAN redundancy. Tunnel policies of
the 'Originate Only' connection type may specify up to 10 redundant peers.

IP Address of Peer to Be Add...

Add >> Move Up

Remove Move Down

(] Enable Perfect Forwarding Se...

Diffie-Hellman G v

Help ) ( Cancel ) (€ oK )

8. Create an IP address pool VPNUSERS that will be assigned to VPN users. In ASDM,
go to Configuration > Remote Access VPN > Network (Client) Access > Address
Assignment > Address Pools and add an IP pool and then select Ok.

O Configuration > Remote Access VPN > Network (Client) Access > Address Assignment > Address Pools

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection Profiles,
AnyConnect Connection Profiles, Group Policies configuration

% Add |-|& Edit| ] Delete
Pool Name Starting Address Ending Address/Number of Addresses Subnet Mask/Prefix Length
VPNUSERS 192.168.10.1 192.168.10.253 255.255.255.0

9. Add a group policy NGE-VPN-GP that will apply the desired settings to the VPN users.
Ensure the VPN tunnel protocol is set to IKEv2 and the IP pool created above is
referenced in the policy by de-selecting the Inherit check box and selecting the
appropriate setting. Relevant DNS, WINS and domain names can also be added in
the policy in the Servers section. In ASDM, go to Configuration > Remote Access

VPN > Network (Client) Access > Group Polices and Add an internal group policy and
then select Ok.
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8no Edit Internal Group Policy: NGE-VPN-GP

General Name: NGE-VPN-GP
Servers
» Advanced Banner: ™ Inherit

SCEP forwarding URL: [2] Inherit

Address Pools: () Inherit  VPNUSERS ( Select...
IPv6 Address Pools: ™ Inherit Select
 More Options 2
Tunneling Protocols: [JInherit [ Clientless SSLVPN ] SSLVPN Client [ IPsec IKEvl M IPsec IKEv2 (] L2TP/IPsec
Filter: ™ Inherit c Manage
NAC Policy: ™ Inherit v Manage
Access Hours: ™ Inherit v Manage
Simultaneous Logins: @ Inherit
Restrict access to VLAN: |Z| Inherit

Connection Profile (Tunnel Group) Lock: [ZI Inherit

Maximum Connect Time: |Z| Inherit Unlimited minutes
Idle Timeout: (ZI Inherit None minutes
On smart card removal: ™ Inherit Disconnect Keep the connection

10. Create a tunnel group NGE-VPN-RAS for NGE remote-access and define general and
webvpn attributes. In ASDM, go to Configuration > Remote Access VPN > Network
(Client) Access > AnyConnect Connection Profiles. At the bottom of the page under
Connection Profiles, select Add. The configuration references Certificate
authentication, the associated group policy NGE-VPN-GP and Enable IPSec (IKEv2).
Once completed, select Ok.

Configuration note: DNS and domain name can also be added here. Also, to ensure
only IPSec is used, Enable SSL VPN Client Protocol is not enabled.

S NHoOo Edit AnyConnect Connection Profile: NGE-RAS-VPN

Basic

Name: NGE-RAS-VPN
» Advanced

Aliases:

Authentication

Method: (O AAA @ Certificate () Both
AAA Server Group LOCAL = Manage

Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers:
@ None (O DHCPLink (O DHCP Subnet

Client Address Pools: Select... )
Client IPv6 Address Pools: ( select... )

Default Group Policy

Group Policy: NGE-VPN-GP =] (_Manage... )
(Following field is an attribute of the group policy selected above.)

"] Enable SSL VPN client protocol

M Enable IPsec(IKEv2) client protocol

DNS Servers: 10.32.32.5

WINS Servers:

Domain Name: graydmz.org

24 February 2014 Next Generation Encryption AC VPN Solution

Company Confidential. A printed copy of this document is considered uncontrolled.



11. Create a certificate map, mapping the NGE VPN users to the VPN tunnel group that
was previously created. The certificate map will be applied to the AC users under the
Webvpn configuration. In this scenario, the Subordinate CA common name was
matched to ensure any user coming in with an EC certificate issued from the
Subordinate CA will be mapped to the appropriate tunnel group that was previously
created. VPN users that are not issued a certificate from the EC CA will fall back to the
default tunnel groups and fail authentication and will be denied access.

In ASDM, go to Configuration > Remote Access VPN > Advanced > Certificate to
AnyConnect and Clientless SSL VPN Connection Profile Maps. Under Certificate to
Connection Profile Maps select Add. Choose the existing DefaultCertificateMap
with a priority of 10 and reference the NGE-RAS-VPN tunnel group. Then select Ok.

SN Add Certificate Matching Rule

Configure a certificate matching rule and associate it with a connection
profile. The rule priority uniquely identifies the certificate matching rule
and assigns a priority to the rule with lower values having greater priority.
Rules that are not mapped will be ignored.

Map: @ Existing | DefaultCertificateMap | %]
() New
Priority: 10
Mapped to Connection Profile: | NGE-RAS-VPN -5 ’
Help ) ( cancel ) ( OK 3

In ASDM, go to Configuration > Remote Access VPN > Advanced > Certificate to
AnyConnect and Clientless SSL VPN Connection Profile Maps. Under Mapping
Criteria select Add. Select Issuer for field, Common Name (CN) for component,
Contains for Operator and CANAME for value and then select Ok.

S.N6O Add Certificate Matching Rule Criterion

Configure a certificate matching rule criterion

Rule Priority: 10
Mapped to Connection Profile: NGE-RAS-VPN

Field Component Operator Value

Issuer B |Common Name (CN) 3 }Contains 3 aravsubcall

4

Help Y ( Cancel ) ( OK )

Ensure to select APPLY on the main page and SAVE the configuration.

24 February 2014 Next Generation Encryption AC VPN Solution

Company Confidential. A printed copy of this document is considered uncontrolled.



ASA configuration example:

Webvpn

k9.pkg 1
anyconnect enable

no anyconnect-essentials

crypto ikev2 enable outside

anyconnect image disk0:/anyconnect-win-3.1.04072-

crypto ikev2 remote-access trustpoint GRAYSUBCA1

Note, if the below error is received; disable AC Essentials to ensure Premium licenses

are used.

crypto ikev2 remote-assess trustpoint
GRAYSUBCA1

WARNING: ECDSA trustpoint for
IKEvV2 remote access cannot be used
due to license restrictions. An
AnyConnect Premium license must be
installed to use this trustpoint with
IKEv2 remote access.

webvpn

no anyconnect-essentials

ASA configuration example continued:

24 February 2014
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crypto ikev2 policy 1

encryption aes-gcm-
256

integrity null

group 20

prf sha384
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lifetime seconds 86400

crypto ipsec ikev2 ipsec-proposal NGE-AES-GCM-256
protocol esp encryption aes-gcm-256

protocol esp integrity null

crypto dynamic-map NGE-DYNAMIC-VPN 1 set ikev2 ipsec-
proposal NGE-AES-GCM-256

crypto map NGE-VPN 1 ipsec-isakmp dynamic NGE-DYNAMIC-
VPN

crypto map NGE-VPN interface outside

ip local pool VPNUSERS 192.168.10.1-192.168.10.253 mask
255.255.255.0

group-policy NGE-VPN-GP internal
group-policy NGE-VPN-GP attributes
wins-server none

dns-server value <X.X.X.X>
vpn-tunnel-protocol ikev2

default-domain value graydmz.org

address-pools value VPNUSERS

tunnel-group NGE-RAS-VPN type remote-access
tunnel-group NGE-RAS-VPN general-attributes
default-group-policy NGE-VPN-GP

tunnel-group NGE-RAS-VPN webvpn-attributes

authentication certificate

crypto ca certificate map DefaultCertificateMap 10

issuer-name attr cn co graysubca1

webvpn
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certificate-group-map DefaultCertificateMap 10 NGE-
RAS-VPN

AnyConnect Client Setup

Client PKI Enroliment

It is assumed that the client has already imported and trusted each CA into the trusted
certificate store and the machine has an identity certificate issued from the PKI admin that
references the “NGECOMPUTER” template created on the CA (see Appendix B for more
details). The Microsoft “MMC” Certificate snap-in tool should be used to both import the CA
certificates and enroll the machine with the PKI infrastructure. More information on using MMC
can be found here:

http://technet.microsoft.com/en-us/library/dd632619.aspx

The machine will be manually enrolled with the CA. The following site describes the process to
complete a manual CSR on a Windows machine that must be submitted to the Subordinate
CA:

http://technet.microsoft.com/en-us/library/cc730929.aspx

AnyConnect Client Configuration

In this section, the AnyConnect client specific configuration and setup will be discussed. It is
assumed that all client software and profile pushes are done manually to adhere to strict
security guidelines. The AnyConnect profile can be configured using the AnyConnect Profile
Editor GUI or via the manual editing of the XML file. To use the profile editor, follow the
instructions found below:

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect31/administration
/guide/ac02asaconfig.html - wp1620141

The AnyConnect XML profile is located at the following location on a Windows 7 machine:

%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile\name.xml

In the following example, “Certificate Store Override” is set to “true” in order to access the
clients’ machine certificate store for non-administrative users. Under the “Server List” portion
of the AnyConnect profile, an accurate host name and address MUST match the name
presented in the certificate. ENSURE the “Primary Protocol” is set to “IPSec”.
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<ClientInitialization>

<UseStartBeforeLogon
UserControllable="true">false</UseStartBeforeLogon>

<AutomaticCertSelection
UserControllable="true">false</AutomaticCertSelection>

<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>Machine</CertificateStore>
<CertificateStoreOverride>true</CertificateStoreOverride>
<ServerList>
<HostEntry>
<HostName>grayasavpn.graydmz.org</HostName>
<HostAddress> grayasavpn.graydmz.org </HostAddress>
<PrimaryProtocol>IPsec</PrimaryProtocol>

</HostEntry>

</ServerList>
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Appendix A — ASA Configurations

grayasavpn# sh run

ASA Version 9.1(3)2
!
hostname grayasavpn

domain-name graydmz.org

ip local pool VPNUSERS 192.168.10.1-192.168.10.253 mask 255.255.255.0
!
interface GigabitEthernet0/0
nameif outside
security-level 0

ip address 192.168.0.1 255.255.255.252

interface GigabitEthernet0/2
description graydmz
nameif dmz

security-level 80

ip address 10.32.32.1 255.255.255.0

boot system disk0:/asa913-2-smp-k8.bin
clock timezone EST -5

dns server-group DefaultDNS
domain-name graydmz.org

access-list outside extended permit ip any any

dynamic-access-policy-record DfltAccessPolicy
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crypto ipsec ikev2 ipsec-proposal NGE-AES-GCM-256
protocol esp encryption aes-gcm-256

protocol esp integrity null

crypto ipsec security-association pmtu-aging infinite

crypto dynamic-map NGE-DYNAMIC-VPN 1 set ikev2 ipsec-proposal NGE-AES-GCM-
256

crypto map NGE-VPN 1 ipsec-isakmp dynamic NGE-DYNAMIC-VPN
crypto map NGE-VPN interface outside

crypto ca trustpoint GRAYSUBCAA1

revocation-check crl none

enrollment terminal

fqdn grayasavpn.graydmz.org

subject-name CN=grayasavpn.graydmz.org

serial-number

ip-address 192.168.0.1

keypair ecdsa-384

crl configure

crypto ca trustpoint GRAYCA

enrolliment terminal

crl configure

crypto ca trustpool policy

crypto ca certificate map DefaultCertificateMap 10
issuer-name attr cn co graysubca1

crypto ca certificate chain GRAYSUBCA1

certificate ca 2100000002ce552a1b3388eae 1000000000002

308202a5 3082022b a0030201 02021321 00000002 ce552a1b 3388eae1 00000000

quit
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certificate 5c000000037b5a1afb01899¢7f000000000003

3082033b 308202¢c1 a0030201 0202135¢c 00000003 7b5a1afb 01899¢7f 00000000

quit
crypto ca certificate chain GRAYCA
certificate ca 4a94c6784fcbe3ad4938e4e2458de45b
308201ae 30820134 a0030201 0202104a 94c6784f cbe3ad49 38e4e245 8de45b30
quit
crypto ikev2 policy 1
encryption aes-gcm-256
integrity null
group 20
prf sha384
lifetime seconds 86400
crypto ikev2 enable outside
crypto ikev2 remote-access trustpoint GRAYSUBCA1
webvpn
no anyconnect-essentials
anyconnect image disk0:/anyconnect-win-3.1.04072-k9.pkg 1
anyconnect enable
certificate-group-map DefaultCertificateMap 10 NGE-RAS-VPN
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ikev2
group-policy NGE-VPN-GP internal
group-policy NGE-VPN-GP attributes

wins-server none

dns-server value 10.32.32.5
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vpn-tunnel-protocol ikev2

default-domain value graydmz.org
address-pools value VPNUSERS

tunnel-group NGE-RAS-VPN type remote-access
tunnel-group NGE-RAS-VPN general-attributes
default-group-policy NGE-VPN-GP

tunnel-group NGE-RAS-VPN webvpn-attributes

authentication certificate

class-map inspection_default

match default-inspection-traffic

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sqlnet
inspect skinny

inspect sip

service-policy global_policy global

:end
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Appendix B — CA Implementation

In this design, there are three Windows 2012 R2 Servers setup and configured in a two-tier
PKI Hierarchy. There is a Domain Controller with Active Directory Domain Services (AD DS)
and DNS services enabled, along with the Offline Standalone Root CA and a separate the
Enterprise Subordinate CA. The Offline Root CA will not be part of the domain and will remain
in a workgroup. The AD DC and Enterprise Subordinate CA will be in the same domain. It is
assumed that basic configuration of the servers is complete and the Directory Services are
configured as required per Microsoft guidance. The following guides can be referenced for
initial server setup and configuration:

http://technet.microsoft.com/en-us/library/hh831348.aspx

http://technet.microsoft.com/en-us/library/ff829847%28v=ws.10%29.aspx

Offline Root CA & Subordinate CA File Share
Setup

This section covers the setup of the offline Root CA along with the various tasks that need to
be completed to setup the Subordinate CA file share and distribution points to support the end
PKI solution. At this point, it is assumed that Windows 2012 R2 has already been installed,
configured, and the servers have full network connectivity. The Subordinate CA should already
be part of the AD domain per the guidance specified in the Technet links mentioned in the
previous section.

We will start by configuring the CAPolicy.inf file on the RootCA.

1. Open Windows PowerShell, type notepad c:\Windows\CAPolicy.inf and press
ENTER.

2. When prompted to create a new file, click Yes.

3. Enter the following as the contents of the file:

[Version]
Signature= "$Windows NTS$"

[Certsrv_Server]

LoadDefaultTemplates = False

4. Click Save As. Ensure the following:
File name is set to CAPolicy.inf

Save as type is set to All Files
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Encoding is ANSI

Next, we will install AD Certificate Services on the Offline Root CA.

L=

10.

11.

12.

13.

14.

15.
16.

17.

18.
19.

20.

21.

22.
23.

In Server Manager, click Manage, and then click Add Roles and Features.

On the Before you begin screen, click Next.

On the Select installation type screen, ensure the default selection of Role-based or
feature-based installation is selected. Click Next.

On the Select destination server screen, ensure that RootCA is selected and then
click Next.

On the Select server roles screen, select the Active Directory Certificate Services
role.

When prompted to install Remote Server Administration Tools click Add Features.
Click Next.

On the Select features screen, click Next.

On the Active Directory Certificate Services screen, click Next.

On the Select role services screen, the Certification Authority role is selected by
default. Click Next.

On the Confirm installation selections screen, verify the information and then click
Install.

Wait for the installation to complete. The installation progress screen is displayed while
the binary files for the CA are installed. When the binary file installation is complete,
click the Configure Active Directory Certificate Services on the destination server
link.

On the Credentials screen, you should see that the RootCA\Administrator is
displayed in the Credentials box. (Ensure the user account is an admin on server).
Click Next.

On the Role Services screen, select Certification Authority. This is the only available
selection when only the binary files for the certification authority role are installed on the
server. Click Next.

The only selection available on the Setup Type screen is Standalone CA. This is
because the account used to install is a member of the local Administrators group and
the server is not a member of an Active Directory Domain Services (AD DS) domain.
Click Next.

On the CA Type screen, Root CA is selected by default. Click Next.

On the Private Key screen, leave the default selection to Create a new private key
selected. Click Next.

On the Cryptography for CA screen, ensure that the following are selected:

- From the dropdown menu, select “ECDSA_P384#Microsoft Software Key Store
Provider,” a key length of 384, and SHA384.

Then click Next.

On Specify the name of the CA, ensure you specify the CN and DN suffix required for
your design.

On the Validity Period screen, enter 5 for the number of years for the certificate to be
valid.

On the CA Database screen, leave the default locations for the database and database
log files. Click Next.

On the Confirmation screen, click Configure.

The Progress screen is displayed during the configuration processing, then the
Results screen appears. Click Close. If the Installation progress screen is still open,
click Close on that screen as well.

Detailed Certificate Authority configuration is out of scope of this document. However, the CA
CRL CDP and AlA settings should be updated to reference the CRL CDP URL for revocation
checking and publication. Notice below how the URL referenced is the www.domain.org/pki,
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this URL will be referenced for CRL publishing and checking and should be changed to match
your domain.

1.
2.

3.

In Server Manager, click Tools and then click Certification Authority.

In the Certification Authority console tree, expand RootCA. Right-click Revoked
Certificates and then click Properties.

On the CRL Publishing Parameters tab, ensure that Publish Delta CRLs is cleared
(not selected). Click OK.

In the Certification Authority console tree, right-click RootCA and then click Properties.

Click the Extensions tab. Ensure that Select extensions is set to CRL Distribution
Point (CDP) and in the Specify locations from which users can obtain a certificate
revocation list (CRL), review the default settings.

Change Select extension to Authority Information Access (AlA) and review the
default settings. Click OK. If you are prompted to restart Active Directory Certificate
Services, click No. You will restart the service after modifying the default paths in the
next step.

From Windows PowerShell run the following commands (Ensure you change domain
name):

certutil -crl

certutil -setreg CA\CRLPublicationURLs
"1:C:\Windows\system32\CertSrv\CertEnrol\%3%8.crl\n2:http://www.domain.org/pki/%3%38.crl"

certutil —setreg CA\CACertPublicationURLs "2:http://www.domain.org/pki/%1_%3%4.crt"

Certutil -setreg CA\CRLOverlapPeriodUnits 12

Certutil -setreg CA\CRLOverlapPeriod "Hours"

Certutil -setreg CA\ValidityPeriodUnits 10

Certutil -setreg CA\ValidityPeriod "Years"

certutil -setreg CA\DSConfigDN “CN=Configuration,DC=domain,DC=org”

restart-service certsvc

At this point, the RootCA X.509 identity certificate and CRL should be copied/exported off the
server to a file system, such as the SubCA C: drive for later use. This can be done via the CLI.

1.

From Windows PowerShell, run the command dir
C:\Windows\system32\certsrv\certenroll\*.cr*, which displays the certificates and
CRLs in the default certificate store.

Copy the CA certificate file and CRL to a local or remote file share. For example, if you
were running commands to copy the certificate and CRL to the C: drive (C:), you would
run the following commands and then move the files to the SubCA:

copy
C:\Windows\system32\certsrv\certenroll\*.

cr* C:\

Next, the RootCA certificate and the CRL should be distributed to the SubCA. Also, the local
DNS domain needs an “A” record configured for “WWW” pointing to the SubCA location where
the CRL and CA certificate will be stored.
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On SubCA, sign in using the User1 account, which is a member of both Domain
Admins and Enterprise Admins. Open Windows PowerShell as administrator. To do
so, right-click the Windows PowerShell icon and then click Run as administrator.
When prompted by User Account Control, click Yes.

From Windows PowerShell change to the drive where the files were copied using the
cd command (as in run cd c:\ to change to the root of drive C).

From the Windows PowerShell, run the following commands on SubCA:

certutil —dspublish —f RootCA.crt RootCA
certutil —addstore —f root RootCA.crt

certutil —addstore —f root RootCA.crl

4 . Coordinate with DNS admin to create a DNS A record for WWW pointing to the IP of

SubCA.

In the extensions of the root CA, it was stated that the CRL from the root CA would be
available via http://www.domain.org/pki. Currently, there is not a PKI virtual directory on
SubCA, so one must be created.

1.Ensure that you sign in using the User1 account. Run Windows PowerShell as

24 February 2014

Administrator and then run the following commands:

New-item -path c:\pki —type directory
write-output "Example CPS statement" | out-file c:\pki\cps.txt

new-smbshare -name pki c:\pki -FullAccess SYSTEM,"DOMAIN\Domain Admins"
-ChangeAccess "DOMAIN\Cert Publishers"

Open the IS console. In Server Manager, click Tools, and then click Internet
Information Services (lIS) Manager.

In the Internet Information Services (IIS) Manager console tree, expand SubCA. If you
are invited to get started with Microsoft Web Platform, click Cancel.

Expand Sites and then right-click the Default Web Site and then click Add Virtual
Directory.

In Alias, type pki and then in physical path type C:\pki, then click OK.

Enable Anonymous access to the pki virtual directory. To do so:

* |Inthe Connections pane, expand Default Web Site, ensure that pki is
selected.

e On pki Home click Authentication.

* Inthe Actions pane, click Edit Permissions.

e On the Security tab, click Edit

* On the Permissions for pki dialog box, click Add.

* On Select Users, Computers, Service Accounts, or Groups, type Cert
Publishers and then click Check Names.

* On Select Users, Computers, Service Accounts, or Groups, click Object
Types.

* On Object Types, select Service Accounts and then click OK.

* On Select Users, Computers, Service Accounts, or Groups, click
Locations.
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N =

* On Locations, click SubCA and then click OK.

* On Select Users, Computers, Service Accounts, or Groups after Cert
Publishers, type “;lIS AppPool\DefaultAppPool” and then click Check
Names. Click OK.

* On Permissions for pki select Cert Publishers (DOMAIN\Cert Publishers).
Under Permissions for Cert Publishers, select the Modify checkbox in the
Allow column and then click OK twice.

In the pki Home pane, double-click Request Filtering.

The File Name Extensions tab is selected by default in the Request Filtering pane. In
the Actions pane, click Edit Feature Settings.

In Edit Request Filtering Settings, select Allow double escaping and then click OK.
Close Internet Information Services (IIS) Manager.

Run Windows PowerShell as an administrator. From Windows PowerShell, run the
command iisreset

Enterprise Subordinate CA Setup

This section covers the setup of the Enterprise Subordinate CA. At this point, Windows 2012
R2 has already been installed, configured, and the server has full network connectivity. The
CA should be part of the AD domain or have AD DS installed locally. In this design, the SubCA
is part of the existing domain.

To start, we will configure the CAPolicy.inf file.

1.

2.
3.

Open Windows PowerShell, type notepad c:\Windows\CAPolicy.inf and press
ENTER.

When prompted to create a new file, click Yes.

Enter the following as the contents of the file:

[Version]
Signature= "$Windows NTS$"
[Certsrv_Server]

LoadDefaultTemplates = False

Click Save As. Ensure the following:
File name is set to CAPolicy.inf
Save as type is set to All Files

Encoding is ANSI

Next, we will install AD Certificate Services on the Subordinate CA.

1.

2.
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On SubCA, as User1, run Windows PowerShell as Administrator, and then run the
following command gpupdate /force. This action ensures that the GPO for the trusted
root certification authority is applied to SubCA.

In Server Manager, click Manage, and then click Add Roles and Features.

Next Generation Encryption AC VPN Solution

Company Confidential. A printed copy of this document is considered uncontrolled.



11.

12.

13.
14.
15.
16.
17.

18.

19.
20.

21.

22.

23.
24.

On the Before you begin, click Next.

On the Select installation type screen, ensure the default selection of Role or
Feature Based Install is selected. Click Next.

On the Select destination server screen, ensure that SubCA is selected and then
click Next.

On the Select server roles screen, select the Active Directory Certificate Services
role.

When prompted to install Remote Server Administration Tools click Add Features.
Click Next.

On the Select features screen, click Next.

On the Active Directory Certificate Services screen, click Next.

. On the Select role services screen, ensure Certification Authority is selected and

then click Next.

On the Confirm installation selections screen, verify the information and then click
Install.

Wait for the installation to complete. The installation progress screen is displayed while
the binary files for the CA are installed. When the binary file installation is complete,
click the Configure Active Directory Certificate Services on the destination server
link.

On the Credentials screen, the credentials for User1 appear. (Ensure the user is part
of the Enterprise Admin Group). Click Next.

On the Role Services screen, select Certification Authority.

On the Setup Type screen, ensure that Enterprise CA is selected and then click Next.
On the CA Type screen, select Subordinate CA to install an Enterprise Subordinate
CA. Click Next.

On the Private Key screen, ensure the Create a new private key option is selected
and then click Next.

On the Cryptography for CA screen, ensure that the following are selected:

- From the dropdown menu, select “ECDSA_P384#Microsoft Software Key Store
Provider,” a key length of 384, and SHA384.

Then click Next.

On the CA Name screen, in Common name for this CA, type CA-NAME. You will see
that the distinguished name changes to CN=CA-NAME,DC=domain,DC=com. Click
Next.

On the Certificate Request screen, notice that Save a certificate request to file on
the target machine is selected. This is the correct option because we are using an
offline parent CA (the root CA) in this configuration. Leave the default and click Next.
On the CA Database screen, leave the default database and log locations and then
click Next.

On the Confirmation screen, click Configure.

On the Results screen, you see that you must take the certificate request to the
RootCA in order to complete the configuration. Click Close.

Next, the Certificate Signing Request (CSR) (.req file) must be submitted to the RootCA so
that an X.509 identity certificate can be issued to the subordinate CA. This file should be in the
folder indicated in Step 21 above, typically this file is on the root of the C: drive.

1.

24 February 2014

Once the .req file is moved to the RootCA, on RootCA, from Windows PowerShell,
submit the request using the following command (assuming that C:\ is your media drive
letter):

certreq -submit C:\SubCA.domain.req

On Certification Authority List, ensure that RootCA (Kerberos) CA is selected and
then click OK. You see that the certificate request is pending and the request
identification number. Ensure that you note the request ID number.

On RootCA, the admin must approve the request. You can do this using Server
Manager or by using certutil from the command line.
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7.

To use Server Manager, click Tools, and then click Certification Authority. Expand
the RootCA object and then click Pending Requests.

- Right-click the Request ID that corresponds with the one in the previous step.

- Click All Tasks and then click Issue.

- Click Issued Certificates and see the issued certificate in the Details pane.

To use certutil, enter Certutil resubmit <Requestld>, replace the actual request
number for <Requestld>. For example, if the Request ID is 2, you would enter Certutil
resubmit 2

From the command prompt on RootCA, retrieve the issued certificate by running the
command

certreq —retrieve <Requestld> C:\SubCA.crt.

- Substitute the actual number of the request when it was submitted for <Requestld>
and the actual drive letter of the removable media for <drive>. For example, if the
request ID where 2 and the removable media was drive C:, then the request would be:
certreq —retrieve 2 C:\SubCA.crt.

When prompted to select the CA, ensure that RootCA is selected and then click OK.

At this point, ensure the RootCA X.509 identity certificate, the CRL and the SubCA X.509
identity certificate are exported to the SubCA C:\pki folder for installation. We must install the
certificate on the SubCA to start the AD CA services. Note, the RootCA certificate should be
installed, via the MMC.exe certificate snap-in tool, into the SubCA machine account as a
trusted root CA.

After the RootCA administrator processes the SubCA request and a valid certificate
has been issued, open the Server Manager, then select Tools and select
Certification Authority.

Right click on the CA server and select All Tasks -> Install CA Certificate and browse
to the directory where the SubCA certificate is stored.

Select the SubCA certificate issued by the RootCA, make sure that *cer, *crt is
selected, and press Open.

Select OK to install the certificate on the local trusted store.

Right click on the CA server and select All Tasks -> Start Service to start the CA
Server. If the CA certificate was processed and installed correctly, then the server will
start without any errors. A green check mark shows beside the server indicating that is
functioning.

Next, copy appropriate files to the PKI location by using the command:

copy c:\Windows\system32\certsrv\certenroll\*.cr* c:\pki\

Next, the CDP and AlA settings need to be configured on SubCA.

1.

2.
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On SubCA, as User1, right-click Windows PowerShell, click Run as Administrator.
Click Yes to confirm that you want to run Windows PowerShell as an Administrator.

From Windows PowerShell run the following commands (Ensure you reference your
domain):

certutil -setreg CA\CRLPublicationURLs
"1:C:\Windows\system32\CertSrv\CertEnroll\%3%38.crl\n2:http://www.domain.org/pki/%3%8.crl"

certutil -setreg CA\CACertPublicationURLs
"2:http://www.domain.org/pki/%1_%3%4.crt\n1:file:/\\SubCA.domain.org\pki\%1_%3%4.crt"
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Certutil -setreg CA\CRLPeriodUnits 2

Certutil -setreg CA\CRLPeriod "Weeks"

Certutil -setreg CA\CRLDeltaPeriodUnits 1

Certutil -setreg CA\CRLDeltaPeriod "Days"

Certutil -setreg CA\CRLOverlapPeriodUnits 12

Certutil -setreg CA\CRLOverlapPeriod "Hours"

Certutil -setreg CA\ValidityPeriodUnits 5

Certutil -setreg CA\ValidityPeriod "Years"

restart-service certsvc

certutil -crl

Finally, the RootCA can be removed from the network and stored in a secure location. The
remaining configurations, certificate request, templates etc. will all be processed via the
SubCA. Next, we must configure the certificate templates to support Suite B.

Version 3 Template Configuration

After completing the setup and configuration of the root CA and subordinate CA, version 3
templates must be configured to issue EC/Suite B certificates to the ASA and user machines.
The certificate templates need to specify the certificate issuance policies for those devices.
Microsoft Certificate Services has preconfigured templates that are installed as part of the CA
installation process. In Windows 2012, these default templates do not contain the newer Suite
B algorithms that were implemented in Windows 2008 R2 and beyond and need to be
modified. It is also necessary to ensure the templates have the correct Suite B algorithms
specified along with the appropriate Key Usage (KU) and Enhanced Key Usage (EKU) values
to ensure the issued certificate follow the Suite B guidelines and support device authentication
per the guidelines in the caveats section. In this design, two templates will be created. One will
be used for ASA enroliment and the other for client devices.

1. Open Administrative Tools and select Certification Authority
2. Right click Certificate Templates and select Manage.
3. Right click on IPSec (Offline request) template and select Duplicate Template.
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)| Certificate Templates Console [= o[

File Action View Help

= = E = |3

7] 1PSec (Offline request)
) Kerberos Authentication

Duplicate Template

3 Certificate Templates (FIexVPNS|| Template Display Narife Schema Version Versi...  Inteni ~ || Actions
2 Administrator ! 41 Certificate Templates (FlexVP... «
5 Authenticated Session 1 3.1 )
& Basic EFS 1 31 More Actions *
Hca Exchange 2 106.0 Privat IPSec (Offline request) -
@ CEP Encryption 1 4.1 More Actions »
3 Code Signing 1 31
= Computer 1 5.1
3 Cross Certification Authority 2 105.0
= Directory Email Replication 2 115.0 Direci
) Domain Controller 1 4.1
& Domain Controller Authentication 2 1100 Client
S EFs Recovery Agent 1 6.1
& Enroliment Agent 1 4.1
&l Enroliment Agent (Computer) 1 5.1 =
= Exchange Enrollment Agent (Offline requ... 1 4.1
= Exchange Signature Only 1 6.1
= Exchange User 1 71
3 Ipsec 1 8.1
1
2
2
3
2
1
1
1
1
1
1
1

3 Key Recovery Agent All Tasks >

) OCSP Response Signing Properties

Z RAS and 1AS Server

3 Root Certification Authority REp

E Router (Offline request) 4.1

5 Smartcard Logon 6.1

5 Smartcard User 1.1

3 Subordinate Certification Authority 5.1

3 Trust List Signing 31

& User 3.1 o
<[ m | > a m >

Opens the properties dialog box for the current selection.

4. A new template appears on the Compatibility section. Under the Certification
Authority dropdown menu, select Windows Server 2012 R2, then click OK for
resulting changes. Under the Certificate recipient dropdown, select Windows
7/Server 2008 R2, then click OK for resulting changes.

Properties of New Template -
[ Subject Name [ Server l Issuance Requirements
Templates | BExensions ] Security
Compatibilty | General | Request Handing | Ci | Key i

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

[V Show resuiting changes

Compatibilty Settings

Certification Authority

[Windows Server 2012 R2 v]
Certificate recipient

[Windows 7/ Server 2008 R2 v

These settings may not prevent eariier operating systems from using this
template.

OK | [ Cancel |[ mpply || Heb

5. Under the General tab, in Template display name enter NGEASA with a validity
period of 2 years, and a renewal period of 6 weeks.
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SubjectName |  Server | Requi

Superseded Templates | Extensi | Securty

Compatibility | General | Request Handing | Cr hy | Key A

Template display name:

[NGEASA

Template name:

[NGEASA

Validity period: Renewal period:

[l ]

["] Publish certificate in Active Directory

[ Do not automatically reenroll if a duplicate certificate exists in Active
Directory

[ ok [[ cancel |[ awy |[ Hep

6. Under the Request Handling tab, select Purpose, make sure that Signature and
Encryption is selected.

Subject Name | Server | Issuance Requirements

Superseded Templates | Extensions I Security

Compatibilty | General | Request Handling | Cryptography | Key Attestation

Pumpose: | Signature and encryption

v]

[T] Delete revoked or expired certificates (do not archive)
[ Include symmetric algorithms allowed by the subject

[] Archive subject's encryption private key

[T] Authorize additional service accounts to access the private key (%)

Key Pemissions...

[C] Allow private key to be exported

[] Renew with the same key (%)

O For automatic renewal of smart card certificates, use the existing key if a

new key cannot be created

Do the following when the subject is enrolled and when the private key

associated with this certificate is used:
(® Enroll subject without requiring any user input

(O Prompt the user during enrollment

~ Prompt the user during enrollment and require user input when the

- private key is used

* Control is disabled due to compatibility settinas.

OK | [ Concel || festy ||

Help
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7. Under the Cryptography tab, select the Provider category Key Storage Provider,

Algorithm name ECDH_P384, Minimum key size 384, and the request hash SHA384.

Leave everything else at default.

Properties of New Template -

Subject Name I Server I Issuance Requirements

Superseded Templates I Extensions I Security

Compatibility IGeneraI I Request Handling ] Cryptography |KeyN‘lestation

Provider Category: I Key Storage Provider v |

Algorithm name: I ECDH_P384 v |

Choose which cryptographic providers can be used for requests

Minimum key size:

(® Requests can use any provider available on the subject’s computer
(O Requests must use one of the following providers:

Pr

ovIders

[OMicrosoft Software Key
[OMicrosoft Smart Card Key

orage Provider
Storage Provider

Request hash: SHA384 v

[[] Use altemate signature format

oK |[ Cancel |[ mpy |[ Heb
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8. Next click the Security tab. The purpose of this template is to be used this for manual
enrollment while logged on as an administrator. Therefore, ensure the appropriate
permissions are selected: Read, Write, and Enroll.

Properties of New Template [x

Subject Name ] Server I Issuance Requirements

Compatibility ] General I Request Handling ] Cryptography | Key Attestation
Superseded Templates I Extensions ] Security

Group Oor user names:

82 Authenticated Users

& administrator

82, Domain Admins (GRAYDMZ\Domain Admins)

82, Enterprise Admins (GRAYDMZ\Enterprise Admins)

l Add | l Remove I
Pemissions for administrator Deny
Full Control O
Read O
Write O
Enroll O
Autoenroll O

For special pemissions or advanced settings, click
Advanced.

OK || cCancel |[ Appy | = Heb
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9. Select the Extensions tab. Under Application Policies (EKU), Description of Key
Usage, IP Security IKE intermediate is already present. We need to add Server
Authentication to the EKU field. Select Edit, then Add Server Authentication, then
click OK. Make sure Server Authentication and IP Security IKE intermediate are
displayed in the Description of Key Usage box.

Properties of New Template -

Subject Name l Server l Issuance Requirements

Compatibility I General l Request Handling l Cryptography l Key Attestation
Superseded Templates ] Extensions l Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:
[:]Application Policies

D Basic Constraints

DCemficate Template Information
Dlssuance Policies

B Key Usage

Description of Application Policies:

IP security IKE intermediate
Server Authentication

ok || cancel |[ Aopy |[ Hep
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10. Under Key Usage, Description of Key Usage box, make sure Digital signature,
Allow key exchange without key encryption and Critical extension are shown. As
mentioned in the caveats section, these fields must be present in the ASA’s certificate
along with the EKU value for either IKE Intermediate and/or Server Authentication. If

the ASA’s certificate does not have these field populated, the AnyConnect client will
not trust the ASA’s certificate.

Properties of New Template

Subject Name l Server ] Issuance Requirements

Compatibility I General | Request Handling I Cryptography ] Key Attestation

Superseded Templates ] Extensions

To modify an extension, select it, and then click Edit.

Bxtensions included in this template:

Security

’j Application Policies

[:] Basic Constraints

[:]Certificate Template Information
[=]Issuance Policies

Description of Key Usage:

Signature requirements:
Digital signature

Allow key exchange without key encryption
Critical extension.

OK || Cancel || Apply

Help
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11. Select Issuance Requirements tab. If it is desired to have the CA admin approve

request, the CA certificate manager approval box should be checked. However, for

this design, ensure that CA certificate manager approval is not selected.

Properties of New Template -

Compatibility l General l Request Handling [ Cryptography l Key Attestation

Superseded Templates I Extensions l Security

Subject Name ] Server | Issuance Requirements

Require the following for enrollment:

[C] CA certificate manager approval
[] This number of authorized signatures: 0

If you require more than one signature, autoenrollment is not allowed.

Add

Require the following for reenroliment:
Same criteria as for enrollment
Valid existing certificate

Allow key based renewal (7)

Requires subject information to be provided within the certificate
request.

* Control is disabled due to compatibility settings.

OK || cCancel |[ Ay |[ Hep
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12. Next, click on the Subject Name tab. The Common Name (CN) from the ASA will be
used for the CSR. We want this information to be supplied in the request. Therefore,
we need to make sure that Supply in the request is selected (default). Select OK.

Properties of New Template -

Compatibility lGenemI ] Request Handling I Cryptography I Key Attestation

Superseded Templates

[

Extensions ] Security

Subject Name I

Server

I Issuance Requirements

® Supply in the request

renewal requests

None

E-mail name

DNS name

2

[i

0 Use subject information from existing certificates for autoenrolment

(O Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Include e-mail name in subject name

Include this information in altemate subject name:

User principal name (UPN)

ervice principal name (SPN)

OK

| [Ceaea ] [y ][0
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13. After configuring the NGEASA certificate template, we must ensure the template is
available for use by the CA. Right click Certificate Template, select New and
Certificate Template to Issue. Select the previously created NGEASA certificate
template, then press OK.

W Enable Certificate Templates [ |

Select one Certificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Pumpose A
& IPSec (Offline request) IP security |KE intermediate
| Kerberos Authentication Client Authentication, Server Authentication, Smart Card Logo
I Key Recovery Agent Key Recovery Agent
EINGEASA  Server Authentication. IP securty IKE intermediate |
& ocsP Response Signing QCSP Signing
& RAS and IAS Server Client Authentication, Server Authentication =
@ Router (Offline request) Client Authentication -
& Smartcard Logon Client Authentication, Smart Card Logon
@ Smartcard User Secure Email, Client Authentication, Smart Card Logon
& Suhordinate Cerification Autharite <Al e
< m >

| ok || cancel |

After completing the NGEASA template, we need to also configure a template for client
certificates.

1. Return to Certificate Templates by going to the Certificate Templates folder on the
Certificate Authority console, right-click Certificate Templates and select Manage.

2. Find the template for Computer, right-click on it and select Duplicate Template.

3. A new template appears on the Compatibility section. Under the Certification Authority
dropdown menu, select Windows Server 2012 R2, then click OK for resulting
changes. Under the Certificate recipient dropdown, select Windows 7/Server 2008
R2, then click OK for resulting changes.
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Properties of New Template -

‘ Subject Name ] Server | Issuance Requirements
Superseded Templates | Edensions | Securty
Compatibity [General | Request Handling [ Cr I Key Atestation

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Authority

|Windcws Server 2012 R2 v |
Certfficate recipient

|W|ndows 7/ Server 2008 R2 v |

These settings may not prevent earlier operating systems from using this
template.

oK |[ cancel |[ Moy || ke

4. Under the General tab, in Template display name enter NGECOMPUTER with a
validity period of 2 years, and a renewal period of 6 weeks.

Properties of New Template L 23 |

Subject Name ] Server ] Issuance Requirements

Superseded Templates [ Extensions I Security

Compatibility ‘ General |Request Handling ICryptogrclphy [ Key A ion

Template display name:
NGECOMPUTER |

Template name:
[NGECOMPUTER

Validity period: Renewal period:

I R

["] Publish certfficate in Active Directory

Do not automatically reenroll if a duplicate certificate exists in Active
Directory

OK |[ cancel |[ Ay |[ Heb

5. Under the Request Handling tab, select Purpose, make sure that Signature and
Encryption is selected.
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Properties of New Template -

Subject Name I Server ] Issuance Requirements

Superseded Templates | Extensions | Security
Compatibility lGeneﬁI ‘ Request Handiing If" l Key Attestation
Purpose: ‘ Signature and encryption v ‘

Delete revoked or expired certificates (do not archive)

[[Jinclude symmetric algorithms allowed by the subject
[] Archive subjects encryption private key

[C] Allow private key to be exported

Renew with the same key (°)

O For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created

Do the following when the subject is enrolled and when the private key
associated with this certfficate is used:

Enroll subject without requiring

user input

Prompt
Prompt
priv

nt and require user input when the

* Control is disabled due to compatibility settings

o] [ ] o ] [0 ]

6. Under the Cryptography tab, select the Provider category Key Storage Provider,
Algorithm name ECDH_P384, Minimum key size 384, and the request hash SHA384.
Leave everything else at default.
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Properties of New Template -

Subject Name I Server I Issuance Requirements

Superseded Templates I Extensions I Security

Compatibility I General I Request Handling ] Cryptography |Key/’¢testation

Provider Category: I Key Storage Provider v |

Algorithm name: [ ECDH_P384 v I

Choose which cryptographic providers can be used for requests

(® Requests can use any provider available on the subject’s computer
(O Requests must use one of the following providers:

Providers

[Microsoft Software Key Storage Provider
[JMicrosoft Smart Card Key Storage Provider

Request hash: SHA384 v

[[] Use altemate signature format

o] [ Coron ] [Towy | [

7. Next, click the Security tab. The purpose of this template is to be used this for manual
enrollment by the computer. Therefore, ensure the appropriate permissions are

selected: Enroll.
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Properties of New Template =>n

Compatibility l General l Request Handling l Cryptography [ Key Attestation J
Subject Name I Server ] Issuance Requirements
Superseded Templates I Extensions | Security

Group or user names:

82 Authenticated Users

& administrator

33) Domain Admins (GRAYDMZ\Domain Admins)

- 4 Domain Computers (GRAYDMZ\Domain Computers)

SL Enterprise Admins (GRAYDMZ\Enterprise Admins)

| Add... || Remove |

Pemissions for Domain Computers Allow

Full Control
Read
Write
Enroll
Autoenroll

oOoonOo
I:II:HZ][:II:IE»j

For special pemissions or advanced settings, click
Advanced.

oK || cancel || Ay || Heb

8. Next, click on the Subject Name tab. The Common Name (CN) from the client will be
used for the CSR. We want this information to be supplied in the request. Therefore,
we need to make sure that Supply in the request is selected (default). Select OK.

Properties of New Template -

Compatbiity | General | Request Handing | Cryptography | Key Attestation |
Superseded Templates | Bxtensions | Secuty |
SubjectName | Sever | lssuance Requiemerts |

@© Supply in the request
] Use subject infomation from existing certicates for autoenrolment
renewal requests
O Buid from this Active Directory information
Select this option to erforce consistency among subject names andto

simpify certicate administration.
None
Include e-mail name in subject name

Include this information in akemate subject name:

Email name

ok [t | [ rom | [ ]

This template will obsolete the original Computer Template that we modified. Since it is not
desirable to issue certificates under the previous Computer template, this needs to be
specified under the Superseded Templates tab.
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9. Under this tab, click Add, select the Computer Template, and then click OK. Click
Apply, for the template changes to take effect.

NGECOMPUTER Properties [

Subject Name Issuance Requirements

General ]Compatibilny l Request Handling ]Cryptography ] Key Attestation

Superseded Templates ‘ Extensions l Security l Server

Certificates issued by this template supersede certfficates issued by all
templates added to this list. Add only those templates whose certificates
allow tasks pemitted by certificates issued by this template.

Certificate templates:

Template Display Name
)| Computer

Minimum Supported CAs
Windows 2000

Add... l | Remove

[ ok

| [Goos ] [ oy | [ b ]

10. After configuring the NGECOMPUTER certificate template, we must ensure the

template is available for use by the CA. Right click Certificate Template, select New
and Certificate Template to Issue. Select the previously created NGECOMPUTER

certificate template, then click OK.
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Appendix C — ASA VPN Verification

Commands

Note, important data to verify is highlighted in yellow below.

grayasavpn# sh crypto isakmp sa

There are no IKEv1 SAs

IKEv2 SAs:

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote  Status Role

4711049  192.168.0.1/4500  10.40.40.7/53509 READY
RESPONDER

Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign:
ECDSA, Auth

verify: EAP
Life/Active Time: 86400/388 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 192.168.10.1/0 - 192.168.10.1/65535

ESP spi infout: 0x54d56e/0xd0cf1c23

grayasavpn# sh crypto ipsec sa
interface: outside

Crypto map tag: NGE-DYNAMIC-VPN, seq num: 1, local addr:
192.168.0.1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.10.1/255.255.255.255/0/0)
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current_peer: 10.40.40.7, username: ngeuser

dynamic allocated peer ip: 192.168.10.1

#pkts encaps: 33, #pkts encrypt: 33, #pkts digest: 33

#pkts decaps: 338, #pkts decrypt: 338, #pkts verify: 338

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 33, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.0.1/4500, remote crypto endpt.:
10.40.40.7/53

path mtu 1464, ipsec overhead 66(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: DOCF1C23

current inbound spi : 0054D56E

inbound esp sas:
spi: 0x0054D56E (5559662)
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={RA, Tunnel, NAT-T-Encaps, IKEv2, }

slot: 0, conn_id: 4096, crypto-map: NGE-DYNAMIC-VPN

sa timing: remaining key lifetime (sec): 26309
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IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OxFFFFFFFF OXFFFFFFFF

outbound esp sas:

spi: 0xDOCF1C23 (3503234083)

transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={RA, Tunnel, NAT-T-Encaps, IKEv2, }
slot: 0, conn_id: 4096, crypto-map: NGE-DYNAMIC-VPN
sa timing: remaining key lifetime (sec): 26309
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x00000001

grayasavpn# sh vpn-sessiondb

VPN Session Summary

Active : Cumulative : Peak Concur : Inactive

AnyConnect Client : 1: 1: 1: 0
IKEV2 IPsec : 1: 1: 1: 0
Total Active and Inactive : 1 Total Cumulative : 1

Device Total VPN Capacity : 250

Device Load 0%
24 February 2014 Next Generation Encryption AC VPN Solution

Company Confidential. A printed copy of this document is considered uncontrolled.



24 February 2014

Tunnels Summary

Active : Cumulative : Peak Concurrent

IKEv2 : 1: 1: 1
IPsecOverNatT : 1: 1: 1
AnyConnect-Parent : 1: 1: 1
Totals : 3: 3
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