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Key Milestones in Security

Security & Trust 2015 Cisco
Global Security Organization Annual Security
Sales Organization Report
2014 Cisco
Annual Security Managed Threat Black Hat:
Report Defense ThreatGRID 2014 Mid-Year ;
Acquired Security Report Neohapsis
& Talos Acquired

Cisco ASA with

Security for FirePOWER Services

Application Centric Cisco Live U.S.:
Infrastructure (ACI) AMP Data Center Interop NY:
RSA Conference Identity Service Engine (ISE)
Advanced Malware 1.3/ Any Connect 4.0 / Cyber
Sourcefire Protection (AMP) Threat Defense 2.0

EN integrations
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The Security Problem

. )
-/

/‘ Changihg ( y-__Dynamic Complexity
Business Models Threat Landscape and Fragmentation
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Impact of a Breach

60% data in 54% of breaches remain Information of up to
breaches is stolen undiscovered for months 750 million individuals
in hours on the black market

over last three years
& ‘@
40229201 2244

Source: Verizon Data Breach Report 2014
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A Threat-Centric and Operational Security Approach

Attack Continuum

BEFORE DURING

Discover Detect
Enforce Block Contain

Harden Defend Remediate

Network Endpoint Mobile Virtual Cloud
o X f'\‘/'\
Point in Time Continuous
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Comprehensive Cisco Security Portfolio

Data Center Web

Firewall Gateway
Advanced
Malware
Protection Gateway
Managed

Integration

NGFW: Next Gen Firewall
NGIPS: Next Gen Intrusion Prevention System
UTM: Unified Threat Management
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Strategic Imperatives

Visibility-Driven Threat-Focused Platform-Based

L i &2

Network-Integrated, Continuous Advanced Threat Agile and Open Platforms,
Broad Sensor Base, Protection, Cloud-Based Built for Scale, Consistent
Context and Automation Security Intelligence Control, Management
Network Endpoint Mobile Virtual Cloud
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Collective Security Intelligence

Malware Reputation
Protection Feeds
Cisco Talos
IPS Rules (Talos Security Vulnerability

Intelligence and Database
Research Group) Updates

e Sandboxing -~ -
' Machine Learning
Big Data Infrastructure

Sourcefire
Honeypots AEGIS™
Program

Private and
Public
Threat Feeds

File Samples B  FireAMP™
(>180,000 per Day) B Community

Advanced Microsoft Snort and ClamAV
and Industry SPARK Program Open Source

Disclosures Communities
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Cisco ASA with FirePOWER Services

Industry’s First Threat-Focused Next-Generation Firewall

Features

P Cisco® ASA firewalling combined with Sourcefire®
Next-Generation IPS

» Advanced Malware Protection (AMP)

» Best-in-class security intelligence, application visibility
and control (AVC), and URL filtering

Benefits

» Superior, multilayered threat protection

» Unprecedented network visibility
» Integrated threat defense across the entire attack continuum

» Reduced cost and complexity

Cisco (( Vf/
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Advanced Malware Protection Everywhere

Anywhere a Threat Lives or Travels Through

"’ SaaS
Web & Email

Dedicated Security

: I B W
FIFGPQWER Appliances C ouSdeCSﬁteyd& eb
APEllEEE Hosted Email

Mac = -~ :
- Ei e Private Cloud
- N PSR
PC Mobile Virtual on FirePOWER

Continuous and Advanced Analytics Enterprise

y

Zero-Day Detection and Correlation Capabilities
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Security Services Portfolio

Assessments Integration
Architecture and Design . Migration
Program Strategy Optimization

Product Support Managed Security

Hosted Security

) ) Cisco (l ch/
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Managed Threat Defense (MTD)

. Analytics

o}-’\ Intelligence

SRS LU = Force multiply internal intelligence

reduction resources ’ .
= Publicly available

intelligence
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D Technology

= Improved technology
leverage and
accountability
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Platform-Based Architecture

Reduces Complexity and Increase Capability

Collective Security Intelligence

Centralized Management

0O O

Network Control Device Control Cloud Services
Platform Platform Control Platform

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential C—Scape Program
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The Network and Security

Synergies Through Integration

Increases Visibility Accelerates Detection Scales Enforcement
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Cisco Security Integrated into ACI

C\SCOAPIC
tcomes 5 %
to detect A b~
to contain oG Security |
i Fabric J
perations
st savings
g &

Protection Integrated Security and Consistent Policy Enforcement (Physical & Virtual)
Active Monitoring & Comprehensive Diagnostics for Threat Mitigation
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Complete Security Solutions

20 ©) O-%+

Security Security
Products Services
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Cisco Security Solution Partner Program

Combined Program — More Than 60 Partners

Incident Response

oy .
N

Remediation

Vulnerability Management Custom Detection Full Packet Capture

@ CRITICAL WATCH @ @ PP"1 Securi}y SOPHOS

- BRADFORD
=N neTworks

CiTRIX
PacketFence s
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Greenb (] onapsis
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Guidancy  SsENsAcE
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NPULSE & neTscout
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SimeatcRo Lancope

AFTER

Analysis and
Remediation

DURING

Identification
and Block

BEFORE

Policy and
Control

SIEM

‘BlackStratus Dl RSA

SECURITY"

IAM/SSO Network Access Taps Visualization

mg EAGRLQ lTe; Optics*

Infrastructure & Mobility

CIiTRIX skylx
X sy realstatus

@Labs #LogRhythm @A«s.gn«;

@Symantecv
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Gigamon cting  Comerge Vi e Power of Now'

Combined API Framework and Integration Points . [ 1
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Global Financial Institution Develops and Deploys RESSICIIZE
World Class Security Operations with Cisco

CHALLENGE SOLUTION

Defend Against Targeted Threats
» Secure Intellectual Property .

* Continued Compliance with .
Financial Regulations

* In-house SOC Development and
Execution

Cisco Remote Managed Services

Cisco Compliance Management and Configuration Service
Cisco ldentity Services Engine, Lancope, Sourcefire
Policy Development and Implementation

SOC Implementation and Operations Support

24/7/365 Security Monitoring at Global SOCs

Outcomes

Stronger Security Posture Improved Security Operations 98.5% Success

Efficient, Scalable Processes
Scalable Integrated Design Bolstered Threat Detection and Incident
Response Procedures

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Rate Upgrading an Average of 600
Network Elements Every Week

Cisco (( Vf/

C-Scape Program



o Ay, T VAR O N ST Naas

Only Cisco Delivers

Unmatched Consistent Advanced Threat Reduced
Visibility Control Protection Complexity

V. M

Global Intelligence Consistent Policies Detects and Stops Fits and Adapts
With the Right Across the Advanced Threats to Changing
Context Network and Business Models

Data Center
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