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APPLICATION NOTE

CISCO NONSTOP FORWARDING FOR ENHANCED
INTERIOR GATEWAY ROUTING PROTOCOL

OVERVIEW

Cisco Nonstop Forwarding (NSF) with Stateful Switear (SSO) is a Cisco innovation for routers witfaldroute processors. Cisco NSF with
SSO allows a router, which has experienced a haederasoftware failure of an active route processbmaintain data link layer connections and
continue forwarding packets during the switchoweethie Standby route processor. This forwardingamartinue despite the loss of routing protocol
peering arrangements with other routers. Routifigrination is recovered dynamically, in the backgmbuwhile packet forwarding proceeds
uninterrupted.

Service Provider environments can benefit fromitiitéal release of Cisco NSF with SSO in Cisco f{®ftware Release 12.0(22)S. It includes
support for the Border Gateway Protocol (BGP), Ophortest Path First (OSPF) and Intermediate Systéarmediate System (IS-1S) routing
protocols. However, as Cisco NSF with SSO is potbeaiore traditional Enterprise platforms, suchhasCisco Catalyst 6500 Series Switch, there
is a corresponding requirement to supportEhbanced Interior Gateway Routing Proto@@IGRP).

There are two components of Cisco NSF for EIGRP:

« NSF-capability: re-startable EIGRP component that is run by aeroad supports dual route processors. Cisco NSEI@RP is available in
Cisco 10S Software Release 12.2(18)S for the CI&@D Series Router and in Release12.2(18)SXD #€ikco Cataly§t6500 Series Switch.
This functionality may also be available in oth&atform-specific software releases for other Cidaal route processor devices.

* NSF-awareness: compatible components that run on the neighbotlefestarting router and help the restartingelorgacquire its routing
information. Available in Cisco 10S Software Reled®.2(15)T.

TECHNICAL DETAILS
Internally, a Cisco router equipped with dual roptecessors can maintain Layer 2 data link conoestand up-to-date “next-hop” information
to continue forwarding packets in the event of @egrocessor switchover.

However, all of these innovations would be for naufrouters that are neighbors with the routerfgrening the switchover (hereafter, the
neighbor routers) did not continue to forward packets to that rouite order for a neighbor router to continue padkewvarding, several conditions
must be met:

< Restarting routers and their neighbor routers raash support the appropriate EIGRP extensions.
* Neighbor routers must not prematurely declare éiséarting router as unavailable.

« Neighbor routers must not communicate any statagdin the restarting router to any of its own hbigrs. This avoids the significant
detrimental effect on network performance assodiati¢h the failure of a router.

» Restarting router must signal its neighbors thhad restarted.
« Neighbor routers must send EIGRP topology updatéelp the restarting NSF router reacquire its BFGRpology Database.
* Neighbor routers must signal the completion ofitfigal routing update by sending the End-of-Tatvlarker.

< In the interim (before the restarting router haogiired the routing information), the neighbortess must mark any routes associated with the
restarting router as “stale”, badntinue to use those routes for packet forwarding.
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To accomplish these conditions, some enhancemetsmade to EIGRP. A new bit—the Restart bit—wa®thiced in the EIGRP UPDATE
and HELLO packets. In addition, an End-of-Table TBE®ignal was introduced, so that neighbor routerdd tell a restarting router when it had
completed sending its updates. The EOT allowséhtarting router to begin topology and route caltoh as quickly as possible, and speeds
convergence. Figure 1 illustrates the processab@airs when an EIGRP/NSF capable router restarts.

Figure 1. Restart of an EIGRP/NSF Capable Router
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As quickly as possible after switching over torgdundant route processor, the restarting routésend out an empty update packet with both the
INIT and RESTART (RS) bits set. This notifies ndighhs of the restarting router that a restart hasiwed, and that their assistance will be required
to refresh the routing database of the restartioger.

During this process, the restarting router may aéstd HELLO packets, in order to maintain neighdatjacency. These HELLO packets will also
have the RS bit set.

Upon receiving the INIT and RS, the neighbors eftbstarting router will acknowledge the updatelevigalizing that the restarting router has
restarted. As such, the restarting router will hageouting information, and will need to reacqutr&each neighbor of the restarting router will
begin sending updates containing routing infornmatla its last update, each neighbor will set arnTB@nal so the restarting router knows that it
has all available information and may begin thecpss of calculating routes.

At this point, the restarting router exits “receimely mode” and performs a Diffusing Update Algbnit (DUAL) calculation to select the best loop-
free routes for each destination in the topologildase. Once the DUAL calculation is complete réstarting router will send updates to each of
its neighbors regarding routing destinations adbksthrough it. Once all updates have been seshibaknowledged, convergence is complete.

Once convergence is complete, the restarting rovtkeclear the RS bit in its HELLO packets, andwerk operation will continue as normal.

Note that the restarting router and all of its héigrs have continued to forward packets throughtstentire operation.

DEPLOYMENT CONSIDERATIONS
The primary deployment scenario for EIGRP/NSF isiimgle-point-of-failure routers. A good exampleaogingle-point-of-failure router is an
Enterprise WAN edge router that has no redundafti-mamed path to particular destinations.

EIGRP/NSF can also be deployed in multi-homed emvirents or on the Enterprise Distribution or Casgefs. Note one important caveat for this
type of deployment: Cisco NSF maintains the capgtof forwarding packets by “freezing” the Ciscaiess Forwarding table at the point where
the RP switchover occurs. Forwarding occurs tdakeknown-good next-hop for any particular IP @egtton. Therefore, if a routing topology
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change occurs prior to the restarting router reaicguthe most recent routing information, themsiznt routing loops, asymmetrical routing,
or routing “black holes” may occur.

The following points mitigate this caveat:

* NSF must be compared to its alternative: the comapkset of a router, which can also result iningutoops, asymmetrical routing, or routing
“black holes”.

¢ In most network designs, asymmetrical routing &sriost common occurrence. While this is usuallyesirdble, it does not prohibit packets
from reaching their ultimate destination.

« Depending on what topology change occurs, only @lgmortion of the traffic may be subject to rowgtitoops or black holes. Other traffic
continues to flow to its appropriate destinations.

« NSF is a self-correcting protocol. Routing loopstarck holes disappear after convergence. In afdiEIGRP converges very quickly, so any
routing problems will be shortly resolved.

FREQUENTLY ASKED QUESTIONS

Do all EIGRP Neighbors Need to be NSF-Aware?
No, all neighbors of an EIGRP NSF-capable routenatoneed to be NSF-aware. If a non-NSF-aware raxists, it ignores the RS bit set in the
HELLO and UPDATE packets, and resets the adjacuiittythe restarting router. It treats the restartiouter as if it had rebooted.

Mixing NSF-Aware and non-NSF aware neighbors hah bdvantages and limitations:

« It allows for the gradual migration to an NSF netkve-perhaps on a segment-by-segment basis.

« At switchover, non-NSF aware routers will have ffedént view of the network than NSF-Aware routérkis increases the potential for non-
desirable events (ie: routing loops).

Cisco recommends that users do not mix NSF-Awadenam-NSF aware neighbors, if possible. If NSFapldyed on a segment-by-segment basis,
all routers on a particular segment should be NB&re.

Are There any Safeguards Integrated into These Protocol Changes?
EIGRP/NSF exposes three timers that allow the tasset upper bounds on the length of EIGRP/NSF exayence:

« If the SIGNAL timer expires, the restarting rouvgtl notify the Routing Information Base (RIB) thitis converged if it has not learned of any
neighbors, or has not learned of any NSF-awarehbeig or has received all the updates from thehiigs.

« The CONVERGE timer is set on the restarting roatet determines the maximum interval over whichrtheter will wait for End-of-Table from
all neighbors.

* The ROUTE-HOLD timer is set on the neighbors of garting router. It determines how long a neaghhill wait for complete reconvergence
with the restarting router. If this timer expiréise neighbor flushes any stale routes from thertsy router and begins “normal” EIGRP
recovery procedures.

The combination of these three timers provides aa&gsafeguards against any unforeseen problethe NSF convergence process.

Can NSF/EIGRP Still be Used, if EIGRP HELLO/HOLD Timers Have Been Lowered to Promote Fast Convergence?
Possibly. Some customers choose to lower the EIBRIELO/HOLD timers in order to speed the detectidm mon-responsive routing neighbor.
This helps convergence, because traffic is diretexh alternate routing path more quickly.

Cisco will conduct the majority of its NSF/EIGRRtiag with the EIGRP timers set at their defaultiea. Although there may be a few test
cases with lowered timer values, it may not beasgntative of all customer environments. Henceystomers wish to use lowered timers with
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NSF/EIGRP, it is strongly recommended that theydcmh supplemental testing in their own labs, usingstbed that simulates the actual network
conditions.

Can EIGRP/NSF be Used in Conjunction with the Hot Standby Router Protocol?
Yes, but the results may not be what you expect.

Because Hot Standby Router Protocol (HSRP) is motntly NSF-aware or NSF-capable, the first HSRR_HO that is sent after an RP
switchover occurs will have the STATE byte setNdTIAL. If the restarting router was the ACTIVE foarder for the HSRP group, it will cause
a failover to the STANDBY router in the group. ligemption is configured, and the restarting robtex the highest priority in the group, there
will be a subsequent failover back to the restgrtouter. Although your downtime in this scenagmod worse than a situation in which HSRP
was deployed without NSF, customers may not argeithese results.

Cisco is currently developing an NSF-capable versioHSRP.

CONCLUSION

Cisco Nonstop Forwarding for EIGRP can significamdduce downtime on Enterprise networks duringilaife on a route processor. Provided that
careful attention is dedicated to the potentiallajgpent scenarios, and that due diligence is aezbthe potential caveats when incorporating NSF
into the overall network design, users can achismymecedented levels of network availability.
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