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SCALABILITY, AND FAULT TOLERANCE

INTRODUCTION
Cisco first introduced Cisco |G ertification Authority (CA) Server in Cisco I0S®ware Release 12.3(4), and now supports thisifeain all
hardware that runs security images*: Cisco 800ubho7400 Series Routers.

Cisco I0S CA Server performance is not a gatingpfaior IPsec network availability; however, degluy the right router for CA server
applications can optimize performance and religbfbir digital certificate operations, such as ifiedte enrollment and Certificate Revocation List
(CRL) publishing and checking. Deploying the bestter as the Cisco I0S CA Server can minimize ts and maximize network performance
and availability.

This document offers guidelines for selecting tpprapriate router platform, as well as insight itite criteria that influences the selection of the
most appropriate model of router to issue digitatificates for a network security infrastructure.

FACTORS AFFECTING SELECTION
Following is a list of key issues that impact setat of an appropriate router for Public Key Infrasture (PKI) CA Server support:

* Key length
— Larger RSA cryptographic keys are more computatipmatensive, and will thus drive CPU utilizatida a greater level for a longer period
of time. A long enrollment queue can develop whéarge keypair is used and the device receivesge laumber of certificate enrollment/re-
enroliment requests in a short period of time. Assallt, certain devices may encounter a longer tlvan usual to receive their certificate.

« Duration of certificate validity
— Short certificate-validity periods (several daysitfew weeks), particularly in large networks thate many devices enrolled with the CA,
will cause higher loads on the Cisco I0S CA dev&leort certificate validity periods causes heawdkbbecause the devices must enroll more
frequently in a given time period, causing greataoliment activity on the Cisco 10S CA. This igtpaularly relevant in networks where
Cisco 10S CA functionality is combined with the #éshead-end in the same device.
e Maximum simultaneous enrollments
— Large network deployments or frequent certificate@nrollments may lead to circumstances in whitdrge number of devices enrolls
simultaneously. Low-performance routers, including Cisco 800, 1700, and 2600 Series, may experiemg wait times for device
enrollment/re-enrollment as the enrollment queungtigens on the Cisco 10S CA.
e CRL Location

— Routers that support Cisco I0S Software offer dgoépacket-forwarding and service performance thet-lash file system on routers is not
a focus for high performance during hardware ptatfdevelopment. If the Cisco IOS CA is storing tl¢abase on the local Flash, it will
reduce the CA performance to a degree, as theithdilydatabase files must be written to the filésysbefore the next certificate enrollment
in the queue may be serviced.

* Security images are frequently denoted with a"#&othe image name.
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¢ CRL Query Rate

— Traditional hub-and-spoke networks commonly em@®&L checking on the IPsec head-end. However, aarktthat checks CRLs on every
IPsec node will impose a greater load on the GBS CA if the Cisco IOS CA router serves the CRistbbution Point (CDP). This will
only increase the router’s load if a very short CRilidity period is used or sites must query thd@Rwery time an IPsec tunnel is negotiated.
By default, Cisco IOS Software caches CRLs wheouger retrieves them, so the current CRL only néede downloaded once. It may be
examined any time a certificate is presented, tm&lCRL expires.

PKI ACTIVITY EXAMPLES

The following example will illustrate activity thaurdens the Cisco I0S CA Server. The basic recamdetevalues for certificate enroliment on a
Cisco IOS CA are a one-year certificate lifetime anseven-day CRL lifetime. The Cisco 831 Routkesebetween five and ten seconds to sign a
certificate enrolliment request with 1024 bit keksietwork with one hundred remote sites will therefrequire between eight and sixteen minutes
of actual CPU time per year to process enrollmesitming a CRL will take roughly the same amountimmie, so a CRL per week amounts to (52
weeks * 5-10 seconds) 4—8 minutes of CPU time.

SELECTING THE RIGHT ROUTER FOR A CISCO IOS CA
Router selection and Cisco I0S CA Server deployrnantbe categorized based on the network size:

» Small Businesses: up to twenty-five peers; cost iscritical

— Small IPsec networks can likely integrate Cisco [@$functionality in the IPsec head end device. ldeer, if the VPN imposes a heavy
load on the router by carrying a high traffic voleyor if frequent certificate enroliment/re-enrodimt or a large keypair will heavily load the
router, a dedicated Cisco 10S CA router offerstéebaolution. A Cisco 800, 1700, or 1800 SeriesitRowill be adequate if a dedicated
router is used. Cisco 800 and 1700 Series Router®toffer removable non-volatile storage suclRampactflash or Flash disk/Flash card.
A manual or scripted backup mechanism will be regfuto back up the certificate database if the Ci€S CA database is in the router’s
Flash. The Cisco 1800 Series offers removable WSBge as well as compact Flash memory, offeriagngle mechanism to transfer the
Cisco I0S CA database to a different device inethent a device replacement or upgrade is required.

¢ Medium-sized network or small enterprise: twenty-fiveto hundred | Psec nodes

— Medium-sized IPsec networks can integrate Cisco@Sunctionality in the IPsec head end only if tRsec traffic volume will be of low
volume and will not impose a substantial load anrtbuter. A dedicated router is advisable for nrmestlium-sized networks. Cisco
recommends a Cisco 1700 or 1800 Series Routertaranks with lower-performance PKI requirementsn@arsely, Cisco 2600 and 2800
Series Routers offer sufficient performance for endemanding networks with frequent re-enrolimeargé keypairs, and larger numbers of
remote-site devices.

— Cisco 1800, 2800, and 3800 Series Integrated SerRouters provide a simple solution to the neetjimrtable” Cisco I0S CA database if
the database is not stored on an external sermaowable USB storage and compact Flash storage.
e LargeEnterpriseor Service Provider

— Large or busy networks using IPsec VPN technolegpire maximum performance, scalability, and abditg. PKI operations may
periodically impose fairly heavy loads on a CA, éeging on enroliment cycles and deployment sched&een in these cases, a Cisco 2691
Router or Cisco 2800 Series will address requirasiem Cisco |OS CA support in a large IPsec VPNil/a Cisco 3800 or 7200 Series
will work very well, only the largest VPN networksquire such advanced functionality. Large netwatksuld strongly consider maintaining
a spare router for backup in the event the primanyer must be replaced.

CPU IMPACT OF CERTIFICATE ENROLLMENT AND CRL CHECKING

Each certificate enrollment will drive Cisco I0S @¥U activity to a high level for a short periodtiofie. The length of time for high CPU varies
depending on the length of the key and the spedltegfrocessor. A lower-performance platform suctha Cisco 831 Router will exhibit longer
periods of high CPU per certificate enroliment tlaamgher-performance platform such as a Cisco Hiliter.
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Cisco IOS CA can support CRL distribution on thed@ilOS CA router; alternatively, an external tst§pver can be used to eliminate load on the
Cisco 10S CA router. An external CDP server impometwork reliability because a network that reeeCRLs from an external CDP server can
still verify certificates, regardless of the statidishe Cisco I0S CA Router. In this case, no inipesuld be observed on new tunnel establishment.

If the Cisco I0OS CA is used as the CDP, it is int@ot that the router have sufficient processingdbadth to distribute CRLs if tunnel negotiation
requires that the certificates’ revocation statugerified. If the IPsec peers require CRLs befipening tunnels and are unable to retrieve the
needed CRLs, tunnel negotiation will fail. CRL geat®sn and distribution does not consume as mudd t@Re as certificate enroliment.

STORAGE CONSUMPTION OF CERTIFICATE AND CRL DATABASE

The amount of storage that Cisco I0S CA consumdspgendent on the database logging level configimréite CA server. Setting the database
level to “complete” consumes a fairly large amoofspace, and using the “minimum” database settinges troubleshooting difficult due to the
small amount of relevant information in the databdblames” database level is therefore the mostiefit.

With a “names” database, the CA server will creasenall file for each client enrolled with the Cérger, roughly 100 bytes, depending on the
amount of information included in the enrollmenjuest. The “empty” CRL (before any revocationsgghsut 4 KB. The CRL grows by 20-30
bytes for each revoked certificate. The exportedipand private key files for 512 byte keys argsléhan 1 KB each, but file size depends on the
key length. The PEM-encoded public and privatefdeg are roughly 300 bytes larger than the kegtkn

The Flash filesystem is inefficient enough thahgsa router’s internal Flash memory resources atexca large volume of storage space for small
files. Testing has shown that creating a subdirgdtothe Flash for CA Server database storageshtelgddress this issue to some degree,
especially if more than 15-20 files will be storadrlash.

HIGH AVAILABILITY

Certificate enrollment/re-enroliment and CRL chack{if the IOS CA is the CDP) are the only circuamgtes that the network requires
communication between IPsec end nodes and the Ars®©nce a tunnel is established, the IPsec eddsdo not require any interaction with the
CA Server.

Routers enrolling with the I0OS CA will periodicaligtry enroliment if they are unable to contacti®& CA. This means that the CA server can be
offline periodically for short periods without suastial impact to the network, only new-deployegsiwill not be able to establish connectivity.
Furthermore, routers that are already enrolledaaadattempting re-enroliment should be configucedutomatically re-enroll before their existing
certificate expires. If their first attempt faithe router will continue attempting enroliment giegiodic interval until they can contact the CA&e
and the enrollment succeeds.

CRL'’s are more sensitive to unavailability of thRICDistribution point. If IPsec peers retrieve CRtam the IOS CA and the I0S CA is
unavailable, tunnel negotiation will fail if CRL ebking is required. The same issue is true if daraal server is used as the CDP. Once tunnels are
established, the IOS CA does not need to be avaifabtunnel maintenance, unless tunnels peeifsiick CRLs when IPsec or IKE SAs are re-
established.

The 10S CA does not presently include any highlatdity features such hot standby or failover. Hmer, a similar capability can be
accommodated using external equipment to moniptimary 10S CA and activate a secondary, “waramaby” device in the event that the
primary 10S CA becomes unavailable. The standbycdewould be configured identically to the primalgvice, with the public and private keys
from the primary device installed in the secondiagally, the database would be stored on an eaitearver, so when the standby device is
activated, it would be able to check the serial benfile and work with the existing CRL. If the nitor system loses contact with the primary 10S
CA, the upstream switch port for the primary wobh&dshut down and the standby’s port would be agtilzarhe standby would then continue
distributing CRLs and servicing enrollment/re-ehr@nt requests.

© 2004 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 3 of 4



CONCLUSION
Cisco IOS CA selection depends on a number of ¢immdi that must be considered to properly selectfipropriate platform for a network’s 10S

CA. Fortunately, the key material and certificat¢adbase is fairly portable. In the event that avost outgrows the existing CA or a router proves
to be inadequate for IOS CA requirements, the razda be replaced with a router offering higherfgrenance.

FOR MORE INFORMATION

¢ PKI Deployment Guidehttp://www.cisco.com/en/US/tech/tk1132/technologigkite_paper09186a00800e79ch.shtml
» Cisco I0S CA Backup and Restoletp://www.cisco.com/en/US/products/ps6540/produatafiguration_example09186a00807f98ff.shtml
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