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NA C  C O NF I G U R A T I O N G U I D E  
I n t r o d u c t i o n  
The purpose of this guide is to provide configuration assistance and guidance for each of the components of the Network Admission Control 

Framework. This document describes the configuration of Cisco Secure ACS for NAC, the installation guidelines for the Cisco Trust Agent (CTA) 

on Microsoft Windows platforms, and the configuration procedures for Cisco IOS and CatOS software-based switches acting as network access 

devices (NADs). For additional considerations and information on the design and deployment of NAC, see the NAC Deployment Guide. 

T a r g e t  A u d i e n c e  
This document is intended for security engineers, network engineers, engineering managers, and network operations staff who need to configure and 

to deploy Cisco Network Admission Control Framework. This document assumes you are familiar with Microsoft Windows operating systems and 

client machines and with the configuration and operation of Cisco Secure Cisco Secure ACS. It also assumes you know how to configure Cisco IOS 

and CatOS devices and are familiar with certificate authorities and the trust models provided by digital certificates. 

NA C  A r c h i t e c t u r e  a n d  O v e r v i e w  
NAC assesses the state, or posture, of a host to prevent unauthorized or vulnerable endpoints from accessing the network. Enforcement is performed 

through an authorization policy that is centrally defined on a single ACS server or delegated to multiple NAC posture validation servers. Typical 

endpoints are desktop computers, laptops, and servers, but can include IP phones, network printers, and other specialized network-attached devices. 

F i g u r e  1 . NAC Framework Deployment Scenarios 

 

The Cisco NAC posture validation process includes these major architectural components. 
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Subject: 

• Host—Machine accessing the network on which NAC is enforced 

• Posture Plugin (PP)—A Cisco or third-party DLL that resides on a host and provides posture credentials to a posture agent residing on the same 
device. 

• Posture Agent (PA)—Host agent software that serves as a broker on the host for aggregating credentials from potentially multiple posture plugins 
and communicating with the network. The Cisco Trust Agent (CTA) is Cisco’s implementation of the posture agent. 

• Remediation Client—A component of a remediation management solution that operates in conjunction with a remediation server to update 
specific client software, such as operating system patches. 

 

Enforcement: 

• Network Access Device (NAD)— Network devices acting as a NAC enforcement point. These can include Cisco access routers (800-7200), VPN 
Gateways (VPN3000 series), Catalyst Layer 2 and Layer 3 switches, and wireless access points. 

 

Decision and Remediation: 

• AAA Server (authentication, authorization and accounting Server)—The central policy server that aggregates one or more authentications, 
authorizations or both into a single-system authorization decision and maps this decision to a network access profile for enforcement by the NAD. 
Cisco Secure Access Control Server (ACS) is Cisco’s AAA server product that supports NAC 

• Directory Server—A centralized directory server for performing user or machine authentication or both. Possible directory services include 
Lightweight Directory Access Protocol (LDAP), Microsoft Active Directory (AD), Novell Directory Services (NDS), and one-time token 
password servers (OTP). 

• Posture Validation Server (PVS)—A posture validation server from one or more third parties acts as an application-specific policy decision point 
in NAC for authorizing a set of posture credentials from one or more posture plugins against a set of policy rules. Examples include antivirus 
servers or security application servers. 

•  Remediation Server—A management solution used to bring non compliant hosts into compliance. This could be a specialized patch management 
application or as simple as a web site for distributing software. Audit Server: A server or software that performs vulnerability assessment (VA) 
technologies against a host to determine the level of compliance or risk of the host prior to network admission. 

 

Figure 2 displays the primary components of the NAC architecture. The communication flows used during the challenge, authorization, and 

compliance enforcement are also shown. 
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F i g u r e  2 . NAC Arch itectu re O v erv iew 

 

Refer to the numbers in Figure 2 above for each step described in the NAC authorization process. 

S t e p  1 .   Posture validation occurs when a NAC-enabled network access device detects a host attempting to connect or use its network resources. 

S t e p  2 .   Upon detection of a new endpoint, the NAD sets up a communication path between the AAA server (ACS) and the posture agent. After the 
communication path has been established, the AAA server requests the endpoint for posture credentials from one or more posture plugins. 

S t e p  3 .   The host responds to the request with its posture credentials from available posture plugins from NAC-compatible software components on 
the host. 

S t e p  4 .   The AAA server either validates the posture information locally, or it can in turn delegate parts of the decision to external posture 
validation servers. 

S t e p  5 .   The AAA server aggregates the individual posture results, or posture tokens, from all of the delegate servers to determine the overall 
compliance of the host, or system posture token. 

S t e p  6 .   The identity authentication and system posture token are then mapped to a network authorization in the network access profile, which 
consists of RADIUS attributes for timers, VLAN assignments, or downloadable access control lists (ACLs). 

S t e p  7 .   These RADIUS attributes are sent to the NAD for enforcement on the host. 

S t e p  8 .   The CTA on the host is then sent its posture status for notifying the respective plugins of their individual application posture as well as the 
entire system posture. 

S t e p  9 .   A message can be optionally sent to the end-user using the CTA’s notification dialog so they know the host’s current state on the network. 
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NA C  A S S E S S M E NT  M E T H O D S  
In NAC Framework, three types of assessment methods are available to verify host and device policy compliance. These are NAC L2 IP, NAC L3 IP, 

and NAC L2 802.1X. Both NAC L2 IP and NAC L3 IP use Extensible Authentication Protocol over UDP (EAPoUDP) as a transport mechanism. 

NAC L2 802.1X uses IEEE 802.1X as a transport mechanism with the addition of a new EAP method called EAP-FAST (Flexible Authentication via 

Secure Tunneling). The enforcement point for each of these methods is the network access device as shown in Figure 2. This document discusses the 

configuration of NAC L2 IP and NAC L2 802.1x. For information on configuring NAC L3 IP see the NAC Implementation Guide. 

NA C  L 2  I P  
NAC L2 IP is similar to NAC L3 IP in that it uses EAP over UDP (EoU) to transport the posture assessment of a host. However, one primary 

difference is that NAC L2 IP is implemented at layer 3 on a layer 2 switchport. 

There is also no concept of an intercept ACL for NAC L2 IP. With NAC L2 IP, the posture assessment of a host is triggered on the NAD when it 

receives one of the following from the host: 

• DHCP requests 

• ARP requests 
 

When the NAD initially receives either a DHCP or ARP request from a host the NAD sends an EoU request to the host to initiate the posture 

validation process. If the process is triggered based on an incoming DHCP request from the client, it will occur at a somewhat earlier point than the 

ARP-based trigger. 

NA C  L 2  8 0 2 .1 x  
NAC L2 802.1x leverages 802.1x to provide identity information for user and host authentication with the addition the EAP-FAST protocol to also 

transport posture information for the host. NAC L2 802.1x triggers the assessment of a host via 802.1x on a layer 2 switchport. 

NAC L2 802.1x requires a supplicant that supports EAP-FAST for the EAP method to carry identity and posture information in the TLS tunnel. The 

CTA embedded supplicant supports EAP-FAST and supports EAP-GTC, EAP-MSCHAPv2, and EAP-TLS for client side authentication. 

The tables below provide comparison information for each of these methods. 

T a b l e  1 . NAC Assessment M eth od  Comparison 
As s es s m ent  M et ho d  Pro s  C o ns  
U nif ied  L ay er 2  Id ent it y  
and  Po s t u re 

• U ni f i ed  i d ent i t y a nd  po st u re w i t h  N A C L 2 802. 1x  
• L 2 enf o rc em ent  
• I B N S-c o m pa t i b le 

• N o t  su ppo rt ed  w i t h  N A C L 2 I P a nd  N A C L 3 
I P 

• Ret a i l su ppli c a nt  li c ense f o r w i reless su ppo rt  
• N o  a u d i t  su ppo rt  ( Fu t u re) 

IE E E  L eg acy  8 0 2 . 1 x  and  Po s t u re • I B N S-c o m pa t i b le 
• Po st u re 
• A u d i t  su ppo rt   

• D i sj o i nt ed  A u t h o ri z a t i o n ( po st u re a f t er V L A N  
a ssi g nm ent ) 

• M u lt i ple c li ent s o r m a na g em ent  c o m plex i t y 
IE E E  L eg acy  8 0 2 . 1 x  I B N S-c o m pa t i b le • N o  po st u re 

• N o  a u d i t  su ppo rt  
Po s t u re Only  ( L ay er 3 )  • N A C L 2 I P a nd  N A C-L 3-I P 

• N A H  A u d i t  su ppo rt  ( L 3-I P i n Fu t u re) 
N o  i d ent i t y 
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As s es s m ent  M et ho d  Pro s  C o ns  
• Su ppli c a nt  o pt i o na l 

 

T a b l e  2 . NAC Assessment M eth od  E nf orcement Featu res and  T rad e-O f f s.  
F eat u re N AC  L 2  8 0 2 . 1 x  N AC  L 2  IP N AC  L 3  IP 
Trig g er M echanis m  D a t a  L i nk  U p D H CP o r A RP Fo rw a rd ed  Pa c k et  
M achine Id ent it y  √ ¬  
U s er Id ent it y  √   
Po s t u re √ √ √ 
V L AN  As s ig nm ent  √   
U R L -R ed irect io n  √ √ 
D o wnlo ad ab le AC L s  6500-o nly 

( Po li c y-B a sed  A CL s) 
√ √ 

Po s t u re S t at u s  Q u eries   √ √ 
8 0 2 . 1 x  Po s t u re C hang e √   

 

NA C  R e f e r e n c e  Ne t w o r k  
The following network diagram is used as a reference point for the upcoming IOS switch configuration related sections. The host, Client1, is 

connected to the IOS switch through Gigabit Ethernet 1/1. This host serves as client for both the NAC L2 IP and NAC L2 802.1x sections of the 

guide for IOS switches. For the purposes of this document, all servers, including Cisco Secure ACS, Microsoft AD, Antivirus, Remediation, and 

Audit, reside on VLAN 200. 
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F i g u r e  3 . R ef erence Network f or I O S Switch  Conf ig u ration Section.  

 

The reference network shown in Figure 4 is used in the CatOS switch-related configuration sections. 

Client2 is connected to the CatOS switch via port 2/1. This host will serve as client for both the NAC L2 IP and NAC L2 802.1x sections of the 

guide for CatOS switches. The third host, MABClient, is connected to the CatOS switch via port 2/3. This client is only used for the MAC 

Authentication Bypass section of the document. For the purposes of this document all servers including Cisco Secure ACS, Microsoft AD, Antivirus, 

Remediation, and Audit, reside on VLAN 200. 
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F i g u r e  4 . R ef erence Network f or CatO S Switch  Conf ig u ration Section 

 

In NAC framework, all policy related information is configured in Cisco ACS. The following section will cover the base ACS configuration for 

NAC. Additional specific policy information will be discussed in each assessment method configuration section. 

C I S C O  S E C U R E  A C C E S S  C O NT R O L  S E R V E R  C O M M O N C O NF I G U R A T I O N 
The following assumes that Cisco Secure Access Control Server (ACS) has been preinstalled and that no NAC configuration has been performed. 

This section walks you through the basic configuration of ACS 4.0 for all NAC deployment scenarios. 

Note:   ACS v4.0 or later software is required for NAC L2 IP and NAC L2 802.1X deployments. This deployment guide assumes the use of the 
ACS v4.0 Software for Windows and does not cover steps specific to the ACS Solution Engine. 

V e n d o r  A t t r i b u t e -V a l u e  P a i r s  
NAC introduces the ability to authorize network hosts not only based upon user and machine identity or both but also upon a host’s posture 

compliance. The posture compliance process compares the credentials from the host with those defined in a profile policy. The credentials being 

requested are created from attribute-value pairs (AVPs) defined by Cisco and other vendors who are NAC partners. Because the range of NAC 

attributes extends across many vendors and applications, ACS does not include any non-Cisco attributes by default. Therefore, you must import a 

NAC attribute definition file (ADF) from each vendor application that you want  to validate in your NAC compliance policies. 

Task 1: Import Partner AVPs 
To import a NAC attribute definition file, follow these steps below. It is assumed that you have already obtained the ADF from the desired Cisco 

partner and have copied it to the ACS server. Additional information is in the Cisco Secure ACS 4.0 user guide. 
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S t e p  1 .   Locate the ADF (.adf) file that has been copied to the ACS server. 

S t e p  2 .   Place the ADF files into the same directory as the ACS utility CSUtil.exe (<ACS I nst al l  Di r >\ bi n\ ) or a directory accessible by 
CSUtile.exe. 

S t e p  3 .   On the host running Cisco Secure ACS, open an MS DOS command prompt, and change directories to the directory containing CSUtil.exe. 

S t e p  4 .   Add the AVPs to ACS using the command: CSUt i l . exe - addAVP f i l ename. adf  

S t e p  5 .   After successfully adding each AVP you must restart the following ACS services: 

• CSAdmin 

• CSLog 

• CSAuth 
 

Note:   You can access services through Start Menu->Programs->Administrative Tools->Services. 

Ne t w o r k  C o n f i g u r a t i o n  
Task 2 : N etw ork D ev i c e G rou p ( O pti onal )  
If you want to group your Network Access Devices (NADs) into Network Device Groups (NDGs) for location or service-based filtering, you must 

first enable the use of Network Device Groups. Peform the following: 

S t e p  1 .   Select Interface Configuration from the main ACS menu 

S t e p  2 .   Select Advanced Options, and then click the box at the bottom of the page to enable Network Device Groups. Otherwise, you might 
leave them unassigned. 

S t e p  3 .   Select Network Configuration from the main ACS menu, select the Add Entry, and provide the Network Device Group Name and Key. 

N et wo rk  D evice G ro u p  N am e K ey  
S wit ches  c i sc o 123 

 

Task 3 : AAA C l i ent C onf i g u rati on 
From the Network Configuration screen, select the hyperlink under Network Device Group. If you did not previously assign a name, you will see 

Not Assigned. This link will take you to the AAA Client screen. 

S t e p  1 .   Configure the AAA Clients by selecting the Add Entry button. You can define all NADs as a single AAA client by using IP address 
wildcards. 

S t e p  2 .   Click on submit and apply to save the changes. 

( N o t  As s ig ned )  AAA C lient s  
AAA C lient  H o s t nam e AAA C lient  IP Ad d res s  K ey  N et wo rk  D evice G ro u p  Au t hent icat e U s ing  
A ny *. *. *. * c i sc o 123 ( N o t  A ssi g ned )  RA D I U S ( Ci sc o  I O S/ PI X 6. 0) 

Note:   AAA client definitions with wildcards CANNOT overlap with other AAA client definitions, regardless of authentication types. 

Task 4 : AAA S erv er C onf i g u rati on 
Note:   Your AAA Server is automatically populated during the installation of ACS, using the hostname assigned to the host operating system. 
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The AAA Server information is populated with the hostname and IP address of the machin that ACS is installed on. For example, notice that the 

Server Name w2ks and that the IP address 10.0.200.20 are already configured as shown in Step 1 below. 

S t e p  1 .   Configure the Key as shown below for the AAA server by selecting the AAA Server Name hyperlink w2ks. 

( N o t  As s ig ned )  AAA S ervers  
AAA S erver N am e AAA S erver IP Ad d res s  AAA S erver Ty p e K ey  N et wo rk  D evice G ro u p  
w 2k s 10. 0. 200. 20 Ci sc o  Sec u re A CS c i sc o 123 ( N o t  A ssi g ned ) 

Note:   You can optionally assign the ACS server to a previously configured Network Device Group. 

I n t e r f a c e  C o n f i g u r a t i o n  
The items configured in the Interface Configuration section, such as RADIUS attributes, must be enabled here to be inherited and available in other 

portions of the ACS configuration. 

Task 5 : C onf i g u re R AD IU S  Attri b u tes 
Select the Interface configuration button from the main menu, select RADIUS (IETF), make the noted selections. Select RADIUS Cisco 

IOS/PIX6.0 and make the proper selections. 

S t e p  1 .   Select the required RADIUS attributes. Only the attributes checked below are necessary for NAC. All other attributes should be unchecked 
to save time in later configuration steps. 

R AD IU S  ( IE TF )       [ 027]  Sessi o n-Ti m eo u t  
     [ 029]  Term i na t i o n-A c t i o n 
     [ 064]  Tu nnel-Type 
     [ 065]  Tu nnel-M ed i u m -Type 
     [ 081]  Tu nnel-Pri v a t e-G ro u p-I D  

R AD IU S  ( C is co  IOS / PIX 6 . 0 )       [ 026/ 009/ 001]  c i sc o -a v -pa i r 
Note:   Attributes 64, 65, and 81 are only necessary for VLAN assignments. 

S t e p  2 .   Enable these options under the Interface Configuration menu > Advanced Options. 

Ad vanced  Op t io ns :       G ro u p-L ev el Sh a red  N et w o rk  A c c ess Rest ri c t i o ns 
     G ro u p-L ev el N et w o rk  A c c ess Rest ri c t i o ns 
     G ro u p-L ev el D o w nlo a d a b le A CL s 
     N et w o rk  A c c ess Fi lt eri ng  
     D i st ri b u t ed  Syst em  Set t i ng s 
     Ci sc o  Sec u re A CS D a t a b a se Repli c a t i o n 
     N et w o rk  D ev i c e G ro u ps 

Note:   Check Group Downloadable ACLs box here, or downloadable ACLs will not work with NAC L2 IP. 

S y s t e m  C o n f i g u r a t i o n  
To access the ACS Certificate Setup menu, select System Configuration from the main menu, and select the ACS Cetificate Setup link. 
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Task 6 : AC S  C erti f i c ate S etu p 
ACS should be configured with a digital certificate for establishing client trust when challenging the client for its credentials. 

Note:   We highly recommend that you use a production PKI and certificates signed by the production CA or an RA for the most scalable NAC 
deployments. We have significantly compressed and abbreviated this part of a NAC implementation. You will need to use an existing PKI (internal 
or outsourced) to securely identify the ACS infrastructure to endpoint devices (for example CTA). For information on obtaining a certificate from a 
certificate authority see Appendix 4. 

Note:   If your deployment is going to use NAC L2 802.1x and integrate with Microsoft Active Directory you must consider which authentication 
mechanism, if any, that your deployment requires for machine and user authentication. 

The example below is shown using pregenerated digital certificates. In the example, the files are on the ACS server in c: \ f i l es\ cer t s\  

S t e p  1 .   Select the ACS Certificate Authority Setup link. Specify the location of the CA certificate, and click Submit. 

AC S  C ert if icat e Au t ho rit y  S et u p  
A d d  new  CA  c ert i f i c a t e t o  lo c a l c ert i f i c a t e st o ra g e 
    Cert i f i c a t e f i le:     C : \f iles \cert s \ca. nac. cis co . co m . cer 

 

S t e p  2 .   Restart ACS after adding the new CA certificate. Go to System Configuration, Service Control, and select Restart. 

S t e p  3 .   After installing the CA certificate, you should add it to the Certificate Trust List (CTL) as a trusted authority. To do this, select the Edit 
Certificate Trust List, link from the ACS Certificate Setup screen, and locate the name of your CA in the list. Check the box next to it, 
and click Submit to save the changes. 

E d it  t he C ert if icat e Tru s t  L is t  ( C TL )  
c a  

 

S t e p  4 .   Changing the CTL will require an ACS restart so you go to System Configuration > Service Control and click on the Restart button. 

S t e p  5 .   Select the Install Certificate link. Specify the location of the ACS certificate, and click Submit. 

Ins t all N ew C ert if icat e 
Rea d  c ert i f i c a t e f ro m  f i le 
    Cert i f i c a t e f i le:                 C : \f iles \cert s \AC S -1 . nac. cis co . co m . cer 
    Pri v a t e k ey f i le:                C : \f iles \cert s \AC S -1 . Privat eK ey . t x t  
    Pri v a t e k ey pa ssw o rd :    cis co 1 2 3  

 

S t e p  6 .   After a successful installation of the ACS certificate, you must restart ACS. To do this, select System Configuration from the main menu, 
select Service Control, and click on the Restart. This completes the ACS certificate installation process. 

Task 7 : G l ob al  Au th enti c ati on S etu p 
ACS supports many different protocols for securely transferring credentials from the host to the ACS for authentication and authorization. You must 

tell ACS which protocols are allowed and what the default settings will be for each protocol. 

Note:   Unless you have a limited deployment environment or specific security concerns, we highly recommend that you enable all protocols 
globally. You will have an opportunity to limit the actual protocol options later when you create the Network Access Profiles for NAC. But if they 
are not enabled here, they will not be available in the Network Access Profiles. 
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S t e p  1 .   Select System Configuration from the main menu, and pick Global Authentication Setup. 

S t e p  2 .   Select these global authentication parameters to make them available in the Network Access Profile authentication configuration. 

E AP C o nf ig u rat io n 
PE AP 
 A llo w  EA P-M SCH A Pv 2 
 A llo w  EA P-G TC 
 A llo w  Po st u re V a li d a t i o n 
Ci sc o  c li ent  i ni t i a l m essa g e:              < em p t y >  
PEA P sessi o n t i m eo u t  ( m i nu t es):      1 2 0  
Ena b le Fa st  Rec o nnec t :                     Y es  
E AP-F AS T 
EA P-FA ST Co nf i g u ra t i o n ( see b elo w ) 
E AP-TL S  
 A llo w  EA P-TL S 
Selec t  o ne o r m o re o f  t h e f o llo w i ng  o pt i o ns:  
     Cert i f i c a t e SA N  c o m pa ri so n 
     Cert i f i c a t e CN  c o m pa ri so n 
     Cert i f i c a t e B i na ry c o m pa ri so n 
EA P-TL S Sessi o n Ti m o u t  ( m i nu t es):       1 2 0  
L E AP 
 A llo w  L EA P ( Fo r A i ro net  o nly) 
E AP-M D 5  
 A llo w  EA P-M D 5 
A P EA P req u est  t i m eo u t  ( sec o nd s):          2 0  

 

M S -C H AP C o nf ig u rat io n 
 A llo w  M S-CH A P V ersi o n 1 A u t h ent i c a t i o n 
 A llo w  M S-CH A P V ersi o n 2 A u t h ent i c a t i o n 

 

S t e p  3 .   Click Submit + Restart to save these changes. 

S t e p  4 .   Click EAP-FAST Configuration to enter the EAP-FAST screen. 

E AP-F AS T S et t ing s  
E AP-F AS T 
   A llo w  EA P-FA ST 
 A c t i v e m a st er k ey TTL :          1  m o nt h 
 Ret i red  m a st er k ey TTL :         3  m o nt h 
 Tu nnel PA C TTL :                   1  week  
 Cli ent  I ni t i a l M essa g e:           < em pt y>  
 A u t h o ri t y I D  I nf o :                  cis co  
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E AP-F AS T S et t ing s  
   A llo w  a no nym o u s i n-b a nd  PA C pro v i si o ni ng  
   A llo w  a u t h ent i c a t ed  i n-b a nd  PA C pro v i si o ni ng  
        A c c ept  c li ent  o n a u t h ent i c a t ed  pro v i si o ni ng  
        Req u i re c li ent  c ert i f i c a t e f o r pro v i si o ni ng  
   A llo w  M a c h i ne A u t h ent i c a t i o n 
      M a c h i ne PA C TTL             1  week  
   A llo w  St a t eless Sessi o n Resu m e 
       A u t h o ri z a t i o n PA C TTL    1  ho u r 
A llo w  i nner m et h o d s 
     EA P-G TC 
     EA P-M SCH A Pv 2 
     EA P-TL S 
Selec t  o ne o r m o re o f  t h e f o llo w i ng  EA P-TL S c o m pa ri so n m et h o d s:  
     Cert i f i c a t e SA N  c o m pa ri so n 
     Cert i f i c a t e CN  c o m pa ri so n 
     Cert i f i c a t e b i na ry c o m pa ri so n 
EA P-TL S sessi o n t i m eo u t  ( m i nu t es):    1 2 0  
   EA P-FA ST m a st er serv er 
A c t u a l EA P-FA ST serv er st a t u s:          M as t er 

 

Task 8 : C onf i g u ri ng  Attri b u tes f or L og g i ng  
Note:   To log any non-Cisco NAC attribute values from the hosts, first you need to import the attribute definitions must first be imported into 
ACS and then select them for logging. 

S t e p  1 .   To configure which log files are enabled and which event attributes are recorded within them, select the System Configuration option 
from the main menu, and select Logging. 

The recommended log files and their logged attributes for NAC are shown. Your actual list of logged attributes will probably be longer, depending 

upon which NAC vendor attributes are of interest in your deployment. 

C S V  F ailed  At t em p t s  
  L o g  t o  C S V  F ailed  At t em p t s  

C S V  Pas s ed  Au t hent icat io ns  
  L o g  t o  C S V  Pas s ed  Au t hs  

C S V  R AD IU S  Acco u nt ing  
  L o g  t o  R AD IU S  Acco u nt ing  

L o g g ed  At t rib u t es  L o g g ed  At t rib u t es  L o g g ed  At t rib u t es  
M essa g e-Type 
U ser-N a m e 
Ca ller-I D  
A u t h en-Fa i lu re-Co d e 
N A S-Po rt  
N A S-I P-A d d ress 
A A A  Serv er 

M essa g e-Type 
U ser-N a m e 
Ca ller-I D  
N A S-Po rt  
N A S-I P-A d d ress 
A A A  Serv er 
Fi lt er I nf o rm a t i o n 

U ser-N a m e 
G ro u p-N a m e 
Ca lli ng -St a t i o n-I d  
A c c t -St a t u s-Type 
A c c t -Sessi o n-I d  
A c c t -Sessi o n-Ti m e 
A c c t -I npu t -O c t et s 
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C S V  F ailed  At t em p t s  
  L o g  t o  C S V  F ailed  At t em p t s  

C S V  Pas s ed  Au t hent icat io ns  
  L o g  t o  C S V  Pas s ed  Au t hs  

C S V  R AD IU S  Acco u nt ing  
  L o g  t o  R AD IU S  Acco u nt ing  

N et w o rk  D ev i c e G ro u p 
A c c ess D ev i c e 
PEA P/ EA P-FA ST-Clea r-N a m e 
L o g g ed  Rem o t ely 
EA P Type 
EA P Type N a m e 
N et w o rk  A c c ess Pro f i le N a m e 
Sh a red  RA C 
D o w nlo a d a b le A CL  
Syst em -Po st u re-A ssessm ent  
A ppli c a t i o n-Po st u re-A ssessm ent  
Rea so n 
c i sc o -a v -pa i r 
Ci sc o : PA : PA -N a m e 
Ci sc o : PA : PA -V ersi o n 
Ci sc o : PA : O S-Type 
Ci sc o : PA : O S-V ersi o n 
Ci sc o : H o st : Serv i c ePa c k s 
Ci sc o : H o st : H o t f i x es 
Ci sc o : H o st : Pa c k a g e 

N et w o rk  D ev i c e G ro u p 
A c c ess D ev i c e 
PEA P/ EA P-FA ST-Clea r-N a m e 
L o g g ed  Rem o t ely 
EA P Type 
EA P Type N a m e 
N et w o rk  A c c ess Pro f i le N a m e 
O u t b o u nd  Cla ss 
Sh a red  RA C 
D o w nlo a d a b le A CL  
Syst em -Po st u re-A ssessm ent  
A ppli c a t i o n-Po st u re-A ssessm ent  
Rea so n 
Ci sc o : PA : PA -N a m e 
Ci sc o : PA : PA -V ersi o n 
Ci sc o : PA : O S-Type 
Ci sc o : PA : O S-V ersi o n 
Ci sc o : H o st : Serv i c ePa c k s 
Ci sc o : H o st : H o t f i x es 
Ci sc o : H o st : Pa c k a g e 

A c c t -O u t pu t -O c t et s 
A c c t -I npu t -Pa c k et s 
A c c t -O u t pu t -Pa c k et s 
Fra m ed -I P-A d d ress 
N A S-Po rt  
N A S-I P-A d d ress 
Cla ss 
Term i na t i o n-A c t i o n 
Ca lled -St a t i o n-I d  
A c c t -D ela y-Ti m e 
A c c t -A u t h ent i c  
A c c t -Term i na t e-Ca u se 
Ev ent -Ti m est a m p 
N A S-Po rt -Type 
Po rt -L i m i t  
N A S-Po rt -I d  
A A A  Serv er 
Ex t D B  I nf o  
N et w o rk  A c c ess Pro f i le N a m e 
c i sc o -a v -pa i r 
A c c ess D ev i c e 
L o g g ed  Rem o t ely 

 

A d m i n i s t r a t i o n  C o n t r o l  
Task 9 : Ad d  R emote Ad mi ni strator Ac c ess 
To remotely administer your ACS through a web browser, you must enable this feature by selecting the Administration Control button from the 

main menu. By adding one or more accounts, you can log in to your ACS with HTTP. 

S t e p  1 .   Click the Add Administrator button, and add this information in the Administration Control section. 

Ad m inis t rat o r N am e:  A d m i ni st ra t o r 
Pas s wo rd :  c i sc o 123 
Ad m inis t rat o r Privileg e:  G ra nt  A ll 

 

S h a r e d  P r o f i l e  C o m p o n e n t s  
Shared Profile Components are configurations that can be reused across many different Network Access Profiles for filtering within ACS or for 

network authorizations within RADIUS. You will need to define them before configuring Network Access Profiles. 
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Note:   Network Access Profiles are new to ACS 4.0. You can create and map individual authentication, posture validation, and authorization 
components, depending on the access method being used or the IP address of the NAD. 

Task 10 : C onf i g u re D ow nl oad ab l e IP AC L s 
The first shared component to configure is Downloadable IP access control lists (ACLs). These are used to enforce the network authorization of a 

host by dynamically downloading layer three and layer four (L3/L4) access control entries (ACEs) to a router or VPN concentrator and prepend them 

to the default interface ACL. 

The following ACLs are examples. Actual ACL definitions for your organization should carefully researched and tested based on applications being 

used, services such as VoIP, and security policies. Before being implemented. 

S t e p  1 .   To configure the following ACLs, go to Shared Profile Components in the main menu, and select Downloadable IP ACLs. Click the 
Add button to create each new posture ACL. You then need to Add new ACEs  (access control entry) with the respective ACL definition 
(for example, healthy_acl) for your network. After you have finished entering all of the appropriate ACEs for the specific posture ACL, 
click Submit to save the ACEs for this ACL. Finally, click Submit again to save the posture ACL. 

S t e p  2 .   You are now ready to create the second posture ACL (quarantine_acl) for your particular policy. This example shows the configuration 
with IP addresses for our reference network architecture. 

N am e N AF  AC L  D ef init io n 
h ea lt h y_ a c l ( A ll-A A A -Cli ent ) per mi t  i p any any 

q u a ra nt i ne_ a c l ( A ll-A A A -Cli ent ) r emar k Al l ow DHCP 

per mi t  udp any eq boot pc any eq boot ps 

r emar k Al l ow EAPoUDP 

per mi t  udp any any eq 21862 

r emar k Al l ow DNS 

per mi t  udp any any eq 53 

r emar k Al l ow HTTP t o Updat eSer ver  

per mi t  t cp any host  10. 0. 200. 30 eq www 

r emar k al l ow cl i ent  access t o qual ys 

per mi t  i p any host  10. 0. 200. 106 

Note:   If you do not see the Downloadable IP ACL option, you need to enable Downloadable ACLs in the RADIUS Attributes section. 

Task 11: R AD IU S  Au th ori z ati on C omponents 
RADIUS Authorization Components (RACs) are sets of RADIUS attributes that are applied to Network Access Devices during 

network authorizations. 

S t e p  1 .   To configure RACs, go to Shared Profile Components in the main menu and select RADIUS Authorization Components, click the 
Add button for each new RAC. Each RAC can contain one or more vendor RADIUS attributes, including Cisco IOS/PIX 6.0, IETF, 
and Ascend. 

Note:   The Session-Timeout values used for NAC deployments can have a significant impact on ACS performance. We strongly recommend that 
you adjust it for the scale of your network and ACS transaction capacity. 

S t e p  2 .   Create the RAC entries, attribute assignments, and values for NAC L2 IP: 

Note:   The RAC below are divided to handle deployments with NAC L2 IP and NAC L2 802.1x. You might choose to have different RACs for 
different types of NAC services or even for different locations.  
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R AC  N am e V end o r As s ig ned  At t rib u t es  V alu e 
Ci sc o  c i sc o -a v -pa i r ( 1) st a t u s-q u ery-t i m eo u t = 300 
Ci sc o  c i sc o -a v -pa i r ( 1) sec : pg = H ea lt h y_ h o st s 
I ETF Term i na t i o n-A c t i o n ( 29) RA D I U S-Req u est  ( 1) 

L 2_ I P_ H ea lt h y_ RA C 

I ETF Sessi o n-Ti m eo u t  ( 27) 36000 
I ETF Sessi o n-Ti m eo u t  ( 27) 60 L 2_ I P_ Tra nsi t i o n_ RA C 
I ETF Term i na t i o n-A c t i o n ( 29) RA D I U S-Req u est  ( 1) 
Ci sc o  c i sc o -a v -pa i r ( 1) st a t u s-q u ery-t i m eo u t = 300 
Ci sc o  c i sc o -a v -pa i r ( 1) u rl-red i rec t -a c l= q u a ra nt i ne_ u rl_ red i r_ a c l 
Ci sc o  c i sc o -a v -pa i r ( 1) sec : pg = Q u a ra nt i ne_ h o st s 
I ETF Sessi o n-Ti m eo u t  ( 27) 36000 

L 2_ I P_ Q u a ra nt i ne_ RA C 

I ETF Term i na t i o n-A c t i o n ( 29) RA D I U S-Req u est  ( 1) 
Note:   For detailed information on RADIUS attributes, see Appendix 2. 

Note:   The ACL specified by the url-redirect-acl attribute must be configured on the switch. It is case sensitive and must match exactly. (ACL 
name shown: quarantine_url_redir_acl). If it does not match, the ACL will not function on the switch. 

Note:   Although the Cisco AVP for the url-redirect string can be entered in the RAC, we recommend you enter this URL value in the NAP > 
posture validation > Specific Rule > System Posture Token Configuration > URL Redirect field. 

S t e p  3 .   Create these RAC entries, attribute assignments, and values for NAC L2 802.1x: 

R AC  N am e V end o r As s ig ned  At t rib u t es  V alu e 
I ETF Sessi o n-Ti m eo u t  ( 27) 3600 
I ETF Term i na t i o n-A c t i o n ( 29) RA D I U S-Req u est  ( 1) 
I ETF Tu nnel-Type ( 64)  [ T1]  V L A N  ( 13) 
I ETF Tu nnel-M ed i u m -Type ( 65) [ T1]  802 ( 6) 

L 2_ 1x _ H ea lt h y_ RA C 

I ETF Tu nnel-Pri v a t e-G ro u p-I D  ( 81) [ T1]  h ea lt h y 
I ETF Sessi o n-Ti m eo u t  ( 27) 30 L 2_ 1x _ Tra nsi t i o n_ RA C 
I ETF Term i na t i o n-A c t i o n ( 29) RA D I U S-Req u est  ( 1) 
I ETF Sessi o n-Ti m eo u t  ( 27) 3600 
I ETF Term i na t i o n-A c t i o n ( 29) RA D I U S-Req u est  ( 1) 
I ETF Tu nnel-Type ( 64)  [ T1]  V L A N  ( 13) 
I ETF Tu nnel-M ed i u m -Type ( 65) [ T1]  802 ( 6) 

L 2_ 1x _ Q u a ra nt i ne_ RA C 

I ETF Tu nnel-Pri v a t e-G ro u p-I D  ( 81) [ T1]  q u a ra nt i ne 
 

Table 3 is only for reference and lists all of the attributes that might be sent from ACS in a RADIUS-Accept response for NAC: 
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T a b l e  3 . R ADI U S Attrib u tes.  
N AC -
L 2 -
8 0 2 . 1 x  

N AC -
L 2 -IP 

N AC -
L 3 -IP 

# At t rib u t e N am e D es crip t io n 

√   1 U ser-N a m e Co pi ed  f ro m  EA P I d ent i t y Respo nse i n A c c ess Req u est .  
 √ √ 8 Fra m ed -I P-A d d ress I P a d d ress o f  h o st .  
 √ √ 26 V end o r-Spec i f i c  

Ci sc o  ( 9, 1) 
Ci sc o Sec u re-D ef i ned -A CL  

A CL  na m e.  
A u t o m a t i c a lly sent  b y A CS.  

√   26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
sec : pg   

Po li c y-b a sed  A CL  a ssi g nm ent .  O nly a ppli es t o  Ca t a lyst  6000.  
sec : pg  =  < g ro u p-na m e>  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
u rl-red i rec t  

Red i rec t i o n U RL .  
u rl-red i rec t = < U RL >  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
u rl-red i rec t -a c l 

A pply t h e na m ed  A CL  f o r t h e red i rec t  U RL ;  A CL  m u st  b e d ef i ned  lo c a lly o n 
t h e N A D .  O nly w o rk s o n sw i t c h es w i t h  I O S.  
u rl-red i rec t -a c l= < A CL -N a m e>  

√ √ √ 26 V end o r-Spec i f i c ,  Ci sc o  ( 9, 1),  
po st u re-t o k en 

Po st u re t o k en/ st a t e na m e.  
A u t o m a t i c a lly sent  b y A CS.  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
st a t u s-q u ery-t i m eo u t  

Set s St a t u s Q u ery t i m er.  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
h o st -sessi o n-i d  

Sessi o n i d ent i f i er u sed  f o r a u d i t i ng .  
A u t o m a t i c a lly sent  b y A CS.  

 √ √ 26 V end o r-Spec i f i c  
M i c ro so f t  =  311 

K ey f o r St a t u s Q u ery:  M S-M PPE-Rec v -K ey 
A u t o m a t i c a lly sent  b y A CS.  

√ √ √ 27 Sessi o n-Ti m eo u t  Set s Rev a li d a t i o n Ti m er ( i n sec o nd s).  
√ √ √ 29 Term i na t i o n-A c t i o n A c t i o n o n Sessi o n Ti m eo u t  

( 0) D ef a u lt :  Term i na t e sessi o n 
( 1) Ra d i u s-Req u est :  Re-a u t h ent i c a t e.  

√   64 Tu nnel-Type 13 =  V L A N .  
√   65 Tu nnel-M ed i u m -Type 6 =  802.  
√ √ √ 79 EA P M essa g e EA P Req u est / Respo nse Pa c k et  i n A c c ess Req u est  a nd  A c c ess Ch a lleng e:  

• EA P Su c c ess i n A c c ess A c c ept .  
• EA P Fa i lu re i n A c c ess Rej ec t .  

? ? ? 80 M essa g e A u t h ent i c a t o r H M A C-M D 5 t o  ensu re i nt eg ri t y o f  pa c k et .  
√   81 Tu nnel-Pri v a t e-G ro u p-I D  V L A N  na m e.  
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G r o u p  a n d  U s e r  S e t u p  
Task 12 : G rou p S etu p 
The following provides an example of using local usernames and groups for authentication. This provides a means for testing user authentication 

before integrating ACS with Microsoft AD. ACS and Microsoft AD integration for user and group authentication are covered further in another 

section of this document. 

G ro u p  and  U s er S et u p  
G ro u p  N u m b er G ro u p  N am e L o cal AC S  U s ers  Pas s wo rd  
1:  G ro u p 1 Em plo yees A d m i ni st ra t o r c i sc o  
1:  G ro u p 1 Em plo yees em plo yee1 c i sc o  
2:  G ro u p 2 Co nt ra c t o rs c o nt ra c t o r1 c i sc o  
3:  G ro u p 3 G u est  g u est 1 c i sc o  
4:  G ro u p 4 U t i li t i es U t i li t i es1 c i sc o  

 

S t e p  1 .   Click Group Setup in the main ACS menu. 

S t e p  2 .   Click Rename. You can rename the first three default groups to any name you choose. For the configuration example shown here you can 
use the names as shown in the table above under Group Setup from the main menu. You can also rename another group to Utilities for use 
with application-specific devices (ASDs). 

Task 13 : U ser S etu p 
 

S t e p  1 .   Click User Setup in the main ACS menu. In the User dialog box, enter the first username as shown: employee1, and select the 
Add/Edit button. 

S t e p  2 .    In the User: employee1 (New User) screen under User Setup, enter cisco as the user’s password. In the Group to which the user is 
assigned drop-down box assign the user to the Employees group. Scroll to the bottom, and click Submit. 

S t e p  3 .   Repeat these steps for creating the remaining users: contractor1, guest1, utilities. 

Note:   The individual RADIUS attributes are configured and applied in the Network Access Profile section and do not need to be configured for 
each individual group. 

P o s t u r e  V a l i d a t i o n  
Posture Validation is a core component of the NAC configuration. In the Posture validation section, rules are created to validate host posture 

compliance. Tokens are delivered to the NAD granting or denying network access as a result of this compliance. The resulting tokens could be 

healthy, checkup, transition, quarantine, infected, and unknown. 

ACS can perform posture validation in these ways: 

• Locally within ACS 

• Externally by using the HCAP protocol to one or more posture validation servers (PVS) 

• Externally by using the GAME protocol to an audit server for NAC Agentless Host (NAH) support. 
 

Note:   You can perform both local and external posture validation at the same time. However, you cannot perform local and external posture 
validation for the same NAC credential types (vendor/application combinations). Example:  Verifying Trend Micro information locally in ACS and 
externally in the Trend Policy Server. 
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Posture validation policies are configured in ACS under Posture Validation in the main menu. These policies are later selected and applied to 

network access profiles. The policies are defined separately so that you can mix and match or reuse them to provide differentiated access for multiple 

network services across many locations. 

Task 14 : Internal  Postu re Val i d ati on S etu p 
Posture validation policies consist of rules, and these rules are built from a set of conditions. Each of these conditions can match a received credential 

from the client and result in a potential policy assessment. 

S t e p  1 .   To create the policy requirements of the reference network locally on the ACS, the set of NAC posture validation policies should be 
defined, according to the table below. To create these policies, select Posture Validation from the main menu and then select Internal 
Posture Validation Setup. 

S t e p  2 .   Select Add Policy to create a new policy. 

S t e p  3 .   Enter a name, and optionally a description, for your new Posture Validation Policy, and then click Submit. 

S t e p  4 .   You now enter the specific Posture Validation Rules for your new policy. You build a set of Conditions for the given policy that match to a 
specific posture assessment result. To create this rule, click Add Rule. 

S t e p  5 .   Click Add Condition Set to move to the screen where you define the conditions that comprise the posture validation rule. 

S t e p  6 .   Using this table as a reference, add the appropriate Attributes, Operators, and Values for the needed condition, and click Submit. For 
example, to set a condition for validating the CTA version on the client, choose the Cisco:PA:PA-Version credential from the Attribute 
menu, change the Operator to >= and enter “2.0.0.30”  into the Value field and click Enter. If you need to evaluate multiple credentials 
together, continue to add those conditions into the rule. 

Note:   To evaluate these conditions together as a single rule, after selecting Submit, choose the modal option Match ‘OR’  inside Condition and 
‘AND’  between Condition Sets, and click Submit again. 

S t e p  7 .   Click Done to return the original Posture Validation Rules screen. 

S t e p  8 .   After any and all changes have been made in the Rules, click on Apply and Restart at the bottom of the page. 

Po licy  N am e # C o nd it io n Po s t u re As s es s m ent  N o t if icat io n 
S t ring  

1 Ci sc o : PA : PA -V ersi o n > =  2. 0. 0. 30 
A N D  Ci sc o : PA : M a c h i ne-Po st u re-St a t e > =  1 

Ci sc o : PA : H ea lt h y  CTA  

2 D ef a u lt  Ci sc o : PA : Q u a ra nt i ne  
 

1 ( Ci sc o : PA : O S-Type c o nt a i ns W i nd o w s X P 
A N D  Ci sc o : H o st : Serv i c ePa c k s c o nt a i ns 2) 
O R 
( Ci sc o : PA : O S-Type c o nt a i ns W i nd o w s 2000 
A N D  Ci sc o : H o st : Serv i c ePa c k s c o nt a i ns 4) 

Ci sc o : H o st : H ea lt h y  W i nd o w s 

2 D ef a u lt  Ci sc o : H o st : Q u a ra nt i ne  
 

1 Ci sc o : H I P: CSA O pera t i o na lSt a t e =  1 
A N D  Ci sc o : H I P: CSA V ersi o n > =  4. 5. 0. 0  

Ci sc o : H I P: H ea lt h y  CSA  

2 D ef a u lt  Ci sc o : H I P: Q u a ra nt i ne  
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Note:   When defining the individual rules, you can fill in the notification string on any rule. Filling in the notification string causes CTA to 
attempt to launch the default web browser on the client device. For instance, you can automatically launch a browser for a quarantine assessment by 
entering http://x.x.x.x/quarantine.html in the posture assessment notification string of a rule. 

Ne t w o r k  A c c e s s  P r o f i l e s  
The configuration for individual Network Access Profiles is shown in the sections for each access method: NAC L2 IP, NAC L2 802.1x, and NAC 

Agentless Host (NAH) sections. 

NA C  L 2  I P  C O NF I G U R A T I O N O N I O S  S W I T C H  
In this section you will configure the various components to enable the base functionality of NAC L2 IP on an IOS switch. This is the basic order of 

operations for this section: 

1 . Test network connectivity (between the NAD and ACS server). 

2 . Configure the IOS switch for NAC L2 IP. 

3 . Install and configure the Cisco Trust Agent on the client. 

4 . Configure ACS 4.0 for NAC L2 IP. 

5 . Test NAC L2 IP functionality. 

6 . Configure auditing (Qualys, NAD, ACS) support for NAC L2 IP. 

7 . Test Auditing configuration. 

8 . Configure NAC L2 IP for agentless host support. 

9 . Test agentless host support for NAC L2 IP. 

 

Figure 5 serves as a reference point to the NAC L2 IP configuration information discussed in this section. 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 24 o f  118   

F i g u r e  5 . I O S Switch  R ef erence Diag ram.  

 

T e s t  Ne t w o r k  C o n n e c t i v i t y  
Verify that you can ping the ACS server from the switch console and any other necessary servers such as DHCP, DNS, remediation, and AV. 

C o n f i g u r e  t h e  I O S  S w i t c h  f o r  NA C  L 2  I P  
Task 1: C onf i g u re Au th enti c ati on Au th ori z ati on and  Ac c ou nti ng  
These are the steps required to enable AAA for NAC L2 IP on a Cisco IOS switch for Cisco NAC: 

S t e p  1 .   Enable AAA on the switch service using the aaa new-model global configuration command. 

  I OS- Swi t ch( conf i g) #aaa new- model  

S t e p  2 .   Configure the switch to use RADIUS for EAPoUDP authentication using the aaa authentication eou default group radius command. 

  I OS- Swi t ch( conf i g) #aaa aut hent i cat i on eou def aul t  gr oup r adi us 

S t e p  3 .   Configure the switch to run authorization for all network-related service requests using the aaa authorization network default group 
radius command. 

  I OS- Swi t ch( conf i g) #aaa aut hor i zat i on net wor k def aul t  gr oup r adi us 

S t e p  4 .   Enable AAA accounting for EAPoUDP authentication using the aaa accounting network default start-stop group radius command. 

  I OS- Swi t ch( conf i g) #aaa account i ng net wor k def aul t  st ar t - st op gr oup r adi us 

Task 2 : C onf i g u re th e R AD IU S  S erv er 
These are the minimum steps required to configure a RADIUS server on Cisco IOS: 

S t e p  5 .   Specify the hostname or IP address of the RADIUS server (and optionally the authentication and accounting ports) using the radius-server 
host command. The default RADIUS port number for authentication is 1645. The default RADIUS port number for accounting is 1646. 

  I OS- Swi t ch( conf i g) #r adi us- ser ver  host  10. 0. 200. 20 
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S t e p  6 .   Specify the RADIUS server encryption key using radius-server key. Note that this key must match the key configured in the Cisco Secure 
ACS server for this NAD. If they do not match, the NAD and the Cisco Secure ACS will not be able to communicate posture validation 
information. See the ACS common configuration section: Network Configuration: Task 2: AAA Clients. 

  I OS- Swi t ch( conf i g) #r adi us- ser ver  key c i sco123 

S t e p  7 .   Configure the switch to send Framed-IP-Address RADIUS attribute (Attribute[8]) in access-request or accounting-request packets using 
the radius-server attribute 8 include-in-access-req command. 

  I OS- Swi t ch( conf i g) #r adi us- ser ver  at t r i but e 8 i ncl ude- i n- access- r eq 

S t e p  8 .   Configure the NAD to recognize and use vendor-specific attributes using the radius-server vsa send authentication command. 

  I OS- Swi t ch( conf i g) #r adi us- ser ver  vsa send aut hent i cat i on 

S t e p  9 .   Specify the NAD interface for all outgoing RADIUS packets using the ip radius source-interface command. 

  I OS- Swi t ch( conf i g) #i p r adi us sour ce- i nt er f ace Vl an200 

Note:   Step 9 is optional. However, we recommend if there are multiple paths between the NAD and the Cisco Secure ACS. Assigning a source 
interface allows the Cisco Secure ACS to know from which NAD the RADIUS messages originated. You must configure this same IP address in the 
Cisco Secure ACS AAA client record that represents this NAD. 

Task 3 : E nab l e IP D ev i c e Trac ki ng  and  D H C P S noopi ng  
When IP device tracking is enabled, and a host is detected, the switch adds an entry to the IP device tracking table that includes this information: IP 

and MAC address of the host, and the interface on which the switch detected the host. The state of the host is set to ACTIVE when the host is 

detected. 

S t e p  1 .   Enable IP device tracking on the switch.  You can optionally set the probe count and probe interval. 

  I OS- Swi t ch( conf i g) #i p devi ce t r acki ng 

S t e p  2 .   DHCP Snooping can optionally be used to trigger NAC posture validation.  

  I OS- Swi t ch( conf i g) #i p dhcp snoopi ng  

S t e p  3 .   Enable DHCP snooping on the client VLAN. 

  I OS- Swi t ch( conf i g) #i p dhcp snoopi ng vl an 1000 

S t e p  4 .   Set DHCP snooping to trust the port the DHCP server resides on.  In this example this is port Gigabit Ethernet 1/46. 

  I OS- Swi t ch( conf i g- i f ) #i p dhcp snoopi ng t r ust   

 

Task 4 : C onf i g u re an Interf ac e AC L  
This topic describes the steps required to configure the interface ACL on the NAD. 

Create a default ACL for the ingress client traffic. This ACL will be applied to the client ingress switch port in an upcoming section. This is the 

default security policy on the switch port. Any downloaded ACLs from ACS are prepended with the interface ACL. 

S t e p  1 .   Configure the interface ACL 

  I OS- Swi t ch( conf i g) #i p access- l i s t  ext ended i nt er f ace_acl  

  I OS- Swi t ch( conf i g- ext - nacl ) #per mi t  udp any any eq 21862 

  I OS- Swi t ch( conf i g- ext - nacl ) #r emar k Al l ow DHCP 

  I OS- Swi t ch( conf i g- ext - nacl ) #per mi t  udp any eq boot pc any eq boot ps 

  I OS- Swi t ch( conf i g- ext - nacl ) #r emar k Al l ow DNS 

  I OS- Swi t ch( conf i g- ext - nacl ) #per mi t  udp any any eq domai n 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 26 o f  118   

  I OS- Swi t ch( conf i g- ext - nacl ) #r emar k Al l ow HTTP access t o updat e ser ver  

  I OS- Swi t ch( conf i g- ext - nacl ) #per mi t  t cp any host  10. 0. 200. 30 eq www 

  I OS- Swi t ch( conf i g- ext - nacl ) #r emar k Al l ow I CMP f or  t est  pur poses 

  I OS- Swi t ch( conf i g- ext - nacl ) #per mi t  i cmp any any 

  I OS- Swi t ch( conf i g- ext - nacl ) #r emar k I mpl i c i t  Deny 

  I OS- Swi t ch( conf i g- ext - nacl ) #deny i p any any 

Task 5 : C onf i g u re a C i sc o N AC  G l ob al  Pol i c y  
This topic describes the step required to configure a Cisco NAC global policy on the Cisco IOS switch. 

S t e p  1 .   Create the IP Admission rule to enable the EAPoUDP posture process 

  I OS- Swi t ch( conf i g) #i p admi ssi on name NAC- L2- I P eapoudp 

Task 6 : C onf i g u re th e C i sc o N AC  Interf ac e 
This topic describes the steps required to configure a Cisco NAC interface on a Cisco IOS switch. 

S t e p  1 .   Apply the interface ACL you created to ingress traffic on the client switchport. 

  I OS- Swi t ch( conf i g- i f ) #i p access- gr oup i nt er f ace_acl  i n 

Note:   NAC is not configurable on VLANs, only physical switchports. 

S t e p  2 .   Apply the admission control rule that you created to the client-facing Cisco NAC interface by using the ip admission command. Be sure to 
use the name of the rule you specified in the previous step. 

  I OS- Swi t ch( conf i g- i f ) #i p admi ssi on NAC- L2- I P 

Note:   If the switch interface does not accept the ip admission name command, verify that switchport mode access is enabled on the interface. 

Task 7 : S et E APoU D P Ti mers 
 

S t e p  1 .   Configure the EAPoUDP hold-period timer by using the eou timeout hold-period command. The timer specifies the time to wait (in 
seconds) following a failed credential validation (Accept-Reject) or an EAPoUDP association failure, before a new association can be 
retried. The default is 180 seconds. 

  I OS- Swi t ch( conf i g) #eou t i meout  hol d- per i od 180 

S t e p  2 .   Configure the EAPoUDP status query timer using eou timeout status-query. After a client credential validation and security posture 
session is successfully established, the NAD will send a status-query to the client. If the NAD does not receive a successful response from 
the client, the NAD waits the specified amount of time (in seconds) before sending a new status-query message. This timer is reset each 
time a successful status-query command and response is received. The default is 300 seconds. 

  I OS- Swi t ch( conf i g) #eou t i meout  st at us- quer y 300 

S t e p  3 .   Configure the EAPoUDP revalidation period timer using eou timeout revalidation. Once a credential validation and security posture 
session is established, the NAD waits the specified amount of time (in seconds) before revalidating the client credentials. This is to verify if 
any changes in the Cisco NAC client admission policy have occurred. The default is 36000 seconds (10 hours). 

  I OS- Swi t ch( conf i g) #eou t i meout  r eval i dat i on 36000 

Note:   The status query and revalidation timeouts can be configured in Cisco Secure ACS and sent to the NAD for specific posture tokens. In this 
case, the Cisco Secure ACS timers take precedence over the switch global EAPoUDP timers discussed here. 

Task 8 : E nab l e E APoU D P L og g i ng  
This topic explains how to enable EAPoUDP logging on the NAD. 
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S t e p  4 .   Enable EAPoUDP logging by using the eou logging command. 

  I OS- Swi t ch( conf i g) #eou l oggi ng 

Task 9 : E nab l e th e H TTP S erv er on th e S w i tc h  
This topic explains how to enable the HTTP Server on the NAD. 

S t e p  5 .   Enable the HTTP Server with the ip http server global configuration command. 

  I OS- Swi t ch( conf i g) #i p ht t p ser ver  

C i s c o  T r u s t  A g e n t  ( C T A )  I n s t a l l a t i o n  a n d  C o n f i g u r a t i o n  
CTA is a requirement for performing posture validation of the client. Detailed information on installing, configuring, and administering CTA can be 

found in the Cisco Trust Agent Administrator Guide 2.0 located at: 

http://www.cisco.com/en/US/products/ps5923/prod_maintenance_guides_list.html 

The Cisco Trust Agent is installed by using one of the ctasetup.exe files. 

Note:   The CTA Admin Guide provides detailed information regarding CTA files and installation. 

C i sc o Tru st Ag ent W i nd ow s. ex e Versi ons 
CTA for Windows provide several options for deploying and packaging CTA. Administrators can deploy the scripting interface, the supplicant, or 

both for Windows as noisy or silent installs. 

The available packages for Windows are shown: 

W i nd ow s 
 

C TA. ex e F iles  D es crip t io n 
ct as et u p -win-[ vers io n] . ex e I f  yo u  u se t h i s pa c k a g e,  t h e i nst a ll i s no i sy.  Th i s m ea ns t h a t  t h e end  u ser w i ll b e pro m pt ed  t o  a c c ept  a  

li c ense a g reem ent ,  c h o o se t h e i nst a lla t i o n d est i na t i o n f o ld er,  a nd  o t h er g enera l i nst a lla t i o n o pt i o ns.  
Th i s pa c k a g e o nly i nst a lls t h e CTA  sc ri pt i ng  i nt erf a c e.  Th e su ppli c a nt  i s no t  i nst a lled  w i t h  t h i s 
pa c k a g e.  

ct as et u p -s u p p licant -win-[ vers io n] . ex e I f  yo u  u se t h i s pa c k a g e,  t h e i nst a ll i s i nt era c t i v e.  Th i s m ea ns t h a t  t h e end  u ser w i ll b e pro m pt ed  t o  
a c c ept  a  li c ense a g reem ent ,  c h o o se t h e i nst a ll d est i na t i o n f o ld er,  a nd  o t h er g enera l i nst a lla t i o n 
o pt i o ns.  Th i s pa c k a g e c a n i nst a ll b o t h  t h e CTA  sc ri pt i ng  i nt erf a c e a nd  t h e su ppli c a nt .  Th e end  u ser i s 
pro m pt ed  t o  selec t  w h i c h  CTA  f ea t u res t h ey w a nt  t o  i nst a ll.  

C t aAd m inE x -win-[ vers io n] . ex e I f  yo u  u se t h i s pa c k a g e,  yo u  a re c h o o si ng  t o  c rea t e a  si lent  i nst a lla t i o n pa c k a g e f o r t h e end  u ser.  Y o u  
ex t ra c t  a  f i le na m ed  c t a si lent -w i n-[ v ersi o n] . ex e f ro m  t h i s pa c k a g e.  A s t h e a d m i ni st ra t o r,  yo u  a c c ept  
t h e li c ense a g reem ent  f o r end -u sers a nd  t h en d eplo y t h e c t a si lent -w i n-[ v ersi o n] . ex e f i le a s a  
c o m plet ely si lent  i nst a lla t i o n t h a t  d o es no t  pro m pt  t h e end  u ser f o r a ny o pt i o ns.  Th e su ppli c a nt  i s no t  
i nst a lled  w i t h  t h i s pa c k a g e.  

C t aAd m inE x -s u p p licant -win-
[ vers io n] . ex e 

I f  yo u  u se t h i s pa c k a g e,  yo u  a re c h o o si ng  t o  c rea t e a  si lent  i nst a lla t i o n pa c k a g e f o r t h e end  u ser.  Y o u  
ex t ra c t  a  f i le na m ed  c t a si lent -su ppli c a nt -w i n-[ v ersi o n] . ex e f ro m  t h i s pa c k a g e.  A s t h e a d m i ni st ra t o r,  yo u  
a c c ept  t h e li c ense a g reem ent  f o r end -u sers a nd  t h en d eplo y t h e c t a si lent -su ppli c a nt -w i n-[ v ersi o n] . ex e 
f i le a s a  c o m plet ely si lent  i nst a ll t h a t  d o es no t  pro m pt  t h e end  u ser f o r a ny o pt i o ns.  Th e su ppli c a nt  i s 
i nst a lled  w i t h  t h i s pa c k a g e.  

 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 28 o f  118   

Note:   The supplicant is required for clients to connect to and access a network that is protected by the IEEE 802.1x security protocol. Only after 
successful client-server authentication does the port access control on the 802.1x-enabled access device (the Ethernet switch) allow the end-user to 
connect to the network. 

Task 1: C l i ent C erti f i c ate f or C TA Instal l  
CTA must install the certificate that you have installed on ACS to properly authenticate. There are two methods available to add the certificate to 

CTA on the client. The first method shown, should be done before the CTA installation. You can use the other method (described later) to add the 

certificate to the root store after CTA is installed. 

S t e p  1 .   Create a folder called certs on the client1, and place it in the same directory as the CTA.exe file. 

S t e p  2 .   The certs folder contains the CA certificate that must be used by CTA to authenticate the client to ACS. 

Note:   CTA will import any public certificate located in the “certs”  subdirectory. This folder must be located in the same directory as the 
cta.exe file. 

Task 2 : Instal l  C TA 2 . 0  
 

S t e p  1 .   Download or copy the CTA setup file to the client. Open the folder containing the CTA.exe file on the client, and double-click the 
appropriate ctasetup file. (In this example, we use ctasetup-win-[version].exe.).  

The Cisco Trust Agent Installation Wizard appears. 
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S t e p  2 .   Click Next. 

S t e p  3 .   Accept the license agreement by clicking Next, and the Destination Folder window appears. 

 

 

S t e p  4 .   Accept the default Destination Folder location, and click Next. 
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S t e p  5 .   The Select Installation Type dialog box appears. 
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S t e p  6 .   Click the Complete radio button. 

S t e p  7 .   Select your features, and then click Next. 

S t e p  8 .   Click Next. 

S t e p  9 .   The application installs into the selected directory. 

S t e p  1 0 .   The following message appears when the certificate is successfully imported during the installation. Click OK. 
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S t e p  1 1 .   When the installation is completed, the installer displays the Installation Completed window. 

 

S t e p  1 2 .   Click Finish to close the installation application. 

Task 3 : ( O pti onal )  M anu al  i nstal l  of  root c erti f i c ate f or C TA 
If you did not copy the certs folder into the CTA folder in Task 1: Step 1, you need to install the root certificate before using Cisco Trust Agent. 

You can manually install the certificate by using the following steps 

S t e p  1 3 .   Copy the certificate to the network client. 

S t e p  1 4 .   Open a command prompt on the network client. 

S t e p  1 5 .   Change directories to where the Cisco Trust Agent is installed. By default, the location is  
C:\Program Files\Cisco Systems\CiscoTrustAgent\. 

S t e p  1 6 .   Enter ct aCer t . exe / add “ cer t _pat h_&_cer t _name”  / st or e “ Root ” , where cer t _pat h_&cer t _name is the 
full path and file name to the certificate. 

The certificate is added to the trusted certificate store on the network client. 

Ne t w o r k  A c c e s s  P r o f i l e  C o n f i g u r a t i o n  f o r  NA C  L 2  I P  
In this section, you will be instructed on how to configure a Network Access Profile (authentication, posture validation, and authorization) to support 

NAC L2 IP. In ACS 4.0, there are two methods of configuring Network Access Profiles. 

• Add an empty profile, and configure all the necessary information. 

• Using the Template Profiles, customize the Network Access Profile desired with the base information included in the template. 
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There are seven Network Access Profile templates predefined in ACS 4.0: 

• NAC L3 IP 

• NAC L2 IP 

• NAC L2 802.1x 

• Microsoft IEEE 802.1x 

• Wireless (NAC L2 802.1x) 

• Authentication Bypass (802.1x fallback) 

• Agentless Host 
 

In this section of the configuration guide we use the NAC L2 IP Network Access Profile template to create a base profile and then make the 

necessary changes to customize this template. 

Task 1: C reate th e N AC  L 2  IP Prof i l e f rom th e Templ ate.  
 

S t e p  1 .   Go to Network Access Profiles main menu and select Add Template Profile 

S t e p  2 .   Create a template for NAC L2 IP by selecting it from the Template drop down box. Name the template with something similar to the one 
shown below. Check Active to enable the profile. 

 

S t e p  3 .   Click Submit. 

Task 2 : Au th enti c ati on C onf i g u rati on 
 

S t e p  1 .   Select the Authentication link for the new Network Access Profile you have just created: 
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S t e p  2 .   Notice that Allow Posture Validation is already selected as part of the base template 

 

S t e p  3 .   Click Submit. 

Task 3 : Postu re C ompl i anc e C onf i g u rati on 
The posture validation configuration below is for reference. 

S t e p  1 .   Select the Posture Validation link from the Network Access Profile screen for the profile that you created. 

S t e p  2 .   Select the Add Rule button on the Posture Validation Rules screen. 

S t e p  3 .   Add the following information for the new posture validation rule. 

N am e:  L ab _ N AC _ L 2 _ IP 
Req u i red  Co nd i t i o n Types Ci sc o : PA  

Ci sc o : H o st  
Po st u re V a li d a t i o n Po li c i es CTA  

W i nd o w s 
A ssessm ent  
Resu lt  
Co nf i g u ra t i o n 

 

Resu lt  M essa g e U RL  Red i rec t  
H ea lt h y N A C-L 2-I P:  H ea lt h y  
Ch ec k u p N A C-L 2-I P:  Ch ec k u p  
Tra nsi t i o n N A C-L 2-I P:  Tra nsi t i o n  
Q u a ra nt i ne N A C-L 2-I P:  Y o u  h a v e b een Q u a ra nt i ned .  

Plea se c li c k  o n t h e li nk  b elo w  a nd  f o llo w  
t h e pro c ed u res t o  u pd a t e yo u r syst em :  
h t t p: / / u pd a t e. na c . c i sc o . c o m / q u a ra nt i ne. h t m
l 

h t t p: / / u pd a t e. na c . c i sc o . c o m / q u a ra nt i ne. h t m
l 

I nf ec t ed  N A C-L 2-I P:  I nf ec t ed  h t t p: / / u pd a t e. na c . c i sc o . c o m / q u a ra nt i ne. h t m
l 

U nk no w n N A C-L 2-I P:  U nk no w n h t t p: / / u pd a t e. na c . c i sc o . c o m / q u a ra nt i ne. h t m
l 

 
 

Au d it  S elect io n 
A u d i t  Serv er N o ne 

 

S t e p  4 .   Click Submit. 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 35 o f  118   

S t e p  5 .   Move the Lab_NAC_L2_IP rule to the top of the list by selecting the radio buttons on the left and using the Up/Down buttons.  

Po s t u re V alid at io n f o r L ab _ N AC _ L 2 _ IP 
C o nd it io n Act io n R u le N am e 
R eq u ired  C red ent ial Ty p es  As s o ciat e W it h 

• L a b _ N A C_ L 2_ I P Ci sc o : PA  
Ci sc o : H o st  

W i nd o w s,  CTA  
( I nt erna l) 

• N A C-SA M PL E-PO STU RE-RU L E Ci sc o : PA  N A C-SA M PL E-CTA -PO L I CY ,  
( I nt erna l) 

 
 
 
Th e U p/ D o w n b u t t o ns su b m i t  a nd  sa v e t h e so rt  o rd er t o  t h e d a t a b a se 
D et erm i ne Po st u re V a li d a t i o n f o r N A H :  
N o  A u d i t  Serv er w a s selec t ed  
 
 
 
 

 

S t e p  6 .   Click Done. 

S t e p  7 .   Click Apply and Restart on the Network Access Profiles screen. 

Task 4 : Au th ori z ati on 
 

S t e p  1 .   Select the Authorization link from the template. 

S t e p  2 .   Enable authorization.  

U s er G ro u p  As s es s m ent  R es u lt  D eny  Acces s  S hared  R AC  D o wnlo d ab le AC L  
A ny H ea lt h y N o  L 2_ I P_ H ea lt h y_ RA C h ea lt h y_ A CL  
A ny Ch ec k u p N o  L 2_ I P_ H ea lt h y_ RA C h ea lt h y_ A CL  
A ny Tra nsi t i o n N o  L 2_ I P_ Q u a ra nt i ne_ RA C q u a ra nt i ne_ A CL  
A ny Q u a ra nt i ne N o  L 2_ I P_ Q u a ra nt i ne_ RA C q u a ra nt i ne_ A CL  
A ny I nf ec t ed  N o  L 2_ I P_ Q u a ra nt i ne_ RA C q u a ra nt i ne_ A CL  
A ny U nk no w n N o  L 2_ I P_ Q u a ra nt i ne_ RA C q u a ra nt i ne_ A CL  
I f  a  c o nd i t i o n i s no t  d ef i ned  o r t h ere i s no  
m a t c h ed  c o nd i t i o n:  

N o   L 2_ I P_ Q u a ra nt i ne_ RA C q u a ra nt i ne_ A CL  

I nc lu d e RA D I U S a t t ri b u t es f ro m  u ser’ s g ro u p:  N o  
I nc lu d e RA D I U S a t t ri b u t es f ro m  u ser rec o rd :  N o  

 

Add Rule Up Down 

Select 

Done 
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S t e p  3 .   Click Submit. 

Task 5 : Test th e N AC  L 2  IP C onf i g u rati on 
This section helps you to verify that NAC L2 IP is configured properly, that you are being passed the correct posture token from ACS, and the 

correct downloadable ACLs from ACS are being applied on the NAD. 

Note:   You do not apply URL redirection in this task. This is done later as a separate task. 

To be considered healthy and to be placed in the healthy role, the client must correctly pass back the required credential information to the NAD and 

then to ACS. The posture validation requirements for each credential created in the previous Network Access Profile section must be met for the 

client to be passed an application posture token of healthy. The credentials include: Cisco Trust Agent, the agent version is >=2.0.0.30, and the 

OS-Type contains Windows XP. 

Note:   It is important to remember that the client will only pass to ACS the credentials ACS is specifically requesting. 

S t e p  1 .   First, re-enable the switchport to which the client (GigabitEthernet 1/1) is connected by entering the no shut command. 

S t e p  2 .   On the NAD, you will see the following output on the console: 

  04: 01: 18:  %LI NEPROTO- 5- UPDOWN:  Li ne pr ot ocol  on I nt er f ace Gi gEt her net 1/ 1,  changed st at e t o up 

  1d19h:  %EOU- 6- SESSI ON:  I P=10. 7. 1. 2|  HOST=DETECTED|  I nt er f ace=Gi gabi t Et her net 1/ 1 

  1d19h:  %EOU- 6- SESSI ON:  I P=10. 7. 1. 3|  HOST=DETECTED|  I nt er f ace=Gi gabi t Et her net 1/ 1 

  1d19h:  %EOU- 6- CTA:  I P=10. 7. 1. 3|  Ci scoTr ust Agent =DETECTED 

  1d19h:  %EOU- 6- POLI CY:  I P=10. 7. 1. 3|  HOSTNAME= 

  1d19h:  %EOU- 6- POSTURE:  I P=10. 7. 1. 3|  HOST=AUTHORI ZED|  I nt er f ace=Gi gabi t Et her net 11 

  1d19h:  %EOU- 6- AUTHTYPE:  I P=10. 7. 1. 3|  Aut hType=EAP 

  1d19h:  %EOU- 6- CTA:  I P=10. 7. 1. 2|  Ci scoTr ust Agent =NOT DETECTED 

  1d19h:  %EOU- 6- POLI CY:  I P=10. 7. 1. 3|  HOSTNAME= 

  1d19h:  %EOU- 6- POSTURE:  I P=10. 7. 1. 3|  HOST=AUTHORI ZED|  I nt er f ace=Gi gabi t Et her net 11 

  1d19h:  %EOU- 6- AUTHTYPE:  I P=10. 7. 1. 3|  Aut hType=EAP 

  1d19h:  %EOU- 6- CTA:  I P=10. 7. 1. 2|  Ci scoTr ust Agent =NOT DETECTED 

S t e p  3 .   Notice that from the output the Cisco Trust Agent was detected, the token assigned to the client is Healthy, and the downloadable 
Healthy_ACL created in ACS has been applied to the NAD. 

S t e p  4 .   Entere the show eou all command to verify the client’s current status. 

NAC4948#show eou al l  

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  Addr ess         I nt er f ace              Aut hType   Post ur e- Token Age( mi n)  

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  10. 7. 1. 2      Gi gEt her net 1/ 1          EAP        Heal t hy         12 

S t e p  5 .   Verify that the Healthy_ACL had been downloaded and applied to the switchport. 

  NAC4948#show i p access- l i s t s 

  Ext ended I P access i nt er f ace_acl  

      10 per mi t  udp any any eq 21862 

      20 per mi t  udp any host  10. 0. 200. 10 eq domai n 

      30 per mi t  udp any eq boot pc any eq boot ps 

      40 per mi t  i cmp any any 
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  Extended IP access list xACSACLx-IP-Healthy_ACL-433866ab 

      10 per mi t  i p any any 

 

S t e p  6 .   Make sure that the downloadable ACL has been applied to the switchport. You should see the client IP address replace the source any in 
the Healthy ACL. 

  NAC4948#show i p access- l i s t  i nt er f ace Gi gE 1/ 1 

  I P Admi ssi on access cont r ol  ent i r es ( I nbound)  

       per mi t  i p host  10.7.1.2 any 

 

S t e p  7 .   On the client, you will see the CTA pop-up a message: 

 

S t e p  8 .   On ACS, verify the client information in the appropriate report. For example, it appears that we have correctly established communications 
between the client and ACS, the most appropriate report to check is passed authentications. 

Task 6 : Trou b l esh ooti ng  N AC  L 2  IP 
This information provides an important summary view and will help you in troubleshooting efforts. Suppose the client is not given a token of 

Healthy and is given a Quarantine token instead. What are some of the ways to troubleshoot this? 

S t e p  1 .   Force the client into a Quarantine role. Perform this by configuring a posture validation rule in ACS that you know the client will fail. 
Change the minimum version of the trust agent being requested for a healthy posture status. Because we are running CTA version 2.0.0.30 
the client should fail this rule. 

Po licy  N am e # C o nd it io n Po s t u re As s es s m ent  N o t if icat io n S t ring  
1 Ci sc o : PA : PA -N a m e c o nt a i ns Ci sc o  Tru st  A g ent  

Ci sc o : PA : PA -V ersi o n > =  3. 0. 0. 0 
Ci sc o : PA : H ea lt h y  CTA  

2 D ef a u lt  Ci sc o : PA : Q u a ra nt i ne  
 

S t e p  2 .   Enter the clear eou all command to restart the validation process. 

  NAC4948#clear eou all 

  04: 53: 29:  %EOU- 6- SESSI ON:  I P=10. 7. 1. 2|  HOST=REMOVED|  I nt er f ace=Gi gEt her net 1/ 1 

  04: 53: 34:  %EOU- 6- SESSI ON:  I P=10. 7. 1. 2|  HOST=DETECTED|  I nt er f ace=Gi gEt her net 1/ 1 

  04: 53: 34:  %EOU- 6- CTA:  I P=10. 7. 1. 2|  Ci scoTr ust Agent =DETECTED 

  04: 53: 34:  %EOU- 6- POLI CY:  I P=10. 7. 1. 2|  ACLNAME=#ACSACL#- I P- Quar ant i ne- 43408f 9d 

  04: 53: 34:  %EOU- 6- POLI CY:  I P=10. 7. 1. 2|  TOKEN=Quar ant i ne 

  04: 53: 34:  %EOU- 6- POLI CY:  I P=10. 7. 1. 2|  HOSTNAME=DMA- WXP01: dma 

  04: 53: 34:  %EOU- 6- POSTURE:  I P=10. 7. 1. 2|  HOST=AUTHORI ZED|  I nt er f ace=Gi gEt her net 1/ 1 

  04: 53: 34:  %EOU- 6- AUTHTYPE:  I P=10. 7. 1. 2|  Aut hType=EAP 
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S t e p  3 .   Notice the client has now been assigned the quarantine token and the quarantine ACL has been downloaded to the NAD. 

NAC4948#show eou al l  

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  Addr ess         I nt er f ace              Aut hType   Post ur e- Token Age( mi n)  

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  10. 7. 1. 2      Gi gEt her net 1/ 1         EAP        Quar ant i ne      2 

 
  NAC4948#show access- l i s t s 

  Ext ended I P access l i s t  i nt er f ace_acl  

      10 per mi t  udp any any eq 21862 

      20 per mi t  udp any host  10. 0. 200. 10 eq domai n 

      30 per mi t  udp any eq boot pc any eq boot ps 

      40 per mi t  i cmp any any 

  Ext ended I P access l i s t  quar ant i ne_ur l _r edi r _acl  

      10 deny t cp any host  10. 0. 200. 30 eq www 

      30 per mi t  t cp any any eq www 

  Extended IP access list xACSACLx-IP-Quarantine-43408f9d 

      10 per mi t  udp host  0. 0. 0. 0 eq boot pc host  255. 255. 255. 255 eq boot ps 

      20 per mi t  udp any any eq 21862 

      30 per mi t  udp any any eq domai n 

      40 per mi t  i p any 10. 0. 200. 0 0. 0. 0. 255 

 

  NAC4948#show access- l i s t s dynami c i nt er f ace Gi gE 1/ 1 

  I P Admi ssi on access cont r ol  ent i r es ( I nbound)  

       per mi t  udp host  10. 7. 1. 2 eq boot pc host  255. 255. 255. 255 eq boot ps 

       per mi t  udp host  10. 7. 1. 2 any eq 21862 

       per mi t  i p host  10. 7. 1. 2 10. 0. 200. 0 0. 0. 0. 255 

 

S t e p  4 .   On the client, CTA should provide a pop-up message similar to the following: 
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S t e p  5 .   See the ACS reports to gather information on why the client was quarantined. 

U R L  R e d i r e c t i o n  
This section discusses using URL redirection to provide hosts with remediation access to needed updates or software to become compliant with 

security policies. 

In the base ACS configuration section, the URL ACL information was defined in the Quarantine RADIUS Authorization Component configuration. 

Reference: Task 11 RADIUS Authorization Components (RACs) (url-redirect-acl=quarantine_url_redir_acl). The URL for the update server was 

defined in the Posture Validation section of the Network Access Profile configuration: Task 3: Posture Compliance Configuration. 

Task 1: C onf i g u re U R L  R ed i rec ti on on th e S w i tc h  
The URL redirect ACL needs to be configured on the switch. Remember that the name of the ACL defined in ACS must match the name of the ACL 

configured on the switch. 

S t e p  1 .   Configure the URL redirect ACL on the switch. 

  I OS- Swi t ch( conf i g) #i p access- l i s t  ext ended quar ant i ne_ur l _r edi r _acl  

  deny t cp any host  10. 0. 200. 30 eq www 

  per mi t  t cp any any eq www 

S t e p  2 .   Force the client into a quarantine role to test URL redirection. 

Note:   The URL redirection ACL specifies that any traffic destined to the update server will not be redirected and that traffic to any other 
destination will be redirected. 

A u t o m a t e d  B r o w s e r  L a u n c h  
CTA 2.0 has the capability to automatically open the default web browser to a on a client machine when CTA receives a URL that has been 

predefined in ACS. You can set the URL when defining individual posture validation rules in the notification string field. Filling in the notification 

string causes CTA to attempt to launch the default web browser to the URL on the client device. For example, you can automatically launch a 

browser for a quarantine assessment by entering http://x.x.x.x/quarantine.html in the posture assessment notification string of the quarantine rule. 
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Task 1: E nter th e D esi red  U R L  i n th e N oti f i c ati on S tri ng  
 

S t e p  1 .   In the notification string, enter the URL you want the browser to open on the client. To get to the notification string page, first, Click on 
Posture Validation from the ACS menu, click the Internal Posture Validation Setup link, and select the posture validation rule you 
would like to use. In this example we are using the CTA posture validation rule’s default quarantine setting. As an example, when the 
client does not have CTA version 3.0.0.0 or greater installed, the client will fail validation and be placed in a quarantine role. When this 
occurs, CTA will receive the notification string for the remediation URL http://update.nac.cisco.com/quarantine.html and will forward the 
client to this site. 

 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 41 o f  118   

Task 2 : Vi ew  th e Au tomated  B row ser L au nc h  on th e C l i ent 
 

S t e p  2 .   Connect the client to the switch port. Because the client is not running CTA version 3.0.0.0, it will be placed in a quarantine role. You will 
see the clients default browser open and attempt to connect to the URL specified in the notification string. 

 

NA C  A g e n t l e s s  H o s t s  
There are several methods in NAC to allow hosts network access that are incapable of performing authentication due to the lack of a posture agent 

such as printers, scanners, and hosts with unsupported operating systems. 

The methods available include: 

• Static Exceptions defined on the switch 

– MAC 

– IP 

• ACS 

– NAP Advanced Filtering 

– Network Access Restrictions (NARs) 

• Audit Server 
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Task 1: S tati c  N AH  C onf i g u rati on i n IO S  
You can configure static exceptions in IOS to allow hosts access based on an IP or a MAC address. 

The following steps will walk you through configuring a static exception. 

S t e p  3 .   Create an authorization statement under the identity profile configuration to allow a client based on the IP address. 

  #except i on based met hod,  DEVI CE- TYPE ( CDP I P PHONE) ,  MAC or  I P 

  i dent i t y pr of i l e eapoudp 

  !  st at i c NAC bypass by I P addr ess 

   devi ce aut hor i ze i p- addr ess 10. 7. 1. x pol i cy NAH_Pr of i l e 

  !  st at i c NAC bypass by MAC addr ess 

   devi ce aut hor i ze mac- addr ess 000c2986cf bf  pol i cy NAH_Pr of i l e 

 

S t e p  4 .   Create an authorization statement under the identity profile configuration to allow a client based on the MAC address. For this example, we 
are using 000c.2999.fa96, which represents the client’s MAC addresses. 

Note:   This is an example MAC address only 

   !  st at i cal l y per mi t  t hi s MAC t o bypass NAC i nst ead of  ACS 

   devi ce aut hor i ze mac- addr ess 000c. 2999. f a96 

 

S t e p  5 .   You can also configure a profile that allows URL redirection to agentless hosts. Create an identity profile for agentless hosts and the 
redirect URL to allow access to the update server. 

  !  St at i cal l y per mi t  access t o NAHs 

  i p access- l i s t  ext ended NAH_ACL 

    per mi t  i p any any  

 
  i dent i t y pol i cy NAH_Pr of i l e 

   access- gr oup NAH_ACL 

   !  Opt i onal  URL r edi r ect i on 

   r edi r ect  ur l  ht t p: / / updat e. nac. ci sco. com/ quar ant i ne. ht m mat ch  

  quar ant i ne_ur l _r edi r _acl  

 

S t e p  6 .   Clear the EoU table to re-authenticate the statically authorized client. 

  c l ear  eou al l  

 

S t e p  7 .   After your client is statically authorized by the NAD, view the EoU table to see how the static authorization is different from the 
ACS authorization. 

I OS- Swi t ch( conf i g) #show eou al l  

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

Addr ess         I nt er f ace              Aut hType   Post ur e- Token Age( mi n)  

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

10. 7. 1. 2        Gi gEt her net 1/ 1         STATI C     - - - - -          12 
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S t e p  8 .   This was an example of creating static exceptions on the NAD. The next section shows how to create centralized static exceptions in ACS. 
For the ACS exception to function you must disable this static NAH authorization on the NAD that you created above by entering no 
device authorize ip-address and no device authorize mac-address commands. 

Task 2 : C entral i z ed  N AH  w i th  AC S  
For this section, in order to simulate a NAC agentless host (NAH) ACS exception, we will stop the agent EoU process rather than uninstalling CTA 

on the client, which you might want to use later. We will then configure ACS for an exception. 

Note:   This method is used for centralized MAC-based exceptions when not using Audit/GAME. 

Note:   Remove any configuration on the NAD from Task 1 above before starting this task. 

S t e p  1 .   On the Client#1, right-click the desktop icon for the computer, and select Manage. 

S t e p  2 .   From the Computer Management window, select Services and Applications, and then Services. Find the service named Cisco Trust 
Agent EOU Daemon, right-click on the entry, and select stop. 

S t e p  3 .   On the client note the MAC address of the interface. You can view this information by entering ipconfig /all in a command window. 

S t e p  4 .   Change the ACS administration console, select Network Access Profiles, and click Add Template Profile. Use the values shown 
(substitute the correct MAC address.): 

 

S t e p  5 .   Click the Authentication link in the Network Access Profile NAC-EOU. On the list of Authentication Profiles, select Allow MAC-
Authentication-Bypass, and click Submit. 

S t e p  6 .   Once again, click the Authentication link in the Network Access Profile NAC-EOU, and select MAC Authentication Bypass 
Configuration link. 
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S t e p  7 .   Configure the MAC exception for your client as show here; take care to enter xxxx.xxxx.xxxx and not XX-XX-XX-XX-XX-XX as 
formatted in Windows. Note that Group 1 is used for authorized agentless hosts, and that the Default Group is used for 
unauthorized devices. 

 

S t e p  8 .   Click on the Authorization link in the NAC-EOU Network Access Profile, and configure the policy as described here. 

 

S t e p  9 .   Select Apply and Restart to enable your EoU Agentless access profile. 

S t e p  1 0 .   On the NAD, enable EoU clientless: 

  I OS- Swi t ch( conf i g) #eou al l ow cl i ent l ess 

S t e p  1 1 .   If you wish, enable the debug eou all command to see debugging information for the process occur in these steps. 

S t e p  1 2 .   To speed up the clientless handling process, enter the commands clear eou all and clear ip device tracking all. 

S t e p  1 3 .   On Client #1, renew the interface address by entering ipconfig/renew from the command prompt. This triggers the clientless device 
handling. 
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S t e p  1 4 .   Finally, on the NAD, run a show eou all command to see the results of the clientless handling. See the sample output of the table and 
the applied access control lists. 

 

S t e p  1 5 .   View the Passed Authentications Active log file under Reports and Activities. 

 

Task 3 : D y nami c  N AH  w i th  an Au d i t S erv er 
In this task we discuss how to configure ACS to use and external audit server. 

Note:   In the prior configuration the MAC Authentication Bypass Configuration option was used for exceptions. It should be noted that 
exceptions can also be provided for non-responsive hosts that the Administrator does not wish to audit. 

Note:   To test the information in this task, be sure to remove any configuration on the NAD from Task 2. 

 

S t e p  1 .   You must import the appropriate attribute definition for the audit server into ACS through CSUtil as outlined in the example provided 
earlier: 

  [ at t r #0]  

  vendor - i d= 
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  vendor - name= 

  appl i cat i on- i d= 

  appl i cat i on- name= 

  at t r i but e- i d=at t r i but e- name= 

  at t r i but e- pr of i l e= 

  at t r i but e- t ype= 

 

S t e p  2 .   After the attributes are imported, you can configure the audit server as an external posture validation server. From the ACS startup screen, 
select the Posture Validation tab. Select External Posture Validation Audit Setup. Click Add Server. If under Audit Server Vendor: 
you do not see your audit server vendor listed, make certain you completed Step 1 successfully. 

S t e p  3 .   Fill out the template as outlined here, taking care to use the valid MAC address: 

 

As an example, we are showing an audit exception, using Client#1 (000c.2999.fa96) by MAC address. IP address exceptions are also supported in 

this manner for audit. 

Known or authorized hosts (000c.2999.fa96) are given a Healthy token. 

Unauthorized hosts will be Audited by the server. 
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Continue the configuration as demonstrated here: 

 

Typically, the Transition state is used for the intermediate state between the time a NRH is discovered and the result from the audit vendor has been 

received. It is required that the Transition RAC, or any intermediate token and associated RAC, provide access between the audit vendor and the 

host. Otherwise, the scan never runs to completion, and the audit fails. 

In this guide, we use the Transition token and let the audit server determine the rate at which ACS should query it for scanning results. 

S t e p  4 .   Modify the existing NAC-EOU by selecting Network Access Profile, selecting Posture Validation, and then Select Audit. You should 
now see the audit server configuration entered in the previous step. Make this active. 

 

Also note that we have selected Do Not reject when Audit failed. The purpose of this command is to fail open in case the audit server(s) are 

unreachable. In this case we’ve selected the healthy posture and a time out of 10 seconds. Any NRHs that are discovered that are not successfully 

scanned within 10 seconds will automatically receive a Healthy token. 
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S t e p  5 .   The final main step in configuration of Audit is to define the token applied to the host, depending on the result returned by the vendor. 
Enter the values shown. 

 

S t e p  6 .   To speed up the audit triggering process, make these additions to your NAD configuration: 

  I OS- Swi t ch( conf i g) #eou max- r et r y 2 

  I OS- Swi t ch( conf i g) #eou t i meout  r et r ansmi t  5 [Verify] 

 

As with the prior NAH example, you will find that clear ip device tracking all results in the fastest NRH handling trigger by the switch. 

Make certain that eou allow clientless is still enabled and that the CTA EOU Daemon has not started. 
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Sample reports and eou output are provided for reference. 
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S t e p  7 .   Note the show eou all output: 

• Client#1 was immediately granted an exception (hence the Healthy state). 

• A second example client is shown (10.7.1.2) as being in transition pending the scanning result. Later it is also assigned a healthy state (see below). 

 

S t e p  8 .   View the ACS Passed Authentications log to see the state changes: 

 

In this case, the second example client has a MAC address of 000d.880f.ffd4. 

NA C  L 2  8 0 2 .1 X  
The following sections will cover NAC L2 802.1x configuration for switches running IOS and for switches running CatOS. 
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NA C  L 2  8 0 2 .1 x  f o r  I O S  S w i t c h e s  
In this section, you configure the various components to enable the base functionality of NAC L2 802.1x. These steps are performed. 

S t e p  1 .   Configure the IOS switch for NAC L2 802.1x 

S t e p  2 .   Configure the ACS for NAC L2 802.1x 

S t e p  3 .   Install CTA (with NAC L2 802.1x Supplicant) 

S t e p  4 .   Test NAC L2 802.1x 

S t e p  5 .   Configure NAC L2 802.1x for agentless host (MAC-Auth-Bypass) 

S t e p  6 .   Test MAC-Auth-Bypass 

S t e p  7 .   Configure NAC L2 802.1x for guest access 

S t e p  8 .   Test NAC L2 802.1x guest access 

Note:   The CTA version installed in the NAC L2 IP section did not include the NAC L2 802.1x supplicant. Therefore, CTA with the supplicant is 
installed in this section to support NAC L2 802.1x. 

NA C  L 2  8 0 2 .1 x  D e p l o y m e n t  M e t h o d  O v e r v i e w  
Before beginning the configuration section for 802.1x NAC, it is important to understand that there are two ways to deploy 802.1x: NAC L2 802.1x 

and traditional IEEE 802.1x. 

The first method, NAC L2 802.1x, uses a NAC-enabled 802.1x supplicant to perform identity and posture credential validation within an 802.1x 

access control conversation. 

The second method for deployment is to use a non-NAC enabled 802.1x supplicant to do the identity credential validation for port access and then 

use NAC L2 IP to do a posture credential validation after the endpoint has an IP address and has triggered a NAC L2 IP interrogation. 

The primary difference between the two options is the EAP method used to combine identity and posture in the client to server communication. A 

NAC-enabled 802.1x must use EAP-FAST for the EAP method because it has been modified to carry identity and posture credentials in a TLS 

tunnel. The CTA supplicant supports EAP-GTC, EAP-MSCHAPv2, and EAP-TLS for client side authentication. 

The following sections guide you through the configuration of the first method: NAC L2 802.1x using the NAC-enabled supplicant in CTA 2.0. 

Additional configuration details are included in the appendix for those readers who wish to configure the second method, 802.1x and NAC L2 IP, 

as well. 

NA C  L 2  8 0 2 .1 x  C r e d e n t i a l  O v e r v i e w  
To gain a better understanding of NAC L2 802.1x, lets begin by discussing two aspects of the credentials that can be sent from the client to the 

network. In a Microsoft Windows environment, there are two sets of identity credentials that can be presented to the network. 

The first credential involves the concept of machine authentication where the machine is authenticated in advance of the user of the computer. 

Microsoft introduced the machine authentication facility to allow the client system to authenticate by using the identity and credentials of the 

computer at boot time so that the client can establish the required secure channel to update and participate in the domain GPO (Group Policy 

Objects) model. 

Machine authentication allows the computer to authenticate itself to the network by using 802.1x, just after a PC loads device drivers at boot time. 

This allows the computer to subsequently communicate with Windows domain controllers to pull down machine group policies. This was designed 

to alleviate the problem of domain GPOs not functioning with the introduction of 802.1x. 
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The second type of credential used for 802.1x is referred to as user authentication. After the GINA (login screen) is presented, a user can log in to the 

computer or the Windows domain, and the username and password used for login can be used as the identity credentials for 802.1x authentication. 

In a NAC L2 802.1x environment, the CTA supplicant uses EAP-FAST to perform machine and user authentication. EAP-FAST uses a Protected 

Access Credential (PAC) to mutually authenticate the client and RADIUS server. The PAC is a unique shared credential used to mutually 

authenticate client and server. It is associated with a specific client username and a server authority ID. A PAC removes the need for Public Key 

Infrastructure (PKI) and digital certificates. EAP-FAST is detailed here: 

http://www.cisco.com/univercd/cc/td/doc/product/wireless/airo1200/accsspts/techref/eapfast/eapfast.htm 

EAP-FAST comprises three basic phases: 

• Phase 0 (optional): The PAC is initially distributed to client. 

• Phase 1: Using the PAC, a secure tunnel is established. 

• Phase 2: The client is authenticated through the secure tunnel. 
 

In the EAP-FAST specification, there are two ways to provision the PAC, out-of-band-provisioning or in-band-provisioning. With the NAC L2 

802.1x CTA supplicant, you can only provision a PAC with in-band-provisioning. The CTA supplicant only provisions a PAC on the client if the 

ACS server has been configured to allow in-band-provisioning and if the client side authentication is a successful machine authentication using a 

certificate assigned to the machine (machine certificate) or a successful user authentication. Out-of-band provisioning is not supported with the 

NAC-L2-802.x CTA supplicant. 

For simplicity in this document, only user authentication is configured. Authentication is performed against the local username and password 

database in ACS. 

C o n f i g u r e  t h e  I O S  S w i t c h  f o r  NA C  L 2  8 0 2 .1 x  
Note:   If you configured NAC L2 IP in the previous section for testing purposes be sure to clear the NAC L2 IP configuration from the switchport 
before starting the NAC L2 802.1x configuration. 

S t e p  1 .   Clear the NAC L2 IP configuration from the switch port. To accomplish this the following needs to be performed: 

  I OS- Swi t ch( conf i g) #i nt  gi g 1/ 1 

  I OS- Swi t ch( conf i g- i f ) #no swi t chpor t  acces vl an 1000 

  I OS- Swi t ch( conf i g- i f ) #no i p admi ssi on NAC- L2- I P 

  I OS- Swi t ch( conf i g- i f ) #no i p access- gr oup i nt er f ace_acl  i n 

 

S t e p  2 .   Add the switchport command back to GigE 1/1 

  I OS- Swi t ch( conf i g- i f ) #swi t chpor t  

  I OS- Swi t ch( conf i g- i f ) #swi t chpor t  mode access 

 

You are now ready to start the NAC L2 802.1x configuration. 

Task 1: VL AN S  f or N AC  L 2  8 0 2 . 1x  
NAC L2 802.1x uses VLAN assignment for policy enforcement. Therefore you need to configure the appropriate VLANs on the switch. The 

following VLANs and VLAN interfaces are used as an example on the switch for 802.1x: 

V L AN  N am e V L AN   4 9 4 8  S u b net s  
em p lo y ees  10 10. 7. 10. * 
co nt ract o rs   20 10. 7. 20. * 
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u t ilit ies    30 10. 7. 30. * 
g u es t s   40 10. 7. 40. * 
healt hy   50 10. 7. 50. * 
check u p   60 10. 7. 60. * 
t rans it io n  70 10. 7. 70. * 
q u arant ine  80 10. 7. 80. * 
inf ect ed   90 10. 7. 90. * 
u nk no wn  100 10. 7. 100. * 
vo ice 110 10. 7. 110. * 
s ervers   200 10. 0. 200. * 
nad s   255 10. 0. 255. * 

 
  i nt er f ace Vl an10 

   descr i pt i on Cor por at e VLAN 

   i p addr ess 10. 7. 10. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an20 

   descr i pt i on Cont r act or s VLAN 

   i p addr ess 10. 7. 20. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an30 

   descr i pt i on Ut i l i t i es VLAN 

   i p addr ess 10. 7. 30. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an40 

   descr i pt i on Guest s VLAN 

   i p addr ess 10. 7. 40. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an50 

   descr i pt i on Heal t hy VLAN 

   i p addr ess 10. 7. 50. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an60 

   descr i pt i on Checkup VLAN 

   i p addr ess 10. 7. 60. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an70 
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   descr i pt i on Tr ansi t i on VLAN 

   i p addr ess 10. 7. 70. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an80 

   descr i pt i on Quar ant i ne VLAN 

   i p addr ess 10. 7. 80. 1 255. 255. 255. 0 

   i p access- gr oup I nt er f ace_ACL i n 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an90 

   descr i pt i on I nf ect ed VLAN 

   i p addr ess 10. 7. 90. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an100 

   descr i pt i on Unknown VLAN 

   i p addr ess 10. 7. 100. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an110 

   descr i pt i on Voi ce VLAN 

   i p addr ess 10. 7. 110. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an200 

   descr i pt i on Ser ver s VLAN 

   i p addr ess 10. 0. 200. 1 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

  !  

  i nt er f ace Vl an255 

   descr i pt i on Unknown VLAN 

   i p addr ess 10. 0. 255. 7 255. 255. 255. 0 

   i p hel per - addr ess 10. 0. 200. 10 

Task 2 : C onf i g u re AAA on N AD  f or N AC  L 2  8 0 2 . 1x  
This topic describes the steps required to enable AAA on the NAD for NAC L2 802.1x. 

Note:   Skip step 1 if you already enabled AAA for NAC L2 IP in the previous section. 

Task 2 includes the minimum steps required to enable AAA for NAC L2 802.1x on an IOS switch. 

S t e p  1 .   Enable the switch AAA service by using the aaa new-model global configuration command as shown in the figure. 

S t e p  2 .   Configure the switch to use RADIUS for 802.1x authentication by using the aaa authentication dot1x default group radius global 
configuration command. 

  I OS- Swi t ch( conf i g) #aaa aut hent i cat i on dot 1x def aul t  gr oup r adi us 
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Note:   Omit step 1 and 3 if you already enabled AAA for NAC L2 IP in the previous section. 

S t e p  3 .   Configure the switch to run authorization for all network-related service requests by using the aaa authorization network default group 
radius global configuration command. 

S t e p  4 .   Enable AAA accounting for 802.1x accounting using the aaa accounting dot1x default start-stop group radius global configuration 
command. 

  I OS- Swi t ch( conf i g) #aaa account i ng dot 1x def aul t  st ar t - st op gr oup r adi us 

S t e p  5 .   Specify the NAD interface for all outgoing RADIUS packets by using the ip radius source-interface global configuration command. 

Task 3 : E nab l e 8 0 2 . 1x  on th e S w i tc h  
 

S t e p  6 .   Enable 802.1x using the dot1x system-auth-control global configuration command. 

  I OS- Swi t ch( conf i g) #dot 1x syst em- aut h- cont r ol  

Task 4 : C onf i g u re 8 0 2 . 1x  on th e Interf ac e 
 

S t e p  7 .   Set the 802.1x port control to auto on Gigabit Ethernet 1/1 using dot1x port-control auto. 

  I OS- Swi t ch( conf i g- i f ) #dot 1x por t - cont r ol  aut o 

S t e p  8 .   Set the 802.1x reauthentication timer to use the timer set in ACS using the dot1x timeout reauth-period server command. 

  I OS- Swi t ch( conf i g- i f ) #dot 1x t i meout  r eaut h- per i od ser ver  

S t e p  9 .   Enable 802.1x reauthenticaton for the interface using the dot1x reauthentication command. 

  I OS- Swi t ch( conf i g- i f ) #dot 1x r eaut hent i cat i on 

Ne t w o r k  A c c e s s  P r o f i l e  C o n f i g u r a t i o n  f o r  NA C  L 2  8 0 2 .1 x  
In this section, you configure a Network Access Profile (authentication, posture validation, and authorization) to support NAC L2 802.1x. In ACS 

4.0, there are two methods of configuring Network Access Profiles. 

• Add an empty profile and configure all the necessary information. 

• Using the Template Profiles, customize the Network Access Profile desired with the base information included in the template. 
 

There are seven Network Access Profile templates predefined in ACS 4.0: 

• NAC L3 IP 

• NAC L2 IP 

• NAC L2 802.1x 

• Microsoft IEEE 802.1x 

• Wireless (NAC L2 802.1x) 

• Authentication Bypass (802.1x fallback) 

• Agentless Host 
 

In this section of the document, we use the NAC L2 802.1x Network Access Profile template to create a base profile and then make the necessary 

changes to customize this template. 

Task 1: C reate th e N AC  L 2  8 0 2 . 1x  Prof i l e f rom th e Templ ate.  
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S t e p  1 .   Click Network Access Profiles from the main menu, and select Add Template Profile 

S t e p  2 .   Create a template for NAC L2 802.1x by selecting it from the Template drop-down menu. Name the template with something similar to the 
one shown below. Be sure to select Active to enable the profile. 

 

S t e p  3 .   Click Submit 

Note:   Sample RADIUS Authorization Components are created as part of the ACS 4.0 templates. You can ignore these for the purposes of this 
configuration guide. 

Task 2 : Au th enti c ati on 
 

S t e p  1 .   On the Network Access Profiles screen, select the Authentication link for the new profile. 
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S t e p  2 .   Notice that a portion of the EAP-FAST configuration is already selected as part of the base template. 

 

S t e p  3 .   Click Submit 

Note:   If you enable EAP-GTC and use the CTA supplicant, you are always prompted for user credentials. This occurs even if you have 
configured the supplicant to use single sign-on. To disable this, simply uncheck the EAP-GTC method. 

Task 3 : Postu re Val i d ati on 
The posture validation configuration below is for reference. 
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S t e p  1 .   Select the Posture Validation link for the profile from the Network Access Profile screen. 

S t e p  2 .   Add the following posture policies to the template. 

N am e:  L 2 -Po s t u re 
Req u i red  Co nd i t i o n Types Ci sc o : PA  

Ci sc o : H o st  
Po st u re V a li d a t i o n Po li c i es CTA  

W i nd o w s 
A ssessm ent  Resu lt  Co nf i g u ra t i o n  

Resu lt  M essa g e U RL  Red i rec t  
H ea lt h y N A C L 2 802. 1x  H ea lt h y  
Ch ec k u p Plea se u pd a t e yo u r so f t w a re t o  

prev ent  b ei ng  q u a ra nt i ned  b y t h e 
net w o rk .  

 

Tra nsi t i o n Co m pu t er u nd er a u d i t …   
Q u a ra nt i ne N A C L 2 802. 1x  Q u a ra nt i ned   
I nf ec t ed  I nf ec t ed   
U nk no w n   

 
 

Au d it  S elect io n 
A u d i t  Serv er N o ne 

 

S t e p  3 .   Click Submit. 

Task 4 : Au th ori z ati on 
 

S t e p  1 .   Select the Authorization link from the template 

S t e p  2 .   Enable authorization. 

U s er G ro u p  As s es s m ent  R es u lt  D eny  Acces s  S hared  R AC  D o wnlo d ab le AC L  
Em plo yees H ea lt h y N o  L 2_ 1x _ H ea lt h y_ RA C  
Co nt ra c t o rs H ea lt h y N o  L 2_ 1x _ H ea lt h y_ RA C  
A ny H ea lt h y N o  L 2_ 1x _ H ea lt h y_ RA C  
G u est s A ny N o  L 2_ 1x _ Q u a ra nt i ne_ RA C  
U t i li t i es  A ny N o  L 2_ 1x _ Q u a ra nt i ne_ RA C  
I f  a  c o nd i t i o n i s no t  d ef i ned  o r t h ere i s no  
m a t c h ed  c o nd i t i o n:  

 L 2_ 1x _ Q u a ra nt i ne_ RA C  

 
I nc lu d e RA D I U S a t t ri b u t es f ro m  u ser’ s g ro u p:  N o  
I nc lu d e RA D I U S a t t ri b u t es f ro m  u ser rec o rd :  N o  
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S t e p  3 .   Click Submit. 

C T A  I n s t a l l a t i o n  
This section covers the installation of CTA and the NAC L2 802.1x supplicant. 

Task 1: C l i ent C erti f i c ate f or C TA Instal l  
To properly authenticate, CTA must install the certificate that you have installed on ACS. There are two methods available to add the certificate to 

CTA on the client. Use the first shown here should before installing CTA on the client. The other can be used to add the certificate to the root store 

after CTA is installed. The second method will be shown at the end of this section. 

S t e p  1 .   Create a folder called certs on the client1, and place it in the same directory as the CTA.exe file. 

S t e p  2 .   The certs folder contains the CA certificate that must be used by CTA to authenticate the client to ACS. 

Note:   CTA will import any public certificate located in the certs subdirectory. This folder must be located in the same directory as the cta.exe file. 

Task 2 : Instal l  C TA 2 . 0  
 

S t e p  1 .   Download the CTA-supplicant setup file to the client. Open the folder containing the CTA.exe file located on the client, and double click 
the appropriate ctasetup file. (In this example, we use ctasetup supplicant-win-[version].exe.).  

The Cisco Trust Agent Installation Wizard appears. 

 

S t e p  2 .   Click Next. 
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S t e p  3 .   Accept the license agreement by clicking Next, the Destination Folder window appears 

 

S t e p  4 .   Accept the default Destination Folder location and click Next 
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S t e p  5 .   The Select Installation Type dialog box appears. 

S t e p  6 .   Click the Complete radio button. 

S t e p  7 .   Click Next. 
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S t e p  8 .   The application installs to the selected directory. 

S t e p  9 .   The following message appears when the certificate is successfully imported during the installation. Click OK. 

 

S t e p  1 0 .   When the installation is completed, the wizard displays the Installation Completed window. 

 

S t e p  1 1 .   Click Finish to close the installation application. 
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S t e p  1 2 .   You will need to restart your system. You will be prompted to due so when necessary. 

 

Task 3 : ( O pti onal )  M anu al  i nstal l  of  root c erti f i c ate f or C TA 
If you did not copy the certs folder into the CTA folder in Task 1: Step 1, you need to install the root certificate before using Cisco Trust Agent. 

You can manually install the certificate by following these steps: 

S t e p  1 .   Copy the certificate to the network client. 

S t e p  2 .   Open a command prompt on the network client. 

S t e p  3 .   Change directories to where Cisco Trust Agent is installed. By default, the location is C:\Program Files\Cisco 
Systems\CiscoTrustAgent\ 

S t e p  4 .   Enter ct aCer t . exe / add “ cer t _pat h_&_cer t _name”  / st or e “ Root ” , where cer t _pat h_&cer t _name is the full 
path and file name to the certificate. 

The certificate is added to the trusted certificate store on the network client. 

C T A  C o n f i g u r a t i o n  
There are no configuration changes to be done on the supplicant. The supplicant by default always tries to do machine authentication. ACS issues a 

RADIUS Access-Reject in response to the first RADIUS Request from the network access device because the supplicant does not have the correct 

credentials for machine authentication. You should be aware that this causes the 802.1x state machine on the switch to move the port into the held 

state, which prevents the switch from accepting any EAPOL-Starts from the client. If the supplicant sends and EAPOL-Start while the switch is in 

the held state, the end-user could experience a slower than normal login experience. The supplicant has to wait to complete the user login until the 

switch moves the 802.1x state machine to a connecting state and accepts the EAPOL-Starts from the supplicant to initiate a successful 802.1x 

exchange. 

V e r i f y  NA C  L 2  8 0 2 .1 x  F u n c t i o n a l i t y  
This section helps you validate that NAC L2 802.1x is configured properly, that you are being passed the correct posture token from ACS, and that 

the correct VLAN assignment from ACS are being applied on the NAD. 

To be considered healthy and to be placed in the healthy role, the client must correctly pass back the required credential information to the NAD and 

then to ACS. The posture validation requirements for each credential created in the previous Network Access Profile section must be met for the 

client to be passed an application posture token of healthy. The credentials include Cisco Trust Agent, the agent version is >=2.0.0.30, and the OS-

Type contains Windows XP. 

Note:   It is important to remember that the client only passes to ACS the credentials that ACS is specifically requesting. 
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S t e p  1 .   First, re-enable the switchport to which the client is connected by issuing the no shut  command. 

S t e p  2 .   On the client, you should see a credential request from the supplicant similar to this: 

 

S t e p  3 .   Issue the show dot1x all command to verify the status of the client. 

  NAC4948#sh dot 1x al l  

  Dot 1x I nf o f or  i nt er f ace Gi gabi t Et her net  1/ 1 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  Suppl i cant  MAC 000d. 80cd. cda6 

     Aut hSM St at e      = AUTHENTICATED 

     BendSM St at e      = I DLE 

     Post ur e           = Healthy 

     ReAut hPer i od      = 3600 Seconds ( Fr om Aut hent i cat i on Ser ver )  

     ReAut hAct i on      = Ter mi nat e 

     Ti meToNext Reaut h  = 3570 Seconds 

  Por t St at us        = AUTHORI ZED 

  MaxReq            = 2 

  MaxAut hReq        = 2 

  Host Mode          = Si ngl e 

  Por t Cont r ol        = Aut o 

  Cont r ol Di r ect i on  = Bot h 

  Qui et Per i od       = 60 Seconds 

  Re- aut hent i cat i on = Enabl ed 

  ReAut hPer i od      = Fr om Aut hent i cat i on Ser ver  

  Ser ver Ti meout      = 30 Seconds 

  SuppTi meout        = 30 Seconds 

  TxPer i od          = 30 Seconds 

  Guest - Vl an        = 0 

 

S t e p  4 .   Verify that the client switch port has been placed in the correct VLAN. 

  NAC4948#sh vl an 

 

  VLAN Name                             St at us    Por t s 

  - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
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  1    def aul t                           act i ve    Ge1/ 5,  Ge1/ 6,  Ge1/ 7,  Ge1/ 8 

                                                  Ge1/ 9,  Ge1/ 10,  Ge1/ 13,  Ge1/ 15 

                                                  Ge1/ 16,  Ge1/ 17,  Ge1/ 18,  Ge1/ 19 

                                                  Ge1/ 20,  Ge1/ 21,  Ge1/ 22,  Ge1/ 23 

                                                  Ge1/ 24,  Gi 1/ 2 

  10   empl oyees                        act i ve    Ge1/ 3 

  20   cont r act or s                      act i ve 

  30   ut i l i t i es                        act i ve 

  40   guest s                           act i ve 

  50   healthy                          active    Ge1/1 

  60   checkup                          act i ve 

  70   t r ansi t i on                       act i ve 

  80   quar ant i ne                       act i ve 

  90   i nf ect ed                         act i ve 

  100  unknown                          act i ve    Ge1/ 4,  Ge1/ 11,  Ge1/ 14 

  110  voi ce                            act i ve 

  200  ser ver s                          act i ve    Ge1/ 12 

  255  nads                             act i ve 

 

S t e p  5 .   You can see the client switch port has been placed in VLAN 50 (healthy). You could also use the following interface command to view the 
switch port information for the interface: 

  NAC4948#sh i nt  Gi gE 1/ 1 swi t chpor t  

  Name:  Ge1/ 1 

  Swi t chpor t :  Enabl ed 

  Admi ni st r at i ve Mode:  st at i c access 

  Oper at i onal  Mode:  st at i c access 

  Admi ni st r at i ve Tr unki ng Encapsul at i on:  negot i at e 

  Oper at i onal  Tr unki ng Encapsul at i on:  nat i ve 

  Negot i at i on of  Tr unki ng:  Of f  

  Access Mode VLAN: 50 (healthy) 

  … 

 

S t e p  6 .   On the client, CTA will provide a pop-up message similar to the following: 
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S t e p  7 .   On ACS, verify the client information in the appropriate report. Because it appears that we have correctly established communications 
between the client and ACS, the most appropriate report to check is Passed Authentications. 

Suppose the client is not given a token of Healthy and is given a Quarantine token instead. What are some of the ways to troubleshoot this? 

First, force the client into a Quarantine role. You can do this by configuring a posture validation rule in ACS that you know will cause the client 

will fail. 

S t e p  8 .   Change the minimum version of the trust agent being requested for a healthy posture status. 

  Ci sco: PA: PA- Name cont ai ns Ci sco Tr ust  Agent  

  Ci sco: PA: PA- Ver si on >= 3. 0. 0. 0 

 

Because we are running CTA version 2.0.0.30, the client should fail this rule. 

S t e p  9 .   Enable the following debug: debug dot 1x event s  

S t e p  1 0 .   Enter the dot 1x i ni t i al i ze i nt er f ace x/ x  command to restart the authentication process. 

  00: 55: 00:  dot 1x- ev: aut h_i ni t i al i ze_ent er : 000d. 60cd. cda6:  Cur r ent  I D=0 

  00: 55: 00:  dot 1x- ev: dot 1x_updat e_por t _di r ect i on:  Updat i ng oper  di r ect i on f or  Ge1/ 1  

   ( admi n=Bot h,  cur r ent  oper =Bot h)  

  00: 55: 00:  dot 1x- ev: dot 1x_updat e_por t _di r ect i on:  New oper  di r ect i on f or  Ge1/ 1 i s Bot h 

  00: 55: 00:  dot 1x- ev: dot 1x_por t _cl eanup_aut hor :  c l eanup aut hor  on i nt er f ace  

  Gi gabi t Et her net 1/ 1 

  00: 55: 00:  dot 1x- ev: dot 1x_updat e_por t _st at us:  Cal l ed wi t h host _mode=0 st at e  

  UNAUTHORIZED 

  00: 55: 00:  dot 1x- ev: dot 1x_updat e_por t _st at us:  usi ng mac 000d. 60cd. cda6 t o send port to  

  unauthorized on vlan 80 

  00: 55: 00:  dot 1x- ev: Found a suppl i cant  bl ock f or  mac 000d. 60cd. cda6 1E113F0 

  00: 55: 00:  dot 1x- ev: dot 1x_por t _unaut hor i zed:  Host - mode=0 r adi us/ guest  v l an=80 on  

  Gi gabi t Et her net 1/ 1 

 

S t e p  1 1 .   Notice that the client has now been placed in VLAN 80, the quarantine VLAN. 

  NAC4948#sh dot 1x i nt  

  NAC4948#sh dot 1x i nt er f ace Gi gE 1/ 1 

  Suppl i cant  MAC 000d. 80cd. cda6 

     Aut hSM St at e      = AUTHENTICATED 

     BendSM St at e      = I DLE 

     Post ur e           = Quarantine 

     ReAut hPer i od      = 3600 Seconds ( Fr om Aut hent i cat i on Ser ver )  

     ReAut hAct i on      = Reaut hent i cat e 

     Ti meToNext Reaut h  = 3482 Seconds 

  Por t St at us        = AUTHORI ZED 

  MaxReq            = 2 

  MaxAut hReq        = 2 

  Host Mode          = Si ngl e 

  Por t Cont r ol        = Aut o 

  Cont r ol Di r ect i on  = Bot h 
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  Qui et Per i od       = 60 Seconds 

  Re- aut hent i cat i on = Enabl ed 

  ReAut hPer i od      = Fr om Aut hent i cat i on Ser ver  

  Ser ver Ti meout      = 30 Seconds 

  SuppTi meout        = 30 Seconds 

  TxPer i od          = 30 Seconds 

  Guest - Vl an        = 0 

 

In the sample output, the client was authenticated correctly because the correct username and password were entered. However, the client failed one 

of the credential checks, and, as a result, was placed in a quarantine role. 

S t e p  1 2 .   On the client, CTA will provide a pop-up message similar to the following: 

 

S t e p  1 3 .   View the ACS reports to gather information on why the client was quarantined. 

By viewing the report information, you should be able to see where the problem was encountered and start the troubleshooting process. 

C o n f i g u r i n g  S u p p l i c a n t  S i n g l e  S i g n -O n  
C TA S u ppl i c ant C onf i g u rati on 
When configuring NAC L2 802.1x with the CTA supplicant most policy is defined on the server. There are a few options on the client that are 

available to you. The options are set by using XML files. You can create the XML files by installing the CTA supplicant on an administrative 

workstation. On this workstation, you should access the Trust Agent Ethernet Client Open menu option. On the CTA supplicant GUI, you will find 

an option Create Deployment Profiles under the Menu button. 
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This brings up the wizard for creating the deployment profiles. The first screen of the wizard is the Trusted Server Definition dialog. 

 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 69 o f  118   

You can use this dialog to define ACS servers that you trust, either through validation of the certificate that they present or through the PAC that they 

present. This is done in Phase 1 of EAP-FAST to validate the credentials that the ACS server sends to the client to establish the SSL tunnel. 

 

The dialog is divided into three parts. The first part instructs the supplicant on how to acquire user credentials. The client can either try to leverage 

the username and password of the user login through the single sign-on radio button, or it can prompt you for password credentials. 

The second section of the dialog is used to determine how to use any certificates with the supplicant if they are available on the host. You can use 

certificates for user or machine authentication. This dialog is assuming that a certificate has already been provisioned to the host, either for machine 

or user identity. 

The third section, Automatically establish Machine Authentication, is enabled by default and can be unchecked and turned off for the purposes of 

this configuration guide. 

After defining the origin of the end station credentials, you see the dialog to save the two XML files that define the deployment profiles. You can 

choose where you would like to create the network profile file and the policy file. 



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 70 o f  118   

 

We expect that you already have preferred methods of moving files to end-user stations (for example, Microsoft’s SMS). 

• Export the CTA Client installation file to the end-user’s machine. 

• Execute the installation file on the end-user machine. Do not restart the machine. 

• Export the policy and profile configuration files into the following folders created by the installer: 

• IMPORTANT: if updating an existing client, the newly deployed configuration files must replace any existing ones. There can only be one.xml 
file in each of the specified folders. Move these files into the <install directory>\profiles\policies and <install directory>\profiles\networks folders. 

 

Note:   The default <install directory> is: Program Files\Cisco Trust Agent Ethernet Client\ policy configuration file: <install 
directory>\profiles\policies network configuration file: <install directory>\profiles\networks. 

Restart the end-user’s machine. The End-User CTA Client is automatically started and operational per the deployed configuration files. 

C o n s i d e r a t i o n s  f o r  H o s t s  W i t h o u t  S u p p l i c a n t s  
Not every host that connects to a NAC L2 802.1x network will have a supplicant, so there are several IBNS (Identity Based Networking Services) 

features that have been developed for these types of hosts. It should be clear that these are IBNS features and are not directly developed for NAC. 

However, they have relevance for handling agentless hosts in a NAC-enabled network. The IBNS features covered provide the ability to assign an 

host with no 802.1x supplicant to a VLAN designated for guest access and the ability to authenticate a host based on the MAC address. 

G u est VL AN s f or N on-8 0 2 . 1x  H osts 
A guest VLAN enables the non-802.1x capable hosts to access the networks that use 802.1x authentication. You can use the guest VLANs while you 

are upgrading your system to support 802.1x authentication. 

When you configure a VLAN as an 802.1x guest VLAN, all the non-802.1x capable hosts are put in this VLAN. You can configure any VLAN 

(except for the private VLANs and RSPAN VLANs) as a guest VLAN. If a port is already forwarding on the guest VLAN and you enable 802.1x 
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support on the network interface of the host, the port is immediately moved out of the guest VLAN, and the authenticator waits for authentication to 

occur. 

Enabling 802.1x authentication on a port starts the 802.1x protocol. If the host fails to respond to the packets from the authenticator within a certain 

amount of time, the authenticator puts the port in the guest VLAN. 

The guest VLANs are supported in both single-authentication mode and multiple-host mode. 

Guidelines for 802.1x Authentication with the Guest VLANs on Windows XP Hosts 

This section describes the usage guidelines for configuring 802.1x authentication with the guest VLANs on Windows-XP hosts: 

• If a guest VLAN is enabled on a port, that port cannot be configured as a unidirectional port, and conversely, a unidirectional port cannot be 
configured in a guest VLAN. 

• If the host fails to respond to the authenticator, the port remains in the connecting state for 180 seconds. After this time, the login/password 
window does not appear on the host. The workaround is to have the user disconnect and then reconnect the network interface cable. 

• The hosts that respond with an incorrect log in or password fail authentication. The hosts that fail authentication are not put in the guest VLAN. 
The first time that a host fails authentication, the quiet-period timer starts, and no activity occurs for the duration of the quiet-period timer. When 
the quiet-period timer expires, the host is presented with the log in and password window. If the host fails authentication for the second time, the 
quiet-period timer starts again and no activity occurs for the duration of the quiet-period timer. The host is presented with the log in and password 
window a third time. If the host fails the third time, the port is put in the connecting and unauthorized states. The workaround is to have the user 
disconnect and then reconnect the network interface cable. 

 

If a host does not respond to the username and password authentication requests from the Authenticator Port Access Entity, it is placed in a 

guest VLAN. 

Task 1: E nab l e G u est VL AN  S u pport on th e Interf ac e 
  I OS- Swi t ch( conf i g) # i nt er f ace gi gabi t et her net 1/ 1 

  I OS- Swi t ch( conf i g- i f ) # dot 1x guest - v l an 40 

 

Verify that the supplicant service is stopped or that the supplicant is uninstalled. Make sure that the Windows wireless zero config service is stopped. 

After you do that, verify that the supplicantless device is placed in the guest VLAN. 
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NA C  L 2  I P  C a t O S  S W I T C H  C O NF I G U R A T I O N 
This section of the document covers configuration for NAC L2 IP and NAC L2 802.1x on a CatOS switch. Figure 6 provides a reference for this 

section. 

F i g u r e  6 . R ef erence Network f or CatO S 

 

Task 1: C onf i g u re N AC  L 2  IP 
 

S t e p  1 .   Enable the RADIUS on the switch. 

  Consol e> ( enabl e)  set  r adi us ser ver  10. 0. 200. 20 pr i mar y 

  Consol e> ( enabl e)  set  r adi us key c i sco123 

 

S t e p  2 .   Enable EAPoUDP for NAC L2 IP on the switch. 

  Consol e> ( enabl e)  set  eou enabl e 

 

S t e p  3 .   Enable EAPoUDP for the L2IP port that requires posture validation. 

  Consol e> ( enabl e)  set  por t  eou 2/ 1 aut o 

 

S t e p  4 .   Remove any previous security ACLs. 

  Consol e> ( enabl e)  c l ear  secur i t y acl  al l  

 

S t e p  5 .   Configure this Policy-Based ACL. This ACL should be used as a reference point. 

  Consol e> ( enabl e) ! Per mi t  ARP 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  ar p 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  ar p- i nspect i on any any 

  Consol e> ( enabl e) ! Per mi t  DHCP Snoopi ng 
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  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  dhcp- snoopi ng 

  Consol e> ( enabl e) ! Per mi t  DNS 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  udp any any eq 53 

  Consol e> ( enabl e) ! Cr eat e an ent r y t hat  al l ows access f or  heal t hy host s access and t hat   

  Consol e> ( enabl e)  mat ches t he heal t hy pol i cy gr oup name def i ned i n ACS.  

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  i p gr oup Heal t hy_host s any 

  Consol e> ( enabl e) ! Cr eat e an ent r y t hat  al l ows l i mi t ed access f or  quar ant i ne host s  

  access and t hat  mat ches t he quar ant i ne pol i cy gr oup name def i ned i n ACS.  

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  i p gr oup Quar ant i ne_host s 10. 0. 200. 0  

  0. 0. 0. 255 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  i p 10. 0. 200. 0 0. 0. 0. 255 gr oup  

  Quar ant i ne_host s 

     ! Per mi t  quar ant i ne host s t he abi l i t y  t o communi cat e wi t h t he def aul t  gat eway 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  i p gr oup Quar ant i ne_host s host  10. 9. 1. 1 

  Consol e> ( enabl e) ! Al l ow t he def aul t  gat eway t o communi cat e wi t h quar ant i ne host s 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  i p host  10. 9. 1. 1 gr oup  

  Quar ant i ne_host s 

  Consol e> ( enabl e) ! Al l ow EOU 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  eapoudp 

  Consol e> ( enabl e) ! Al l ow DHCP 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  udp any eq 67 any 

  Consol e> ( enabl e)  set  secur i t y acl  i p nac per mi t  udp any eq 68 any 

 

S t e p  6 .   Commit the security ACLs, and apply to the desired VLANs 

  Consol e> ( enabl e)  commi t  secur i t y acl  al l  

 

S t e p  7 .   Map the security ACL to the default L2 IP VLAN (1000). 

  Consol e> ( enabl e)  set  secur i t y acl  map nac 1000 

 

Note:   Enter show security acl info all to see the configured security ACL 

S t e p  8 .   Verify NAC L2 IP functionality. 

  Consol e> ( enabl e)  show pol i cy gr oup al l  

 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  Gr oup Name            = Heal t hy 

  Gr oup I d              = 1 

  No. of  I P Addr esses    = 1 

  I s Changed f l ag       = 0 

  Sr c Type              = ACL CLI  

       Li st  of  Host s i n gr oup.  

       - - - - - - - - - - - - - - - - - - - - - - -  

       I nt er f ace      = 2/ 1 

       I pAddr ess      = 10. 7. 50. 5 

       Sr c t ype       = NAC 
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Task 2 : C onf i g u re N AC  L 2  8 0 2 . 1x  
Because RADIUS was already enabled in the previous steps for NAC L2 IP and the VLANs for 802.1x have been preconfigured, there are very few 

steps required to enable NAC L2 802.1x in CatOS. 

S t e p  1 .   Globally enable 802.1x authentication. 

  Consol e> ( enabl e)  set  dot 1x syst em- aut h- cont r ol  enabl e 

 

S t e p  2 .   Enable 802.1x control on Port 2/1, our dot1x Client. 

  Consol e> ( enabl e)  set  por t  dot 1x 2/ 1 por t - cont r ol  aut o 

 

S t e p  3 .   Enable reauthentication on the port. 

  Consol e> ( enabl e)  set  por t  dot 1x 2/ 1 r eaut hent i cat i on 

 

S t e p  4 .   Verify NAC L2 802.1x functionality. 

  Consol e> ( enabl e)  show por t  dot 1x 2/ 1 

  Consol e> ( enabl e)  show por t  2/ 1 

 

Catalyst 6500 Guest VLAN Configuration Example 

This example shows how to add port 2/1 to 802.1x guest VLAN 40. 

  Consol e> ( enabl e)  set  por t  dot 1x 2/ 1 guest - v l an 40 

  Por t  2/ 1i s Mul t i pl e- aut hent i cat i on enabl ed,  guest - v l an can not  be enabl ed 

  6506- Cat OS> ( enabl e)  set  por t  dot 1x 2/ 1 mul t i pl e- aut hent i cat i on di sabl e 

  Por t  2/ 1Mul t i pl e- aut hent i cat i on opt i on di sabl ed 

  6506- Cat OS> ( enabl e)  set  por t  dot 1x 2/ 1guest - v l an 40 

  Por t  2/ 1Guest  Vl an i s set  t o 40 

  6506- Cat OS> ( enabl e)  show por t  dot 1x guest - v l an 

  Guest - Vl an    St at us   Mod/ Por t s 

  - - - - - - - - - - - - -  - - - - - - - -  - - - - - - - - - - - - - - - - - -  

  40              act i ve         2/ 1 

  none          none     2/ 2, 3/ 2- 48, 8/ 1- 8 
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C o n f i g u r i n g  M A C -A u t h e n t i c a t i o n -B y p a s s  o n  t h e  6 5 0 0  
MAC Authentication Bypass is an IBNS feature that is configured on a per-port basis. The switch makes a RADIUS request to the ACS server with 

the MAC address of the host connecting to the switch. If the MAC address is found in the internal ACS database, the ACS server replies with an 

Access-Accept, and the host is permitted onto the network. This MAC authentication happens after 802.1x and hence bypasses the default 802.1x 

security policy of denying access for all devices that cannot complete an EAP authentication. This feature is useful for allowing NAH access to the 

host. The MAC address OUI can be used to wildcard MAC addresses allowing devices with addresses within the same OUI range to access the 

network. This is useful for devices such as printers or terminals that do not have an 802.1x supplicant, but that need to be allowed access to the 

network. Because MAC Authentication Bypass is dynamic in nature you can configure it on all ports in the network and will not have to explicitly 

configure it on ports where printers are connected. 

Note:   MAC Authentication Bypass is only supported on the Catalyst 6500 at this time. 

Task 1: C atal y st 6 5 0 0  C onf i g u rati on 
The Catalyst 6500 configuration for MAC Authentication Bypass consists of a few commands. The following assumes that the necessary RADIUS 

configuration has been done on the Catalyst 6500 802.1x authentication. The feature must be enabled globally and then applied to the port as shown: 

  6506- Cat OS   > ( enabl e)  set  mac- aut h- bypass enabl e 

  Mac- Aut h- Bypass enabl ed gl obal l y.  

 
  6506- Cat OS   > ( enabl e)  set  por t  mac- aut h- bypass 2/ 3 enabl e 

  Mac- Aut h- Bypass successf ul l y enabl ed on 2/ 3.  

 

Task 2 : AC S  C onf i g u rati on f or M AC -Au th -B y pass 
To do MAC Authentication Bypass (MAB), ACS must be configured to match against the exact MAC address of the host or against a wildcard 

match of the MAC address. A wildcard match is used to authenticate the OUI portion of the MAC address of the VMware image. 
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S t e p  1 .   Create a Network Access Profile for handling MAB requests from the Catalyst 6500. Create this NAP by selecting the NAP > Add 
Template Profile > Authentication Bypass (802.1x fallback). 
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S t e p  2 .   Enable MAC Authentication Bypass in the Network Access Profile > MAB_NAP > Authentication Settings. 
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S t e p  3 .   Select the Add button to create a MAC List under Network Access Profile > MAB_NAP > MAC_Authentication_Bypass_Configuration.   

 

S t e p  4 .   After you have a MAC Group, enter the beginning of the Client interface MAC address in the MAC Addresses Text Box. If you enter 00, 
the comma designates to ACS that you are wildcarding the MAC address match after the entered text. For example, if you entered 00-95, 
you wildcard the MAC address match after the 5. You can also map the MAC addresses to a user group, in this instance the default group. 

Task 3 : M oni tori ng  
After applying the configuration, you can monitor the feature with show commands as depicted below. 

S t e p  1 .   The port with MAC authentication in progress: 

  6506- Cat OS   > ( enabl e)  sho por t  mac- aut h- bypass 2/ 3 

  Por t   Mac- Aut h- Bypass St at e MAC Addr ess       Aut h- St at e         Vl an 

  - - - - -  - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - - - -   - - - - -  

   2/ 3  Enabl ed               00- 00- 00- 00- 00- 00 wai t i ng            10 

 

  Por t   Ter mi nat i on act i on Sessi on Ti meout  Shut down/ Ti me- Lef t  

  - - - - -  - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - - - - -  

   2/ 3  r eaut hent i cat e     3600            NO       -  
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S t e p  2 .   The port after a successful authentication: 

  6506- Cat OS   > ( enabl e)  sho por t  mac- aut h- bypass 2/ 3 

  Por t   Mac- Aut h- Bypass St at e MAC Addr ess       Aut h- St at e         Vl an 

  - - - - -  - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - - - -   - - - - -  

   2/ 3  Enabl ed               00- 0a- 95- dc- 32- 4a aut hent i cat ed      50 

 

  Por t   Ter mi nat i on act i on Sessi on Ti meout  Shut down/ Ti me- Lef t  

  - - - - -  - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - -  - - - - - - - - - - - - - - - - - -  

   2/ 3  r eaut hent i cat e     1000            NO       -  

 

S t e p  3 .   VLAN assignment can be validated by looking at the output of the show vlan command. VLAN 50 matches the name healthy as described 
in the group IETF RADIUS attributes. 

  6506- Cat OS   > ( enabl e)  sho vl an 50 

  VLAN Name                             St at us    I f I ndex Mod/ Por t s,  Vl ans 

  - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - -  - - - - - - -  - - - - - - - - - - - - - - - - - - - - - - - -  

  50   heal t hy                          act i ve    68      2/ 3, 2/ 47 

                                                          15/ 1 

  VLAN Type  SAI D       MTU   Par ent  Ri ngNo Br dgNo St p  Br dgMode Tr ans1 Tr ans2 

  - - - -  - - - - -  - - - - - - - - - -  - - - - -  - - - - - -  - - - - - -  - - - - - -  - - - -  - - - - - - - -  - - - - - -  - - - - - -  

  50   enet   100050     1500  -       -       -       -     -         0      0 

  VLAN MI STP- I nst  DynCr eat ed  RSPAN 

  - - - -  - - - - - - - - - -  - - - - - - - - - -  - - - - - - - -  

  50   -           st at i c     di sabl ed 

 

S t e p  4 .   Under “Reports and Activity/Passed Authentications” , there is a message that matches the following ACS log message for a successful 
MAC authentication. 
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M I C R O S O F T  A C T I V E  D I R E C T O R Y  I NT E G R A T I O N 
ACS can delegate authentication decisions to external servers, including Windows, LDAP, ODBC databases, RADIUS token servers, and RSA 

SecurID Token Servers. You can prioritize the list of servers for authentication, and ACS tries each one sequentially until a match is found. If no 

match is found after trying all of the servers, the authentication fails. To configure ACS to use an external server for authentication, you must 

configure each type of server under External User Databases. 

Note:   Add the ACS server to the AD Domain. 

M i c r o s o f t  A c t i v e  D i r e c t o r y  
Note:   To perform authentication with Microsoft Active Directory, the ACS server must be a member of the domain. 

 There are three parts to the configuration of an external user database in ACS: 

1 . Unknown User Policy 

2 . Database Group Mappings 

3 . Database Configuration 

 

You must enable the use of an external database, and specify which type of database. In ACS, go to the configuration screen External User 

Database > Unknown User Policy, and choose Windows Database as shown in this figure. 

U nk no wn U s er Po licy  
   Fa i l t h e a t t em pt  
   Ch ec k  t h e f o llo w i ng  ex t erna l u ser d a t a b a ses 
 
S elect ed  D at ab as es :  
W i nd o w s D a t a b a se ( W i nd o w s D a t a b a se) 

 

Note:   If you specify multiple databases for authentication, ACS queries each directory server in the order specified until it receives an 
authoritative response. You should put the most likely directory servers higher in the list to improve response times and user experience. 

In order for ACS to know how to authorize users authenticated by Microsoft Active Directory, you must map the Active Directory groups to the 

respective network groups in ACS as shown. This mapping is configured under External User Database > Database Group Mappings > Windows 

Database > Domain. For the reference network, the domain is named NAC. 

D at ab as e G ro u p  M ap p ing s  
W ind o ws  D at ab as e 
   D o m a i n Co nf i g u ra t i o ns:  N A C 
        N T g ro u ps “U sers,  *”  m a t c h es Ci sc o  Sec u re g ro u p “Em plo yees”  
        N T g ro u ps “Co nt ra c t o rs,  *”  m a t c h es Ci sc o  Sec u re g ro u p “Contractors“ 
        N T g ro u ps “G u est s,  *”  m a t c h es Ci sc o  Sec u re g ro u p “ G u e sts“ 
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The final step in external database configuration is to specify the order of the databases that ACS uses to perform authentication against for incoming 

requests. The following settings are used at External User Databaes > Database Configuration > Windows Database > Configure to use the 

nac.cisco.com Active Directory domain for user and machine authentication. 

D ialin Perm is s io n 
V eri f y t h a t  G rant d i al i n p e rm i ssi on to u se r set t i ng  h a s b een ena b led  f ro m  w i t h i n t h e W i nd o w s U ser M a na g er f o r u sers c o nf i g u red  f o r W i nd o w s U ser 
D a t a b a se a u t h ent i c a t i o n.  
U nk no wn U s er Po licy  
U se t h e nex t  seq u ent i a l Ex t erna l D a t a b a se i n t h e Selec t ed  D a t a b a ses li st  i n c a se o f  a n “Ex t erna l D B  u ser i nv a li d  o r b a d  pa ssw o rd ”  erro r.  
C o nf ig u re D o m ain L is t  
D o m a i n L i st :  
  N A C 
  \L O CA L  
M S -C H AP S et t ing s  
   Ena b le pa ssw o rd  c h a ng es u si ng  M S-CH A P v ersi o n 1.  
   Ena b le pa ssw o rd  c h a ng es u si ng  M S-CH A P v ersi o n 2.  
W ind o ws  E AP S et t ing s  
   Ena b le pa ssw o rd  c h a ng e i nsi d e PEA P o r EA P-FA ST.  
   EA P-TL S St ri p D o m a i n N a m e.  
M achine Au t hent icat io n 
   Ena b le PEA P m a c h i ne a u t h ent i c a t i o n.  
   Ena b le EA P-TL S m a c h i ne a u t h ent i c a t i o n.  
   EA P-TL S a nd  PEA P m a c h i ne a u t h ent i c a t i o n na m e 
pref i x .    
   Ena b le m a c h i ne 
a c c ess rest ri c t i o ns.  
   A g i ng  t i m e ( h o u rs):   
   G ro u p m a p f o r su c c essf u l u ser a u t h ent i c a t i o n w i t h o u t  m a c h i ne a u t h ent i c a t i o n:    

 

C o n f i g u r i n g  U s e r  a n d  M a c h i n e  A u t h e n t i c a t i o n  
These sections provide details on configuring ACS and the switches for the following variations of host authentication. 

• user authentication 

• machine authentication 

• machine and user authentication 
 

U ser and  M ac h i ne Au th enti c ati on O v erv i ew  
With the notion of machine posture states in NAC-L2-802.1x, there is a possibility of multiple 802.1x authentications occurring during a machine 

and user authentication. This is the maximum possible machine and user authentication scenario for 802.1x transactions: 

• Machine boots. 

• Supplicant performs Machine Auth and posture—first 802.1x exchange. 

• All services on the machine complete, thus CTA triggers a posture status change as a result of the machine changing from booting to running. 
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•  Supplicant performs Machine Auth and posture—second 802.1x exchange. 

• User logs in. 

• Supplicant performs user auth and posture—third 802.1x exchange. 

• Login completes, thus CTA triggers a posture status change as a result of the machine changing from running to logged in. 

• Supplicant performs user auth and posture—fourth 802.1x exchange. 
 

Task 1: C onf i g u re AC S  to AD  C ommu ni c ati on 
 

S t e p  1 .   You must add the Windows Database to the list of databases checked within the NAP > Lab_NAC_L2_802.1X > Authentication > 
Credential Validation Databases > Selected Databases. 

S t e p  2 .   In this configuration guide and for ACS to properly exchange user and machine authentication with Microsoft Active Directory, you have 
to have the enable the Allow access for Dial-In on the user properties if you are doing user authentication and on the machine properties if 
you are doing machine authentication. This figure shows how to enable this setting in the Active Directory Users and Computers 
Management Tool. 
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To test AD integration: 

S t e p  3 .   Click Clear Credentials on the Menu button of the Cisco Trust Agent supplicant GUI on the client desktop. 

S t e p  4 .   To test user authentication with Active Directory, use NAC\User1 as the username and cisco123 as the password when logging in. 

T R O U B L E S H O O T I NG  NA C  
Network Admission Control is a complex solution; however a wealth of information is available from the individual solution components. Each of 

these components provides show commands, reports, or logging output that helps the troubleshooter pinpoint the problem. Let’s take a look at the 

information available from each component. We’ ll start with the client or host undergoing the admission control process and move towards the AAA 

and policy servers. 

C i s c o  T r u s t  A g e n t  a n d  C T A  S u p p l i c a n t  L o g g i n g  
CTA provides a logging daemon that is installed along with the agent during the normal setup routine. By default, this logging is not enabled after 

the installation process completes. The CTA logging function can be enabled a number of different ways, if you want to have the logging enabled 

after the installation of CTA has completed, a properly configured ctalogd.ini file can be included with the ctasetup executable. By default, a file 

named ctalogd.tmp is copied to the appropriate folder at installation time. This file can be renamed to an.ini file type, and the logging service 

restarted in Windows to turn on logging or logging, can also be started from the command line. 

A sample of ctalogd.ini follows along with an explanation: 

  ;  

  ; Thi s f i l e cont ai ns Ci sco Tr ust  Agent  l og set t i ngs.  

  ; To use t hese set t i ng s i mpl y r ename f i l e t o “ ct al ogd. i ni ”  

  ;  

 
  ;  

  ;  0 = di sabl e l oggi ng 

  ;  1 = enabl e l oggi ng 

  ;  

 
   [ mai n]  

  Enabl eLog=1 

 
  ;  

  ;  Thi s sect i on al l ows you t o set  t he “ ver bose”  l evel s f or  var i ous 

  ;  component s of  t he Ci sco Tr ust  Agent .  

  ;  

  ;  0 = di sabl e 

  ;  1 = l og cr i t i cal  event s onl y 

  ;  2 = l og cr i t i cal  and war ni ng event s 

  ;  3 = l og cr i t i cal ,  war ni ng and i nf or mat i onal  event s 

  ;  

 
   [ LogLevel ]  

  PADaemon=3 

  Net Tr ans=3 

  PAPl ugi n=3 
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  CTAMsg=3 

  CTAD=3 

  PEAP=3 

  EAPTLV=3 

  EAPSQ=3 

  PPMgr =3 

  PSDaemon=3 

  Host PP=3 

  CTASI =3 

  Scr i pt Pl ugi n=3 

  CTASC=3 

  CTAVSTLV=3 

  CTASTATE=3 

 

Each of the previous ctalogd.ini entries references a specific daemon that is part of CTA. The sample file included with the installation if renamed to 

a .ini filetype will set each daemon’s logging level to high. This is normally enough information to help with the troubleshooting activity. Setting the 

logging level for the various daemons to 15 enables a complete packet dump. CTA logging can also be enabled from a command prompt with this 

syntax: 

  ct al ogd {  st ar t |  st op |  r est ar t  |  enabl e [ - t ]  |  di sabl e |  c l ear  }  

The location where ctalogd writes the log file might also be changed. More information is available in the CTA Administrator’s Guide at this 

following URL: http://www.cisco.com/en/US/partner/products/ps5923/products_administration_guide_book09186a008023f7a5.html 

This example shows parts of a successful EoU session with the logging level set to high for the various daemons. A majority of the messages have 

been removed for clarity. The tab-separated fields are Sequence number, Time, Date, Severity, Daemon ID and Message. 

  103    13: 49: 32. 095 07/ 08/ 2005 Sev=I nf o/ 4 Net Tr ans/ 0x6310000E 

  EAPoUDP Sessi on 4 cr eat ed f or  NAD 172. 31. 211. 1,  t ot al  sessi on count :  2 

 
  109    13: 49: 32. 305 07/ 08/ 2005 Sev=I nf o/ 5 PEAP/ 0x6340000D 

  Ser ver  cer t i f i cat e ( / O=Ci sco Syst ems,  I nc. / CN=Ser ver )  has been val i dat ed by l ocal  CA cer t i f i cat e 

   ( / O=Ci sco Syst ems,  I nc. / CN=St r ess) .  

 
110    13: 49: 32. 335 07/ 08/ 2005 Sev=I nf o/ 5 PEAP/ 0x6340000F 

Ser ver  cer t i f i cat e mat ches f ol l owi ng DN checki ng r ul e:  CN* ” Ser ver ” ,  I SSUER- CN=“ St r ess”  

 
  111    13: 49: 32. 365 07/ 08/ 2005 Sev=I nf o/ 4 PEAP/ 0x63400003 

  PEAP handshake success 

 
  112    13: 49: 32. 405 07/ 08/ 2005 Sev=I nf o/ 6 EAPTLV/ 0x63500002 

  EAP I dent i t y:   PCTOO: NAC User  

 
  120    13: 49: 32. 836 07/ 08/ 2005 Sev=I nf o/ 4 PEAP/ 0x63400008 

  PEAP r ecei ved a message of :  EAP Success 

 
  121    13: 49: 32. 866 07/ 08/ 2005 Sev=I nf o/ 5 EAPTLV/ 0x63500004 

  Done wi t h EAP- TLV pr ocessi ng 

 
  125    13: 49: 33. 036 07/ 08/ 2005 Sev=I nf o/ 5 PEAP/ 0x6340000C 
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  PEAP pr ocessi ng f i ni shed 

 
  126    13: 49: 33. 046 07/ 08/ 2005 Sev=I nf o/ 4 PAPl ugi n/ 0x63200001 

  Appl i cat i on Post ur e Resul t  = Heal t hy 

 
  127    13: 49: 33. 086 07/ 08/ 2005 Sev=I nf o/ 4 PAPl ugi n/ 0x63200002 

  Syst em Post ur e Resul t  = Heal t hy 

 
  129    13: 49: 33. 177 07/ 08/ 2005 Sev=War ni ng/ 2 PAPl ugi n/ 0xA3200010 

  CTAPP r ecei ves User Msg Not i f i cat i on:  Cont ent  = heal t hyL2I P 

 

This session shows a new EoU session creation, the CTA receiving a server certificate from ACS, the validation of that certificate as trusted and 

matching any certificate filtering rules. After the message of PEAP handshake success, the registered credentials are sent to ACS, where the client’s 

posture is validated. The results are sent back to CTA. 

The configuration of the CTA logging settings file can be modified from a DOS prompt with this command: 

  c l ogcl i  {  enabl e |  di sabl e |  c l ear  |  l ogl evel  [ 1- 3,  15]  }  

 

The clogcli command also initiates logging from the CLI. More details can be found in the CTA Administrators Guide. 

A quick status of CTA on a client may be obtained with the ctastat command. A sample of the output is shown here. This output shows the number 

of times that the posture has been validated since CTA was started, the current system posture token, the results of the last status query, and any 

registered posture agents. 

  > ct ast at . exe 

  CTA St at i st i cs Repor t i ng Tool  

 
  Ci sco Tr ust  Agent  St at i st i cs 

  Cur r ent  Ti me:  Mon Jul  18 08: 10: 59 2005 

 
  Sessi on I nf or mat i on 

     Sessi on Number  ( Hex) :  01000000 

        Syst em Post ur e Token Val ue:  Heal t hy 

           Recei ved on:  Mon Jul  18 07: 50: 30 2005 

           Tot al  Post ur es Recei ved:  1 

        Last  SQ Response was “ No St at us Change”  

        Pl ugi n Vendor / Appl i cat i on:  9/ 1 

           Appl i cat i on Post ur e Token Val ue:  Heal t hy 

              Recei ved:  Mon Jul  18 07: 50: 30 2005 

           Post ur e Request  l ast  r ecei ved:  Mon Jul  18 07: 50: 30 2005 

              Lengt h of  l ast  r esponse t o Post ur e Req:  28 

              Sent :  Mon Jul  18 07: 50: 30 2005 

        Pl ugi n Vendor / Appl i cat i on:  9/ 2 

           Post ur e Request  l ast  r ecei ved:  Mon Jul  18 07: 50: 30 2005 

              Lengt h of  l ast  r esponse t o Post ur e Req:  167 

              Sent :  Mon Jul  18 07: 50: 30 2005 
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NA D  L o g g i n g ,  S h o w  C o m m a n d s ,  S e s s i o n  C o n t r o l ,  a n d  D e b u g  
Cisco IOS devices and CatOS devices acting as NAC network access devices provide information through normal console and syslog functions as 

well as some RADIUS accounting functions. The information and the methods provided depends on how NAC has been implemented: whether you 

are using L2/L3-IP or L2-802.1x. 

This command changes the logging level for EoU-related events to only informational. This has the effect of reporting a great deal of detail to the 

NAD console, the management station, or both and can be required for a complete picture from either SIMS or MARS. 

eou l oggi ng 

 
  * Jul  18 04: 12: 16. 878 MDT:  %EOU- 6- SESSI ON:  I P=172. 31. 211. 2|  HOST=DETECTED|  

  I nt er f ace=Gi gabi t Et her net 1/ 9 

  * Jul  18 04: 12: 16. 882 MDT:  %EOU- 6- CTA:  I P=172. 31. 211. 2|  Ci scoTr ust Agent =DETECTED 

  * Jul  18 04: 12: 22. 446 MDT:  %EOU- 6- POLI CY:  I P=172. 31. 211. 2|  ACLNAME=#ACSACL#- I P- heal t hy- 42c46e7c 

  * Jul  18 04: 12: 22. 446 MDT:  %EOU- 6- POLI CY:  I P=172. 31. 211. 2|  TOKEN=Heal t hy 

  * Jul  18 04: 12: 22. 446 MDT:  %EOU- 6- POLI CY:  I P=172. 31. 211. 2|  HOSTNAME=PCTOO: Jane Dough 

  * Jul  18 04: 12: 22. 446 MDT:  %EOU- 6- POSTURE:  I P=172. 31. 211. 2|  HOST=AUTHORI ZED|  

  I nt er f ace=Gi gabi t Et her net 1/ 9 

  * Jul  18 04: 12: 22. 450 MDT:  %EOU- 6- AUTHTYPE:  I P=172. 31. 211. 2|  Aut hType=EAP 

 

This command changes the station ID from a MAC address to an IP address when the NAD reports to ACS. This is useful when the client is more 

that a single hop away from the NAD, as the MAC address changes with each hop. 

  eou al l ow i p st at i on- i d 

 

In an L2-802.1x NAC implementation, there is no logging available as there is with an L2/L3-IP configuration. Instead, use the 802.1x accounting 

features build into the NADs. Enable 802.1x accounting with this command: 

  aaa account i ng dot 1x def aul t  gr oup r adi us 

 

N AD  S h ow  C ommand s 
A variety of show commands report the state of NAC sessions. Show eou all displays a simple table of the current NAC sessions present on the 

NAD, including information about the authentication type, the current posture token assigned to the clients, and the age of the NAC session. 

  show eou {  al l  |  post ur e t oken |  aut hent i cat i on }  

 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  Addr ess         I nt er f ace              Aut hType   Post ur e- Token Age( mi n)  

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  172. 31. 211. 2    Gi gabi t Et her net 1/ 9     EAP        Heal t hy         15 

 

You can see detailed information about a specific NAC client and its session with the show eou ip or show eou mac command. In addition to the 

previously shown information, these commands also show time values, information about the URL downloads (if any) and the downloadable ACL 

instance that has been applied. 

  show eou {  i p x. x. x. x |  mac h. h. h. h }  

 

  Addr ess             :  172. 31. 211. 2 

  MAC Addr ess         :  0004. 5aa8. 2bde 
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  I nt er f ace           :  Gi gabi t Et her net 1/ 9 

  Aut hType            :  EAP 

  Audi t  Sessi on I D    :  00000031007C75E400000002AC1FD302 

  Post ur eToken        :  Heal t hy 

  Age( mi n)             :  15 

  URL Redi r ect         :  NO URL REDI RECT 

  URL Redi r ect  ACL    :  NO URL REDI RECT ACL 

  ACL Name            :  #ACSACL#- I P- heal t hy- 42c46e7c 

  User  Name           :  PCTOO: Jane Dough 

  Reval i dat i on Per i od :  3600 Seconds 

  St at us Quer y Per i od :  300 Seconds 

  Cur r ent  St at e       :  AUTHENTI CATED 

 

The ip device tracing command shows the existence of IP end stations that the IOS switch platform is aware of. 

  show i p devi ce t r acki ng {  al l  |  i nt er f ace |  i p |  mac }  

 

  I P Devi ce Tr acki ng = Enabl ed 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

    I P Addr ess     MAC Addr ess       I nt er f ace          STATE 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  172. 31. 211. 2    0004. 5aa8. 2bde Gi gabi t Et her net 1/ 9     ACTI VE 

 

For 802.1x environments, the show dot1x command will displays a table of information on a per-interface basic that shows the port state, the current 

posture token, and timer settings. 

  show dot 1x {  al l  |  i nt er f ace |  st at i st i cs i nt er f ace }  

 

  Suppl i cant  MAC 000f . 20ca. 665c 

     Aut hSM St at e      = AUTHENTI CATED 

     BendSM St at e      = I DLE 

     Post ur e           = Heal t hy 

     ReAut hPer i od      = 3600 Seconds ( Fr om Aut hent i cat i on Ser ver )  

     ReAut hAct i on      = Reaut hent i cat e 

     Ti meToNext Reaut h  = 3590 Seconds 

  Por t St at us            = AUTHORI ZED 

  MaxReq                = 2 

  MaxAut hReq            = 2 

  Host Mode              = Si ngl e 

  Por t Cont r ol            = Aut o 

  Qui et Per i od           = 60 Seconds 

  Re- aut hent i cat i on     = Enabl ed 

  ReAut hPer i od          = Fr om Aut hent i cat i on Ser ver  

  Ser ver Ti meout          = 30 Seconds 

  SuppTi meout            = 30 Seconds 

  TxPer i od              = 30 Seconds 
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  Guest - Vl an            = 216 

  Aut hFai l - Vl an         = 0 

  Aut hFai l - Max- At t empt s = 3 

 

IO S  N AD  C l ear C ommand s 
NAC EoU sessions can be reset or revalidated on a session-by-session basis, in some cases, on an interface-by- interface basis, or on an entire NAD 

at once by using these commands. 

The clear command completely resets the NAC sessions in question and removes all the information about those sessions. These IP end stations need 

to be rediscovered again to take part in NAC. The clear command can be applied on an entire NAD with the all option, a specific authentication type 

such as EAP, a specific interface, an single IP address or MAC address, or on a specific posture token. 

  c l ear  eou {  al l  |  aut hent i cat i on |  i nt er f ace |  i p |  mac |  post ur et oken }  

 

The initialize command clears all the NAC state information regarding the sessions in question. It does not remove the existence of those sessions. 

This command causes the NAD to initiate NAC communications with the clients in question. 

  eou i ni t i al i ze r eval i dat e {  al l  |  aut hent i cat i on |  i nt er f ace |  i p |  mac |  post ur et oken }  

 

The revalidate command causes the NAD to revalidate the NAC clients without clearing any of the sessions. During the revalidations, the clients 

still retain the network access that they had before the revalidate command being entered. 

  eou r eval i dat e {  al l  |  aut hent i cat i on |  i nt er f ace |  i p |  mac |  post ur et oken }  

 

NAC sessions configured with 802.1x can be reset or re-authenticated with these commands. The initialize command resets the 802.1x state machine 

on the interface and causes the client and supplicant to go through the 802.1x authentication process. 

  dot 1x i ni t i al i ze i nt er f ace 

 

The re-auth command causes a simple re-authentication of the interface. The 802.1x state machine is not reset. takes place. If the client has currently 

been assigned a VLAN, that assignment remains until the re-authentication has completed. 

  dot 1x r e- aut h i nt er f ace 

N AD  D eb u g  C ommand s 
IOS debug commands can provide information on exactly where a NAC session is failing. These commands show a detailed trace of each of the 

protocols mentioned or just show that a packet was received from a particular protocol. 

  debug eou {  al l  |  event s |  packet s }  

 

  debug dot 1x {  al l  |  er r or s |  event s |  packet s |  st at e- machi ne }  

 

  debug r adi us {  aut hent i cat i on |  br i ef  |  e- l og }  

C atO S  N AD  S h ow  C ommand s 
  show eou conf i g 

 
  show eou i p- addr ess x. x. x. x 

 
  show eou al l  
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  show dhcp- snoopi ng bi ndi ngs 

 
  show pol i cy gr oup <name> 

 
  show dot 1x user  [  <user name> |  al l  ]  

 
  show dot 1x gr oup <gr oup name> 

T r o u b l e s h o o t i n g  F l o w  
The problems associated with NAC can be generally classified into three different categories: 

• No attempts—Problems where there is no authentication attempt made to ACS. 

• Failed attempts—Problems where ACS has received a RADIUS authentication attempt but was unable to successfully process it and passed 
authentications where the result of the posture validation was incorrect or unexpected. 

 

T r o u b l e s h o o t i n g  a n d  I n t e r p r e t i n g  t h e  L o g s  a n d  R e p o r t s  
The first step in troubleshooting a NAC implementation is to check your NADs. The network access device sits between the client and the network 

and gives you a quick snapshot of the state of the solution. If the NAD has detected a supplicant in the case of an L2-802.1x implementation or you 

are getting a message of CTA detected with an L2-IP implementation, visit the ACS reports to ascertain the problem type. 

N o Attempts Prob l ems 
No attempts problems are characterized by the lack of a report entry in either the Failed Attempts report or the Passed Authentications report in ACS. 

These problems generally signify some sort of communications problem in the NAC solution. In the case of L2/L3-IP, this can be caused by the 

EAP-over-UDP port being blocked by a firewall on the client undergoing NAC, a firewall between the client and the network access device or an 

access control list on the NAD. Because this implementation of NAC communicates over IP, it can also be caused by an ACL blocking the clients 

access to a DHCP server. The following is the minimum recommended access that an interface access list should restrict a client to that is doing any 

version of NAC. 

  per mi t  udp any eq boot pc any eq boot ps 

  per mi t  udp any any eq 21862 

 

If the implementation is NAC L2 802.1x, this could be caused by a misconfigured switch port or a supplicant installation that did not complete 

properly. Both implementations depend on successful RADIUS communications with ACS. This includes the configuration of the proper RADIUS 

source address from the NAD in ACS. IOS or CatOS show commands determine whether or not the NAD has sensed a host on the interface or switch 

port in question, and whether or not the CTA or CTA supplicant is properly responding to the NAD. 

Windows Service Pack II causes a no attempt problem if it has been installed and the Windows firewall enabled without configuring an exception for 

CTA. Select Security Center from the Windows Control Panel, and click Manage Settings for Windows Firewall at the bottom of the window. 

Select the exceptions tab, and then click add program. Browse for the CTA executable, and select Ok. 

F ai l ed  Attempts Prob l ems 
Failed attempts are marked by an entry in the Failed Attempts report in ACS. These are generally caused by the authentication request matching an 

incorrectly configured policy, profile, or rule. These errors can also be caused by a lack of credentials being returned from the client’s posture agents. 

This report has a number of fields that include the IP address of the ACS server, the IP address of the NAD, the IP or MAC address of the client, and 

the identity of the client. This report also includes two fields that provide most of the information necessary for troubleshooting the Authen-Failure-

Code and the Author-Failure-Code problems. The Reason attribute should also be included in this report, as this field is sometimes also helpful. The 
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following table contains the currently documented list of Authen-Failure-Codes, a reason for the AFC occurrences, and a suggested action to solve 

the problem. 

Au t hen-F ailu re-C o d e C au s e S u g g es t ed  Act io n 
Au t hent icat io n p ro t o co l is  no t  allo wed  f o r 
t his  p ro f ile.  

A u t h ent i c a t i o n req u est  i s m a t c h ed  a g a i nst  a  
net w o rk  a c c ess pro f i le b u t  t h e pro t o c o l i s no t  
a llo w ed  i n t h e pro f i le.  

Ch ec k  N et w o rk  A c c ess Pro f i le c o nf i g u ra t i o n 
a nd  N A P A u t h ent i c a t i o n c o nf i g u ra t i o n.  

E AP-F AS T ano ny m o u s  in-b and  p ro vis io ning  
is  no t  p erm it t ed .  

  

E rro r co m m u nicat ing  wit h t he au d it  s erver 
o r invalid  res p o ns e.  

W h en t h ere i s a  pro b lem  c o m m u ni c a t i ng  w i t h  
t h e a u d i t  serv er.  

Ch ec k  t h a t  t h e a u d i t  serv er i s ru nni ng  a nd  t h a t  
i t  i s ret u rni ng  c o rrec t ly f o rm a t t ed  respo nses.  

To o  m any  au d it  ro u nd  t rip s .  W h en t h ere a re t o o  m a ny ro u nd  t ri ps.  Ch ec k  t h a t  t h e a u d i t  serv er i s f u nc t i o ni ng  
pro perly o r i nc rea se a u d i t  serv er t i m eo u t .  Y o u  
c a n a lso  i nc rea se t h e perm i t t ed  ro u nd  t ri ps i n 
t h e a u d i t  po li c y.  

M AC  au t h b y p as s  is  no t  allo wed .  W h en a  req u est  i s m a t c h  a g a i nst  a  pro f i le b u t  
M A C a u t h  b ypa ss i s no t  a llo w ed .  

 

Acces s  d enied  d u e t o  u nm at ched  p ro f ile.  Th e a c c ess req u est  d i d  no t  m a t c h  a ny pro f i le 
i n t h e ena b led  pro f i le li st .  

 

M AC  au t h b y p as s  g ro u p  is  d is ab led .   Ena b le M A C a u t h  b ypa ss g ro u p.  
Acces s  rej ect ed  d u e t o  au t ho riz at io n p o licy .  A c c ess w a s rej ec t ed  b ec a u se t h e m a t c h ed  

a u t h o ri z a t i o n ru le w a s m a rk ed  w i t h  d eny 
a c c ess.  

Th i s c a n a lso  b e c a u sed  b y a n u nm a t c h ed  
g ro u p set t i ng  i n t h e a u t h o ri z a t i o n sec t i o n o f  t h e 
selec t ed  N et w o rk  A c c ess Pro f i le.  

Po s t u re V alid at io n f ailed  d u e t o  u nm at ched  
p ro f ile.  

N o  a c c ess pro f i le w a s m a t c h ed .  Req u est  
f a llb a c k  t o  g lo b a l set t i ng s w h ere no  po st u re 
v a li d a t i o n w a s c o nf i g u red .  

Ch ec k  N et w o rk  A c c ess Pro f i le c o nf i g u ra t i o n f o r 
ex pec t ed  pro f i le.  

U s er’ s  cred ent ials  res id e in an ex t ernal D B  
t hat  is  no t  co nf ig u red  f o r t his  p ro f ile.  

U ser i nf o  m i ssi ng  f ro m  A CS u ser d a t a b a se.  A d d  u ser t o  A CS o r c o nf i g u re a n ex t erna l 
d a t a b a se u nd er A u t h ent i c a t i o n sec t i o n o f  N A F.  

M AC  au t h b y p as s  g ro u p  is  d is ab led .    
E x t ernal U s er N o t  F o u nd .  U serna m e i s no t  present  i n c o nf i g u red  ex t erna l 

u ser d a t a b a se.  
A d d  u ser i nf o  t o  ex t erna l u ser d a t a b a se o r 
c o nf i g u re c o rrec t  d a t a b a se f o r t h i s u ser.  

Po s t u re V alid at io n F ailu re ( g eneral) .    
U s ers  in t his  g ro u p  are d is ab led .  G ro u p set  f o r d i sa b led  u sers.  Ch a ng e g ro u p set t i ng .  
E x t ernal D B  no t  o p erat io nal.   U na b le t o  c o nnec t  t o  c o nf i g u red  ex t erna l u ser 

d a t a b a se.  
 

E x t ernal D B  p as s wo rd  invalid  - - 
Au t h t y p e no t  s u p p o rt ed  b y  E x t ernal D B  - - 
E x t ernal D B  u s er u nk no wn U ser no t  present  i n t h e c o nf i g u red  ex t erna l 

u ser d a t a b a se.  
A d d  u ser t o  ex t erna l u ser d a t a b a se.  

E x t ernal D B  E AP au t hent icat io n f ailed  - - 
E x t ernal D B  no t  co nf ig u red  - - 
E AP t y p e no t  co nf ig u red  - - 
E AP-TL S  o r PE AP au t hent icat io n f ailed  
d u ring  S S L  hand s hak e 

- - 
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Au t hen-F ailu re-C o d e C au s e S u g g es t ed  Act io n 
E AP-F AS T u s er was  p ro vis io ned  wit h new 
PAC  

- - 
E AP-F AS T u s er PAC  is  invalid  - - 
E AP-F AS T in-b and  p ro vis io ning  is  no t  
p erm it t ed  

- - 
Po s t u re V alid at io n F ailu re ( g eneral)  - - 
E x t ernal D B  u s er acces s  d enied  ( M achine 
Acces s  R es t rict io n)  

- - 
Po s t u re V alid at io n s et t ing s  co nt ain 
u nk no wn at t rib u t e( s )  

- Ch ec k  po st u re v a li d a t i o n set t i ng s a nd  rem o v e 
u nk no w n a t t ri b u t es.  

E AP-F AS T ano ny m o u s  in-b and  p ro vis io ning  
is  no t  p erm it t ed  

- - 
E rro r co m m u nicat ing  wit h t he au d it  s erver 
o r invalid  res p o ns e 

 Ch ec k  c o m m u ni c a t i o n set t i ng s f o r ex t erna l 
a u d i t  serv er.  

M AC  au t h b y p as s  is  no t  allo wed  - - 
Po s t u re V alid at io n F ailu re o n Int ernal Po licy  - - 
Po s t u re V alid at io n F ailu re o n E x t ernal 
Po licy  

N o  respo nse rec ei v ed  f ro m  ex t erna l po li c y 
serv er.  

- 
 

Passed  Au th enti c ati ons Prob l ems 
A passed authentication problem has an entry in the Passed Authentications report in ACS. These are problems where the outcome of the posture 

validation was unexpected or incorrect. These might not be problems specifically, but more likely are errors in the way in which ACS has been 

configured or a misunderstanding of the data contained in the attributes sent from the posture agents on the clients. 
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Properly configured passed authentications reports show similar information as the failed attempts report without the particular failure codes. Passed 

authentications also show the EAP type, the configured network access profile name of the profile that was selected for this authentication attempt, 

the application posture tokens that have been returned by the NAC policies that you have configured under the posture validation section of network 

access profiles, the resulting system posture token, and a reason. The reason field in the passed authentications report shows the posture validation 

rule set selected, the policy that resulted in the returned system posture token, and the rule in the policy that was matched. If the attribute information 

is included in the passed authentications report, and these values are compared against the matched rule in the selected policy, the reason why the 

particular token was selected can be found. The application posture token field also contains any results from external policy validation servers. 

Ordering of various policies, profiles and rules in this version of ACS is very critical. ACS performs its matching on a first-match basis not a best-

match. As a result of this logic, it is necessary to think through the way in which ACS checks its policies, profiles and rules. Generally the most 

complex policies, profiles, and rules should appear first in the ordered lists. This prevents a complex authentication request from matching a simple 

network access profile and an incorrect authentication from taking place. 

A P P E ND I X E S  
A p p e n d i x  # 1 :  R e f e r e n c e  D o c u m e n t s  
• Solution Documents 

– Implementing NAC: Phase One Configuration and Deployment 

– NAC Technical Frequently Asked Questions (FAQ) 

– NAC Deployment Guide 

• NAC Component Documents 

– Cisco Trust Agent (CTA) 2.0 Administrators Guide 

– Cisco Secure Access Control Server (ACS) 4 User Guide 

o http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_book09186a0080533dd8.html 

– Cisco VPN 3000 Concentrators 

o NAC Administration and Configuration, v4.7.1 

• Protocol Documents 

– EAP Flexible Authentication via Secure Tunneling (EAP-FAST) 

– EAP-FAST, Internet Draft, April 2005 

– RFC 2246: SSL 

– RFC 2616: HTTP 

– RFC 2617: HTTP digest authentication 

– RFC 2865: Remote Authentication Dial In User Service (RADIUS) 

– Internet Assigned Numbers Authority (IANA), Protocol Numbers and Assignment Services 

– RFC 2279: UTF-8, a transformation format of ISO 10646, January 1998. 
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A p p e n d i x  # 2 :  NA C  A t t r i b u t e  R e f e r e n c e  
Attri b u te N amespac e 
All NAC attributes are addressed by using a namespace based on the vendor and application type. Although each vendor and application type are 

represented by numbers within the EAP exchange, they are commonly referred to in the following format: 

  Vendor - I D:  Appl i cat i on- Type:  At t r i but e 

 

The Vendor ID is a 32-bit field containing a globally unique vendor identifier. The high-order octet is 0, and the low-order 3 octets are the SMI 

Network Management Private Enterprise Code of the Vendor in network byte order, as defined by the International Assigned Numbers Authority. 

The Vendor ID for Cisco Systems is 9. 

The Application Type is a 16-bit field meaning a globally unique posture application type. The application types currently defined are: 

V end o r Ap p licat io n Ty p e Ap p licat io n Ty p e N am e D es crip t io n 
* 1 PA  Po st u re A g ent  
* 2 H o st  H o st  i nf o rm a t i o n 
* 3 A V  A nt i -V i ru s 
* 4 FW  Fi rew a ll 
* 5 H I PS H o st  I nt ru si o n Pro t ec t i o n Serv i c e 
* 6 A u d i t  A u d i t   

 

32768-65535—Reserved for local use (this is intended for use by customers who write custom plugins or scripts to use in a single enterprise and that 

need not be globally unique.) 

Attri b u te D ata Ty pes 
 

D at a Ty p e Op erat o rs  D es crip t io n 
Oct et Array  = , ! =  Th e d a t a  c o nt a i ns a rb i t ra ry d a t a  o f  v a ri a b le leng t h es.  
Int eg er3 2  = , < , > , ! = ,  > = ,  < =  32-b i t  si g ned  v a lu e,  i n net w o rk  b yt e o rd er.  
U ns ig ned 3 2  = , < , > , ! = ,  > = ,  < =  32-b i t  u nsi g ned  v a lu e,  i n net w o rk  b yt e o rd er.  
S t ring   = , ! = ,  > ,  < ,  > = ,  < = ,  

c o nt a i ns,  d o es no t  
c o nt a i n,  st a rt  w i t h ,  
end  w i t h ,  reg u la r-
ex pressi o n 

D eri v ed  f ro m  t h e O c t et A rra y d a t a  t ype. ,  Th i s i s a  h u m a n rea d a b le st ri ng  represent ed  u si ng  t h e I SO / I EC 
I S 10646-1 c h a ra c t er set  w i t h  t h e U TF-8 t ra nsf o rm a t i o n f o rm a t  [ U FT8] .  
N o t e 1 :  Fo r i nf o rm a t i o n enc o d ed  i n 7-b i t  U S-A SCI I ,  t h e U TF-8 c h a ra c t er-set  i s i d ent i c a l t o  t h e U S-
A SCI I  c h a ra c t er-set .  
N o t e 2 :  U TF-8 m i g h t  req u i re m u lt i ple b yt es t o  represent  a  si ng le c h a ra c t er/ c o d e po i nt ;  t h e leng t h  o f  a n 
U TF8St ri ng  i n o c t et s m i g h t  b e d i f f erent  f ro m  t h e nu m b er o f  c h a ra c t ers enc o d ed .  

IPv4 Ad d res s  W i ld c a rd s a nd  
m a sk  

D eri v ed  f ro m  t h e O c t et A rra y d a t a  t ype.  Th e I PV 4A d d ress m u st c o nt a i n f o u r o c t et s,  w i t h  t h e m o st  
si g ni f i c a nt  o c t et  f i rst .  i . e.  “10. 11. 12. 13”  I PV 4A d d ress=  0A  0B  0C 0D  

IPv6 Ad d res s  W i ld c a rd s a nd  
m a sk  

D eri v ed  f ro m  t h e O c t et A rra y d a t a  t ype.  Th e I PV 6A d d ress M U ST c o nt a i ns 16 o c t et s,  w i t h  t h e m o st  
si g ni f i c a nt  o c t et  f i rst . i . e.  
0 A 0 A : 0 B 0 B : 0 C0 C: 0 D 0 D : 0 E 0 E : 0 F 0 F : 1 0 1 0 : 1 1 1 1  I Pv 6A d d ress=  0A  0A  0B  0B  0C 0C 0D  0D  0E 0E 0F 
0F 10 10 11 11.  

Tim e = , < , > , ! = ,  > = ,  < =  D eri v ed  f ro m  t h e U nsi g ned 32 d a t a  t ype.  Represent s t h e nu m b er o f  sec o nd s si nc e J a nu a ry 1,  1970 
00: 00 U TC.  



 

 ©  2006 Ci sc o  Syst em s,  I nc .  A ll ri g h t s reserv ed .  I m po rt a nt  no t i c es,  pri v a c y st a t em ent s,  a nd  t ra d em a rk s o f  Ci sc o  Syst em s,  I nc .  c a n b e f o u nd  o n c i sc o . c o m .  Pa g e 94 o f  118   

D at a Ty p e Op erat o rs  D es crip t io n 
V ers io n = , < , > , ! = ,  > = ,  < =  D eri v ed  f ro m  t h e O c t et A rra y D a t a  Type.  Th e 8 o c t et s a re b ro k en i nt o  f o u r 2-o c t et  set s.  Th e t w o  m o st  

si g ni f i c a nt  o c t et s c o nt a i ns t h e m a j o r v ersi o n,  t h e nex t  t w o  o c t et s c o nt a i ns t h e m i no r v ersi o n,  t h e la st  
f o u r o c t et s c o nt a i n 2 t w o -o c t et  v a lu es a re d ef i ned  b y t h e v end o r.  Tra d i t i o na lly,  t h e t h i rd  o c t et  i s a  
rev i si o n nu m b er a nd  t h e la st  o c t et  h a s t h e b u i ld  nu m b er.  
Ex a m ple:  “3. 5. 1. 350”  h a s t h e v a lu e:  00 03 00 05 00 01 01 5E 
N o t e:   A ll u nu sed  f i eld s m u st  b e set  t o  0.  

 

Attri b u te R ef erenc e 
The Application-Posture-Token (APT) AVP shows the result of validating posture request-response AVPs from a particular vendor and application 

type. This AVP is a Posture Notification AVP and can be sent across these interfaces in the NAC solution: Client API Posture Notification request, 

EAP-TLV Posture-Notification request, and  HCAP Posture Validation response. 

The System-Posture-Token (SPT) AVP shows the overall result of validating posture request-response AVPs from one or more vendors and 

application types. This AVP is a Posture Notification AVP and can be sent across these interfaces in the NAC solution: Client API Posture 

Notification request, EAP-TLV Posture-Notification request, and HCAP Posture Validation response. 

V end o r ( #)  Ap p -
Ty p e ( #)  

At t rib u t e N am e At t r # Ty p e V alu e o r F o rm at  

* ( a ny) * ( a ny) A ppli c a t i o n-Po st u re-To k en 1 U nsi g ned 32 0 =  H ea lt h y 
10 =  Ch ec k u p 
15 =  Tra nsi t i o n 
20 =  Q u a ra nt i ne 
30 =  I nf ec t ed  
100 =  U nk no w n 

* ( a ny) * ( a ny) Syst em -Po st u re-To k en 2 U nsi g ned 32 0 =  H ea lt h ySyst em  
10 =  Ch ec k u p 
15 =  Tra nsi t i o n 
20 =  Q u a ra nt i ne 
30 =  I nf ec t ed  
100 =  U nk no w n 

Ci sc o  ( 9) PA  PA -N a m e 3 St ri ng  N a m e o f  t h e Po st u re A g ent .  
Fo r Ci sc o ,  t h i s i s Ci sc o  Tru st  A g ent  

Ci sc o  ( 9) PA  PA -V ersi o n 4 V ersi o n Fo rm a t :  m a j o r. m i no r. rev i si o n. b u i ld  
Ci sc o  ( 9) PA  O S-Type 5 St ri ng  N a m e o f  t h e h o st  o pera t i ng  syst em :  

W i nd o w s Serv er 2003 D a t a c ent er Ed i t i o n 
W i nd o w s Serv er 2003 Ent erpri se Ed i t i o n 
W i nd o w s Serv er 2003 W eb  Ed i t i o n 
W i nd o w s Serv er 2003 St a nd a rd  Ed i t i o n 
W i nd o w s X P H o m e Ed i t i o n 
W i nd o w s X P Pro f essi o na l 
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V end o r ( #)  Ap p -
Ty p e ( #)  

At t rib u t e N am e At t r # Ty p e V alu e o r F o rm at  

W i nd o w s 2000 D a t a c ent er Serv er 
W i nd o w s 2000 A d v a nc ed  Serv er 
W i nd o w s 2000 Serv er 
W i nd o w s N T W o rk st a t i o n 4. 0 
W i nd o w s N T Serv er 4. 0 
Ent erpri se Ed i t i o n 
W i nd o w s N T Serv er 4. 0 
W i nd o w s N T 4. 0 
W i nd o w s N T 3. 51 
W i nd o w s 95 
W i nd o w s 95 O SR2 
W i nd o w s 98 
W i nd o w s 98 SE 
W i nd o w s M e 

Ci sc o  ( 9) PA  O S-V ersi o n 6 V ersi o n V ersi o n o f  h o st  o pera t i ng  syst em .  
Fo rm a t :  m a j o r. m i no r. rev i si o n. b u i ld .  

Ci sc o  ( 9) PA  U ser-N o t i f i c a t i o n 7 St ri ng  V a lu e c o nt a i ns o ne o r m o re c h a ra c t ers f o r 
ex a m ple,  Y ou r anti  v i ru s si g natu re  f i l e  i s ou t-of -
d ate .  P l e ase  u p d ate  y ou r si g natu re  f i l e  f rom  
h t t p: / / w w w . i n-c o m pa nyx yz . . rem ed i a t i o n-
serv er. c o m . 

Ci sc o  ( 9) PA  O S-K ernel 8 St ri ng  Ex a m ple:  L i nu x  2. 4. 20-8 i 386 
Ci sc o  ( 9) PA  K ernel V ersi o n 9 V ersi o n V ersi o n o f  h o st  o pera t i ng  syst em . ,  Fo rm a t :  

m a j o r. m i no r. rev i si o n. b u i ld .  
Ci sc o  ( 9) PA  A c t i o n 10  U RL  
Ci sc o  ( 9) O S M a c h i ne-Po st u re-St a t e 11  Th i s a t t ri b u t e spec i f i es t h e ru nni ng  st a t e o f  t h e 

m a c h i ne.  
  1—B o o t i ng  
  2—Ru nni ng  
  3—L o g g ed  I n 

Ci sc o  ( 9) O S Serv i c ePa c k s 6 St ri ng  Ex a m ple:  Serv i c ePa c k 4 
Ci sc o  ( 9) O S H o t Fi x es 7 St ri ng  Ex a m ple:  | K B 12345| Q 21345|  
Ci sc o  ( 9) O S H o st FQ D N  8 St ri ng  Ex a m ple:  x p1. na c . c i sc o . c o m  
Ci sc o  ( 9) O S Pa c k a g e 100 Ex t end ed  Q u ery 

Pro t o c o l 
- 

* ( a ny) A V  So f t w a re-N a m e 3 St ri ng  N a m e o f  t h e so f t w a re pro d u c t  
* ( a ny) A V  So f t w a re-I D  4 U nsi g ned 32 N u m era l i d ent i f i er o f  t h e so f t w a re pro d u c t  
* ( a ny) A V  V ersi o n 5 V ersi o n V ersi o n o f  t h e so f t w a re 
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V end o r ( #)  Ap p -
Ty p e ( #)  

At t rib u t e N am e At t r # Ty p e V alu e o r F o rm at  

* ( a ny) A V  Sc a n-Eng i ne-V ersi o n 6 V ersi o n V ersi o n o f  t h e A V  sc a n eng i ne 
* ( a ny) A V  D A T-V ersi o n 7 V ersi o n V a lu e c o nt a i ns v ersi o n o f  A V  si g na t u re f i le,  f o r 

ex a m ple,  559. 0. 0. 0,  4. 5. 2. 0.  
* ( a ny) A V  D A T-D a t e 8 Ti m e Relea se t i m e o f  A V  si g na t u re f i le 
* ( a ny) A V  Pro t ec t i o n-Ena b led  9 U nsi g ned 32 0 =  D i sa b led  

1 =  Ena b led  
* ( a ny) A V  A c t i o n 10 St ri ng  Fo rm a t  a nd  c o nt ent  a re v end o r-spec i f i c .  

M a x i m u m  leng t h  t o  b e su ppo rt ed  i s 255 c h a ra c t ers.  
Ci sc o  ( 9) H I P CSA V ersi o n 5 V ersi o n CSA  V ersi o n 
Ci sc o  ( 9) H I P CSA O pera t i o na lSt a t e 9 U nsi g ned 32 0 =  D i sa b led  

1 =  Ena b led  
Ci sc o  ( 9) H I P Ti m eSi nc eL a st Su c c essf u lPo ll 11 U nsi g ned 32 - 
Ci sc o  ( 9) H I P CSA M CN a m e 32768 St ri ng  - 
Ci sc o  ( 9) H I P CSA St a t u s 32769 St ri ng  Po ssi b le v a lu es d eli m i t ed  b y ‘ | ’ :  

g lo b a l_ t est m o d e_ o n 
ro o t k i t _ d et ec t ed  
i pf o rw a rd i ng _ o n 

Ci sc o  ( 9) H I P D a ysSi nc eL a st Su c c essf u lPo ll 32770 U nsi g ned 32 Ex a m ple:  3 
 

A p p e n d i x  # 3 :  R A D I U S  A t t r i b u t e s  f o r  NA C  
The table lists all RADIUS attributes, including Cisco vendor-specific attributes (VSAs), relevant to NAC. 

N AC -L 2 -8 0 2 . 1 x  N AC -L 2 -IP N AC -L 3 -IP # At t rib u t e N am e D es crip t io n 
√   1 U ser-N a m e Co pi ed  f ro m  EA P I d ent i t y Respo nse i n A c c ess Req u est .  
 √ √ 8 Fra m ed -I P-A d d ress I P a d d ress o f  h o st .  
 √ √ 26 V end o r-Spec i f i c  

Ci sc o  ( 9, 1) 
Ci sc o Sec u re-D ef i ned -
A CL  

A CL  na m e.  
A u t o m a t i c a lly sent  b y A CS.  

√   26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
sec : pg   

Po li c y-b a sed  A CL  a ssi g nm ent .  O nly a ppli es t o  Ca t a lyst  6000.  
sec : pg  =  < g ro u p-na m e>  

 √ √ 26 V end o r-Spec i f i c ,  Ci sc o  
( 9, 1),  u rl-red i rec t  

Red i rec t i o n U RL .  
u rl-red i rec t = < U RL >  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
u rl-red i rec t -a c l 

A pply t h e na m ed  A CL  f o r t h e red i rec t  U RL ;  A CL  m u st  b e 
d ef i ned  lo c a lly o n t h e N A D .  O nly w o rk s o n sw i t c h es w i t h  I O S.  
u rl-red i rec t -a c l= < A CL -N a m e>  
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N AC -L 2 -8 0 2 . 1 x  N AC -L 2 -IP N AC -L 3 -IP # At t rib u t e N am e D es crip t io n 
√ √ √ 26 V end o r-Spec i f i c  

Ci sc o  ( 9, 1) 
po st u re-t o k en 

Po st u re t o k en o r st a t e na m e.  
A u t o m a t i c a lly sent  b y A CS.  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
st a t u s-q u ery-t i m eo u t  

Set s St a t u s Q u ery t i m er.  

 √ √ 26 V end o r-Spec i f i c  
Ci sc o  ( 9, 1) 
h o st -sessi o n-i d  

Sessi o n i d ent i f i er u sed  f o r a u d i t i ng .  
A u t o m a t i c a lly sent  b y A CS.  

? √ √ 26 V end o r-Spec i f i c  
M i c ro so f t  =  311 

K ey f o r St a t u s Q u ery:  M S-M PPE-Rec v -K ey 
A u t o m a t i c a lly sent  b y A CS.  

√ √ √ 27 Sessi o n-Ti m eo u t  Set s Rev a li d a t i o n Ti m er ( i n sec o nd s).  
√ √ √ 29 Term i na t i o n-A c t i o n A c t i o n o n Sessi o n Ti m eo u t  

( 0) D ef a u lt :  Term i na t e sessi o n 
( 1) Ra d i u s-Req u est :  Re-a u t h ent i c a t e 

√   64 Tu nnel-Type 13 =  V L A N  
√   65 Tu nnel-M ed i u m -Type 6  =  802 
√ √ √ 79 EA P M essa g e EA P Req u est / Respo nse Pa c k et  i n A c c ess Req u est  a nd  

A c c ess Ch a lleng e:  
• EA P Su c c ess i n A c c ess A c c ept  
• EA P Fa i lu re i n A c c ess Rej ec t  

? ? ? 80 M essa g e A u t h ent i c a t o r H M A C-M D 5 t o  ensu re i nt eg ri t y o f  pa c k et .  
√   81 Tu nnel-Pri v a t e-G ro u p-I D  V L A N  na m e 
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A p p e n d i x  # 4 :  A C S  D i g i t a l  C e r t i f i c a t e  E n r o l l m e n t  w i t h  M i c r o s o f t  W i n d o w s  2 0 0 0  S e r v e r  C e r t i f i c a t e  A u t h o r i t y  
Public key infrastructures (PKIs) require a certificate authority (CA) for scalable certificate deployments. Both the Microsoft Windows 2000 Server 

and the Windows 2003 Server have an optional certificate authority component for this purpose. These steps show you how to use a Microsoft 

Windows 2000 Server Certificate Authority to obtain the CA certificate and to request a digital certificate. 

O b tai n th e C erti f i c ate Au th ori ty  Pu b l i c  C erti f i c ate 
 

S t e p  1 .   Open a new web browser instance, and connect to your 
local Microsoft Windows 2000 Server Certificate 
Authority by using the URL 
http://ca.company.com/certsrv/. You might be prompted 
for a valid username and password for authorization to 
obtain the CA certificate.  

S t e p  2 .   When authorized, you see the dialog at the right. Select 
Retrieve the CA certificate, and then click Next. 

 

 

 

 

S t e p  3 .   You are given an option to Install this CA certification 
path directly into your computer or to download it as a 
file. We recommend to Download the CA certificate as 
a file so that you can save and later distribute the CA 
certificate to all of your ACSes and clients. 

Note:   You can use either DER or Base64 encoding; both 
formats are supported. 

S t e p  4 .   You can install it into any host computer running the 
Windows operating system by right-clicking on the 
certificate and choosing Install Certificate. You might 
want to save the certificate into the Trusted Root 
Certification Authorities store. 
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R eq u est a D i g i tal  C erti f i c ate f or AC S  
 

S t e p  5 .   During the configuration of your ACS for NAC, you should have generated a certificate signing request (CSR) in the System 
Configuration > ACS Certificate Setup > Generate Certificate Signing Request screen. The CSR is simply a block of encoded text for 
the certificate authority to digitally sign with its private key. 

S t e p  6 .   Open a new web browser instance, and connect to your local Microsoft Windows 2000 Server Certificate Authority by using the URL 
http://ca.company.com/certsrv/. You might be prompted for a valid username and password by the CA administrator to request a new 
certificate. 

S t e p  7 .   Choose Request a certificate, and click Next. 

S t e p  8 .   Because the ACS certificate is the same as a web server, choose Advanced Request, and click Next. 

 

Choose Submit a certificate request using a base64 encoded PKCS 

#10 file or a renewal request using a base64 encoded PKCS #7 

file, and click Next. 

S t e p  9 .   Select, copy (CTRL-C), and paste (CTRL-P) all of the 
CSR from ACS into the form, or you can Browse for the 
CSR as a saved file to upload it. 

S t e p  1 0 .   Choose Web Server as the certificate template, and 
add any optional attributes for signing by the CA. 

S t e p  1 1 .   Click Submit to finish your certificate request. 
Depending upon how your CA is configured, the request 
will be granted automatically, or you might need to wait 
for the CA administrator to approve your request. 

S t e p  1 2 .   If your request is automatically approved, you can 
retrieve your new ACS certificate by choosing 
Download CA certificate with either DER or Base64 
encoding. This is your ACS digital certificate containing 
the ACS public key as signed by the CA for authenticity. 

S t e p  1 3 .   If your request must be approved, you must wait for approval from the CA Administrator. After the approval is granted, you can 
download the certificate by going back to the CA at http://ca.company.com/certsrv/ and choosing Check on a pending certificate. 
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A p p e n d i x  # 5 :  C o n f i g u r i n g  8 0 2 .1 x  w i t h  NA C  L 2  I P  
8 0 2 . 1x  w i th  N AC  L 2  IP O v erv i ew  
One option for deploying NAC is to leverage an existing 802.1x supplicant to verify the identity credentials of the host and to allow the device to 

gain access to the network. Then you can use NAC L2 IP to check the posture credentials of the host. This layered approach might be necessary for 

one of these reasons. 

1 . There is non-NAC enabled 802.1x supplicant already installed on the host, and NAC is being layered on top of the IBNS solution. 

2 . The network administrator requires identity and posture credential checks, but  also wants to leverage the NAH audit features that are currently 
only supported in NAC L2 IP. 

Task 1: AC S  C onf i g u rati on 
For authentication to a CiscoSecure ACS server to authenticate the 802.1x supplicant for identity credentials and CTA for posture credentials, the 

follow these steps: 

Based on the configuration of ACS that was done in the previous section of this document, there are only a few things that need to be done to 

configure ACS to support authentication by the Microsoft 802.1x supplicant. 

S t e p  1 .   First navigate to the System Configuration > Global Authentication Setup and make sure that EAP-MSCHAPv2 is selected. You must have 
this selected so that the EAP-MSCHAPv2 method is available in the network access profiles authentication settings. These settings are for 
all machine authentications. Therefore, you must select this method must if you are doing machine authentication with domain credentials 
(SID definition), because the authentication method for machine authentication must be the same for both machine and user authentication 
with the Microsoft 802.1x supplicant. If you use a third party 802.1x supplicant like Meetinghouse, you might want to select the EAP-GTC 
option to have that method available in the network access profiles. These settings are shown in the figure. 

 

S t e p  2 .   Navigate to Network Access Profiles, and select the Authentication link of the NAC L2 IP network access profile. When in the NAC L2 IP 
authentication settings, scroll to the PEAP section in EAP Configuration, and make sure the EAP-MSCHAPv2 section is selected. Only 
EAP-MSCHAPv2 is relevant for the Microsoft 802.1x supplicant. If using a third-party supplicant, you can also select the EAP-GTC box 
to use that EAP method. The EAP selections are shown. 
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Note:   If you would like to use EAP-TLS for authentication, you need to select the correct EAP-TLS settings within the System Configuration > 
Global Authentication Settings > EAP-TLS. You must select EAP-TLS, and select the correct certificate comparison options, as well as the EAP-
TLS session timeout. As mentioned, these settings are for all machine authentications. Therefore, this method must be selected if you are doing 
machine authentication with certificates, because the authentication method for machine authentication must be the same for both machine and user 
authentication with the Microsoft 802.1x supplicant. The global EAP-TLS settings are shown here. It is very common to select all the available 
certificate comparison options to allow the maximum flexibility in comparing certificates.  

Navigate to Network Access Profiles, and select the Authentication link of the NAC L2 IP network access profile. When in the NAC L2 IP 

authentication settings, scroll to the EAP-TLS section, and make sure EAP-TLS is selected.  

 

Note:   See the following document for guidelines on configuring machine and user certificates if you would like to use EAP-TLS for machine or 
user authentication. http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_white_paper09186a008009256b.shtml 

Task 2 : C onf i g u re 8 0 2 . 1x  w i th  N AC  L 2  IP on th e N AD  Interf ac e 
Enabling 802.1x with NAC L2 IP requires very few steps on the switch. 

S t e p  1 .   Enable 802.1x and assign an IP admission policy on the interface for the respective operating system. 

For IOS: 

  i nt er f ace Gi gabi t Et her net 1/ 0/ 2 

   swi t chpor t  access vl an 10 

   swi t chpor t  mode access 

   i p access- gr oup 101 i n 

   dot1x port-control auto 

   spanni ng- t r ee por t f ast  

   ip admission NAC L2 IP 

 

For 802.1x and NAC L2 IP on the Catalyst 6500 with CatOS. 

  set port dot1x 2/3 port-control auto 

  set port eou 2/3 auto 

  set  spant r ee por t f ast  2/ 3 enabl e 

 

You can see that both 802.1x and NAC L2 IP have been configured on the port. 
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A p p e n d i x  # 6 :  P o l i c y -B a s e d  A C L  c o n f i g u r a t i o n  
Dynamic authorization policy, in NAC2, is enforced by dynamic VLAN assignment. Any additional authorization enforcement needs to pre-exist on 

the switches, for instance, VACLs on the quarantine restricting access to remediation services. The one exception to this general-support model is the 

support on the Catalyst 6500 for the use of Policy-Based ACLs (PBACLs). 

Policy-based ACLs are ACLs that are created dynamically with policy-based definitions in the ACE that represent groups of users within the 

infrastructure. These group definitions are expanded in the 6500 TCAM ACL implementation when the 6500 learns of a new IP address on a port. 

Once the 6500 learns of the new IP address, it looks at the group policy of the port and creates a specific ACE in the TCAM with the new IP address 

substituting for the group definition in the ACE. These group definitions are either static definitions (CLI-port based assignment) or dynamic 

definitions created through a RADIUS assignment. 

In the context of NAC L2 802.1x the most common implementation is dynamic assignment of a port into a group based on the posture policy 

assigned from the ACS. PBACLs are not restricted to NAC L2 802.1x, PBACLs, are also supported with NAC L2 IP as a way to dynamically 

implement access control policy. 

In this section, we show how the functionality of PBACLs is being used to create ACEs based on a healthy or a quarantine posture token being 

returned from ACS after a NAC L2 802.1x posture assessment has taken place. We are using the topology and NAC policies that were created earlier 

in the guide. 

Specifically, group assignment is determined by the receipt of the Cisco VSA sec:pg. Earlier in the document, sec:pg definitions were created in the 

RADIUS Authorizations Components (RACs) for each of the posture tokens in NAC for NAC L2 IP. These same RACs can be used for NAC L2 

802.1x when used with Catalyst 6500s. If the entire switching infrastructure is not Catalyst 6500s, network access filters are one way to classify a 

RADIUS request as coming from a 6500 and returning the appropriate sec:pg value. In practice, the network access filtering might not be necessary 

because a switch should ignore and drop any RADIUS attribute that it does not understand. 

With this in mind, these RACs are created for all the 802.1x requests. The example shows the settings the RACs for NAC L2 802.1x can have in 

order to leverage PBACLs on the Catalyst 6500. 

R AC  N am e As s ig ned  At t rib u t es  V alu e 
 
Sessi o n-Ti m eo u t  ( 27) 300 
Term i na t i o n-A c t i o n 
( 29) 

RA D I U S-Req u est  ( 1) 

L 2_ 1x _ H ea lt h y_ RA C 

c i sc o -a v -pa i r ( 1) sec : pg = H ea lt h y_ h o st s 
  
Sessi o n-Ti m eo u t  ( 27) 300 
Term i na t i o n-A c t i o n 
( 29) 

RA D I U S-Req u est  ( 1) 

L 2_ 1x _ Ch ec k u p_ RA C 

c i sc o -a v -pa i r ( 1) sec : pg = Ch ec k u p_ h o st s 
  
Sessi o n-Ti m eo u t  ( 27) 300 
Term i na t i o n-A c t i o n 
( 29) 

RA D I U S-Req u est  ( 1) 

L 2_ 1x _ Tra nsi t i o n_ RA C 

c i sc o -a v -pa i r ( 1) sec : pg = Tra nsi t i o n_ h o st s 
L 2_ 1x _ Q u a ra nt i ne_ RA C   
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R AC  N am e As s ig ned  At t rib u t es  V alu e 
Sessi o n-Ti m eo u t  ( 27) 300 
Term i na t i o n-A c t i o n 
( 29) 

RA D I U S-Req u est  ( 1) 

c i sc o -a v -pa i r ( 1) sec : pg = Q u a ra nt i ne_ h o st
s 

  
Sessi o n-Ti m eo u t  ( 27) 300 
Term i na t i o n-A c t i o n 
( 29) 

RA D I U S-Req u est  ( 1) 

c i sc o -a v -pa i r ( 1) sec : pg = I nf ec t ed _ h o st s 

L 2_ 1x _ I nf ec t ed _ RA C 

  
Sessi o n-Ti m eo u t  ( 27) 300 
Term i na t i o n-A c t i o n 
( 29) 

RA D I U S-Req u est  ( 1) 
L 2_ 1x _ U nk no w n_ RA C 

c i sc o -a v -pa i r ( 1) sec : pg = U nk no w n_ h o st s 
 

With these RACs PBACLs on the Catalyst 6500 must be group names that correlate to the values of sec:pg. For simplicity, only the healthy_hosts 

and quarantine_hosts values are used in the PBACL setup for the Catalyst 6500 in this guide. 

You can see below in the PBACL, nac_pbacl, the configuration that will allow healthy_hosts to have unrestricted access to the network while 

quarantine_hosts will only have access to the 10.0.200.0/24 subnet which houses the remediation servers. 

Note:   These configurations assume that all the other NAC L2 802.1x configurations (RADIUS and 802.1x configuration) have been configured 
and are functioning. 

These VLANs should already be configured and named on the Catalyst 6503. This is an example of how the VLAN is created and named in CatOS. 

  #assi gn vl an 50 and 80 t o be t he heal t hy and quar ant i ne v l ans 

  set  v l an 50 name heal t hy t ype et her net  mt u 1500 sai d 100050 st at e act i ve 

  set  v l an 80 name quar ant i ne t ype et her net  mt u 1500 sai d 100080 st at e act i ve 

 

Delete any previously defined ACEs : 

  c l ear  secur i t y acl  al l  

  

Create the following PBACL: 

  #nac_pbacl  

  # al l ow t he pbacl  t o i nspect  ar p and dhcp f or  addr ess i nf or mat i on 

  set  secur i t y acl  i p nac_pbacl  per mi t  ar p 

  set  secur i t y acl  i p nac_pbacl  per mi t  ar p- i nspect i on any any 

  set  secur i t y acl  i p nac_pbacl  per mi t  dhcp- snoopi ng 

 

  # al l ow al l  v l ans t o access dns 

  set  secur i t y acl  i p nac_pbacl  per mi t  udp any any eq 53 
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  # al l ow heal t hy host s access t o t he net wor k 

  set  secur i t y acl  i p nac_pbacl  per mi t  i p gr oup heal t hy_host s any 
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  # al l ow quar ant i ned host s t o access t o t he r emedi at i on ser ver s and al l ow t he 

  # r emedi at i on ser ver s t o communi cat e back t o t he quar ant i ned host s 

  set  secur i t y acl  i p nac_pbacl  per mi t  i p gr oup quar ant i ne_host s 10. 0. 200. 0 0. 0. 0. 255 

  set  secur i t y acl  i p nac_pbacl  per mi t  i p 10. 0. 200. 0 0. 0. 0. 255 gr oup quar ant i ne_host s 

 

  # al l ow quar ant i ned host s t o communi cat e back and f or t h wi t h t he v l an’ s r out er  

  set  secur i t y acl  i p nac_pbacl  per mi t  i p gr oup quar ant i ne_host s host  10.9.80.1 

  set  secur i t y acl  i p nac_pbacl  per mi t  i p host  10.9.80.1 gr oup quar ant i ne_host s 

 

  # commi t  t he secur i t y acl  

  commi t  secur i t y acl  al l  

 

  # map t he pbacl  t o t he heal t hy and quar ant i ne v l ans wi t h st at i st i cs enabl ed 

  set  secur i t y acl  map nac_pbacl  50, 80 st at i st i cs enabl e 

 

These examples are show commands that depict a host that received a NAC L2 802.1x healthy posture and the subsequent contents of the Catalyst 

6500 TCAM. This is followed by show commands that depict a host that received a NAC L2 802.1x quarantine posture and the subsequent contents 

of the 6500 TCAM. 

In this example, a user on port 2/2 with the username cisco was authenticated, and received healthy posture, and then assigned to VLAN 50 with a 

group assignment of healthy_hosts. The DHCP assignment of 10.9.50.100 was snooped and added to the group table. 

  cat 6500- nac ( enabl e)  show dot 1x gr oup al l  

 

  Gr oup Manager  I nf o 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  I nf o of  Gr oup heal t hy_host s 

  User  Count   = 1 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  User name                          Mod/ Por t    User I P           VLAN 

  - - - - - - - -                           - - - - - - - -    - - - - - -            - - - -  

  c i sco                             2/ 2        10. 9. 50. 100     50 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  I nf o of  Gr oup quar ant i ne_host s 

  User  Count   = 0 

 

The following show command shows how the snooped IP address on port 2/2, 10.9.50.100 was added to the PBACL and inserted into the Catalyst 

6500 TCAM with the proper substitution of the IP address for the keyword healthy_hosts. 
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  cat 6500- nac ( enabl e)  show secur i t y acl  t cam i nt er f ace 50 

 

  I nput  

  I P 

  0.  r edi r ect  ar p ( mat ches 4)  

  1.  br i dge udp any any f r agment  ( mat ches 0)  

  2.  r edi r ect  udp any any ( mat ches 0)  

  3.  br i dge udp any any 53 ( mat ches 17)  

  4.  br i dge i p host  10. 9. 50. 100 any ( mat ches 46)  

                    ^ ^^^^^^^^^^^  -  snooped I P addr ess subst i t ut ed f or  

                    gr oup “ heal t hy_host s”  

  5.  deny i p any any ( mat ches 26)  

 

  Out put  

  I P 

  0.  r edi r ect  ( L3)  ar p ( mat ches 0)  

  1.  br i dge udp any any f r agment  ( mat ches 0)  

  2.  r edi r ect  ( L3)  udp any any ( mat ches 0)  

  3.  br i dge udp any any 53 ( mat ches 0)  

  4.  br i dge i p host  10. 9. 50. 100 any ( mat ches 0)  

                    ^ ^^^^^^^^^^^  -  snooped I P addr ess subst i t ut ed f or  

                    gr oup “ heal t hy_host s”  

  5.  deny i p any any ( mat ches 0)  

 

In the next example, a user on port 2/2 with the username cisco was authenticated, received quarantine posture, and then was assigned to VLAN 80 

with a group assignment of quarantine_hosts. The DHCP assignment of 10.9.80.100 was snooped and added to the group table. 

  cat 6500- nac ( enabl e)  show dot 1x gr oup al l  

 

  Gr oup Manager  I nf o 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  I nf o of  Gr oup heal t hy_host s 

  User  Count   = 0 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  I nf o of  Gr oup quar ant i ne_host s 

  User  Count   = 1 

  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  User name                          Mod/ Por t    User I P           VLAN 

  - - - - - - - -                           - - - - - - - -    - - - - - -            - - - -  

  c i sco                             2/ 1        10. 9. 80. 100      80 
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This show command shows how the snooped IP address on port 2/2, 10.9.80.100 was added to the PBACL and inserted into the Catalyst 6500 

TCAM with the proper substitution of the IP address for the keyword quarantine_hosts. 

  cat 6500- nac ( enabl e)  sho secur i t y acl  t cam i nt er f ace 80 

 
  I nput  

  I P 

  0.  r edi r ect  ar p ( mat ches 0)  

  1.  br i dge udp any any f r agment  ( mat ches 0)  

  2.  r edi r ect  udp any any ( mat ches 0)  

  3.  br i dge udp any any 53 ( mat ches 0)  

  4.  br i dge i p host  10. 9. 80. 100 10. 0. 200. 0 0. 0. 0. 255 ( mat ches 0)  

                    ^ ^^^^^^^^^^^  -  snooped I P addr ess subst i t ut ed f or  

                    gr oup “ quar ant i ne_host s”  

  5.  br i dge i p 10. 0. 200. 0 0. 0. 0. 255 host  10. 9. 80. 100 ( mat ches 0)  

  6.  br i dge i p host  10. 9. 80. 100 host  10. 9. 80. 1 ( mat ches 0)  

  7.  br i dge i p host  10. 9. 80. 1 host  10. 9. 80. 100 ( mat ches 0)  

  8.  deny i p any any ( mat ches 4)  

 
  Out put  

  I P 

  0.  r edi r ect  ( L3)  ar p ( mat ches 0)  

  1.  br i dge udp any any f r agment  ( mat ches 0)  

  2.  r edi r ect  ( L3)  udp any any ( mat ches 0)  

  3.  br i dge udp any any 53 ( mat ches 0)  

  4.  br i dge i p host  10. 9. 80. 100 10. 0. 200. 0 0. 0. 0. 255 ( mat ches 0)  

                    ^ ^^^^^^^^^^^  -  snooped I P addr ess subst i t ut ed f or  

                    gr oup “ quar ant i ne_host s”  

  5.  br i dge i p 10. 0. 200. 0 0. 0. 0. 255 host  10. 9. 80. 100 ( mat ches 0)  

  6.  br i dge i p host  10. 9. 80. 100 host  10. 9. 80. 1 ( mat ches 0)  

  7.  br i dge i p host  10. 9. 80. 1 host  10. 9. 80. 100 ( mat ches 0)  

  8.  deny i p any any ( mat ches 0)  

 

A p p e n d i x  # 7 :  M i c r o s o f t  S u p p l i c a n t  C o n f i g u r a t i o n  
This section is intended as a short guide on how to configure the Microsoft 802.1x supplicant. However, there are many other documents available 

online that also demonstrate this capability. 

http://download.microsoft.com/download/b/0/e/b0e2a363-0044-4327-8f17-020818f57234/Wired_depl.doc 

http://www.microsoft.com/technet/community/columns/cableguy/cg1202.mspx 
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Use these instructions to set up a Windows XP or Windows 2000 client for 802.1x authentication: 

S t e p  1 .   On the end user’s machine, open Network Connections (Start menu > Settings > Network Connections). 

S t e p  2 .   Right click the connection, and select Properties. 

S t e p  3 .   In the General tab, verify that the Show icon in notification area when connected option is selected. 

S t e p  4 .   In the Authentication tab, check the Enable network access control using IEEE 802.1x check box. Select Protected EAP (PEAP) as 
EAP type. 

S t e p  5 .   Click Properties under the drop-down box for EAP type. The figure shows the resulting window. 
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S t e p  6 .   By default, the Validate Server Certificate box is checked. This causes the supplicant to verify that the server certificate presented has not 
expired, has the correct signature, and has a trusted root certificate authority. You then need to specify the server or servers to which the 
computer will automatically connect and the trusted root certification authorities. For simplicity and the purposes of this guide, you can 
leave this box is unchecked. The figure shows the Validate Server Certificate window.  

 

S t e p  7 .   If you select the Configure button of the Secured password (EAP-MSCHAP v2), you could specify whether to use the user name and 
password (and domain, if applicable) that you enter in the Windows logon screen for authentication, and click OK. In other words, this 
could allow separate user authentication for network access compared to access to an Active Directory domain. 

S t e p  8 .   Again for simplicity, a classic AD deployment is assumed, the default condition is demonstrated here, and is depicted in the figure below. 
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S t e p  9 .   Assuming the above measures have been deployed at a minimum, 802.1x authentication can successfully be deployed. 

To specify that a computer attempt authentication to the network if user information or computer information is not available, you can check the 

Authenticate as guest when user or computer information is unavailable check box. This check box is checked by default. As a possible fallback 

mechanism to Microsoft AD, you could configure this option to allow authenticated guest accounts to login to the computer when an AD domain 

might not be available. The computer will try to logon to the network with a null username and password. We recommend for ACS deployments that 

this feature be turned off due to the way switches respond to these EAPOL frames from supplicants. With this feature enabled by default, switch 

ports that plug in to supplicants will stay in an authenticating state until correct user credentials are applied. With this feature disabled on the 

supplicant, a switch port will stay in “connected”  state, which is expected operation. 

To specify that the computer attempt authentication to the network even if a user is not logged on, check the Authenticate as computer when 

computer information is available check box. If you have it enabled on the supplicant, but not in ACS, authentication fails, and ports are placed in 

held state upon reboot of the supplicant (for example). This can increase login times (for a supplicant to wait until timers expire to try and re-

authenticate with user credentials). 

This feature can provide quicker times for logging into an Enterprise AD domain, because machine authentication should have already taken place. 

Specifically, upon restart or power on of a supplicant, machine authenticated occurs on a port before a logon screen even appears. When a user then 

logs into the machine, credentials for logging into the domain can then be accessed immediately, followed by a re-authentication of 802.1x based on 

the user credentials. In contrast, if the above feature is disabled, the client depends on standard user authentication (assuming it was not setup in ACS 

before). Logging into the domain has to time out before user credentials are authenticated. This increases authenticated login times to a domain. We 

recommend that you run machine authentication because it provides quicker login times to Enterprise AD domains. We also recommend that the 

options for authenticating to the network as guest not be used. (in the default condition this feature is enabled). 

A p p e n d i x  # 8 :  A c r o n y m s  a n d  T e r m s  
 

Acro ny m  D es crip t io n 
AC E  A c c ess Co nt ro l Ent ry 
AC K  A c k no w led g em ent  
AC L  A c c ess Co nt ro l L i st  
AC S  A c c ess Co nt ro l Serv er 
AD  A c t i v e D i rec t o ry ( M i c ro so f t ) 
AID  A u t h o ri t y I d ent i t y 
AP A c c ess Po i nt  
API A ppli c a t i o n Pro g ra m m i ng  I nt erf a c e 
AR P A d d ress Reso lu t i o n Pro t o c o l 
AV  A nt i v i ru s 
C AM  Clea n A c c ess M a na g er ( CCA ) 
C AS  Clea n A c c ess Serv er ( CCA ) 
C C A Ci sc o  Clea n A c c ess 
C D P Ci sc o  D i sc o v ery Pro t o c o l 
C H AP Ch a lleng e H a nd sh a k e A u t h ent i c a t i o n Pro t o c o l 
C S A Ci sc o  Sec u ri t y A g ent   
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Acro ny m  D es crip t io n 
C TA Ci sc o  Tru st  A g ent  
C TAS I CTA  Sc ri pt i ng  I nt erf a c e 
D B  D a t a b a se 
D C  D o m a i n Co nt ro ller ( M i c ro so f t ) 
D F S  D i st ri b u t ed  Fi le Syst em  
D H C P D yna m i c  H o st  Co nf i g u ra t i o n Pro t o c o l 
D N  D i st i ng u i sh ed  N a m e 
D N S  D o m a i n N a m e Serv i c e 
D o S  D eni a l o f  Serv i c e 
D OT1 X  I EEE 802. 1X  
E AP Ex t ensi b le A u t h ent i c a t i o n Pro t o c o l 
E APOL  EA P o v er L A N  
E APo R AD IU S  EA P o v er RA D I U S 
E APo U D P EA P o v er U D P 
E OU  EA P O v er U D P 
F AS T Flex i b le A u t h ent i c a t i o n Sec u re Tu nnel 
G AM E  G eneri c  A u t h o ri z a t i o n M essa g e Ex c h a ng e  
G IN A G ra ph i c a l I d ent i f i c a t i o n a nd  A u t h ent i c a t i o n ( M i c ro so f t ) 
G PO G ro u p Po li c y O b j ec t  ( M i c ro so f t ) 
G TC  G eneri c  To k en Ca rd  
H A H i g h  A v a i la b i li t y 
H AL  H a rd w a re A b st ra c t i o n L a yer 
H C AP H o st  Cred ent i a l A u t h ent i c a t i o n Pro t o c o l 
H IPS  H o st  I nt ru si o n Prev ent i o n Syst em  
H TTP H yper Tex t  Tra nsf er Pro t o c o l 
H TTPS  H yper Tex t  Tra nsf er Pro t o c o l Sec u red  
IAS  I nt ernet  A c c ess Serv er ( M i c ro so f t ) 
IB N S  I d ent i t y B a sed  N et w o rk i ng  Serv i c es 
ID S  I nt ru si o n D et ec t i o n Syst em  
IID  I ni t i a t o r I d ent i t y 
IOS  I nt ernet w o rk i ng  O pera t i ng  Syst em  
IP I nt ernet  Pro t o c o l 
L 2  L a yer 2 
L 2 TP L a yer 2 Tu nneli ng  Pro t o c o l 
L 3  L a yer 3 
L AN  L o c a l A rea  N et w o rk  
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Acro ny m  D es crip t io n 
L D AP L i g h t w ei g h t  D i rec t o ry A c c ess Pro t o c o l 
L E AP L i g h t w ei g h t  Ex t ensi b le A u t h ent i c a t i o n Pro t o c o l 
M AC  M ed i a  A c c ess Co nt ro l 
M ITM  M a n I n Th e M i d d le 
M S   M i c ro so f t  
M S C H AP M i c ro so f t  Ch a lleng e H a nd sh a k e A u t h ent i c a t i o n Pro t o c o l 
M V AP M u lt i  V L A N  A c c ess Po rt s 
N AC  N et w o rk  A d d m i ssi o n Co nt ro l 
N AD  N et w o rk  A c c ess D ev i c e 
N AF  N et w o rk  A c c ess Fi lt er 
N AH  N A C A g ent less H o st  
N AK  N eg a t i v e A c k no w led g em ent  
N AR  N et w o rk  A c c ess Rest ri c t i o n 
N AT N et w o rk  A d d ress Tra nsla t i o n 
N D IS   
N D S  N et w a re D i rec t o ry Serv i c es ( N o v ell) 
N R H  N o n Respo nd i ng  H o st  
N TL M   
OD B C  O pen D a t a b a se Co nnec t  
OOB  O u t  O f  B a nd  
OS  O pera t i ng  Syst em  
OTP O ne Ti m e Pa ssw o rd  
PA Po st u re A t t ri b u t e 
PAC  Pro v i si o ned  A c c ess Cred ent i a l 
PAC L  Po rt  A CL  
PAE  Po rt  A c c ess Ent i t y 
PB AC L  Po li c y B a sed  A CL  
PE AP Pro t ec t ed  EA P 
PK I Pu b li c  K ey I nf ra st ru c t u re 
PPTP  
PV L AN  Pri v a t e V L A N  
Q o S  Q u a li t y o f  Serv i c e 
R AC  RA D I U S A t t ri b u t e Co m po nent  
R PC  Rem o t e Pro c ed u re Ca ll 
S AM L  Sec u ri t y A ssert i o n M a rk u p L a ng u a g e 
S IM S  Sec u ri t y I nf o rm a t i o n M a na g em ent  Syst em  
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Acro ny m  D es crip t io n 
S L B  Serv er L o a d  B a la nc i ng  
S M B  Serv er M essa g e B lo c k  
S N M P Si m ple N et w o rk  M a na g em ent  Pro t o c o l 
S Q  St a t u s Q u ery 
S S L  Sec u re So c k et s L a yer 
TC P Tra nspo rt  Co nt ro l Pro t o c o l 
TL S  Tu nnel L a yer Sec u ri t y 
TL V  Type L eng t h  V a lu e 
U D P U ni v ersa l D a t a g ra m  Pro t o c o l 
U R L  U ni v ersa l Reso u rc e L o c a t o r 
V AC L  V L A N  A CL  
V L AN  V i rt u a l L o c a l A rea  N et w o rk  
V o IP V o i c e o v er I P 
V PN  V i rt u a l Pri v a t e N et w o rk  
V S A V end o r Spec i f i c  A t t ri b u t e 
V V ID  V o i c e V L A N  I d ent i f i er 
W AN  W i d e A rea  N et w o rk  
W E P W i reless Enc rypt ed  Pro t ec t i o n 
W L AN  W i reless L A N  
W o L  W a k e o n L A N  

 

Term  D ef init io n 
8 0 2 . 1 X ,  d o t 1 x  I EEE 802. 1X .  Th e st a nd a rd  f o r la yer 2 net w o rk  a u t h ent i c a t i o n.  I t  sh o u ld  no t  b e 

c o nf u sed  w i t h  802. 11a / b / g  w h i c h  i s f o r w i reless net w o rk i ng .  
AAA A u t h ent i c a t i o n,  A u t h o ri z a t i o n,  a nd  A c c o u nt i ng .  Typi c a lly t h i s ref ers t o  a u t h o ri z a t i o n o f  

u sers f o r net w o rk  a c c ess i nc lu d i ng  d i a l-u p,  w i reless,  V PN ,  o r 802. 1X .  Th e c ent ra l 
serv er t h a t  a g g reg a t es o ne o r m o re a u t h ent i c a t i o n a nd / o r a u t h o ri z a t i o n d ec i si o ns i nt o  
a  si ng le syst em  a u t h o ri z a t i o n d ec i si o n,  a nd  m a ps t h i s d ec i si o n t o  a  net w o rk  a c c ess 
pro f i le f o r enf o rc em ent  o n t h e N A D .  

Acces s -Accep t  Respo nse pa c k et  f ro m  t h e RA D I U S serv er no t i f yi ng  t h e a c c ess serv er t h a t  t h e u ser i s 
a u t h ent i c a t ed .  Th i s pa c k et  c o nt a i ns t h e u ser pro f i le,  w h i c h  d ef i nes t h e spec i f i c  A A A  
f u nc t i o ns a ssi g ned  t o  t h e u ser.   

Acces s -Accep t  Respo nse pa c k et  f ro m  t h e RA D I U S serv er no t i f yi ng  t h e a c c ess serv er t h a t  t h e u ser i s 
a u t h ent i c a t ed .  Th i s pa c k et  c o nt a i ns t h e u ser pro f i le,  w h i c h  d ef i nes t h e spec i f i c  A A A  
f u nc t i o ns a ssi g ned  t o  t h e u ser.   

Acces s -C halleng e Respo nse pa c k et  f ro m  t h e RA D I U S serv er req u est i ng  t h a t  t h e u ser su pply a d d i t i o na l 
i nf o rm a t i o n b ef o re b ei ng  a u t h ent i c a t ed .   

Acces s -R ej ect  Respo nse pa c k et  f ro m  t h e RA D I U S serv er no t i f yi ng  t h e a c c ess serv er t h a t  t h e u ser i s 
no t  a u t h ent i c a t ed .  

Acces s -R eq u es t   Req u est  pa c k et  sent  t o  t h e RA D I U S serv er b y t h e a c c ess serv er req u est i ng  
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Term  D ef init io n 
a u t h ent i c a t i o n o f  t h e u ser.   

Acco u nt ing  A c c o u nt i ng  i n net w o rk  m a na g em ent  su b syst em s a re respo nsi b le f o r c o llec t i ng  net w o rk  
d a t a  rela t i ng  t o  reso u rc e u sa g e.  

AC E  A c c ess Co nt ro l Ent ry—A n A CL  Ent ry c o nt a i ns a  t ype,  a  q u a li f i er f o r t h e u ser o r g ro u p 
t o  w h i c h  t h e ent ry ref ers,  a nd  a  set  o f  perm i ssi o ns.  Fo r so m e ent ry t ypes,  t h e q u a li f i er 
f o r t h e g ro u p o r u sers i s u nd ef i ned .  

AC L  A c c ess Co nt ro l L i st .   
AC S  A c c ess Co nt ro l Serv er o r Ci sc o  Sec u re A c c ess Co nt ro l Serv er.   
APT A ppli c a t i o n Po st u re To k en.  Th e resu lt  o f  a  c o m pli a nc e c h ec k  f o r a  g i v en v end o r’ s 

a ppli c a t i o n,  w h i c h  represent s t h e h ea lt h  o f  t h a t  c o m po nent .  A ll A PTs f ro m  a  po st u re 
v a li d a t i o n a re m erg ed  b y t h e pri m a ry PV S t o  c rea t e t h e SPT.   

APT,  Ap p licat io n 
Po s t u re To k en 

Th e resu lt  o f  a  po st u re v a li d a t i o n c h ec k  f o r a  g i v en v end o r’ s a ppli c a t i o n.  
Au d it  S erver Th e serv er t h a t  c a n d et erm i ne t h e po st u re c red ent i a ls o f  a  h o st  w i t h o u t  relyi ng  o n t h e 

presenc e o f  a  PA  o n t h e h o st .  Th e serv er m u st  b e a b le t o  d et erm i ne t h e po st u re 
c red ent i a ls o f  a  h o st  a nd  a c t  a s a  po st u re-v a li d a t i o n serv er.  

Au t hent icat io n I n net w o rk  m a na g em ent  sec u ri t y,  t h e v eri f i c a t i o n o f  t h e i d ent i t y o f  a  perso n o r a  
pro c ess.   

Au t ho riz at io n Th e m et h o d  f o r rem o t e a c c ess c o nt ro l,  i nc lu d i ng  o ne-t i m e a u t h o ri z a t i o n o r 
a u t h o ri z a t i o n f o r ea c h  serv i c e,  per-u ser a c c o u nt  li st  a nd  pro f i le,  u ser g ro u p su ppo rt ,  
a nd  su ppo rt  o f  I P,  I PX ,  A RA ,  a nd  Telnet .   

AV P A t t ri b u t e-v a lu e pa i r.  
C S A,  C is co  S ecu rit y  
Ag ent  

Ci sc o  Sec u ri t y A g ent  pro v i d es t h rea t  pro t ec t i o n f o r serv er a nd  d esk t o p c o m pu t i ng  
syst em s.  I t  a g g reg a t es m u lt i ple sec u ri t y f u nc t i o na li t y,  c o m b i ni ng  h o st  i nt ru si o n 
prev ent i o n,  d i st ri b u t ed  f i rew a ll,  m a li c i o u s m o b i le c o d e pro t ec t i o n,  o pera t i ng  syst em  
i nt eg ri t y a ssu ra nc e,  a nd  a u d i t  lo g  c o nso li d a t i o n a ll w i t h i n a  si ng le a g ent  pa c k a g e.  A s 
pa rt  o f  a n o v era ll sec u ri t y st ra t eg y,  Ci sc o  Sec u ri t y A g ent  enh a nc es N et w o rk  
A d m i ssi o n Co nt ro l a nd  t h e SA FE b lu epri nt  a nd  ex t end s pro t ec t i o n t o  t h e end po i nt .  

C S M  Ci sc o  Sec u ri t y M a na g er 
C S -M AR S  Ci sc o ’ s M i t i g a t i o n a nd  Respo nse Syst em  ( CS-M A RS) f a m i ly o f  h i g h  perf o rm a nc e,  

sc a la b le a ppli a nc es f o r t h rea t  m a na g em ent ,  m o ni t o ri ng  a nd  m i t i g a t i o n,  ena b le 
c u st o m ers t o  m a k e m o re ef f ec t i v e u se o f  net w o rk  a nd  sec u ri t y d ev i c es b y c o m b i ni ng  
net w o rk  i nt elli g enc e,  c o nt ex t  c o rrela t i o n,  v ec t o r a na lysi s,  a no m a ly d et ec t i o n,  h o t spo t  
i d ent i f i c a t i o n a nd  a u t o m a t ed  m i t i g a t i o n c a pa b i li t i es.   

C TA Ci sc o  Tru st  A g ent .  Ci sc o  pro d u c t  i nst a nc e o f  t h e PA .  I nc lu d es a  PA  po st u re plu g i n.  
C TA,  C is co  Tru s t  
Ag ent  

Ci sc o ’ s i m plem ent a t i o n o f  t h e po st u re a g ent  i s c a lled  t h e CTA  a nd  i nc lu d es t h e 
em b ed d ed  w i red -o nly su ppli c a nt  

C TAS I  CTA  Sc ri pt i ng  I nt erf a c e 
D AI D yna m i c  A RP I nspec t i o n 
D H C P S no o p ing  D H CP sno o pi ng  i s a  D H CP sec u ri t y f ea t u re t h a t  pro v i d es net w o rk  sec u ri t y b y f i lt eri ng  

u nt ru st ed  D H CP m essa g es a nd  b y b u i ld i ng  a nd  m a i nt a i ni ng  a  D H CP sno o pi ng  b i nd i ng  
d a t a b a se,  a lso  ref erred  t o  a s a  D H CP sno o pi ng  b i nd i ng  t a b le.  
D H CP sno o pi ng  a c t s li k e a  f i rew a ll b et w een u nt ru st ed  h o st s a nd  D H CP serv ers.  Y o u  
u se D H CP sno o pi ng  t o  d i f f erent i a t e b et w een u nt ru st ed  i nt erf a c es c o nnec t ed  t o  t h e 
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Term  D ef init io n 
end  u ser a nd  t ru st ed  i nt erf a c es c o nnec t ed  t o  t h e D H CP serv er o r a no t h er sw i t c h .  
D H CP sno o pi ng  b u i ld s a  D H CP b i nd i ng  t a b le c o nt a i ni ng  c li ent  I P a d d ress,  M A C 
a d d ress,  po rt ,  V L A N  nu m b er,  lea se a nd  b i nd i ng  t ype.  Th e f ea t u re c a n b e ena b led  o n a  
pa rt i c u la r V L A N  o n t h e sw i t c h .  Th e sw i t c h  i nt erc ept s a ll D H CP m essa g es b ri d g i ng  
w i t h i n t h e L a yer 2 V L A N  d o m a i n.   

E AP Ex t ensi b le A u t h ent i c a t i o n Pro t o c o l 
E AP-F AS T Ex t ensi b le A u t h ent i c a t i o n Pro t o c o l-Flex i b le A u t h ent i c a t i o n v i a  Sec u re Tu nneli ng  ( EA P-

FA ST) i s a  TL S b a sed  RFC3748 c o m pli a nt  EA P m et h o d .  
EA P-FA ST u ses sym m et ri c  k ey a lg o ri t h m s t o  a c h i ev e a  t u nneled  a u t h ent i c a t i o n 
pro c ess.  Th e t u nnel est a b li sh m ent  reli es o n a  Pro t ec t ed  A c c ess Cred ent i a l ( PA C) t h a t  
c a n b e pro v i si o ned  a nd  m a na g ed  d yna m i c a lly b y EA P-FA ST t h ro u g h  A A A  serv er.  

E AP-F AS T EA P Flex i b le A u t h ent i c a t i o n v i a  Sec u re Tu nneli ng .  
E AP-G TC  EA P G eneri c  To k en Ca rd  
E APOL  EA P o v er L A N  
E AP-TL S  EA P Tra nspo rt  L a yer Sec u ri t y 
E nd p o int   A ny m a c h i ne a t t em pt i ng  t o  c o nnec t  o r u se t h e reso u rc es o f  a  net w o rk .  
E o U ,  E APo U D P Ex t ensi b le A u t h ent i c a t i o n Pro t o c o l o v er U ser D a t a g ra m  Pro t o c o l.   
G AM E  G eneri c  A u t h o ri z a t i o n M essa g e Ex c h a ng e.  
G IN A G ra ph i c a l I d ent i f i c a t i o n a nd  A u t h ent i c a t i o n ( M i c ro so f t ) 
H C AP H o st  Cred ent i a l A u t h o ri z a t i o n Pro t o c o l.   
H o s t  A no t h er na m e f o r a n end po i nt  d ev i c e 
H o s t  A ny m a c h i ne t h a t  a t t em pt s t o  c o nnec t  t o  o r u se t h e reso u rc es o f  a  net w o rk .  A lso  

ref erred  t o  a s a  “h o st ” .  
IID ,  Init iat o r Id ent it y  Fo r m a c h i ne a u t h ent i c a t i o n,  t h e I I D  i s t h e FQ D N  o f  t h e h o st .  ( i . e.  j d o e-pc . c i sc o . c o m ).  

Fo r u ser a u t h ent i c a t i o n t h e I I D  i s a  u serna m e.  ( i . e.  j d o e) 
M AB  M A C A u t h ent i c a t i o n B ypa ss ( M A C-A u t h -B ypa ss) 
M achine 
Au t hent icat io n 

Th e m a c h i ne i d ent i t y u sed  f o r a u t h ent i c a t i o n i s t h e a c t u a l na m e o f  t h e c o m pu t er a s i t  
ex i st s i n t h e A c t i v e D i rec t o ry.  Th e c red ent i a ls u sed  t o  a u t h ent i c a t e t h e c o m pu t er c a n 
b e pa ssw o rd -b a sed  o r PK I  c ert i f i c a t e-b a sed ,  d epend i ng  o n t h e EA P t ype u sed .  

M S C H APv2   
N AC   N et w o rk  A d m i ssi o n Co nt ro l.  N A C i s a  Ci sc o  Syst em s spo nso red  i nd u st ry i ni t i a t i v e t h a t  

u ses t h e net w o rk  i nf ra st ru c t u re t o  enf o rc e sec u ri t y po li c y c o m pli a nc e o n a ll d ev i c es 
seek i ng  t o  a c c ess net w o rk  c o m pu t i ng  reso u rc es,  t h ereb y li m i t i ng  d a m a g e f ro m  v i ru ses 
a nd  w o rm s.  N A C i s pa rt  o f  t h e Ci sc o  Self -D ef end i ng  N et w o rk ,  a n i ni t i a t i v e t o  i nc rea se 
net w o rk  i nt elli g enc e i n o rd er t o  ena b le t h e net w o rk  t o  a u t o m a t i c a lly i d ent i f y,  prev ent ,  
a nd  a d a pt  t o  sec u ri t y t h rea t s.  

N AC  L 2  8 0 2 . 1 X  Ci sc o  i m plem ent a t i o n o f  t h e 802. 1X  pro t o c o l o n Ca t O S a nd  I O S sw i t c h es.   
N AC  L 2  IP L a yer 2 EA P o v er U D P su ppo rt  f o r Ci sc o  sw i t c h es 
N AC  L 3  IP L a yer 3 EA P o v er U D P su ppo rt  f o r Ci sc o  ro u t ers 
N AD  N et w o rk  A c c ess D ev i c e.  A  net w o rk  a c c ess d ev i c e a c t s a s a  po li c y enf o rc em ent  po i nt  

f o r t h e a u t h o ri z ed  net w o rk  a c c ess pri v i leg es g ra nt ed  t o  a n end po i nt  d ev i c e.  
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Term  D ef init io n 
N AD ,  N et wo rk  
Acces s  D evice 

A  net w o rk  a c c ess d ev i c e a c t s a s a  po li c y-enf o rc em ent  po i nt  f o r t h e a u t h o ri z ed  
net w o rk -a c c ess pri v i leg es t h a t  a re g ra nt ed  t o  a  h o st .  

N AF ,  N et wo rk  
Acces s  F ilt er 

A  N A F i s a  na m ed  g ro u p o f  a ny c o m b i na t i o n o f  o ne o r m o re o f  t h e f o llo w i ng  net w o rk  
elem ent s:  I P a d d resses,  A A A  c li ent s ( net w o rk  d ev i c es),  o r N et w o rk  d ev i c e g ro u ps 
( N D G s).  U si ng  a  N A F t o  spec i f y a  d o w nlo a d a b le I P A CL  o r N et w o rk  A c c ess 
Rest ri c t i o n b a sed  o n t h e A A A  c li ent s b y w h o m  t h e u ser m a y a c c ess t h e net w o rk  sa v es 
yo u  t h e ef f o rt  o f  li st i ng  ea c h  A A A  c li ent  ex pli c i t ly.   

N AH  N A C A g ent less H o st  
N AH ,  N AC  Ag ent les s  
H o s t  

A  h o st  t h a t  d o es no t  h a v e a n 802. 1X  su ppli c a nt  o r CTA  i nst a lled  t o  perf o rm  po st u re 
v a li d a t i o n.  

N D G ,  N et wo rk  
D evice G ro u p  

A  c o llec t i o n o f  net w o rk  d ev i c es t h a t  a c t  a s a  si ng le lo g i c a l g ro u p.  
N R H  N o n-Respo nsi v e H o st  
PA Po st u re A g ent .  A n a ppli c a t i o n t h a t  serv es a s t h e si ng le po i nt  o f  c o nt a c t  o n t h e 

end po i nt  f o r a g g reg a t i ng  po st u re c red ent i a ls f ro m  po t ent i a lly m u lt i ple po st u re plu g i ns 
a nd  c o m m u ni c a t i ng  w i t h  t h e net w o rk .  Ci sc o ’ s po st u re a g ent  i s t h e Ci sc o  Tru st  A g ent  
( CTA ).  

PA,  Po s t u re Ag ent  A n a ppli c a t i o n t h a t  serv es a s t h e si ng le po i nt  o f  c o nt a c t  o n t h e h o st  f o r a g g reg a t i ng  
po st u re c red ent i a ls f ro m  po t ent i a lly m u lt i ple po st u re plu g i ns a nd  sec u rely 
c o m m u ni c a t i ng  t h em  t o  t h e net w o rk .  

PAC  Pro t ec t ed  A c c ess Cred ent i a l 
PD P,  Po licy  D ecis io n 
Po int  

Pro v i d es f a c i li t i es f o r po li c y m a na g em ent  a nd  c o nd i t i o na l f i lt ers.  
PE AP Pro t ec t ed  EA P 
PE AP-G TC   
PE P,  Po licy  
E nf o rcem ent  Po int  

A CS a c t s a s t h e po li c y enf o rc em ent  po i nt  f o r po li c y m a na g em ent .  
p lu g in,  p o s t u re 
p lu g in 

A  t h i rd -pa rt y D L L  t h a t  pro v i d es h o st  po st u re c red ent i a ls t o  a  po st u re a g ent  o n t h e 
sa m e end po i nt  f o r end po i nt  po st u re v a li d a t i o n a nd  net w o rk  a u t h o ri z a t i o n.  

Po s t u re Cu rrent  h o st  st a t u s a nd  c o nf i g u ra t i o n.  Th i s c a n i nc lu d e t h i ng s li k e a nt i v i ru s lev els,  
h o t f i x es,  O S t ypes,  et c .  

p o s t u re ag ent  A n a ppli c a t i o n t h a t  serv es a s t h e si ng le po i nt  o f  c o nt a c t  o n t h e end po i nt  f o r 
a g g reg a t i ng  po st u re c red ent i a ls f ro m  po t ent i a lly m u lt i ple po st u re plu g i ns a nd  
c o m m u ni c a t i ng  w i t h  t h e net w o rk .  Ci sc o ’ s po st u re a g ent  i s t h e Ci sc o  Tru st  A g ent  
( CTA ).  

p o s t u re cred ent ials  St a t e i nf o rm a t i o n o f  a n end po i nt  d ev i c e a t  a  g i v en po i nt  i n t i m e represent i ng  h a rd w a re 
a nd  so f t w a re ( O S a nd  a ppli c a t i o n) i nf o rm a t i o n.  

p o s t u re cred ent ials  St a t e i nf o rm a t i o n o f  a  net w o rk  end po i nt  a t  a  g i v en po i nt  i n t i m e t h a t  represent s 
h a rd w a re a nd  so f t w a re ( O S a nd  a ppli c a t i o n) i nf o rm a t i o n.  

p o s t u re p lu g in A  t h i rd -pa rt y D L L  t h a t  pro v i d es h o st  po st u re c red ent i a ls t o  a  po st u re a g ent  o n t h e 
sa m e end po i nt  f o r end po i nt  po st u re v a li d a t i o n a nd  net w o rk  a u t h o ri z a t i o n.  

p o s t u re valid at io n Th e a u t h o ri z a t i o n o f  a n end po i nt  d ev i c e’ s po st u re c red ent i a ls b y o ne o r m o re po st u re 
v a li d a t i o n serv ers a nd  t h ei r a sso c i a t ed  c o m pli a nc e po li c i es.  

p o s t u re valid at io n Th e a u t h o ri z a t i o n o f  a  net w o rk  end po i nt ’ s po st u re c red ent i a ls b y o ne o r m o re po st u re-
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Term  D ef init io n 
v a li d a t i o n serv ers a nd  t h ei r a sso c i a t ed  c o m pli a nc e po li c i es.  

p o s t u re valid at io n 
s erver 

A  po st u re v a li d a t i o n serv er a c t s a s a n a ppli c a t i o n-spec i f i c  po li c y d ec i si o n po i nt  i n N A C 
f o r a u t h o ri z i ng  a  set  o f  po st u re c red ent i a ls a g a i nst  a  set  o f  po li c y ru les.  

PP Po st u re Plu g i n.  
PV  Po st u re V a li d a t i o n.  V a li d a t es t h e c o llec t i o n o f  a t t ri b u t es t h a t  d esc ri b e t h e g enera l st a t e 

a nd  h ea lt h  o f  t h e u ser’ s m a c h i ne ( t h e “h o st ” ).  
PV  Po st u re V a li d a t i o n.  V a li d a t es t h e c o llec t i o n o f  a t t ri b u t es t h a t  d esc ri b e t h e g enera l st a t e 

a nd  h ea lt h  o f  t h e u ser’ s m a c h i ne ( t h e “h o st ” ).  
PV S ,  Po licy  S erver,  
V end o r Po licy  
S erver,  Po s t u re 
V alid at io n S erver,  
E x t ernal Po s t u re 
V alid at io n S erver 

A  Ci sc o  o r t h i rd -pa rt y serv er u sed  t o  perf o rm  po st u re v a li d a t i o n.  A  po st u re-v a li d a t i o n 
serv er a c t s a s a n a ppli c a t i o n-spec i f i c  po li c y d ec i si o n po i nt  i n N A C f o r a u t h o ri z i ng  a  set  
o f  po st u re c red ent i a ls a g a i nst  a  set  o f  po li c y ru les.   

PV S ,  Po s t u re 
V alid at io n S erver,  
Po licy  S erver,  
V end o r Po licy  
S erver,  E x t ernal 
Po s t u re V alid at io n 
S erver 

A  Ci sc o  o r t h i rd -pa rt y serv er u sed  t o  perf o rm  po st u re v a li d a t i o n.  A  po st u re-v a li d a t i o n 
serv er a c t s a s a n a ppli c a t i o n-spec i f i c  po li c y d ec i si o n po i nt  i n N A C f o r a u t h o ri z i ng  a  set  
o f  po st u re c red ent i a ls a g a i nst  a  set  o f  po li c y ru les.   

R AC  RA D I U S A t t ri b u t e Co m po nent .   
R AD IU S  Rem o t e A u t h ent i c a t i o n D i a l-I n U ser Serv i c e i s a  w i d ely d eplo yed  pro t o c o l ena b li ng  

c ent ra li z ed  a u t h ent i c a t i o n,  a u t h o ri z a t i o n,  a nd  a c c o u nt i ng  f o r net w o rk  a c c ess.  
S C M  Sw i t c h po rt  Co nf i g u ra t i o n M a na g er 
S D M  Sec u ri t y D ev i c e M a na g er 
S PT Syst em  Po st u re To k en.  Th e resu lt  o f  a g g reg a t i ng  o ne o r m o re a ppli c a t i o n po st u re 

t o k ens i nt o  a  si ng le c o m pli a nc e resu lt  f o r a n end po i nt  d ev i c e.  Th i s i s t h e f i na l po st u re 
st a t e resu lt i ng  f ro m  t h e po st u re v a li d a t i o n o f  a n end po i nt .  

S PT,  S y s t em  Po s t u re 
To k en 

Th e resu lt  o f  a g g reg a t i ng  o ne o r m o re a ppli c a t i o n po st u re t o k ens i nt o  a  si ng le po st u re 
v a li d a t i o n resu lt  f o r a n H o st .  

To k en:  C heck -u p  H o st  i s w i t h i n po li c y b u t  a n u pd a t e i s a v a i la b le.  U sed  t o  pro a c t i v ely rem ed i a t e a  h o st  t o  
t h e H ea lt h y st a t e.   

To k en:  H ealt hy  H o st  i s c o m pli a nt ;  no  rest ri c t i o ns o n net w o rk  a c c ess.   
To k en:  Inf ect ed  H o st  i s a n a c t i v e t h rea t  t o  o t h er h o st s;  net w o rk  a c c ess sh o u ld  b e sev erely rest ri c t ed  o r 

t o t a lly d eni ed  a ll net w o rk  a c c ess.   
To k en:  Q u arant ine H o st  i s o u t  o f  c o m pli a nc e;  rest ri c t  net w o rk  a c c ess t o  a  q u a ra nt i ne net w o rk  f o r 

rem ed i a t i o n.  Th e h o st  i s no t  a n a c t i v e t h rea t  b u t  i s v u lnera b le t o  a  k no w n a t t a c k  o r 
i nf ec t i o n  

To k en:  Trans it io n H o st  po st u ri ng  i s i n pro c ess;  g i v e i nt eri m  a c c ess pend i ng  f u ll po st u re v a li d a t i o n.  
A ppli c a b le d u ri ng  h o st  b o o t  w h en a ll serv i c es m a y no t  b e ru nni ng  o r a u d i t  resu lt s a re 
no t  yet  a v a i la b le.   

To k en:  U nk no wn H o st  po st u re c a nno t  b e d et erm i ned .  Q u a ra nt i ne t h e h o st  a nd  a u d i t  o r rem ed i a t e u nt i l a  
d ef i ni t i v e po st u re c a n b e d et erm i ned .  M a y a lso   

U s er Au t hent icat io n M et h o d  i n w h i c h  u ser i nf o rm a t i o n i s v eri f i ed  o v er 802. 1X  a t  t h e t i m e o f  lo g i n.  U ser 
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Term  D ef init io n 
A u t h ent i c a t i o n c a n b e perf o rm ed  t h ro u g h  ei t h er t h e u sers a c t i v e d i rec t o ry ( d o m a i n) 
c red ent i a ls o r t h ro u g h  c red ent i a ls pro v i d ed  w i t h  a  c li ent -si d e c ert i f i c a t e.  

V S A,  V end o r S p ecif ic 
At t rib u t e 

M o st  v end o rs u se t h e V SA  t o  su ppo rt  v a lu e-a d d  f ea t u res.   

 

 

 

 


