Cisco SYSTEMS

Technical Overview

NAC Framework Configuration Guide

All contents are Copyright © 1992-2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 1 of 118



TABLE OF CONTENTS

NAC L2 802.1x
NAC Reference Network
Cisco Secure Access Control Server COmMMON CONFIGUIBEION. .........cuiiruiiiieirieeerieie sttt sttt se et s ek e s sb e sb e st s b e st ne et e s eb et et et s b st e ebe s ene s 10
Vendor Attribute-Value Pairs.........c.ccoooveneneneieencneneens
Task 1: Import Partner AVPS.......cccocviinnencee

Network Configuration ...........cocceeeeeereeieneneneseeese e
Task 2: Network Device Group (Optional)
Task 3: AAA Client Configuration ..........ccccceeeeeercrennens
TaSK 4: AAA SEIVEN CONFIGUILION. ...c.veuieetiiitiieteertet ettt etttk e bt b et b st e st b bt e b et s E e s e e e e s e b e b e neeb e e eh e R e eb e st e b e bt ne e b et e b et e b et s b e st ne e b e e nr s

INEEITACE CONFIGUIBLION ...ttt ettt b et b e et ae e bt sbe s b e se e e e e e s e e Reeh e e ReeE e e e e e m e e ReeR e eR e eEeeE e E e e e At eR e eReeEeebenE e e emeeaeebeebesbeneenseneeneenenbeas
Task 5: Configure RADIUS Attributes...........ccccoevvenene

System Configuration...........coerereeeerereneniere e
Task 6: ACS Certificate SEtUP .....ccooveveverererereereeiee
Task 7: Global Authentication Setup.........ccceeeeereriennnne
Task 8: Configuring Attributes for Logging

F o Laal I 1= 1o g @] o1 o PSSR TPR PR RRTRRTTN
Task 9: Add Remote Administrator Access

Shared Profile Components...........ccccooevererereneeiereseseeseenes
Task 10: Configure Downloadable IP ACLs..................
Task 11: RADIUS Authorization Components

Group and USer SELUD ....c.coveereeirieireeeeiseee s
Task 12: Group Setup ....
TBSK 131 USEE SEEUD ..ttt ettt ettt b et bkt e bt e b e e b E e e 8 e s £ £ e R e e b e £ e Eea e A E o8 £ e E e b A8 e E e e e b e e e E e A e eE e R e e e b e e e b et e b et b e n e e e bt e b e e e ns

L0 (U T =1 o OSSPSR
Task 14: Interna Posture Validation Setup

Network ACCess Profiles........cccovoveineenneieneenecneees

NAC L2 IP Configuration on |OS Switch

Test Network CONNECLIVILY........coveerererienienieeeesesie e

Configure the |OS Switch for NAC L2 IP ...
Task 1: Configure Authentication Authorization and Accounting
Task 2: CONfigUIE tNE RADIUS SEIVEN .......cuiiieiiiieiiteitst ettt b et b ettt b bt e bt e b e e b e st s 8 e b e e e eh e s e e b e e e b e R e e b e R e e b e bt e e e bt e e b et e b e st en e s e e b e e e b e e nrens
Task 3: Enable IP Device Tracking and DHCP Snooping.....

Task 4: Configure an Interface ACL ......ccovvevrvinevicnncee

Task 5: Configure a Cisco NAC Global Palicy...............

Task 6: Configure the Cisco NAC Interface.........cc..o.....

Task 7: Set EAPOUDP Timers......ccocoevneeneeneenesreens

Task 8: ENADIE EAPOUDP LOGUING. ...t etteetetrtestrteutriettrsesestssesessestssesessesessssesessestssesessesesseseseasentsseseasesessaseseabentsaese et eseas et e e ebentnbeseabenensebe s eneneneens

Task 9: Enable the HTTP Server 0N the SWITCN........oviieece et n e nr s
Cisco Trust Agent (CTA) Installation and Configuration.....

Task 2: INStall CTA 2.0u..cicieieiierieeeee s
Task 3: (Optional) Manual install Of ro0t CErtifiCAE TOr CTA ...t ettt b e e b e se et e e s b e besbesbe st e e e e eseenesbesaen
Network Access Profile Configuration for NAC L2 IP
Task 1: Create the NAC L2 IP Profile from the Template. ...
Task 2: AULhENtiCATION CONFIGUIBLTION. ........ciiiiiirieeiie ettt bt e e bt b e b st e b e b eb e b e st s e bt e e b e e nb et b e st ne et e s e b et neens
Task 3: Posture ComMPlianCe CONFIGUIELION .........ciuiiiieieieieeee ettt ettt ae st e e e e et e heeaeseesbese e e e e e st eaeebeebese e b e e emeeneebeabesbeabesbeeeneeseeneabesbens
Task 4: AUthOIZatiON .....c.oeeveireeeieeecereee e
Task 5: Test the NAC L2 IP Configuration

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 2 of 118



Task 6: TroUDIESNOOLING NAC L2 IP ...ttt bbbt b b2k h et e b b€ e b et R R s b e bbbt ne b et b e b ne e b e e b e bt et e e anen
L0 (I = [ <o (oo OSSPSR
Task 1: Configure URL Redirection on the Switch ....
Automated Browser Launch..........cccoceviieninencinincsese e
Task 1: Enter the Desired URL in the Notification String........
Task 2: View the Automated Browser Launch on the Client....
NAC AQENtIESS HOSES.......cuvveiireeieieieesiee e
Task 1: Static NAH CONFIQUIBLION TN TOS ...ttt ae st b e e e e e e e aeeaeebe e bt sE e s e e e R e es e ebeeReeE e b e aE e e eneebeabenbeabeneeseneeneaneeee
Task 2: CantraliZE0 NAH WITh ACS.... ..ottt st b bt ekt h e s £ e e h b e Rt A ek e e e b e e eE e s e e b e bt ne b e s e b et et et b e st ne et e e ebe s
Task 3: Dynamic NAH with an Audit Server
NAC L2 802.1X ..ttt
NAC L2 802.1x for 0S Switches,
NAC L2 802.1x Deployment Method Overview
NAC L2 802.1x Credential OVerview...........cceceeeeeererernenns
Configure the |OS SWItCh fOI INAC L2 802.1X .....ccueuerieuireetireeieisteessestseesessese et sesesees s s et e e sse st sees e s ese e ebes e e b e st nae st e b eb e e ek et e b e st neesenbebene et e e e b e e nnns
TASK 11 VLANS FOr INAC L2 802.1X ....tueeetteueaisesesiesesesttsesessesesesesesssssseseses st e ssssebebes st s e s e b s es st ese s e b b e b ea £ e a0 b e b e b e bt st e e e e e bbb et e e bbb bt nn s
Task 2: Configure AAA on NAD for NAC L2 802.1x ...
Task 3: Enable 802.1x on the Switch...........ccccecvinennns
Task 4: Configure 802.1x on the Interface..........ccceeveuennene
Network Access Profile Configuration for NAC L2 802.1x ..............
Task 1: Createthe NAC L2 802.1x Profile from the Template.....
I S S AT 1107 11 o] o OSSPSR
TASK 31 POSIUIE VBTUBHON. ...ttt bbbt b st e bbbt E b et e E e s e R s A8 e b e e b e e e b e R e e e e s e b bt e e b e e e b et e b e st b e bt ne e b e e nn s
Task 4: Authorization
L0 N 0TS = = o o PP S RS SRT
Task 1: Client CertifiCale fOr CTA TNSLAIL ...ttt b ettt ae e a e e b e s b e e e e et e aeeb e ebesbe e e e s e e e neeseebeebeebesbenee e eneeneeeeee
Task 2: INStall CTA 2.0
Task 3: (Optional) Manual install of root certificate for CTA ......
(8 N Oo g1 110U = o] H TSSOSO PSR UUS PP
Verify NAC L2 802.1X FUNCLIONEBIILY .....veueeueeuirieeieitesiee ettt sttt be st e et e b bt sae s be s e e e e e e s e eheeae e b e b e e e e e R e eR e e bt e b e e A e e e ms e Rt eaeebenbe s b e b e s eneenenaeee
Configuring Supplicant Single Sign-On...
(Og NS T oo [ Tor= o1 @Xe g1 [N 1o o BN USRS
Considerations for HOSES WithOUL SUPPIICANTS ........c.eiveiiiitiiieisteise ettt bbbt e bt e bt b et s b e bbbt e et e e b e e r e nn e
Guest VLANSTOr NON-802.1X HOSES. .....cueiueieieeieriesie sttt st s
Guidelines for 802.1x Authentication with the Guest VLANSs on Windows XP Hosts
Task 1: Enable Guest VLAN Support on the Interface
NAC L2 IP CatOS Switch Configuration...........c.cceeeevrieenennes
Task 1: Configure NAC L2 IP............
Task 2: Configure NAC L2 802.1x
Catalyst 6500 Guest VLAN Configuration EXBMPIE. ... ..ottt ettt s eeae b b e s ae b e e et e aeebeebesbesbenee e e e esesaeseas
Configuring MAC-Authentication-Bypass on the 6500
Task 1: Catalyst 6500 Configuration ...........ccccceeeverenenns
Task 2: ACS Configuration for MAC-Auth-Bypass
Task 3: MONITONNG ..c.coverviieeeieere e
Microsoft Active Directory Integration
IMHICTOSOFt ACHIVE DITECLOIY .. .etieeeeeeieeteeieete sttt ae sttt e s e et et e i e e aesbesbese e e e e e s e ea e eEeehesE e e e e e R e e R e eheebeeE e e e s e meemeeEeeR e eE e e b e eEeneemeeReeaeebeebeseenee e eneenenbeabens
Configuring User and Maching AULNENTICAION. ..ottt e bt et b et a bt s bt e bt b et s e e bbb e s e et e e b et nr e s
User and Machine Authentication Overview ..................
Task 1: Configure ACSto AD Communication..............
TroubleshootiNg NAC ..o
Cisco Trust Agent and CTA Supplicant LOgging.........coceeeeveverneens
NAD Logging, Show Commands, Session Control, and Debug.....
NAD SHOW COMMENUS......ccuiitiitiiteietieesesesestesteeeseetessestessesesseseasesseasessessassaseassaseasessessessessessasessessensassassesseseaseasessessessenseseessasensessensensesensensensens
IOS NAD ClEar COMMANGS. ....c.eeeeueeueeteetestesteseeeeeeteasestestesseseeseeseasesseaseseeeeaeaseaaeaseaaeseessensaseeasaeeeseseebe s ensemeebeeaeeEeebeaeenee e eseeaesbeebeseesenseseenenbesbens
NAD Debug Commands..............
CatOS NAD Show Commands....
Troubleshooting FIOW .........ccocireirnereeeecee e
Troubleshooting and Interpreting the Logs and Reports
INO ATLEMPES PrODIEMS ...ttt bbbt e b e bbb e R e b e s e b e bR b e st A e b £ E e b e e e bt e e b et nb e b et e b et et e e b et ne b s e

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 3 of 118



Fall €0 ATEEMPES PIODIEMS. ...tttk e b ek b e s s e b e b e b€ £ e b e e b e R £ A E e b e 8 e b€ e b e e e R e e nE e bt b eb e ne b e e e b et ne et enenenn et
Passed AUTNENTICALIONS PIODIEMS ......couiiiieiiecere et e Rt E e R e s e R e e R e R e e e R et ne bt r e Rt seeE e e r et ne e nene e nren
APPENAIXES.....ceveeiierieirieienieereeieesee s
Appendix #1: Reference Documents
Appendix #2: NAC Attribute Reference.........c.cccvvveee.
Attribute Namespace............ccoereeeeeeriencnese e
Attribute Data Types

ATTIDULE REFEIEINCE. ...t r et e R e e R e e e R e e R e R e e e R e R e e e R e e e e R ne R et e R e st ne Rt s e Rt neer et e r e st nn s e nnere s

Appendix #3: RADIUS Attributes for NAC

Appendix #4: ACS Digital Certificate Enrollment with Microsoft Windows 2000 Server Certificate AUtNOIILY ........ccooeiiierenirincnenc e 98
Obtain the Certificate AULNOFtY PUDIIC COItifiCaIE.........cciiiiiieieieiee et b e e seebe st e ste b e ee e e seeseebesteabessenseneeneanis 98
Request aDigital CartifiCale fOr ACS..... ..ottt b et et a e e bt sbeste s b e s£ e e e st eheeResE e beeEem e e Rt eaeeReeEeebesEe s e b eneebeebeebeseenbeneeneenenneas 99

Appendix #5: Configuring 802.1X WIth NAC L2 IP ..ottt ettt b bt ekt b et e bbbt et s bt e ene e 100
B02.1X WIth NAC L2 IP OVEIVIEIW.......vveeitaiiree ettt ettt s ettt s b b s et e e e b b s e840 bbb s e e e bbb e R e e b bbbttt e e e bbb b et e s e bbb 100
TESK L1 ACS CONFIGUIGLION. ...ttt sttt sttt b et s e eb ekt b st s e e s b e bt e e b et e b e s £ eEeh e E e b e b e e e R e R e e e e bt s eb e e e b et b e st ne e bt e b e bt e e b et b e st nrene e 100
Task 2: Configure 802.1x With NAC L2 1P 0N the NAD INEEITACE.........ciieeeeee ettt st 101

Appendix #6: Policy-Based ACL configuration...........cccoceeereeennereneenns

Appendix #7: Microsoft Supplicant Configuration

APPENIX #8: ACIONYMS BNA TEIMIS. ... cctiiiteerteiertet ittt sttt ettt sesb et st es e s s e bt s e eb e e e b e e ebeae s b e st eeeb e e eh e e e b e s e e b e bt A e e b e s eb e e e b ene e b e st e e e bt e b eb e e eb et s be st neene e

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 4 of 118



NAC CONFIGURATION GUIDE

Introduction

The purpose of this guide is to provide configuration assistance and guidance for each of the components of the Network Admission Control
Framework. This document describes the configuration of Cisco Secure ACS for NAC, the installation guidelines for the Cisco Trust Agent (CTA)
on Microsoft Windows platforms, and the configuration procedures for Cisco 10S and CatOS software-based switches acting as network access
devices (NADs). For additional considerations and information on the design and deployment of NAC, see the NAC Deployment Guide.

Target Audience

This document isintended for security engineers, network engineers, engineering managers, and network operations staff who need to configure and
to deploy Cisco Network Admission Control Framework. This document assumes you are familiar with Microsoft Windows operating systems and
client machines and with the configuration and operation of Cisco Secure Cisco Secure ACS. It also assumes you know how to configure Cisco |0OS
and CatOS devices and are familiar with certificate authorities and the trust models provided by digital certificates.

NAC Architecture and Overview
NAC assesses the state, or posture, of a host to prevent unauthorized or vulnerable endpoints from accessing the network. Enforcement is performed

through an authorization policy that is centrally defined on asingle ACS server or delegated to multiple NAC posture validation servers. Typical
endpoints are desktop computers, laptops, and servers, but can include IP phones, network printers, and other specialized network-attached devices.

Figure 1. NAC Framework Deployment Scenarios

LAN

WAN

Remote

The Cisco NAC posture validation process includes these major architectural components.
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Subject:

Host—Machine accessing the network on which NAC is enforced

Posture Plugin (PP)—A Cisco or third-party DLL that resides on a host and provides posture credential s to a posture agent residing on the same
device.

Posture Agent (PA)—Host agent software that serves as a broker on the host for aggregating credentials from potentially multiple posture plugins
and communicating with the network. The Cisco Trust Agent (CTA) is Cisco’s implementation of the posture agent.

Remediation Client—A component of a remediation management solution that operates in conjunction with aremediation server to update
specific client software, such as operating system patches.

Enfor cement:

Network Access Device (NAD)— Network devices acting as a NAC enforcement point. These can include Cisco access routers (800-7200), VPN
Gateways (VPN3000 series), Catalyst Layer 2 and Layer 3 switches, and wirel ess access points.

Decision and Remediation:

.

AAA Server (authentication, authorization and accounting Server)—The central policy server that aggregates one or more authentications,
authorizations or both into a single-system authorization decision and maps this decision to a network access profile for enforcement by the NAD.
Cisco Secure Access Control Server (ACS) is Cisco's AAA server product that supports NAC

Directory Server—A centralized directory server for performing user or machine authentication or both. Possible directory servicesinclude
Lightweight Directory Access Protocol (LDAP), Microsoft Active Directory (AD), Novell Directory Services (NDS), and one-time token
password servers (OTP).

Posture Validation Server (PVS)—A posture validation server from one or more third parties acts as an application-specific policy decision point
in NAC for authorizing a set of posture credentials from one or more posture plugins against a set of policy rules. Examples include antivirus
servers or security application servers.

Remediation Server—A management solution used to bring non compliant hosts into compliance. This could be a specialized patch management
application or as simple as aweb site for distributing software. Audit Server: A server or software that performs vulnerability assessment (VA)
technologies against a host to determine the level of compliance or risk of the host prior to network admission.

Figure 2 displays the primary components of the NAC architecture. The communication flows used during the challenge, authorization, and

compliance enforcement are also shown.
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Figure 2. NAC Architecture Overview
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Refer to the numbersin Figure 2 above for each step described in the NAC authorization process.

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.
Step 8.

Step 9.

Posture validation occurs when a NAC-enabled network access device detects a host attempting to connect or use its network resources.

Upon detection of a new endpoint, the NAD sets up a communication path between the AAA server (ACS) and the posture agent. After the
communication path has been established, the AAA server requests the endpoint for posture credentials from one or more posture plugins.

The host responds to the request with its posture credentials from available posture plugins from NAC-compatibl e software components on
the host.

The AAA server either validates the posture information locally, or it can in turn delegate parts of the decision to external posture
validation servers.

The AAA server aggregates theindividual posture results, or posture tokens, from al of the delegate serversto determine the overall
compliance of the host, or system posture token.

The identity authentication and system posture token are then mapped to a network authorization in the network access profile, which
consists of RADIUS attributes for timers, VLAN assignments, or downloadabl e access control lists (ACLS).

These RADIUS attributes are sent to the NAD for enforcement on the host.

The CTA on the host is then sent its posture status for notifying the respective plugins of their individual application posture as well asthe
entire system posture.

A message can be optionally sent to the end-user using the CTA’s notification dialog so they know the host’ s current state on the network.

© 2006 Cisco Systems, Inc. All rights reserved.
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NAC ASSESSMENT METHODS

In NAC Framework, three types of assessment methods are available to verify host and device policy compliance. Theseare NAC L2 IP, NAC L3 IP,
and NAC L2 802.1X. Both NAC L2 IP and NAC L3 IP use Extensible Authentication Protocol over UDP (EAPoUDP) as a transport mechanism.
NAC L2 802.1X uses |[EEE 802.1X as a transport mechanism with the addition of anew EAP method called EAP-FAST (Flexible Authentication via
Secure Tunneling). The enforcement point for each of these methods is the network access device as shown in Figure 2. This document discusses the
configuration of NAC L2 IP and NAC L2 802.1x. For information on configuring NAC L3 IP see the NAC Implementation Guide.

NAC L2 IP
NACL2IPissimilar to NAC L3 IPinthat it uses EAP over UDP (EoU) to transport the posture assessment of a host. However, one primary
differenceisthat NAC L2 IP isimplemented at layer 3 on alayer 2 switchport.

Thereis aso no concept of an intercept ACL for NAC L2 IP. With NAC L2 IP, the posture assessment of a host is triggered on the NAD when it
receives one of the following from the host:

e DHCP requests
* ARP requests

When the NAD initially receives either a DHCP or ARP request from a host the NAD sends an EoU request to the host to initiate the posture
validation process. If the processis triggered based on an incoming DHCP request from the client, it will occur at a somewhat earlier point than the
ARP-based trigger.

NAC L2 802.1x
NAC L2 802.1x leverages 802.1x to provide identity information for user and host authentication with the addition the EAP-FAST protocol to also
transport posture information for the host. NAC L2 802.1x triggers the assessment of a host via 802.1x on alayer 2 switchport.

NAC L2 802.1x requires a supplicant that supports EAP-FAST for the EAP method to carry identity and posture information in the TLS tunnel. The
CTA embedded supplicant supports EAP-FAST and supports EAP-GTC, EAP-MSCHAPv2, and EAP-TLS for client side authentication.

The tables below provide comparison information for each of these methods.

Table 1. NAC Assessment Method Comparison
Assessment Method Pros Cons
Unified Layer 2 Identity * Unified identity and posture with NAC L2 802.1x * Not supported with NAC L2 IP and NAC L3
and Posture P

¢ L2 enforcement

« IBNS-compatible * Retail supplicant license for wireless support

* No audit support (Future)

IEEE Legacy 802.1x and Posture ¢ IBNS-compatible ¢ Disjointed Authorization (posture after VLAN
« Posture assignment)
« Audit support * Multiple clients or management complexity

|IEEE Legacy 802.1x

Posture Only (Layer 3) .

IBNS-compatible

NAC L2 IP and NAC-L3-IP
NAH Audit support (L3-IP in Future)

© 2006 Cisco Systems, Inc. All rights reserved.
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Assessment Method Pros Cons

¢ Supplicant optional

Table 2. NAC Assessment Method Enforcement Features and Trade-Offs.

Feature NAC L2 802.1x NAC L2 IP NAC L3 IP
Trigger Mechanism Data Link Up DHCP or ARP Forwarded Packet
Machine Identity N -

User Identity N

Posture N N V

VLAN Assignment N

URL-Redirection

Downloadable ACLs 6500-only N v
(Policy-Based ACLs)

Posture Status Queries N N

802.1x Posture Change

NAC Reference Network

The following network diagram is used as a reference point for the upcoming |OS switch configuration related sections. The host, Clientl, is
connected to the |OS switch through Gigabit Ethernet 1/1. This host serves as client for both the NAC L2 |P and NAC L2 802.1x sections of the
guide for 10S switches. For the purposes of this document, all servers, including Cisco Secure ACS, Microsoft AD, Antivirus, Remediation, and
Audit, reside on VLAN 200.

© 2006 Cisco Systems, Inc. All rights reserved.
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Figure 3. Reference Network for IOS Switch Configuration Section.
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The reference network shown in Figure 4 is used in the CatOS switch-related configuration sections.

Client2 is connected to the CatOS switch via port 2/1. This host will serve as client for both the NAC L2 IP and NAC L2 802.1x sections of the
guide for CatOS switches. The third host, MABClient, is connected to the CatOS switch viaport 2/3. This client is only used for the MAC
Authentication Bypass section of the document. For the purposes of this document all serversincluding Cisco Secure ACS, Microsoft AD, Antivirus,
Remediation, and Audit, reside on VLAN 200.
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Figure 4. Reference Network for CatOS Switch Configuration Section
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In NAC framework, @l policy related information is configured in Cisco ACS. The following section will cover the base ACS configuration for
NAC. Additional specific policy information will be discussed in each assessment method configuration section.

CISCO SECURE ACCESS CONTROL SERVER COMMON CONFIGURATION
The following assumes that Cisco Secure Access Control Server (ACS) has been preinstalled and that no NAC configuration has been performed.
This section walks you through the basic configuration of ACS 4.0 for all NAC deployment scenarios.

Note: ACSv4.0or later softwareisrequired for NAC L2 IP and NAC L2 802.1X deployments. This deployment guide assumes the use of the
ACS v4.0 Software for Windows and does not cover steps specific to the ACS Solution Engine.

Vendor Attribute-Value Pairs

NAC introduces the ability to authorize network hosts not only based upon user and machine identity or both but also upon a host’s posture
compliance. The posture compliance process compares the credentials from the host with those defined in a profile policy. The credentials being
requested are created from attribute-value pairs (AV Ps) defined by Cisco and other vendors who are NAC partners. Because the range of NAC
attributes extends across many vendors and applications, ACS does not include any non-Cisco attributes by default. Therefore, you must import a
NAC attribute definition file (ADF) from each vendor application that you want to validate in your NAC compliance policies.

Task 1: Import Partner AVPs
To import aNAC attribute definition file, follow these steps below. It is assumed that you have aready obtained the ADF from the desired Cisco
partner and have copied it to the ACS server. Additional information isin the Cisco Secure ACS 4.0 user guide.

© 2006 Cisco Systems, Inc. All rights reserved.
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Step 1. Locate the ADF (.adf) file that has been copied to the ACS server.

Step 2. Place the ADF filesinto the same directory asthe ACS utility CSUtil.exe (RACS | nstal | Di r>\ bi n\) or adirectory accessible by
CSUtile.exe.

Step 3. On the host running Cisco Secure ACS, open an MS DOS command prompt, and change directories to the directory containing CSUtil .exe.
Step 4. Addthe AVPsto ACSusing thecommand: CSUt i | . exe -addAVP fi |l enane. adf
Step 5. After successfully adding each AV P you must restart the following ACS services:

¢ CSAdmin
e CSLog
¢ CSAuth

Note: You can access servicesthrough Start M enu->Programs->Administrative Tools->Services.

Network Configuration

Task 2: Network Device Group (Optional)
If you want to group your Network Access Devices (NADs) into Network Device Groups (NDGs) for location or service-based filtering, you must
first enable the use of Network Device Groups. Peform the following:

Step 1. Select Interface Configuration from the main ACS menu

Step 2. Select Advanced Options, and then click the box at the bottom of the page to enable Network Device Groups. Otherwise, you might
leave them unassigned.

Step 3. Select Network Configuration from the main ACS menu, select the Add Entry, and provide the Network Device Group Name and Key.

Network Device Group Name Key

Switches cisco123

Task 3: AAA Client Configuration
From the Network Configuration screen, select the hyperlink under Network Device Group. If you did not previously assign a name, you will see
Not Assigned. Thislink will take you to the AAA Client screen.

Step 1. Configure the AAA Clients by selecting the Add Entry button. You can define all NADs as asingle AAA client by using |P address
wildcards.

Step 2. Click on submit and apply to save the changes.

(Not Assigned) AAA Clients
AAA Client Hosthame AAA Client IP Address Key Network Device Group Authenticate Using
Any FEHEE cisco123 (Not Assigned) RADIUS (Cisco I0S/PIX6.0)

Note: AAA client definitions with wildcards CANNOT overlap with other AAA client definitions, regardless of authentication types.

Task 4: AAA Server Configuration
Note: Your AAA Server isautomatically populated during the installation of ACS, using the hostname assigned to the host operating system.
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The AAA Server information is populated with the hostname and | P address of the machin that ACS isinstalled on. For example, notice that the
Server Name w2ks and that the I P address 10.0.200.20 are already configured as shown in Step 1 below.

Step 1. Configure the Key as shown below for the AAA server by selecting the AAA Server Name hyperlink w2ks.

(Not Assigned) AAA Servers
AAA Server Name AAA Server IP Address AAA Server Type Key Network Device Group
w2ks 10.0.200.20 Cisco Secure ACS cisco123 (Not Assigned)

Note: You can optionaly assign the ACS server to a previously configured Network Device Group.

Interface Configuration
The items configured in the I nterface Configur ation section, such as RADIUS attributes, must be enabled here to be inherited and available in other
portions of the ACS configuration.

Task 5: Configure RADIUS Attributes
Select the Interface configuration button from the main menu, select RADIUS (IETF), make the noted selections. Select RADIUS Cisco
10S/P1X6.0 and make the proper selections.

Step 1. Select the required RADIUS attributes. Only the attributes checked below are necessary for NAC. All other attributes should be unchecked
to savetimein later configuration steps.

RADIUS (IETF) [027] Session-Timeout
[029] Termination-Action
[064] Tunnel-Type
[065] Tunnel-Medium-Type
[081] Tunnel-Private-Group-ID

RADIUS (Cisco I0S/PIX6.0) [026/009/001] cisco-av-pair

Note: Attributes 64, 65, and 81 are only necessary for VLAN assignments.

Step 2. Enable these options under the I nterface Configuration menu > Advanced Options.

Advanced Options: Group-Level Shared Network Access Restrictions
Group-Level Network Access Restrictions
Group-Level Downloadable ACLs
Network Access Filtering
Distributed System Settings
Cisco Secure ACS Database Replication

Network Device Groups

Note: Check Group Downloadable ACLs box here, or downloadable ACLswill not work with NAC L2 IP.

System Configuration
To access the ACS Certificate Setup menu, select System Configuration from the main menu, and select the ACS Cetificate Setup link.
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Task 6: ACS Certificate Setup
ACS should be configured with a digital certificate for establishing client trust when challenging the client for its credentials.

Note: We highly recommend that you use a production PKI and certificates signed by the production CA or an RA for the most scalable NAC
deployments. We have significantly compressed and abbreviated this part of a NAC implementation. Y ou will need to use an existing PKI (internal
or outsourced) to securely identify the ACS infrastructure to endpoint devices (for example CTA). For information on obtaining a certificate from a
certificate authority see Appendix 4.

Note: If your deployment is going to use NAC L2 802.1x and integrate with Microsoft Active Directory you must consider which authentication
mechanism, if any, that your deployment requires for machine and user authentication.

The example below is shown using pregenerated digital certificates. In the example, thefilesareonthe ACSserverinc: \ fil es\ cert s\
Step 1. Select the ACS Certificate Authority Setup link. Specify the location of the CA certificate, and click Submit.

ACS Certificate Authority Setup
Add new CA certificate to local certificate storage

Certificate file: C:\files\certs\ca.nac.cisco.com.cer

Step 2. Restart ACS after adding the new CA certificate. Go to System Configuration, Service Control, and select Restart.

Step 3. After installing the CA certificate, you should add it to the Certificate Trust List (CTL) as atrusted authority. To do this, select the Edit
Certificate Trust List, link from the ACS Certificate Setup screen, and locate the name of your CA in thelist. Check the box next to it,
and click Submit to save the changes.

Edit the Certificate Trust List (CTL)

ca

Step 4. Changing the CTL will require an ACSrestart so you go to System Configuration > Service Control and click on the Restart button.
Step 5. Select the Ingtall Certificate link. Specify the location of the ACS certificate, and click Submit.

Install New Certificate

Read certificate from file
Certificate file: C:\files\certs\ACS-1.nac.cisco.com.cer
Private key file: C:\files\certs\ACS-1.PrivateKey.txt

Private key password: cisco123

Step 6. After asuccessful installation of the ACS certificate, you must restart ACS. To do this, select System Configuration from the main menu,
select Service Control, and click on the Restart. This completes the ACS certificate install ation process.

Task 7: Global Authentication Setup
ACS supports many different protocols for securely transferring credentials from the host to the ACS for authentication and authorization. Y ou must
tell ACS which protocols are allowed and what the default settings will be for each protocol.

Note: Unlessyou have alimited deployment environment or specific security concerns, we highly recommend that you enable all protocols
globally. You will have an opportunity to limit the actual protocol options later when you create the Network Access Profiles for NAC. But if they
are not enabled here, they will not be available in the Network Access Profiles.
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Step 1. Select System Configuration from the main menu, and pick Globa Authentication Setup.

Step 2. Select these global authentication parameters to make them available in the Network Access Profile authentication configuration.

EAP Configuration

PEAP

Allow EAP-MSCHAPVv2

Allow EAP-GTC

Allow Posture Validation

Cisco client initial message: <empty>

PEAP session timeout (minutes): 120

Enable Fast Reconnect: Yes
EAP-FAST

EAP-FAST Configuration (see below)
EAP-TLS

Allow EAP-TLS

Select one or more of the following options:
Certificate SAN comparison
Certificate CN comparison
Certificate Binary comparison
EAP-TLS Session Timout (minutes): 120
LEAP
Allow LEAP (For Aironet only)
EAP-MD5
Allow EAP-MD5

AP EAP request timeout (seconds): 20

MS-CHAP Configuration
Allow MS-CHAP Version 1 Authentication
Allow MS-CHAP Version 2 Authentication

Step 3. Click Submit + Restart to save these changes.
Step 4. Click EAP-FAST Configuration to enter the EAP-FAST screen.

EAP-FAST Settings
EAP-FAST
Allow EAP-FAST
Active master key TTL: 1 month
Retired master key TTL: 3 month

Tunnel PAC TTL: 1 week
Client Initial Message: <empty>
Authority ID Info: cisco
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EAP-FAST Settings
Allow anonymous in-band PAC provisioning
Allow authenticated in-band PAC provisioning
Accept client on authenticated provisioning
Require client certificate for provisioning
Allow Machine Authentication
Machine PAC TTL 1 week
Allow Stateless Session Resume
Authorization PAC TTL 1 hour
Allow inner methods
EAP-GTC
EAP-MSCHAPv2
EAP-TLS
Select one or more of the following EAP-TLS comparison methods:
Certificate SAN comparison
Certificate CN comparison
Certificate binary comparison
EAP-TLS session timeout (minutes): 120
EAP-FAST master server
Actual EAP-FAST server status: Master

Task 8: Configuring Attributes for Logging

Note: Tologany non-Cisco NAC attribute values from the hosts, first you need to import the attribute definitions must first be imported into
ACS and then select them for logging.

Step 1. To configure which log files are enabled and which event attributes are recorded within them, select the System Configuration option
from the main menu, and select L ogging.

The recommended |og files and their logged attributes for NAC are shown. Y our actual list of logged attributes will probably be longer, depending
upon which NAC vendor attributes are of interest in your deployment.

CSV Failed Attempts CSV Passed Authentications CSV RADIUS Accounting
Log to CSV Failed Attempts Log to CSV Passed Auths Log to RADIUS Accounting

Logged Attributes Logged Attributes Logged Attributes

Message-Type Message-Type User-Name

User-Name User-Name Group-Name

Caller-ID Caller-ID Calling-Station-Id

Authen-Failure-Code NAS-Port Acct-Status-Type

NAS-Port NAS-IP-Address Acct-Session-Id

NAS-IP-Address AAA Server Acct-Session-Time

AAA Server Filter Information Acct-Input-Octets
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CSV Failed Attempts

Log to CSV Failed Attempts
Network Device Group
Access Device
PEAP/EAP-FAST-Clear-Name
Logged Remotely
EAP Type
EAP Type Name
Network Access Profile Name
Shared RAC
Downloadable ACL

System-Posture-Assessment

Application-Posture-Assessment

Reason

cisco-av-pair
Cisco:PA:PA-Name
Cisco:PA:PA-Version
Cisco:PA:0OS-Type
Cisco:PA:OS-Version
Cisco:Host:ServicePacks
Cisco:Host:Hotfixes

Cisco:Host:Package

CSV Passed Authentications
Log to CSV Passed Auths

Network Device Group

Access Device

PEAP/EAP-FAST-Clear-Name

Logged Remotely

EAP Type

EAP Type Name

Network Access Profile Name

Outbound Class

Shared RAC

Downloadable ACL

System-Posture-Assessment

Application-Posture-Assessment

Reason
Cisco:PA:PA-Name
Cisco:PA:PA-Version
Cisco:PA:0OS-Type
Cisco:PA:OS-Version
Cisco:Host:ServicePacks
Cisco:Host:Hotfixes

Cisco:Host:Package

CSV RADIUS Accounting
Log to RADIUS Accounting

Acct-Output-Octets

Acct-Input-Packets

Acct-Output-Packets

Framed-IP-Address

NAS-Port

NAS-IP-Address

Class

Termination-Action

Called-Station-ld

Acct-Delay-Time

Acct-Authentic

Acct-Terminate-Cause

Event-Timestamp

NAS-Port-Type

Port-Limit

NAS-Port-Id

AAA Server

ExtDB Info

Network Access Profile Name

cisco-av-pair

Access Device

Logged Remotely

Administration Control

Task 9: Add Remote Administrator Access
To remotely administer your ACS through aweb browser, you must enable this feature by selecting the Administration Control button from the
main menu. By adding one or more accounts, you can log in to your ACS with HTTP.

Step 1. Click the Add Administrator button, and add this information in the Administration Control section.

Administrator Name: Administrator
Password: cisco123
Administrator Privilege: Grant All

Shared Profile Components
Shared Profile Components are configurations that can be reused across many different Network Access Profiles for filtering within ACS or for
network authorizations within RADIUS. Y ou will need to define them before configuring Network Access Profiles.
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Note: Network Access Profilesare new to ACS 4.0. You can create and map individual authentication, posture validation, and authorization
components, depending on the access method being used or the | P address of the NAD.

Task 10: Configure Downloadable IP ACLs

The first shared component to configure is Downloadable 1P access control lists (ACLS). These are used to enforce the network authorization of a
host by dynamically downloading layer three and layer four (L3/L4) access control entries (ACES) to arouter or VPN concentrator and prepend them
to the default interface ACL.

The following ACLs are examples. Actual ACL definitions for your organization should carefully researched and tested based on applications being
used, services such as Vol P, and security policies. Before being implemented.

Step 1. To configure the following ACLs, go to Shared Profile Componentsin the main menu, and select Downloadable IP ACLs. Click the
Add button to create each new posture ACL. Y ou then need to Add new ACEs (access control entry) with the respective ACL definition
(for example, healthy_acl) for your network. After you have finished entering all of the appropriate ACEs for the specific posture ACL,
click Submit to save the ACEsfor this ACL. Finally, click Submit again to save the posture ACL.

Step 2. You are now ready to create the second posture ACL (quarantine_acl) for your particular policy. This example shows the configuration
with |P addresses for our reference network architecture.

Name NAF ACL Definition
healthy_acl (AIl-AAA-Client) permt ip any any
quarantine_acl (AI-AAA-Client) remark Al | ow DHCP

pernmit udp any eq bootpc any eq bootps
remark Al |l ow EAPoUDP

pernit udp any any eq 21862

remark Al |l ow DNS

pernmit udp any any eq 53

remark Allow HTTP to Updat eServer
permt tcp any host 10.0.200.30 eq www
remark allow client access to qualys
permt ip any host 10.0.200. 106

Note: If you do not see the Downloadable IP ACL option, you need to enable Downloadable ACLsin the RADIUS Attributes section.

Task 11: RADIUS Authorization Components

RADIUS Authorization Components (RACs) are sets of RADIUS attributes that are applied to Network Access Devices during

network authorizations.

Step 1. To configure RACs, go to Shared Profile Componentsin the main menu and select RADIUS Authorization Components, click the

Add button for each new RAC. Each RAC can contain one or more vendor RADIUS attributes, including Cisco IOS/PIX 6.0, IETF,
and Ascend.

Note: The Session-Timeout values used for NAC deployments can have a significant impact on ACS performance. We strongly recommend that
you adjust it for the scale of your network and ACS transaction capacity.

Step 2. Create the RAC entries, attribute assignments, and values for NAC L2 |P:

Note: TheRAC below are divided to handle deployments with NAC L2 IP and NAC L2 802.1x. Y ou might choose to have different RACs for
different types of NAC services or even for different locations.
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RAC Name Vendor Assigned Attributes Value
L2_IP_Healthy_RAC Cisco cisco-av-pair (1) status-query-timeout=300
Cisco cisco-av-pair (1) sec:pg=Healthy_hosts
IETF Termination-Action (29) RADIUS-Request (1)
IETF Session-Timeout (27) 36000
L2_IP_Transition_RAC IETF Session-Timeout (27) 60
IETF Termination-Action (29) RADIUS-Request (1)
L2_IP_Quarantine_RAC Cisco cisco-av-pair (1) status-query-timeout=300
Cisco cisco-av-pair (1) url-redirect-acl=quarantine_url_redir_acl
Cisco cisco-av-pair (1) sec:pg=Quarantine_hosts
IETF Session-Timeout (27) 36000
IETF Termination-Action (29) RADIUS-Request (1)

Note: For detailed information on RADIUS attributes, see Appendix 2.

Note: The ACL specified by the url-redirect-acl attribute must be configured on the switch. It is case sensitive and must match exactly. (ACL
name shown: quar antine_url_redir_acl). If it does not match, the ACL will not function on the switch.

Note: Although the Cisco AVP for the url-redirect string can be entered in the RAC, we recommend you enter this URL value in the NAP >
posture validation > Specific Rule > System Posture Token Configuration > URL Redirect field.

Step 3. Create these RAC entries, attribute assignments, and values for NAC L2 802.1x:

RAC Name Vendor Assigned Attributes Value
L2_1x_Healthy_RAC IETF Session-Timeout (27) 3600

IETF Termination-Action (29) RADIUS-Request (1)

IETF Tunnel-Type (64) [T1] VLAN (13)

IETF Tunnel-Medium-Type (65) [T1] 802 (6)

IETF Tunnel-Private-Group-ID (81) [T1] healthy
L2_1x_Transition_RAC IETF Session-Timeout (27) 30

IETF Termination-Action (29) RADIUS-Request (1)
L2_1x_Quarantine_RAC IETF Session-Timeout (27) 3600

IETF Termination-Action (29) RADIUS-Request (1)

IETF Tunnel-Type (64) [T1] VLAN (13)

IETF Tunnel-Medium-Type (65) [T1] 802 (6)

IETF Tunnel-Private-Group-ID (81) [T1] quarantine

Table 3isonly for reference and lists all of the attributes that might be sent from ACS in a RADIUS-Accept response for NAC:
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Table 3. RADIUS Attributes.

NAC-  NAC-
L2- L2-IP
802.1x
v
v
N
N
v v
N
N
N
v
N
? ?
v

NAC- #
L3P
1
8
26
26
N 26
N 26
N 26
N 26
N 26
N 26
27
29
64
65
N 79
? 80
81

Attribute Name

User-Name
Framed-IP-Address
Vendor-Specific
Cisco (9,1)
CiscoSecure-Defined-ACL
Vendor-Specific
Cisco (9,1)

sec:pg
Vendor-Specific
Cisco (9,1)
url-redirect
Vendor-Specific
Cisco (9,1)

url-redirect-acl

Vendor-Specific, Cisco (9,1),

posture-token

Vendor-Specific
Cisco (9,1)
status-query-timeout
Vendor-Specific
Cisco (9,1)
host-session-id
Vendor-Specific
Microsoft = 311
Session-Timeout

Termination-Action

Tunnel-Type
Tunnel-Medium-Type
EAP Message

Message Authenticator

Tunnel-Private-Group-ID

Description

Copied from EAP ldentity Response in Access Request.
IP address of host.

ACL name.

Automatically sent by ACS.

Policy-based ACL assignment. Only applies to Catalyst 6000.

Sec:pg = <group-name>

Redirection URL.

url-redirect=<URL>

Apply the named ACL for the redirect URL; ACL must be defined locally on
the NAD. Only works on switches with 10S.

url-redirect-acl=<ACL-Name>

Posture token/state name.
Automatically sent by ACS.

Sets Status Query timer.

Session identifier used for auditing.

Automatically sent by ACS.

Key for Status Query: MS-MPPE-Recv-Key
Automatically sent by ACS.

Sets Revalidation Timer (in seconds).
Action on Session Timeout

(0) Default: Terminate session

(1) Radius-Request: Re-authenticate.

13 = VLAN.

6 =802.

EAP Request/Response Packet in Access Request and Access Challenge:
* EAP Success in Access Accept.

* EAP Failure in Access Reject.
HMAC-MD5 to ensure integrity of packet.
VLAN name.
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Group and User Setup

Task 12: Group Setup

The following provides an example of using local usernames and groups for authentication. This provides a means for testing user authentication
before integrating ACS with Microsoft AD. ACS and Microsoft AD integration for user and group authentication are covered further in another
section of this document.

Group and User Setup

Group Number Group Name Local ACS Users  Password
1: Group 1 Employees Administrator cisco
1: Group 1 Employees employee1 cisco
2: Group 2 Contractors contractor1 cisco
3: Group 3 Guest guest1 cisco
4: Group 4 Utilities Utilities1 cisco

Step 1. Click Group Setup in the main ACS menul.

Step 2. Click Rename. Y ou can rename the first three default groups to any name you choose. For the configuration example shown here you can
use the names as shown in the table above under Group Setup from the main menu. Y ou can a so rename another group to Utilities for use
with application-specific devices (ASDs).

Task 13: User Setup

Step 1. Click User Setup in the main ACS menu. In the User dialog box, enter the first username as shown: employeel, and select the
Add/Edit button.

Step 2. IntheUser: employeel (New User) screen under User Setup, enter cisco as the user’s password. In the Group to which the user is
assigned drop-down box assign the user to the Employees group. Scroll to the bottom, and click Submit.

Step 3. Repeat these steps for creating the remaining users. contractor 1, guestl, utilities.

Note: Theindividua RADIUS attributes are configured and applied in the Network Access Profile section and do not need to be configured for
each individual group.

Posture Validation

Posture Validation is a core component of the NAC configuration. In the Posture validation section, rules are created to validate host posture
compliance. Tokens are delivered to the NAD granting or denying network access as a result of this compliance. The resulting tokens could be
healthy, checkup, transition, quarantine, infected, and unknown.

ACS can perform posture validation in these ways:

¢ Localy within ACS
¢ Externaly by using the HCAP protocol to one or more posture validation servers (PVS)
« Externaly by using the GAME protocol to an audit server for NAC Agentless Host (NAH) support.

Note: You can perform both local and external posture validation at the same time. However, you cannot perform local and external posture
validation for the same NAC credentia types (vendor/application combinations). Example: Verifying Trend Micro information locally in ACS and
externally in the Trend Policy Server.
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Posture validation policies are configured in ACS under Postur e Validation in the main menu. These policies are later selected and applied to
network access profiles. The policies are defined separately so that you can mix and match or reuse them to provide differentiated access for multiple
network services across many locations.

Task 14: Internal Posture Validation Setup
Posture validation policies consist of rules, and these rules are built from a set of conditions. Each of these conditions can match areceived credential
from the client and result in a potential policy assessment.

Step 1. To create the policy requirements of the reference network locally on the ACS, the set of NAC posture validation policies should be
defined, according to the table below. To create these policies, select Posture Validation from the main menu and then select I nternal
Posture Validation Setup.

Step 2. Select Add Policy to create anew policy.
Step 3. Enter aname, and optionally a description, for your new Posture Validation Policy, and then click Submit.

Step 4. You now enter the specific Posture Validation Rules for your new policy. You build a set of Conditions for the given policy that match to a
specific posture assessment result. To create thisrule, click Add Rule.

Step 5. Click Add Condition Set to move to the screen where you define the conditions that comprise the posture validation rule.

Step 6. Using thistable as areference, add the appropriate Attributes, Operators, and Values for the needed condition, and click Submit. For
example, to set acondition for validating the CTA version on the client, choose the Cisco: PA: PA-Version credential from the Attribute
menu, change the Operator to >= and enter “2.0.0.30” into the Vauefield and click Enter. If you need to evaluate multiple credentials
together, continue to add those conditions into the rule.

Note: To evaluate these conditions together as a single rule, after selecting Submit, choose the modal option Match ‘OR’ inside Condition and
‘AND’ between Condition Sets, and click Submit again.

Step 7. Click Doneto return the original Posture Validation Rules screen.

Step 8. After any and all changes have been made in the Rules, click on Apply and Restart at the bottom of the page.

Policy Name # Condition Posture Assessment Notification
String

CTA 1 Cisco:PA:PA-Version >=2.0.0.30 Cisco:PA:Healthy
AND Cisco:PA:Machine-Posture-State >= 1
2 Default Cisco:PA:Quarantine

Windows 1 (Cisco:PA:0S-Type contains Windows XP Cisco:Host:Healthy

AND Cisco:Host:ServicePacks contains 2)
OR

(Cisco:PA:0S-Type contains Windows 2000
AND Cisco:Host:ServicePacks contains 4)

2 Default Cisco:Host:Quarantine

CSA 1 Cisco:HIP:CSAOperationalState = 1 Cisco:HIP:Healthy
AND Cisco:HIP:CSAVersion >=4.5.0.0
2 Default Cisco:HIP:Quarantine

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 22 of 118



Note: When defining theindividual rules, you can fill in the notification string on any rule. Filling in the notification string causes CTA to
attempt to launch the default web browser on the client device. For instance, you can automatically launch a browser for a quarantine assessment by
entering http://x.x.x.x/quarantine.html in the posture assessment notification string of arule.

Network Access Profiles
The configuration for individual Network Access Profilesis shown in the sections for each access method: NAC L2 IP, NAC L2 802.1x, and NAC
Agentless Host (NAH) sections.

NAC L2 IP CONFIGURATION ON IOS SWITCH
In this section you will configure the various components to enable the base functionality of NAC L2 IP on an |OS switch. Thisisthe basic order of
operations for this section:

1. Test network connectivity (between the NAD and ACS server).
Configure the |OS switch for NAC L2 IP.

Install and configure the Cisco Trust Agent on the client.
Configure ACS 4.0 for NAC L2 IP.

Test NAC L2 IP functionality.

Configure auditing (Qualys, NAD, ACS) support for NAC L2 IP.
Test Auditing configuration.

Configure NAC L2 IP for agentless host support.

©® ® N o o & w N

Test agentless host support for NAC L2 IP.

Figure 5 serves as areference point to the NAC L2 IP configuration information discussed in this section.
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Figure 5. 10S Switch Reference Diagram.
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Test Network Connectivity
Verify that you can ping the ACS server from the switch console and any other necessary servers such as DHCP, DNS, remediation, and AV.

Configure the 10S Switch for NAC L2 IP

Task 1: Configure Authentication Authorization and Accounting

These are the steps required to enable AAA for NAC L2 IP on a Cisco |0S switch for Cisco NAC:

Step 1. Enable AAA on the switch service using the aaa new-model global configuration command.
| OS- Swi t ch(confi g) #aaa new nodel

Step 2. Configure the switch to use RADIUS for EAPoUDP authentication using the aaa authentication eou default group radius command.
| OS- Swi t ch(confi g) #aaa aut henticati on eou default group radius

Step 3. Configure the switch to run authorization for all network-related service requests using the aaa authorization network default group
radius command.

| CS- Swi t ch(confi g)#aaa authorizati on network default group radius
Step 4. Enable AAA accounting for EAPoUDP authentication using the aaa accounting network default start-stop group radius command.

1 OS- Swi t ch(confi g)#aaa accounting network default start-stop group radius

Task 2: Configure the RADIUS Server
These are the minimum steps required to configure a RADIUS server on Cisco |0S:

Step 5. Specify the hostname or |P address of the RADIUS server (and optionally the authentication and accounting ports) using the radius-ser ver
host command. The default RADIUS port number for authentication is 1645. The default RADIUS port number for accounting is 1646.

| OS- Swi t ch(confi g) #radi us-server host 10.0.200. 20
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Step 6. Specify the RADIUS server encryption key using radius-server key. Note that this key must match the key configured in the Cisco Secure
ACS server for this NAD. If they do not match, the NAD and the Cisco Secure ACS will not be able to communicate posture validation
information. See the ACS common configuration section: Network Configuration: Task 2: AAA Clients.

| OS- Swi t ch(confi g) #r adi us-server key ciscol23

Step 7. Configure the switch to send Framed-1P-Address RADIUS attribute (Attribute[8]) in access-request or accounting-request packets using
theradius-server attribute 8 include-in-access-reg command.

| OS- Swi t ch(confi g)#radi us-server attribute 8 include-in-access-req

Step 8. Configure the NAD to recognize and use vendor-specific attributes using the radius-ser ver vsa send authentication command.
| OS- Swi t ch(confi g) #radi us-server vsa send aut hentication

Step 9. Specify the NAD interface for all outgoing RADIUS packets using the ip radius sour ce-inter face command.
| OS-Switch(config)#ip radius source-interface Vlan200

Note: Step 9isoptiona. However, we recommend if there are multiple paths between the NAD and the Cisco Secure ACS. Assigning a source
interface allows the Cisco Secure ACS to know from which NAD the RADIUS messages originated. Y ou must configure this same IP addressin the
Cisco Secure ACS AAA client record that represents this NAD.

Task 3: Enable IP Device Tracking and DHCP Snooping

When |P device tracking is enabled, and a host is detected, the switch adds an entry to the IP device tracking table that includes this information: 1P
and MAC address of the host, and the interface on which the switch detected the host. The state of the host is set to ACTIVE when the host is
detected.

Step 1. Enable P device tracking on the switch. You can optionally set the probe count and probe interval.
1 OS-Swi tch(config)#i p device tracking
Step 2. DHCP Snooping can optionally be used to trigger NAC posture validation.
| CS- Swi tch(config)#i p dhcp snoopi ng
Step 3. Enable DHCP snooping on the client VLAN.
1 OS-Switch(config)# p dhcp snooping vlan 1000
Step 4. Set DHCP snooping to trust the port the DHCP server resides on. In this example thisis port Gigabit Ethernet 1/46.
1 0S-Switch(config-if)# p dhcp snooping trust

Task 4: Configure an Interface ACL
This topic describes the steps required to configure the interface ACL on the NAD.

Create adefault ACL for theingress client traffic. This ACL will be applied to the client ingress switch port in an upcoming section. Thisisthe
default security policy on the switch port. Any downloaded ACLs from ACS are prepended with the interface ACL.

Step 1. Configure the interface ACL

| Cs-Switch(config)#ip access-1ist extended interface_acl

| OS- Swi t ch(confi g-ext-nacl)#permt udp any any eq 21862

| OS- Swi t ch(confi g- ext-nacl)#remark Al | ow DHCP

| OS- Swi t ch(confi g-ext-nacl)#permt udp any eq bootpc any eq boot ps
| OS- Swi t ch(confi g-ext-nacl)#remark All ow DNS

| OS- Swi t ch(confi g-ext-nacl)#pernmit udp any any eq domain
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1 OS-Swi t ch(confi g-ext-nacl)#remark Al ow HTTP access to update server
| OS-Switch(confi g-ext-nacl)#pernmit tcp any host 10.0.200.30 eq www

1 OS-Swi tch(confi g-ext-nacl)#remark Al ow | CVP for test purposes

| OS-Swi tch(confi g-ext-nacl)#pernit icnp any any

1 OS- Switch(confi g-ext-nacl)#remark Inplicit Deny

| OS- Swi t ch(confi g-ext-nacl)#deny ip any any

Task 5: Configure a Cisco NAC Global Policy
This topic describes the step required to configure a Cisco NAC global policy on the Cisco 10S switch.
Step 1. Create the IP Admission rule to enable the EAPoUDP posture process

1 OS-Switch(config)# p adm ssion name NAC- L2-1P eapoudp

Task 6: Configure the Cisco NAC Interface
This topic describes the steps required to configure a Cisco NAC interface on a Cisco |OS switch.
Step 1. Apply theinterface ACL you created to ingress traffic on the client switchport.

|1 0OS-Switch(config-if)# p access-group interface_acl in

Note: NAC isnot configurable on VLANS, only physical switchports.

Step 2. Apply the admission control rule that you created to the client-facing Cisco NAC interface by using the ip admission command. Be sure to
use the name of the rule you specified in the previous step.

1 0S-Switch(config-if)# p adm ssion NAC L2-1P

Note: If the switch interface does not accept the ip admission name command, verify that switchport mode accessis enabled on the interface.

Task 7: Set EAPoUDP Timers

Step 1. Configure the EAPoUDP hold-period timer by using the eou timeout hold-period command. The timer specifies the time to wait (in
seconds) following afailed credentia validation (Accept-Reject) or an EAPoUDP association failure, before a new association can be
retried. The default is 180 seconds.

| OS- Swi t ch(confi g)#eou tineout hol d-period 180

Step 2. Configure the EAPOUDP status query timer using eou timeout status-query. After aclient credential validation and security posture
session is successfully established, the NAD will send a status-query to the client. If the NAD does not receive a successful response from
the client, the NAD waits the specified amount of time (in seconds) before sending a new status-query message. Thistimer isreset each
time a successful status-query command and response is received. The default is 300 seconds.

| OS- Swi t ch(confi g)#eou timeout status-query 300

Step 3. Configure the EAPOUDP revalidation period timer using eou timeout revalidation. Once a credential validation and security posture
session is established, the NAD waits the specified amount of time (in seconds) before revalidating the client credentials. Thisisto verify if
any changes in the Cisco NAC client admission policy have occurred. The default is 36000 seconds (10 hours).

| OS- Swi t ch(confi g)#eou timeout revalidation 36000

Note: The status query and revalidation timeouts can be configured in Cisco Secure ACS and sent to the NAD for specific posture tokens. In this
case, the Cisco Secure ACS timers take precedence over the switch global EAPoUDP timers discussed here.

Task 8: Enable EAPoUDP Logging
This topic explains how to enable EAPoUDP logging on the NAD.
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Step 4. Enable EAPoUDP logging by using the eou logging command.

1 OS- Swi t ch(confi g) #eou | oggi ng

Task 9: Enable the HTTP Server on the Switch
This topic explains how to enable the HTTP Server on the NAD.

Step 5. Enablethe HTTP Server with theip http server global configuration command.
| 0S-Switch(config)#i p http server

Cisco Trust Agent (CTA) Installation and Configuration

CTA isarequirement for performing posture validation of the client. Detailed information on installing, configuring, and administering CTA can be
found in the Cisco Trust Agent Administrator Guide 2.0 located at:
http://www.cisco.com/en/US/products/ps5923/prod _maintenance guides list.html

The Cisco Trust Agent isinstalled by using one of the ctasetup.exefiles.

Note: The CTA Admin Guide provides detailed information regarding CTA files and installation.

Cisco Trust Agent Windows.exe Versions
CTA for Windows provide several options for deploying and packaging CTA. Administrators can deploy the scripting interface, the supplicant, or

both for Windows as noisy or silent installs.

The available packages for Windows are shown:

Windows

CTA.exe Files

ctasetup-win-[version].exe

ctasetup-supplicant-win-[version].exe

CtaAdminEx-win-[version].exe

CtaAdminEx-supplicant-win-
[version].exe

Description

If you use this package, the install is noisy. This means that the end user will be prompted to accept a
license agreement, choose the installation destination folder, and other general installation options.
This package only installs the CTA scripting interface. The supplicant is not installed with this
package.

If you use this package, the install is interactive. This means that the end user will be prompted to
accept a license agreement, choose the install destination folder, and other general installation
options. This package can install both the CTA scripting interface and the supplicant. The end user is
prompted to select which CTA features they want to install.

If you use this package, you are choosing to create a silent installation package for the end user. You
extract a file named ctasilent-win-[version].exe from this package. As the administrator, you accept
the license agreement for end-users and then deploy the ctasilent-win-[version].exe file as a
completely silent installation that does not prompt the end user for any options. The supplicant is not
installed with this package.

If you use this package, you are choosing to create a silent installation package for the end user. You
extract a file named ctasilent-supplicant-win-[version].exe from this package. As the administrator, you
accept the license agreement for end-users and then deploy the ctasilent-supplicant-win-[version].exe
file as a completely silent install that does not prompt the end user for any options. The supplicant is
installed with this package.
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Note: The supplicantisrequired for clientsto connect to and access a network that is protected by the IEEE 802.1x security protocol. Only after
successful client-server authentication does the port access control on the 802.1x-enabled access device (the Ethernet switch) allow the end-user to
connect to the network.

Task 1: Client Certificate for CTA Install

CTA must install the certificate that you have installed on ACS to properly authenticate. There are two methods available to add the certificate to
CTA on the client. The first method shown, should be done before the CTA installation. Y ou can use the other method (described later) to add the
certificate to the root store after CTA isinstalled.

Step 1. Create afolder called certs on the clientl, and placeit in the same directory asthe CTA.exefile.

Step 2. Thecertsfolder containsthe CA certificate that must be used by CTA to authenticate the client to ACS.

Note: CTA will import any public certificate located in the “certs’ subdirectory. This folder must be located in the same directory as the
ctaexefile.

Task 2: Install CTA 2.0

Step 1. Download or copy the CTA setup file to the client. Open the folder containing the CTA .exe file on the client, and double-click the
appropriate ctasetup file. (In this example, we use ctasetup-win-[version].exe.).

The Cisco Trust Agent I nstallation Wizard appears.

1’5! Cisco Trust Agent 2.0.0.30 Setup __ 1= IDL)_{_]

Welcome to the Cisco Trust
Agent 2.0.0.30 Installation
Wizard

It is strongly recommended that you exit al Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Mest to continue the installation.

WARMNING: This program is protected by copyright law and
international hreaties.

Unauthorized reproduction or distibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

< Back | Mewt > I Cancel
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Step 2. Click Next.

Step 3. Accept the license agreement by clicking Next, and the Destination Folder window appears.

i Cisco Trust Agent 2.0.0.30 Setup e =10 x|

License Agreement r—"_‘:.
You must agree with the license agreement below to proceed, o

- =1

End User License Agreement il

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. DOWNLOADING, INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO IS WILLING TO LICENGSE THE SOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTAINED IN THIS LICENSE AGREEMENT. BY s

(¢ | accept the license agreement
(" | do not accept the license agreement

Feset I < Back I Nest > I Cancel I
|"§ Cisco Trust Agent 2.0.0.30 Setup N = |[:I|_)_(J

Destination Folder e

Select a folder where the application will be installed.

Wise Installation Wizard®

The Wise Installation Wizard will install the files for Cisco Trust Agent 2.0.0.30 in the
following folder.

To install into a different folder, click the Browse button, and select another folder.
You can choose not to install Cisco Trust &gent 2,0.0.30 by clicking Cancel to exit the
Wise Installation Wizard,

- Destination Folder-

C:%Program Files\Cisco Systems, Browse I

Wise Installation Wizard®

< Back Next > Cancel

Step 4. Accept the default Destination Folder location, and click Next.
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Step 5. The Select Installation Type dialog box appears.

.,5‘5 Cisco Trust Agent 2.0.0.30 Setup _ = |E!|§j

Select Installation Type - '.
Select the desired installation type. e
=

" Typical

The most common application features will be installed.  This option

&
gg is recommended for most users.
=g

(¢ Complete
—— & Al application features will be installed. This aption is recommended
s

g: for the best performance.
=8

" Custom

& Use this option to choose which application features you want
A0 installed and where they will be installed. Recommended for
=M advanced users.

‘Wise Installation \Wizard®

< Back | Mext » I Cancel
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Step 6. Click the Complete radio button.

Step 7. Select your features, and then click Next.

Step 8. Click Next.

Step 9. Theapplication installsinto the selected directory.

Step 10. The following message appears when the certificate is successfully imported during the installation. Click OK .

ji5 Cisco Trust Agent 2.0.0.30 Setup —=1x]
Updating System "'.9;
The features you selected are currently being installed. &
- 1

Removing backup files...

ctaCert 2.0.0.30 ) x|

T eTair \! r) Successfully imported Certificate file.

Wise Installation Wizard®

Cancel
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Step 11. When the installation is completed, the installer displays the I nstallation Completed window.

{i# Cisco Trust Agent 2.0.0.30 Setup i ] 2

~~,», '@ Cisco Trust Agent 2.0.0.30 has
g== been successfully installed.

Click, the Finish button to exit this installation.

¢ Back l Finish I Cancel

Step 12. Click Finish to close the installation application.

Task 3: (Optional) Manual install of root certificate for CTA
If you did not copy the certs folder into the CTA folder in Task 1: Step 1, you need to install the root certificate before using Cisco Trust Agent.

Y ou can manually install the certificate by using the following steps
Step 13. Copy the certificate to the network client.
Step 14. Open acommand prompt on the network client.

Step 15. Change directories to where the Cisco Trust Agent isinstalled. By default, the location is
C.\Program Fi |l es\ Ci sco Systens\C scoTrust Agent\.

Step 16. EnterctaCert.exe /add “cert_path_& cert_nane” /store “Root”,where cert_path_&cert_nane isthe
full path and file name to the certificate.

The certificate is added to the trusted certificate store on the network client.

Network Access Profile Configuration for NAC L2 IP
In this section, you will be instructed on how to configure a Network Access Profile (authentication, posture validation, and authorization) to support
NAC L2 IP. In ACS 4.0, there are two methods of configuring Network Access Profiles.

« Add an empty profile, and configure all the necessary information.
» Using the Template Profiles, customize the Network Access Profile desired with the base information included in the template.
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There are seven Network Access Profile templates predefined in ACS 4.0:

« NACL3IP

* NACL2IP

* NACL2802.1x

¢ Microsoft IEEE 802.1x

e Wireless (NAC L2 802.1x)

« Authentication Bypass (802.1x fallback)
« Agentless Host

In this section of the configuration guide we use the NAC L2 IP Network Access Profile template to create a base profile and then make the
necessary changes to customize this template.

Task 1: Create the NAC L2 IP Profile from the Template.

Step 1. Go to Network Access Profiles main menu and select Add Template Profile

Step 2. Create atemplate for NAC L2 |P by selecting it from the Template drop down box. Name the template with something similar to the one
shown below. Check Active to enable the profile.

Create Profile from Template _?_|
Mame Lab_MNaC L2 IP
Template for NAC Lab _*J
Descriphon:
L
Ternplate [MacLziP =
Ache: |7

- Eubmit.l Cancel |

Step 3. Click Submit.

Task 2: Authentication Configuration

Step 1. Select the Authentication link for the new Network Access Profile you have just crested:

Authentication
Posture
Walidation

Authorization

' |[Lab NAC 1.2 TP Template for WAC Lab YES
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Step 2. Noticethat Allow Posture Validation is aready selected as part of the base template

PEAP

™ Allow EAP-GTC

I~ Allow EAP-MSCHAPvZ
WV Allow Posture Validation

Step 3. Click Submit.

Task 3: Posture Compliance Configuration
The posture validation configuration below is for reference.

Step 1. Select the Posture Validation link from the Network Access Profile screen for the profile that you created.
Step 2. Select the Add Rule button on the Posture Validation Rules screen.
Step 3. Add the following information for the new posture validation rule.

Name: Lab_NAC_L2_IP
Required Condition Types Cisco:PA
Cisco:Host

Posture Validation Policies CTA

Windows
Assessment
Result Message URL Redirect
Result
Healthy NAC-L2-IP: Healthy

Configuration
Checkup NAC-L2-IP: Checkup

Transition NAC-L2-IP: Transition

Quarantine  NAC-L2-IP: You have been Quarantined. http://update.nac.cisco.com/quarantine.htm
Please click on the link below and follow 1
the procedures to update your system:
http://update.nac.cisco.com/quarantine.htm
|

Infected NAC-L2-IP: Infected http://update.nac.cisco.com/quarantine.htm
|
Unknown NAC-L2-IP: Unknown http://update.nac.cisco.com/quarantine.htm
|
Audit Selection
Audit Server None

Step 4. Click Submit.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 34 of 118



Step 5. MovethelLab NAC_L2_IPruleto thetop of thelist by selecting the radio buttons on the left and using the Up/Down buttons.

Posture Validation for Lab_NAC_L2_IP

Rule Name

 Lab_NAC_L2_IP

* NAC-SAMPLE-POSTURE-RULE

Condition

Required Credential Types
Cisco:PA

Cisco:Host

Cisco:PA

Add Rule

Up Down

The Up/Down buttons submit and save the sort order to the database

Determine Posture Validation for NAH:

No Audit Server was selected

Step 6. Click Done.

Done

Step 7. Click Apply and Restart on the Network Access Profiles screen.

Task 4: Authorization

Step 1. Select the Authorization link from the template.

Step 2. Enable authorization.

User Group Assessment Result Deny Access Shared RAC

Any Healthy No L2_IP_Healthy_RAC
Any Checkup No L2_IP_Healthy_RAC
Any Transition No L2_IP_Quarantine_RAC
Any Quarantine No L2_IP_Quarantine_RAC
Any Infected No L2_IP_Quarantine_RAC
Any Unknown No L2_IP_Quarantine_RAC
If a condition is not defined or there is no No L2_IP_Quarantine_RAC

matched condition:

Include RADIUS attributes from user’s group:

Include RADIUS attributes from user record:
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Associate With
Windows, CTA
(Internal)

NAC-SAMPLE-CTA-POLICY,
(Internal)

Downlodable ACL
healthy_ACL
healthy_ACL
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quarantine_ACL
quarantine_ACL
quarantine_ACL
quarantine_ACL
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Step 3. Click Submit.

Task 5: Test the NAC L2 IP Configuration
This section helps you to verify that NAC L2 P is configured properly, that you are being passed the correct posture token from ACS, and the
correct downloadable ACLs from ACS are being applied on the NAD.

Note: You do not apply URL redirection in thistask. Thisis done later as a separate task.

To be considered healthy and to be placed in the healthy role, the client must correctly pass back the required credential information to the NAD and
then to ACS. The posture validation requirements for each credential created in the previous Network Access Profile section must be met for the
client to be passed an application posture token of healthy. The credentiasinclude: Cisco Trust Agent, the agent version is >=2.0.0.30, and the
OS-Type contains Windows XP.

Note: Itisimportant to remember that the client will only passto ACS the credentials ACS is specifically requesting.
Step 1. First, re-enable the switchport to which the client (GigabitEthernet 1/1) is connected by entering theno shut command.

Step 2. Onthe NAD, you will seethe following output on the console:

04:01:18: 9% .1 NEPROTO 5- UPDOMN: Li ne protocol on Interface G gEthernetl/1, changed state to up
1d19h: %ECU- 6- SESSI ON: | P=10. 7. 1. 2| HOST=DETECTED| Interface=G gabitEthernetl/1
1d19h: %EQU 6- SESSI ON: | P=10. 7. 1. 3| HOST=DETECTED| Interface=G gabitEthernetl/1
1d19h: %EOU- 6- CTA: | P=10.7.1.3| CiscoTrust Agent =DETECTED

1d19h: %EQU- 6- POLI CY: | P=10.7.1.3] HOSTNAME=

1d19h: %EOU- 6- POSTURE: | P=10. 7. 1. 3| HOST=AUTHORI ZED| |nterface=G gabitEthernetll
1d19h: %EQU- 6- AUTHTYPE: | P=10.7.1.3| AuthType=EAP

1d19h: %EQOU- 6- CTA: |1 P=10.7.1.2| CiscoTrust Agent =NOT DETECTED

1d19h: %EQU- 6- POLI CY: | P=10.7.1.3] HOSTNAME=

1d19h: %EOU- 6- POSTURE: | P=10. 7. 1. 3| HOST=AUTHORI ZED| |nterface=G gabitEthernet1l
1d19h: %EQU- 6- AUTHTYPE: | P=10.7.1.3| AuthType=EAP

1d19h: %EQOU- 6- CTA: |1 P=10.7.1.2| CiscoTrust Agent =NOT DETECTED

Step 3. Noticethat from the output the Cisco Trust Agent was detected, the token assigned to the client is Healthy, and the downloadable
Healthy ACL created in ACS has been applied to the NAD.

Step 4. Enteretheshow eou al I command to verify the client’s current status.
NAC4948#show eou al |

Addr ess Interface Aut hType Post ur e- Token Age(m n)

10.7.1.2 G gEthernet1/1 EAP Heal t hy 12
Step 5. Verify that the Healthy ACL had been downloaded and applied to the switchport.

NAC4948#show i p access-lists

Extended | P access interface_acl
10 permt udp any any eq 21862
20 pernit udp any host 10.0.200.10 eq domnmin
30 pernmit udp any eq bootpc any eq boot ps
40 permt icnp any any
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Extended | P access |ist XxACSACLx-I|P-Heal thy_ ACL-433866ab
10 permt ip any any

Step 6. Make sure that the downloadable ACL has been applied to the switchport. Y ou should see the client |P address replace the source any in
the Healthy ACL.

NAC4948#show i p access-list interface GgE 1/1
I P Admi ssion access control entires (Inbound)
pernmit ip host 10.7.1.2 any

Step 7. Ontheclient, you will seethe CTA pop-up a message:

You are Healthy

Step 8. On ACS, verify the client information in the appropriate report. For example, it appears that we have correctly established communications
between the client and ACS, the most appropriate report to check is passed authentications.

Task 6: Troubleshooting NAC L2 IP
Thisinformation provides an important summary view and will help you in troubleshooting efforts. Suppose the client is not given a token of
Healthy and is given a Quarantine token instead. What are some of the ways to troubleshoot this?

Step 1. Forcethe client into a Quarantine role. Perform this by configuring a posture validation rulein ACS that you know the client will fail.
Change the minimum version of the trust agent being requested for a healthy posture status. Because we are running CTA version 2.0.0.30
the client should fail thisrule.

Policy Name # Condition Posture Assessment Notification String
CTA 1 Cisco:PA:PA-Name contains Cisco Trust Agent Cisco:PA:Healthy
Cisco:PA:PA-Version >=3.0.0.0
2 Default Cisco:PA:Quarantine

Step 2. Enter the clear eou all command to restart the validation process.

NAC4948#cl ear eou al |
04:53:29: %&QU 6- SESSI ON: | P=10. 7. 1. 2| HOST=REMOVED| | nterface=G gEthernetl1/1
04: 53: 34: %&QU 6- SESSI ON: | P=10. 7. 1. 2| HOST=DETECTED| |Interface=G gEthernetl/1
04:53:34: %QU 6-CTA: 1P=10.7.1.2| C scoTrustAgent =DETECTED
04: 53: 34: %EQU- 6- POLI CY: | P=10.7.1.2] ACLNAME=#ACSACL#- 1 P- Quar anti ne-43408f 9d
04: 53: 34: %0U 6- POLI CY: |1P=10.7.1.2] TOKEN=Quarantine
04: 53: 34: 9%&EQU- 6- POLI CY: | P=10.7.1.2] HOSTNAME=DVA- WKPO1: dna
04:53: 34: %QU- 6- POSTURE: | P=10.7.1.2| HOST=AUTHORI ZED| Interface=G gEt hernetl/1
04: 53: 34: %&EQU- 6- AUTHTYPE: | P=10.7.1.2| AuthType=EAP
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Step 3. Noticethe client has now been assigned the quarantine token and the quarantine ACL has been downloaded to the NAD.
NAC4948#show eou al |

Addr ess Interface Aut hType Post ur e- Token Age(m n)

10.7.1.2 G gEthernetl/1 EAP Quar anti ne 2

NAC4948#show access-|ists
Ext ended | P access list interface_acl
10 permt udp any any eq 21862
20 pernmit udp any host 10.0.200.10 eq domain
30 pernmit udp any eq bootpc any eq bootps
40 permit icnp any any
Extended | P access |ist quarantine_url _redir_acl
10 deny tcp any host 10.0.200.30 eq www
30 pernit tcp any any eq wwww
Ext ended | P access |ist XxACSACLx-I|P-Quarantine-43408f9d
10 permt udp host 0.0.0.0 eq bootpc host 255.255.255. 255 eq boot ps
20 pernmit udp any any eq 21862
30 pernmit udp any any eq donamin
40 permit ip any 10.0.200.0 0.0.0.255

NAC4948#show access-lists dynamc interface GgE 1/1

I P Adni ssion access control entires (I|nbound)
permt udp host 10.7.1.2 eq bootpc host 255.255.255. 255 eq boot ps
permt udp host 10.7.1.2 any eq 21862
permt ip host 10.7.1.2 10.0.200.0 0.0.0. 255

Step 4. Ontheclient, CTA should provide a pop-up message similar to the following:

Cisco Trust Agent - User Notification 10102

Tou have been quarantined For assistance to go:
httpofupdate nac. cisco. comdgquarantme hitm
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Step 5. Seethe ACS reports to gather information on why the client was quarantined.

URL Redirection
This section discusses using URL redirection to provide hosts with remediation access to needed updates or software to become compliant with
security policies.

In the base ACS configuration section, the URL ACL information was defined in the Quarantine RADIUS Authorization Component configuration.

Reference: Task 11 RADIUS Authorization Components (RACs) (url-redirect-acl=quarantine_url_redir_acl). The URL for the update server was
defined in the Posture Validation section of the Network Access Profile configuration: Task 3: Posture Compliance Configuration.

Task 1: Configure URL Redirection on the Switch
The URL redirect ACL needs to be configured on the switch. Remember that the name of the ACL defined in ACS must match the name of the ACL
configured on the switch.

Step 1. Configurethe URL redirect ACL on the switch.
1 OS-Switch(config)#i p access-1ist extended quarantine_url _redir_acl
deny tcp any host 10.0.200.30 eq ww
permt tcp any any eq www

Step 2. Forcethe client into a quarantine role to test URL redirection.

Note: TheURL redirection ACL specifiesthat any traffic destined to the update server will not be redirected and that traffic to any other
destination will be redirected.

Automated Browser Launch

CTA 2.0 has the capability to automatically open the default web browser to a on a client machine when CTA receives a URL that has been
predefined in ACS. Y ou can set the URL when defining individual posture validation rulesin the notification string field. Filling in the notification
string causes CTA to attempt to launch the default web browser to the URL on the client device. For example, you can automatically launch a
browser for a quarantine assessment by entering http://x.x.x.x/quarantine.html in the posture assessment notification string of the quarantine rule.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 39 of 118



Task 1: Enter the Desired URL in the Notification String

Step 1. Inthe notification string, enter the URL you want the browser to open on the client. To get to the notification string page, first, Click on
Posture Validation from the ACS menu, click the Internal Posture Validation Setup link, and select the posture validation rule you
would like to use. In this example we are using the CTA posture validation rule’ s default quarantine setting. As an example, when the
client does not have CTA version 3.0.0.0 or greater installed, the client will fail validation and be placed in a quarantine role. When this
occurs, CTA will receive the notification string for the remediation URL http://update.nac.cisco.com/quarantine.html and will forward the
client to this site.

/] CiscoSecure ACS - Microsoft Internet Explorer B =]
File Edit ‘iew Favorites Tools Help ﬁ

$Back - = - @) (2] | Qoearch [GeFavorites Media (B | BN Sh
Acldress|.@_‘|http:;;12?.u.a.1:1338,f j P Go ‘Links E

Cisco Sysrems Posture Vﬂ]ldﬂtl()n (]

‘B | Components |
Posture

Network | e
% s A : - V¥alidation
E Configuration | ’ Posture Yalidation Rule - CTA "’? Rula
i 1 System |
Configuration | Use
this
l Interface page
U | (D00 \ Condition Sets Zodit
Administration \Default the
3 | Control internal
. - t
= Posture Assessment: IClscn:Ph ;I |Quarant|nej prostde
aﬁ External User validation
Databases Notification String: Iht,t,p:;".-"updat,e .hmac.ciil rules.
5:|Sitn;‘ar:ion brmi | | |
| Submit | Cance 5 B
L Network Access Condiion,
2 Profiles | Set
* Posture
5 Reportzand Assessment
dotivity s Token
Unline ® Notification
tezi— | Documentation = String —
T — Y KT 3
|&] http:jr127.0.0.1:1338¢ | Inkernet y
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Task 2: View the Automated Browser Launch on the Client

Step 2. Connect the client to the switch port. Because the client is not running CTA version 3.0.0.0, it will be placed in a quarantine role. Y ou will
see the clients default browser open and attempt to connect to the URL specified in the notification string.

Cisco Trust Agent - User Notification 11 /11 /2005

Quarantine MAC-L2-IP: You have been

Cuarantined. Please click on the link below and B =100 x]
follow the proecedures to update your systemn: 55 I@ http:fupdate.nac. cisco.com, ¥ | [ & ‘ -
hitpffupdate nac. cisco. com/gquarantine html @

Fe

Posture: Quarantine

Internet
Explorer

You have been redirected to this page because you are not compliant with
corporate security policies. This machine is missing one or more reguired
security software installations or updates.

Cormmand
Prompk

CTAbuildz6

To resolve this issue and get onto the production network, please go to
httpdremediation.cisco.comiSoftware/ for all required software and updates.

Wait af least 30 seconds after that has comnleted if nn rehqm is renilired then _|;|
4 »

|
|@ Dione [_ |— l_ l_ I_ Iﬂ Internet A

lﬂstartl & [# B B command Prompt | & Posture: Quarantine - Mi... I||:| Cisco Trust Agent - U... Ll

NAC Agentless Hosts
There are several methods in NAC to allow hosts network access that are incapable of performing authentication due to the lack of a posture agent
such as printers, scanners, and hosts with unsupported operating systems.

The methods available include:

« Static Exceptions defined on the switch

- MAC

- 1P
* ACS

— NAP Advanced Filtering

— Network Access Restrictions (NARS)
¢ Audit Server
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Task 1: Static NAH Configuration in I0OS
Y ou can configure static exceptions in 10S to allow hosts access based on an IP or aMAC address.

The following steps will walk you through configuring a static exception.

Step 3. Create an authorization statement under the identity profile configuration to allow aclient based on the |P address.

#excepti on based net hod, DEVICE-TYPE (CDP | P PHONE), MAC or | P
identity profile eapoudp
I static NAC bypass by | P address
devi ce authorize ip-address 10.7.1.x policy NAH Profile
I static NAC bypass by MAC address
devi ce authorize mac-address 000c2986¢fbf policy NAH Profile

Step 4. Create an authorization statement under the identity profile configuration to allow aclient based on the MAC address. For this example, we
are using 000c.2999.fa96, which represents the client’s MAC addresses.

Note: Thisisanexample MAC address only

| statically permt this MAC to bypass NAC i nstead of ACS
devi ce authorize mac-address 000c. 2999. f a96

Step 5. You can also configure a profile that allows URL redirection to agentless hosts. Create an identity profile for agentless hosts and the
redirect URL to allow access to the update server.
! Statically pernmt access to NAHs
ip access-list extended NAH ACL
pernmit ip any any

identity policy NAH Profile

access-group NAH ACL

I Optional URL redirection

redirect url http://update. nac.cisco.conlf quarantine. htm match
quarantine_url _redir_acl

Step 6. Clear the EoU table to re-authenticate the statically authorized client.

clear eou all

Step 7. After your client is statically authorized by the NAD, view the EoU table to see how the static authorization is different from the
ACS authorization.

| CS- Swi t ch(confi g)#show eou al |

Addr ess Interface Aut hType Post ur e- Token Age(m n)
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Step 8. Thiswas an example of creating static exceptions on the NAD. The next section shows how to create centralized static exceptionsin ACS.
For the ACS exception to function you must disable this static NAH authorization on the NAD that you created above by entering no
device authorize ip-addr ess and no device authorize mac-addr ess commands.

Task 2: Centralized NAH with ACS
For this section, in order to simulate a NAC agentless host (NAH) ACS exception, we will stop the agent EoU process rather than uninstalling CTA
on the client, which you might want to use later. We will then configure ACS for an exception.

Note: Thismethod isused for centralized MAC-based exceptions when not using Audit/GAME.

Note: Remove any configuration on the NAD from Task 1 above before starting this task.
Step 1. Onthe Client#1, right-click the desktop icon for the computer, and select M anage.

Step 2. From the Computer M anagement window, select Services and Applications, and then Services. Find the service named Cisco Trust
Agent EOU Daemon, right-click on the entry, and select stop.

Step 3. Ontheclient note the MAC address of the interface. Y ou can view this information by entering ipconfig /all in a command window.

Step 4. Change the ACS administration console, select Network Access Profiles, and click Add Template Profile. Use the values shown
(substitute the correct MAC address.):

Create Profile from Template jl

Mame: MaCZ-ECU

This is the profile for EolU Mac ﬁ

exceptions.
Description:
Template: |.&genﬂ955 Host j
active: ™2

Submit | Cancel |

Step 5. Click the Authentication link in the Network Access Profile NAC-EOU. On the list of Authentication Profiles, select Allow MAC-
Authentication-Bypass, and click Submit.

Step 6. Once again, click the Authentication link in the Network Access Profile NAC-EOU, and select M AC Authentication Bypass
Configuration link.
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Step 7. Configure the MAC exception for your client as show here; take care to enter xxxx.xxxx.xxxx and not XX-XX-XX-XX-XX-XX as
formatted in Windows. Note that Group 1 is used for authorized agentless hosts, and that the Default Group is used for
unauthorized devices.

‘ MAC Authentication Mapping for NAC-EOU ﬂ
| MAC Addresses | User Group
000c. 2999, £a96, =]
o |1: Group 1 'l
|If a MAC address is not defined or there is no matched mapping: ||D: Default Group j
| 4dd | Delete
| Submit | Cancel |

Step 8. Click on the Authorization link in the NAC-EOU Network Access Profile, and configure the policy as described here.

Authorization Rules for NAG-EOU i‘
[ Condition Action
r‘ User Group Assessment Result ‘ A[c):igzs ‘ Shared RAC ‘ Downloadable ACL
[ [t Group 1 Em = [= |L2_TP_Healthy RAC =] [reatthy_aci =
’T"U: Default Group ;I ||NA j ‘l_ L2 TP Quarantine ACT ;I ||quarantine_ac| j
Icfaidcigzgi:tinn is not defined or there is no matched ‘l_ “ 12 TP Quarantine ACT, LI |quarantine_acl j

[T Include RADIUS attributes from user's group
[ Include RADIUS attributes from user record

Add Rule | Delete | Upl Down |
The Up/Down buttons submit and sawve the sort order to the database.

Submit I Dunel

Step 9. Select Apply and Restart to enable your EoU Agentless access profile.

Step 10. On the NAD, enable EoU clientless:

1 OS-Swi t ch(config)#eou allow clientless

Step 11. If you wish, enable the debug eou all command to see debugging information for the process occur in these steps.

Step 12. To speed up the clientless handling process, enter the commands clear eou all and clear ip devicetracking all.

Step 13. On Client #1, renew the interface address by entering ipconfig/renew from the command prompt. Thistriggers the clientless device
handling.
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Step 14. Finally, on the NAD, run a show eou all command to see the results of the clientless handling. See the sample output of the table and
the applied access control lists.

[ ¢4 Telnet 128.107.210.5
Pod18-4948#show eou all

GigabitEtherneti1/1 CLIENTLESS
GigabitEthernet1/1 CLIENTLESS

Pod18-4948#4
Pod18-4948#
Pod18-4948Hshow access-1
Extended IP access list interface_acl
10 permit udp any any eq 21862
20 permit udp any eq bootpc any eq bootps (34 matches)
30 permit udp any any eq domain (85 matches)
40 permit icmp any any (264 matches)
50 permit tcp any host 10.0.200.30 eq wuwu
60 deny ip any any (835 matches)
Extended IP access list xACSACLx-IP-healthy_acl-434cbd2b
10 permit ip any any
Extended IP access list xACSACLx-IP-quarantine_acl-434e0738
10 permit udp any eq bootpc any eq bootps
20 permit udp any any eq 21862
30 permit udp any any eq domain
40 permit tcp any host 10.0.200.1 eq wWuW
Pod18-49484

Step 15. View the Passed Authentications Active log file under Reports and Activities.

- = | -1p- Downloadable
- I o et
Time ™ yype | User-Name [y,.,.  Caller-ID | NAS-POrt | ,qgrecs | profile | SRAredRAC ACL
| Name
5 |00: 45: 28 |authen oK |000d.880F. fid4 gﬁjﬂ‘;'t 000d.880F.ffd4 |000d.880F, ffid4 |10,0.200.1 ESE' L2 IP Heatty RAZ Jhealthy_acl
5 |00: 45:28 |Authen OK DDDc.zggg.fa%:i’m“p 000c,2999,fa96 |000c, 2999, fa96 [10.0.200. 1 Egﬁ_ L2_F_Towatine 24C|quarantine_acl

I - - - - [

Task 3: Dynamic NAH with an Audit Server
In this task we discuss how to configure ACS to use and external audit server.

Note: Inthe prior configuration the MAC Authentication Bypass Configuration option was used for exceptions. It should be noted that
exceptions can a'so be provided for non-responsive hosts that the Administrator does not wish to audit.

Note: Totest theinformation in thistask, be sure to remove any configuration on the NAD from Task 2.

Step 1. You must import the appropriate attribute definition for the audit server into ACS through CSULil as outlined in the example provided
earlier:
[ attr#0]
vendor -i d=
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vendor - name=

application-id=

appl i cati on- name=
attribute-id=attribute-nanme=
attribute-profile=
attribute-type=

Step 2. After the attributes are imported, you can configure the audit server as an external posture validation server. From the ACS startup screen,
select the Posture Validation tab. Select External Posture Validation Audit Setup. Click Add Server. If under Audit Server Vendor:
you do not see your audit server vendor listed, make certain you completed Step 1 successfully.

Step 3. Fill out the template as outlined here, taking care to use the valid MAC address:

External Posture Yalidation Audit Server Setup

IName: i|NAC_-Test

Description: ||.r-\udit MNRHs

Which Hosts Are Audited

' Do not audit these hosts: ﬂ Host [P Addresses and Ranges {IP/MASK) (comma separated values):

-

[

Host MaC aAddresses {comma separated values): -
000c. 2993, fad6 |

Select a token for the hosts Health =
[that will not be audited: ¥

Use These Audit Servers

Audit Server vendor: IQual\fs 'l

URL: [http://10.0,200. 106/3udit . cqi
Username: |Cisco Mac
) . Password: I"""“*"""*
V' Primary Server Configuration
Timeout (sec): |5
Trusted Root CaA: |ca

Yalidate Certificate Common Name: ¥

As an example, we are showing an audit exception, using Client#1 (000c.2999.fa96) by MAC address. | P address exceptions are also supported in
this manner for audit.

Known or authorized hosts (000c.2999.fa96) are given a Healthy token.

Unauthorized hosts will be Audited by the server.
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Continue the configuration as demonstrated here:

| Audit Flow Settings
Use this token while Audit Server does not ‘ —
|Tran5|t|0n *’

yet have a posture validation result;

. : |Use timeouts sent by Audit Server for Polling Intervals and Session—Timeout_‘_'_]
Polling Intervals and Session-Timeout:

Paolling Interval (secands):l

Bﬂ.aﬁimum amount cf .t.i.mes .t..ﬁe .Au&it.Ser\.rer m
should be polled: ‘ 3

|F’0Iicv,|r string to be sent to the Audit Server: ||default

Typically, the Transition state is used for the intermediate state between the time a NRH is discovered and the result from the audit vendor has been
received. It isrequired that the Transition RAC, or any intermediate token and associated RAC, provide access between the audit vendor and the
host. Otherwise, the scan never runs to completion, and the audit fails.

In this guide, we use the Transition token and let the audit server determine the rate at which ACS should query it for scanning results.

Step 4. Modify the existing NAC-EOU by selecting Network Access Profile, selecting Posture Validation, and then Select Audit. Y ou should
now see the audit server configuration entered in the previous step. Make this active.

Select Audit Server

Excemption InProgress
- | g SERVEn Ui Token Token
* }NAC’TESt Au LIRS | Primary http://10.0.200,106/audit Healthy Transition
| : | Secondary

i Use this token when unable Healthy =

F; Do Mot reject when audit failed to retrieve posture data:
| Timeout (sec): {10

Also note that we have selected Do Not r e ect when Audit failed. The purpose of this command isto fail open in case the audit server(s) are
unreachable. In this case we' ve selected the healthy posture and atime out of 10 seconds. Any NRHs that are discovered that are not successfully
scanned within 10 seconds will automatically receive a Healthy token.
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Step 5. Thefina main step in configuration of Audit isto define the token applied to the host, depending on the result returned by the vendor.

Enter the values shown.
Condition | Action
User Group Assessment Result ‘ A?:S:::-s Shared RAC Downloadable ACL
| | |[Healthy ] |r [Lz_IP_Healthy RAC | [healthy_acl |
[e .lr\.IA j | Transition j |I_ ._ L2_IP_Transthon_RAC j |quarantine_acl j
e |a | [Quarantine =| ||_ | L2_IP_Quarantine RAC ~| | quarantine_ac| |
If 3 condition is not defined or there is no matched ‘I_ I L2_IP_Quarantme_RAC j |quarantine el j

condition:

[" Include RADIUS attributes from user's group

[" Include RADIUS attributes from user record

add Rule | Delete | up| Dawn |
The Up/Down buttons submit and save the sort order to the database.

Submit | Done |

Step 6. To speed up the audit triggering process, make these additions to your NAD configuration:

| OS-Switch(confi g)#eou max-retry 2
1 OS-Switch(config)#eou tinmeout retransmt 5 [Verify]

Aswith the prior NAH example, you will find that clear ip devicetracking all resultsin the fastest NRH handling trigger by the switch.

Make certain that eou allow clientlessis still enabled and that the CTA EOU Daemon has not started.
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Sample reports and eou output are provided for reference.

Pod18-4948Hclear ip device tracking all

Pod18-4948Hshow eou
:39: ZEOU-6-SESSION: IP=10.7.1.2| HOST=DETECTED| Interface:=GigabitEthernet1
:39: ZEOU-6-SESSION: IP=10.7.1.3| HOST=DETECTED| Interface=GigabitEthernetl
:39: %EOU-6-SESSION: IP=10.7.1.2] HOST=REMOUED| Interface=GigabitEthernet]

:39: ZEOU-6-SESSION: IP=10.7.1.3] HOST=REMOUED| Interface=GigabitEthernet]

(44 ZEOU-6-CTA: IP=10.7.1.2| CiscoTrustAgent=NOT DETECTED

:44: ZEOU-6-CTA: IP=10.7.1.3| CiscoTrustAgent=NOT DETECTED

(44 ZEOU-6-POLICY: IP=10.7.1.3| ACLNAME=#ACSACL#-IP-healthy_acl-434cbhd2b
:44: %EOU-6-POLICY: IP=10.7.1.3| TOKEN=Healthy

(44 ZEOU-6-POLICY: IP=10.7.1.3] HOSTNAME=Unknown User

:44: ZEOU-6-POSTURE: IP=10.7.1.3| HOST=AUTHORIZED| Interface=GigabitEthernd

: %EQU-6-AUTHTYPE: IP=10.7.1.3| AuthType=CLIENTLESS
: %EOU-6-POLICY: IP=10.7.1.2] ACLNAME=H#ACSACLH#-IP-quarantine_acl-434e2as

: %EOU-6-POLICY: IP=10.7.1.2] TOKEN=Transition
: %ZEOU-B-POLICY: IP=10.7.1.2| HOSTNAME=Unknown User
: %#EOU-6-POSTURE: IP=10.7.1.2] HOST=AUTHORIZED| Interface=GigabitEthernd

: XEOU-B6-AUTHTYPE: IP=10.7.1.2] AuthType=CLIENTLESS

GigabitEthernet1/1 CLIENTLESS Transition
GigabitEthernet1/1 CLIENTLESS Healthy

Pod18-43948#
18:21:59: %ZEOU-6-POLICY: IP=10.7.1.2] ACLNAME=HACSACLH#-IP-quarantine_acl-434e2as
9
18:21:59: %ZEOU-6-POLICY: IP=10.7.1.2] TOKEN=Transition
18:21:59: %ZEOU-6-POLICY: IP=10.7.1.2] HOSTNAME=Unknown User
18:21:59: %ZEOU-6-POSTURE: IP=10.7.1.2| HOST=AUTHORIZED| Interface=GigabitEtherne
t1/1
18:21:59: ZEOU-B6-AUTHTYPE: IP=10.7.1.2] AuthType=CLIENTLESS
Pod18-4948#
:22:04: %EOU-6-CTA: IP=10.7.1.2| CiscoTrustAgent=NOT DETECTED
3:22:04: ZEOU-6-POLICY: IP=10.7.1.2| ACLNAME=#ACSACL#-IP-healthy_acl-434cbd2b
:22:04: %EOU-6-POLICY: IP=10.7.1.2| TOKEN=Healthy
:22:04: ZEOU-6-POLICY: IP=10.7.1.2] HOSTNAME=Unknown User
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Step 7. Note the show eou all output:

» Client#1 was immediately granted an exception (hence the Healthy state).

¢ A second example client is shown (10.7.1.2) as being in transition pending the scanning result. Later it is also assigned a healthy state (see below).

Address Interface

GigabitEthernet1/1
GigabitEthernet1/1

Step 8. View the ACS Passed Authentications |og to see the state changes:

Name

Message-
Iype

= & i NAS-IP-
User-Name Qﬂﬂaﬂﬂ‘ﬂ.ﬂmﬂm

Authen OK 000d.880f ffd4 .. 000d.880f.ffd4 [000d.880f. ffd4 |10,0.200.1

Authen OK 000d.880f. fid4 .. 0o0d.esof. fid4 |UDDd.88!Jf,ffd4— 10.0.200.1

Authen OK |000d.B80f. ffd4 .. 000d.880f, fid4 |UDDd.EISUf.ffd4 10.0.200.1

Authen OK [000c.2999.f396 .. 000c.2999.fa%6 (000c.2999.f396 |10.0.200.1

Netwo
Brofile

NAC-
EOU

NAC-
EOU

MNAC-

[EOU

NAC-

CLIENTLESS Healthy
CLIENTLESS Healthy

Shared RAC

Healthy_RAC

Transition_RAC

Transition_RAC

D {oadabl System-
ACL Assessmenl
!Heaith\;

quarantine_acl |Transition

healthy_acl

quarantine_acl |Transition

' i
healthy_acl |

iy ‘Health\;_ﬁﬁc Healthy
Authen OK ;DDOd.SBDf.ffdét . 000d.880f, fid4 inoud.ssuf_ffm 10.0.200.1 o> iHBaIthV_Rﬁ-.C‘. hsstny. eo gHealthy
puthen OK |000d.880F, ffid4 .. 000d.880f,Fid4 |000d, B30F, ffd4 10.0.200.1?38' Transition_RAC |quarantine_acl ETranSItion
authen OK .DDDd,BEIDf.defi oood.eaof. ffd4 |000d.880f. ffd4 10.0.200.1.-238' Transition_RaC ;iuarantine_aci- g‘;ransitiun
Authen OK IIDDDC.ZQQQ.I:BQE! .DDDC.QQQQ.fa% ;‘UDDC.ZQQ?.f&Qﬁ "lD.D,ZUD.l ESS- ‘rHE&IT.h\.I'_RJ\C ..;ﬂealthu_acl " %.|.'|E.‘a1t|"l\.l’

In this case, the second example client has aMAC address of 000d.880f.ffd4.

NAC L2 802.1X

The following sections will cover NAC L2 802.1x configuration for switches running 1OS and for switches running CatOS.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.

Page 50 of 118



NAC L2 802.1x for IOS Switches
In this section, you configure the various components to enable the base functionality of NAC L2 802.1x. These steps are performed.

Step 1. Configure the |OS switch for NAC L2 802.1x

Step 2. Configurethe ACS for NAC L2 802.1x

Step 3. Install CTA (with NAC L2 802.1x Supplicant)

Step 4. Test NAC L2 802.1x

Step 5. Configure NAC L2 802.1x for agentless host (MAC-Auth-Bypass)
Step 6. Test MAC-Auth-Bypass

Step 7. Configure NAC L2 802.1x for guest access

Step 8. Test NAC L2 802.1x guest access

Note: TheCTA versioninstalledinthe NAC L2 IP section did not include the NAC L2 802.1x supplicant. Therefore, CTA with the supplicant is
installed in this section to support NAC L2 802.1x.

NAC L2 802.1x Deployment Method Overview
Before beginning the configuration section for 802.1x NAC, it isimportant to understand that there are two ways to deploy 802.1x: NAC L2 802.1x
and traditional |EEE 802.1x.

The first method, NAC L2 802.1x, uses a NAC-enabled 802.1x supplicant to perform identity and posture credential validation within an 802.1x
access control conversation.

The second method for deployment is to use anon-NAC enabled 802.1x supplicant to do the identity credential validation for port access and then
use NAC L2 IP to do a posture credential validation after the endpoint has an | P address and has triggered aNAC L2 IP interrogation.

The primary difference between the two optionsis the EAP method used to combine identity and posture in the client to server communication. A
NAC-enabled 802.1x must use EAP-FAST for the EAP method because it has been modified to carry identity and posture credentialsina TLS
tunnel. The CTA supplicant supports EAP-GTC, EAP-MSCHAPV2, and EAP-TLS for client side authentication.

The following sections guide you through the configuration of the first method: NAC L2 802.1x using the NAC-enabled supplicant in CTA 2.0.
Additional configuration details are included in the appendix for those readers who wish to configure the second method, 802.1x and NAC L2 IP,
aswell.

NAC L2 802.1x Credential Overview
To gain a better understanding of NAC L2 802.1x, lets begin by discussing two aspects of the credentials that can be sent from the client to the
network. In a Microsoft Windows environment, there are two sets of identity credentials that can be presented to the network.

Thefirst credential involves the concept of machine authentication where the machine is authenticated in advance of the user of the computer.
Microsoft introduced the machine authentication facility to allow the client system to authenticate by using the identity and credentials of the
computer at boot time so that the client can establish the required secure channel to update and participate in the domain GPO (Group Policy
Objects) model.

Machine authentication allows the computer to authenticate itself to the network by using 802.1x, just after a PC loads device drivers at boot time.
This allows the computer to subsegquently communicate with Windows domain controllers to pull down machine group policies. This was designed
to aleviate the problem of domain GPOs not functioning with the introduction of 802.1x.
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The second type of credential used for 802.1x isreferred to as user authentication. After the GINA (login screen) is presented, auser can log in to the
computer or the Windows domain, and the username and password used for login can be used as the identity credentials for 802.1x authentication.

InaNAC L2 802.1x environment, the CTA supplicant uses EAP-FAST to perform machine and user authentication. EAP-FAST uses a Protected
Access Credentia (PAC) to mutually authenticate the client and RADIUS server. The PAC isaunique shared credential used to mutually
authenticate client and server. It is associated with a specific client username and a server authority ID. A PAC removes the need for Public Key
Infrastructure (PKI) and digital certificates. EAP-FAST is detailed here:

http://www.cisco.com/univercd/cc/td/doc/product/wirel ess/airo1200/accsspts/techref/eapfast/eapfast.htm

EAP-FAST comprises three basic phases:

* Phase 0 (optional): The PAC isinitialy distributed to client.
» Phase 1: Using the PAC, a secure tunnel is established.
» Phase 2: The client is authenticated through the secure tunnel.

In the EAP-FAST specification, there are two ways to provision the PAC, out-of-band-provisioning or in-band-provisioning. With the NAC L2
802.1x CTA supplicant, you can only provision a PAC with in-band-provisioning. The CTA supplicant only provisions a PAC on the client if the
ACS server has been configured to allow in-band-provisioning and if the client side authentication is a successful machine authentication using a
certificate assigned to the machine (machine certificate) or a successful user authentication. Out-of-band provisioning is not supported with the
NAC-L2-802.x CTA supplicant.

For simplicity in this document, only user authentication is configured. Authentication is performed against the local username and password
database in ACS.

Configure the 10S Switch for NAC L2 802.1x

Note: If you configured NAC L2 IP in the previous section for testing purposes be sure to clear the NAC L2 IP configuration from the switchport
before starting the NAC L2 802.1x configuration.

Step 1. Clear the NAC L2 IP configuration from the switch port. To accomplish this the following needs to be performed:
10S-Switch(config)#int gig 1/1
1 CS-Switch(config-if)#no sw tchport acces vlan 1000
1 0S-Switch(config-if)#no ip adm ssion NAC L2-1P
|1 0S-Switch(config-if)#no ip access-group interface_acl in

Step 2. Add the switchport command back to GigE 1/1

| OS-Switch(config-if)#sw tchport
1 0OS-Switch(config-if)#sw tchport node access

Y ou are now ready to start the NAC L2 802.1x configuration.

Task 1: VLANS for NAC L2 802.1x
NAC L2 802.1x uses VLAN assignment for policy enforcement. Therefore you need to configure the appropriate VLANS on the switch. The
following VLANs and VLAN interfaces are used as an example on the switch for 802.1x:

VLAN Name VLAN 4948 Subnets
employees 10 10.7.10.*
contractors 20 10.7.20.*
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utilities 30 10.7.30.*

guests 40 10.7.40.*
healthy 50 10.7.50.*
checkup 60 10.7.60.*
transition 70 10.7.70.*
quarantine 80 10.7.80.*
infected 90 10.7.90.*
unknown 100 10.7.100.*
voice 110 10.7.110.*
servers 200 10.0.200.*
nads 255 10.0.255.*

nterface VI anl0

description Corporate VLAN

i p address 10.7.10.1 255.255.255.0
i p hel per-address 10.0.200. 10

nterface VI an20

description Contractors VLAN

i p address 10.7.20.1 255.255.255.0
i p hel per-address 10.0.200. 10

nterface Vl an30

description Utilities VLAN

i p address 10.7.30.1 255.255.255.0
i p hel per-address 10.0.200. 10

nterface VI an40

description GQuests VLAN

i p address 10.7.40.1 255.255.255.0
i p hel per-address 10.0.200. 10

nterface Vl an50

description Healthy VLAN

i p address 10.7.50.1 255.255.255.0
i p hel per-address 10.0.200. 10

nterface VI an60

description Checkup VLAN

i p address 10.7.60.1 255.255.255.0
i p hel per-address 10.0.200. 10

nterface VI an70
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Note:

description Transition VLAN

i p address 10.7.70.1 255.255.255.0

i p hel per-address 10.0.200. 10

nterface VI an80
description Quarantine VLAN

i p address 10.7.80.1 255.255.255.0

i p access-group Interface_ACL
i p hel per-address 10.0.200. 10

nterface VI an90
description Infected VLAN

in

i p address 10.7.90.1 255.255.255.0

i p hel per-address 10.0.200. 10

nterface Vl an100

description Unknown VLAN

i p address 10.7.100.1 255. 255
i p hel per-address 10.0.200. 10

nterface VI anl10

description Voi ce VLAN

i p address 10.7.110.1 255. 255
i p hel per-address 10.0.200. 10

nterface Vl an200

description Servers VLAN

i p address 10.0.200.1 255. 255
i p hel per-address 10.0.200. 10

nterface VI an255

description Unknown VLAN

i p address 10.0. 255.7 255. 255
i p hel per-address 10.0.200. 10

Step 1. Enable the switch AAA service by usi

configuration command.

| OS- Swi t ch(confi g) #aaa aut hent

.255.0

.255.0

.255.0

.255.0

Task 2: Configure AAA on NAD for NAC L2 802.1x
This topic describes the steps required to enable AAA on the NAD for NAC L2 802.1x.

Skip step 1 if you already enabled AAA for NAC L2 IP in the previous section.

Task 2 includes the minimum steps required to enable AAA for NAC L2 802.1x on an |OS switch.

ng the aaa new-model global configuration command as shown in the figure.

Step 2. Configure the switch to use RADIUS for 802.1x authentication by using the aaa authentication dot1x default group radius global

ication dot1x default group radius
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Note: Omitstep1and 3if you already enabled AAA for NAC L2 IP in the previous section.

Step 3. Configure the switch to run authorization for al network-related service requests by using the aaa authorization network default group
radius global configuration command.

Step 4. Enable AAA accounting for 802.1x accounting using the aaa accounting dot1x default start-stop group radius global configuration
command.

| OS- Swi t ch(confi g)#aaa accounting dot 1x default start-stop group radius

Step 5. Specify the NAD interface for all outgoing RADIUS packets by using the ip radius sour ce-interface globa configuration command.

Task 3: Enable 802.1x on the Switch

Step 6. Enable 802.1x using the dot1x system-auth-control globa configuration command.
| OS- Swi t ch(confi g) #dot 1x system aut h-contr ol

Task 4: Configure 802.1x on the Interface

Step 7. Set the 802.1x port control to auto on Gigabit Ethernet 1/1 using dot1x port-control auto.
1 OS-Swi tch(config-if)#dot1lx port-control auto

Step 8. Set the 802.1x reauthentication timer to use the timer set in ACS using the dot1x timeout reauth-period server command.
| OS-Switch(config-if)#dotlx tinmeout reauth-period server

Step 9. Enable 802.1x reauthenticaton for the interface using the dot1x reauthentication command.

| OS-Switch(config-if)#dot1lx reauthentication

Network Access Profile Configuration for NAC L2 802.1x
In this section, you configure a Network Access Profile (authentication, posture validation, and authorization) to support NAC L2 802.1x. In ACS
4.0, there are two methods of configuring Network Access Profiles.

* Add an empty profile and configure al the necessary information.
¢ Using the Template Profiles, customize the Network Access Profile desired with the base information included in the template.

There are seven Network Access Profile templates predefined in ACS 4.0:

* NACL3IP

« NACL2IP

* NACL2802.1x

* Microsoft |EEE 802.1x

* Wireless (NAC L2 802.1x)

« Authentication Bypass (802.1x fallback)
* Agentless Host

In this section of the document, we use the NAC L2 802.1x Network Access Profile template to create a base profile and then make the necessary
changes to customize this template.

Task 1: Create the NAC L2 802.1x Profile from the Template.
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Step 1. Click Network Access Profiles from the main menu, and select Add Template Profile

Step 2. Create atemplate for NAC L2 802.1x by selecting it from the Template drop-down menu. Name the template with something similar to the
one shown below. Be sure to select Active to enable the profile.

Create Profile from Template E
IName: Lab_NAC_L2_802.1X
Template for NAC Lab ;]
Description:
=
Template: [NAC L2 802.1x =l
Active: ¥

Submit Cancel

Step 3. Click Submit

Note: Sample RADIUS Authorization Components are created as part of the ACS 4.0 templates. Y ou can ignore these for the purposes of this
configuration guide.

Task 2: Authentication

Step 1. On the Network Access Profiles screen, select the Authentication link for the new profile.

Authentication

o [Lab NAC L2 802 1% |Bosture Termplate for NAC Lab YES
Validation

Authorization
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Step 2. Notice that a portion of the EAP-FAST configuration is already selected as part of the base template.

Network Access Profiles

EAP-FAST

W Allow EAP-FAST

T Allow anonymeous in-band PAC provisioning

W Allow authenticated n-band PAC provisioning
W Accept client on authenticated prowvisioning
™ Require client certificate for prowisioning

M Allow Stateless session resume

Authorization PAC TTL[1 [hours x|
Allowed inner methods
W EAP-GTC
W EAP-MSCHAPvZ2
MEAP-TLS
Posture Validation:
€ None
& Required
€ Optional - Client may not supply posture data. Use token IW—E
T Posture only

EAP-TLS
I~ Allow EAP-TLS

EAP-MDS
M Allow EAP-MDS5

Submit | Cancel I

Step 3. Click Submit

Note: If you enable EAP-GTC and use the CTA supplicant, you are always prompted for user credentials. This occurs even if you have
configured the supplicant to use single sign-on. To disable this, ssimply uncheck the EAP-GTC method.

Task 3: Posture Validation
The posture validation configuration below is for reference.
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Step 1. Select the Posture Validation link for the profile from the Network Access Profile screen.

Step 2. Add the following posture policies to the template.

Name: L2-Posture

Required Condition Types Cisco:PA
Cisco:Host

Posture Validation Policies CTA
Windows

Assessment Result Configuration
Result

Healthy
Checkup

Transition
Quarantine
Infected

Unknown

Audit Selection

Audit Server None

Step 3. Click Submit.

Task 4: Authorization
Step 1. Select the Authorization link from the template

Step 2. Enable authorization.

User Group Assessment Result Deny Access
Employees Healthy No
Contractors Healthy No
Any Healthy No
Guests Any No
Utilities Any No

If a condition is not defined or there is no
matched condition:

Include RADIUS attributes from user’s group:

Include RADIUS attributes from user record:

Message
NAC L2 802.1x Healthy

Please update your software to
prevent being quarantined by the
network.

Computer under audit...
NAC L2 802.1x Quarantined

Infected

Shared RAC
L2_1x_Healthy_RAC
L2_1x_Healthy_RAC
L2_1x_Healthy_RAC
L2_1x_Quarantine_RAC
L2_1x_Quarantine_RAC
L2_1x_Quarantine_RAC
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Step 3. Click Submit.

CTA Installation
This section covers the installation of CTA and the NAC L2 802.1x supplicant.

Task 1: Client Certificate for CTA Install
To properly authenticate, CTA must install the certificate that you have installed on ACS. There are two methods available to add the certificate to

CTA on the client. Use the first shown here should before installing CTA on the client. The other can be used to add the certificate to the root store
after CTA isinstalled. The second method will be shown at the end of this section.

Step 1. Create afolder called certs on the clientl, and placeit in the same directory asthe CTA.exefile.

Step 2. Thecertsfolder contains the CA certificate that must be used by CTA to authenticate the client to ACS.
Note: CTA will import any public certificate located in the certs subdirectory. This folder must be located in the same directory as the cta.exefile.

Task 2: Install CTA 2.0

Step 1. Download the CTA-supplicant setup file to the client. Open the folder containing the CTA .exe file located on the client, and double click
the appropriate ctasetup file. (In this example, we use ctasetup supplicant-win-[version].exe.).

The Cisco Trust Agent I nstallation Wizard appears.
l.?‘ Cisco Trust Agent 2.0.0.30 Setup - [["I]ﬁl

Welcome to the Cisco Trust
Agent 2.0.0.30 Installation
Wizard

It iz strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to guit the setup program, then close any programs
you have running. Click Nest to continue the installation,

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law,

¢ Back Mext > Cancel ]

Step 2. Click Next.
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Step 3. Accept the license agreement by clicking Next, the Destination Folder window appears

,\3 Cisco Trust Agent 2.0.0.30 Setup = | Dlﬂ
4 -
License Agreement .- ':
You must agree with the license agreement below to proceed. o
End User License Agreement ﬁ'

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. DOWNLOADING, INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO IS WILLING TO LICENSE THE SOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TEEMS
CONTAINED IN THIS LICENSE AGREEMENT. BY hd|

| accept the license agreement
| do not accept the license agieement

Reset | <Back [ Mew> |  Cancel |

Wwise Installation Wizard®

Step 4. Accept the default Destination Folder location and click Next

ii.? Cisco Trust Agent 2.0.0.30 Setup =8 - lm|5[
-._pﬂ
Destination Folder ol
Select a folder where the application will be installed. @
o

The Wise Installation “Wizard will install the files for Cisco Trust Agent 2.0.0.30 in the
following folder.

Ta install into a different folder, click the Browse button, and select another folder.

You can choose not to install Cisco Trust Agent 2.0.0.30 by clicking Cancel to exit the
\Wise Installation \Wizard.

~ Destination Folder

C:\Program Files\Cisco Spstems’ Browse |

Wize Installation Wizard®

< Back MNest » Cancel
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Step 5. The Select Installation Type dialog box appears.
Step 6. Click the Complete radio button.
Step 7. Click Next.

|.§ Cisco Trust Agent 2.0.0.30 Setup =1 5]
g.ai“'
Select Installation Type ._-'._:
Select the desired installation type. { i
= ;

" Typical
The most common application features will be installed. This option

B
ﬁ%g it recommended for most users.
=g

{+ Complete

. % All application features will be installed. This option is recommended
£y
=M

for the best performance.

(" Custom

& Use this option to choose which application features you want
L= =l installed and where they will be installed. Recommended for
= g advanced users.

Wise Installation ‘Wizard®

< Back ] Next > I Cancel
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Step 8. Theapplication installs to the selected directory.
Step 9. The following message appears when the certificate is successfully imported during the installation. Click OK .

i Cisco Trust Agent 2.0.0.30 Setup . o ] [

Updating System =P
The features vou selected are cunrently being installed. o
-

Removing backup files...

ctaCert 2.0.0.30 R |

L]
Time remair M)  Successfully imported Certificate file,

‘Wise Installation Wizard®

Step 10. When the installation is completed, the wizard displays the I nstallation Completed window.

{8 Cisco Trust Agent 2.0.0.30 Setup 1 =101 x|

Cisco Trust Agent 2.0.0.30 has
been successfully installed.

Click the Finish button to exit this installation,

¢Back [ Fnisn | careel |

Step 11. Click Finish to close the installation application.
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Step 12. Y ou will need to restart your system. Y ou will be prompted to due so when necessary.

Cisco Trust Agent Setup 2.0.0.30° P |

YYou must restart your system For the configuration

I changes made to Cisco Trust Agent to take effect.
Click Yes to restart now or No if you plan to restart
later,

Task 3: (Optional) Manual install of root certificate for CTA
If you did not copy the certsfolder into the CTA folder in Task 1: Step 1, you need to install the root certificate before using Cisco Trust Agent.

Y ou can manually install the certificate by following these steps:
Step 1. Copy the certificate to the network client.
Step 2. Open acommand prompt on the network client.

Step 3. Change directoriesto where Cisco Trust Agent isinstalled. By default, the locationisC: \ Pr ogram Fi | es\ Ci sco
Syst ens\ G scoTr ust Agent \

Step 4. EnterctaCert.exe /add “cert_path_& cert_name” /store “Root”,wherecert _pat h_&cert _name isthefull
path and file name to the certificate.

The certificate is added to the trusted certificate store on the network client.

CTA Configuration

There are no configuration changes to be done on the supplicant. The supplicant by default always tries to do machine authentication. ACS issues a
RADIUS Access-Reject in response to the first RADIUS Request from the network access device because the supplicant does not have the correct
credentials for machine authentication. Y ou should be aware that this causes the 802.1x state machine on the switch to move the port into the held
state, which prevents the switch from accepting any EAPOL-Starts from the client. If the supplicant sends and EAPOL-Start while the switchisin
the held state, the end-user could experience a slower than normal login experience. The supplicant has to wait to complete the user login until the
switch moves the 802.1x state machine to a connecting state and accepts the EAPOL-Starts from the supplicant to initiate a successful 802.1x
exchange.

Verify NAC L2 802.1x Functionality
This section helps you validate that NAC L2 802.1x is configured properly, that you are being passed the correct posture token from ACS, and that
the correct VLAN assignment from ACS are being applied on the NAD.

To be considered healthy and to be placed in the healthy role, the client must correctly pass back the required credential information to the NAD and
then to ACS. The posture validation requirements for each credential created in the previous Network Access Profile section must be met for the
client to be passed an application posture token of healthy. The credentiasinclude Cisco Trust Agent, the agent version is >=2.0.0.30, and the OS-
Type contains Windows XP.

Note: Itisimportant to remember that the client only passesto ACS the credentials that ACS is specifically requesting.
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Step 1. First, re-enable the switchport to which the client is connected by issuingtheno shut command.

Step 2. Ontheclient, you should see a credential request from the supplicant similar to this:

U U- Please enter your credentials for network Cisco Corporate,

2

—— Uszername: |Empioyee1 |

Enter your password [

Step 3. Issuetheshow dot 1x al I command to verify the status of the client.

NAC4948#sh dot 1x al |
Dot1x Info for interface G gabitEthernet 1/1

Suppl i cant MAC 000d. 80cd. cda6

Aut hSM St at e = AUTHENTI CATED

BendSM St at e = | DLE

Post ure = Heal t hy

ReAut hPeri od = 3600 Seconds (From Authentication Server)
ReAut hAct i on = Term nate

Ti mreToNext Reaut h 3570 Seconds

Port St at us = AUTHORI ZED
MaxReq =2

MaxAut hReq =2

Host Mode = Single

Por t Cont r ol = Auto
Control Direction = Both

Qui et Peri od = 60 Seconds
Re- aut henti cati on = Enabl ed
ReAut hPeri od = From Aut henti cati on Server
Server Ti meout = 30 Seconds
SuppTi neout = 30 Seconds
TxPeri od = 30 Seconds
Guest - VI an =0

Step 4. Verify that the client switch port has been placed in the correct VLAN.
NAC4948#sh vl an

VLAN Name St at us Ports
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1 defaul t active Gel/ 5, Gel/6, Gel/7, CGel/8
Gel/9, Gel/10, Gel/13, Gel/15
Gel/ 16, Gel/ 17, Gel/ 18, Gel/ 19
Gel/ 20, Gel/21, Gel/22, Gel/23
Gel/ 24, G1/2

10  enpl oyees active Gel/ 3
20 contractors active

30 utilities active

40 guests active

50 heal t hy active Gel/ 1
60 checkup active

70 transition active

80 quar anti ne active

90 i nfected active

100 unknown active CGel/ 4, Gel/11l, CGel/ 14
110 voice active

200 servers active Gel/ 12
255 nads active

Step 5. You can see the client switch port has been placed in VLAN 50 (healthy). Y ou could a so use the following interface command to view the
switch port information for the interface:
NAC4948#sh int G gE 1/1 switchport
Narme: CGel/1
Swi t chport: Enabl ed
Adm ni strative Mdde: static access
Operational Mde: static access
Adm ni strative Trunki ng Encapsul ati on: negoti ate
Qper ational Trunking Encapsul ation: native
Negoti ati on of Trunking: Of
Access Mdde VLAN: 50 (healthy)

Step 6. Ontheclient, CTA will provide a pop-up message similar to the following:

You are Healthy
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Step 7. On ACS, verify the client information in the appropriate report. Because it appears that we have correctly established communications
between the client and ACS, the most appropriate report to check is Passed Authentications.

Suppose the client is not given atoken of Healthy and is given a Quarantine token instead. What are some of the ways to troubleshoot this?

First, force the client into a Quarantine role. Y ou can do this by configuring a posture validation rule in ACS that you know will cause the client
will fail.

Step 8. Change the minimum version of the trust agent being requested for a healthy posture status.

Ci sco: PA: PA-Nane contains Cisco Trust Agent
Ci sco: PA: PA-Version >= 3.0.0.0

Because we are running CTA version 2.0.0.30, the client should fail thisrule.
Step 9. Enablethefollowing debug: debug dot 1x events

Step 10. Enter thedot 1x initialize interface x/x command to restart the authentication process.

00:55:00: dotlx-ev:auth_initialize_enter:000d. 60cd.cda6: Current |D=0

00: 55: 00: dot 1x-ev: dot 1x_update_port_direction: Updating oper direction for Gel/1l
(adm n=Bot h, current oper=Bot h)

00: 55: 00: dot 1x-ev: dot 1x_update_port_direction: New oper direction for Gel/1 is Both

00: 55: 00: dot 1x-ev: dot 1x_port_cl eanup_aut hor: cl eanup author on interface

G gabitEthernet1/1

00: 55: 00: dot 1x-ev: dot 1x_update_port_status: Called with host_npde=0 state

UNAUTHCRI ZED

00: 55: 00: dot 1x-ev: dot 1x_updat e_port_status: using nmac 000d. 60cd. cda6 to send port to

unaut hori zed on vl an 80

00: 55: 00: dot 1x-ev: Found a supplicant block for nac 000d. 60cd. cda6 1E113FO0

00: 55: 00: dot 1x-ev: dot 1x_port _unaut hori zed: Host-node=0 radi us/ guest vl an=80 on

G gabitEthernetl/1

Step 11. Notice that the client has now been placed in VLAN 80, the quarantine VLAN.

NAC4948#sh dot 1x i nt
NAC4948#sh dot 1x interface GgE 1/1
Suppl i cant MAC 000d. 80cd. cda6

Aut hSM St at e = AUTHENTI CATED
BendSM St at e = | DLE
Post ure = Quarantine

ReAut hPeri od 3600 Seconds (From Aut hentication Server)
ReAut hActi on Reaut henti cat e
Ti meToNext Reauth = 3482 Seconds

Port St at us = AUTHORI ZED
MaxReq =2

MaxAut hReq =2

Host Mode = Single

Por t Cont r ol = Auto

Bot h

Control Direction
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Qui et Peri od = 60 Seconds
Re- aut henti cation = Enabl ed

ReAut hPeri od = From Aut henti cati on Server
Ser ver Ti meout = 30 Seconds

SuppTi neout = 30 Seconds

TxPeri od = 30 Seconds

Guest - VI an =0

In the sample output, the client was authenticated correctly because the correct username and password were entered. However, the client failed one
of the credential checks, and, as aresult, was placed in a quarantine role.

Step 12. On the client, CTA will provide a pop-up message similar to the following:

X

Quarantine

Step 13. View the ACS reports to gather information on why the client was quarantined.

By viewing the report information, you should be able to see where the problem was encountered and start the troubleshooting process.

Configuring Supplicant Single Sign-On

CTA Supplicant Configuration

When configuring NAC L2 802.1x with the CTA supplicant most policy is defined on the server. There are afew options on the client that are
available to you. The options are set by using XML files. Y ou can create the XML files by installing the CTA supplicant on an administrative
workstation. On this workstation, you should accessthe Trust Agent Ethernet Client Open menu option. On the CTA supplicant GUI, you will find
an option Create Deployment Profiles under the Menu button.
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# Trust Agent Ethernet Client

Port Status ;
ﬁ:@ AMD PCMET Family Ethernet Ad... No Authentication R

Clear Credentials...

Create Deployment Prafiles, ..

Help...
Conrect Dis Full-featured Client Info..,

Debug Log
About, ..

Show system tray icon [ Menu v] l Close ]

This brings up the wizard for creating the deployment profiles. The first screen of the wizard isthe Trusted Server Definition dialog.

. Trust Agent Ethernet Client

| Poit

% Create Policy and Network Profiles...

Trusted Server Definition

Server Name  Validation Method

Add Server Rule... Remove Selacted Edit Selected .

<Back || New> || Cancel |

[¥] Show system tray icon l Menu 'Jl Close ]
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Y ou can use this dialog to define ACS servers that you trust, either through validation of the certificate that they present or through the PAC that they
present. Thisis donein Phase 1 of EAP-FAST to validate the credentials that the ACS server sends to the client to establish the SSL tunnel.

'I""r Create Policy and Network Profiles...

End Station Credential Origin
—Usger Credentials

(+ se Single Sign-on for password credentials

" Request password when needed

— Use Client Certificate During:
[~ Machine Authentication
I~ User Authentication

[~ Automatically establish Machine connection

< Back MNext > Cancel

The diaog is divided into three parts. The first part instructs the supplicant on how to acquire user credentials. The client can either try to leverage
the username and password of the user login through the single sign-on radio button, or it can prompt you for password credentials.

The second section of the dialog is used to determine how to use any certificates with the supplicant if they are available on the host. Y ou can use
certificates for user or machine authentication. Thisdialog is assuming that a certificate has aready been provisioned to the host, either for machine
or user identity.

The third section, Automatically establish M achine Authentication, is enabled by default and can be unchecked and turned off for the purposes of
this configuration guide.

After defining the origin of the end station credentials, you see the dialog to save the two XML files that define the deployment profiles. Y ou can
choose where you would like to create the network profile file and the policy file.
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ust Agent Ethernet Client

Part

= Creale Policy and Network Profiles...

Save Deployable Files
Directory: [es\Cisco Systems\Cisco Trust Agent 802 1x\Wired Clienth| | Browse...

Palicy Filename: [nac-pakicy |

Network Profile Filename: |nac-netwark |

I < Back H Save ][ Cancel ]

Show system iy icon I Meru '][ Cloze ]

We expect that you aready have preferred methods of moving files to end-user stations (for example, Microsoft's SMS).

« Export the CTA Client installation file to the end-user’ s machine.
« Executetheinstallation file on the end-user machine. Do not restart the machine.
« Export the policy and profile configuration files into the following folders created by the installer:

« IMPORTANT: if updating an existing client, the newly deployed configuration files must replace any existing ones. There can only be one.xml
filein each of the specified folders. Move these files into the <install directory>\profiles\policies and <install directory>\profiles\networks folders.

Note: Thedefault <install directory> is: Program Files\Cisco Trust Agent Ethernet Client\ policy configuration file: <install
directory>\profiles\policies network configuration file: <install directory>\profiles\networks.

Restart the end-user’ s machine. The End-User CTA Client is automatically started and operational per the deployed configuration files.

Considerations for Hosts Without Supplicants

Not every host that connectsto aNAC L2 802.1x network will have a supplicant, so there are several IBNS (Identity Based Networking Services)
features that have been developed for these types of hosts. It should be clear that these are IBNS features and are not directly developed for NAC.
However, they have relevance for handling agentless hosts in a NAC-enabled network. The IBNS features covered provide the ability to assign an
host with no 802.1x supplicant to aVVLAN designated for guest access and the ability to authenticate a host based on the MAC address.

Guest VLANSs for Non-802.1x Hosts
A guest VLAN enables the non-802.1x capable hosts to access the networks that use 802.1x authentication. Y ou can use the guest VLANs while you
are upgrading your system to support 802.1x authentication.

When you configureaVLAN as an 802.1x guest VLAN, al the non-802.1x capable hosts are put in this VLAN. Y ou can configure any VLAN
(except for the private VLANs and RSPAN VLANS) asaguest VLAN. If aport is aready forwarding on the guest VLAN and you enable 802.1x

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 70 of 118



support on the network interface of the host, the port isimmediately moved out of the guest VLAN, and the authenticator waits for authentication to
occur.

Enabling 802.1x authentication on a port starts the 802.1x protocol. If the host fails to respond to the packets from the authenticator within a certain
amount of time, the authenticator puts the port in the guest VLAN.

The guest VLANSs are supported in both single-authentication mode and multiple-host mode.

Guidelinesfor 802.1x Authentication with the Guest VL ANs on Windows XP Hosts
This section describes the usage guidelines for configuring 802.1x authentication with the guest VLANs on Windows-XP hosts:

e If aguest VLAN isenabled on aport, that port cannot be configured as a unidirectional port, and conversely, a unidirectional port cannot be
configured in aguest VLAN.

« If the host fails to respond to the authenticator, the port remains in the connecting state for 180 seconds. After this time, the login/password
window does not appear on the host. The workaround is to have the user disconnect and then reconnect the network interface cable.

¢ The hosts that respond with an incorrect log in or password fail authentication. The hosts that fail authentication are not put in the guest VLAN.
Thefirst timethat a host fails authentication, the quiet-period timer starts, and no activity occurs for the duration of the quiet-period timer. When
the quiet-period timer expires, the host is presented with the log in and password window. If the host fails authentication for the second time, the
quiet-period timer starts again and no activity occurs for the duration of the quiet-period timer. The host is presented with the log in and password
window athird time. If the host fails the third time, the port is put in the connecting and unauthorized states. The workaround is to have the user
disconnect and then reconnect the network interface cable.

If ahost does not respond to the username and password authentication requests from the Authenticator Port Access Entity, it isplaced in a
guest VLAN.

Task 1: Enable Guest VLAN Support on the Interface
10S-Switch(config)# interface gigabitethernetl/1

| CS-Switch(config-if)# dotilx guest-vlan 40

Verify that the supplicant service is stopped or that the supplicant is uninstalled. Make sure that the Windows wireless zero config serviceis stopped.
After you do that, verify that the supplicantless device is placed in the guest VLAN.
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NAC L2 [P CatOS SWITCH CONFIGURATION
This section of the document covers configuration for NAC L2 IP and NAC L2 802.1x on a CatOS switch. Figure 6 provides areference for this
section.

Figure 6. Reference Network for CatOS

A .
10.0.200.2 E' Cisco Secure
| ACS 4.0
—

10.0.200.10 =Ml Active Directory,
DHCP Server and CA

Client2 VLAN
B VAN ~ 200
: = JI ~

1000  Gig 2/1

=l / 110.0.200.101
MAB Client VLAN 10.0.200.1 =1 AV Server
@] 000 Gig2ss " -i
. | -_J\\__ s

6503 o

ﬁ Update/Remediation
M- Server
—
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Task 1: Configure NAC L2 IP

Step 1. Enable the RADIUS on the switch.

Consol e> (enabl e) set radius server 10.0.200.20 primary
Consol e> (enabl e) set radius key ciscol23

Step 2. Enable EAPoUDP for NAC L2 IP on the switch.

Consol e> (enabl e) set eou enable

Step 3. Enable EAPoUDP for the L2IP port that requires posture validation.

Consol e> (enable) set port eou 2/1 auto

Step 4. Remove any previous security ACLs.

Consol e> (enabl e) clear security acl all

Step 5. Configure this Policy-Based ACL. This ACL should be used as areference point.

Consol e> (enable)! Pernmit ARP
Consol e> (enabl e) set security acl ip nac permt arp
Consol e> (enabl e) set security acl ip nac permt arp-inspection any any
Consol e> (enabl e)! Pernmit DHCP Snoopi ng
© 2006 Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 72 of 118



Consol e> (enabl e) set security acl ip nac pernmt dhcp-snooping
Consol e> (enabl e)! Pernmit DNS
Consol e> (enabl e) set security acl ip nac permt udp any any eq 53
Consol e> (enable)! Create an entry that allows access for healthy hosts access and that
Consol e> (enabl e) matches the healthy policy group nane defined in ACS
Consol e> (enabl e) set security acl ip nac permt ip group Healthy_hosts any
Consol e> (enable)! Create an entry that allows |imted access for quarantine hosts
access and that matches the quarantine policy group nanme defined in ACS
Consol e> (enabl e) set security acl ip nac permt ip group Quarantine_hosts 10.0.200.0
0.0.0. 255
Consol e> (enabl e) set security acl ip nac permt ip 10.0.200.0 0.0.0.255 group
Quar anti ne_hosts
I'Permit quarantine hosts the ability to comunicate with the default gateway
Consol e> (enabl e) set security acl ip nac permt ip group Quarantine_hosts host 10.9.1.1
Consol e> (enable)! All ow the default gateway to conmunicate with quarantine hosts
Consol e> (enabl e) set security acl ip nac permt ip host 10.9.1.1 group
Quar anti ne_hosts
Consol e> (enable)! Al | ow EQU
Consol e> (enabl e) set security acl ip nac permit eapoudp
Consol e> (enabl e)! Al | ow DHCP
Consol e> (enabl e) set security acl ip nac permt udp any eq 67 any
Consol e> (enabl e) set security acl ip nac permt udp any eq 68 any

Step 6. Commit the security ACLs, and apply to the desired VLANS

Consol e> (enable) commit security acl al
Step 7. Map the security ACL to thedefault L2 IP VLAN (1000).

Consol e> (enabl e) set security acl nmap nac 1000

Note: Entershow security acl info all toseetheconfigured security ACL
Step 8. Verify NAC L2 IP functionality.

Consol e> (enabl e) show policy group all

G oup Nane = Heal t hy
Goup Id =1
No. of | P Addresses =1
I's Changed fl ag =0
Src Type = ACL CLI

Li st of Hosts in group.

Interface =2/1
| pAddr ess = 10.7.50.5
Src type = NAC
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Task 2: Configure NAC L2 802.1x
Because RADIUS was aready enabled in the previous steps for NAC L2 P and the VLANSs for 802.1x have been preconfigured, there are very few
steps required to enable NAC L2 802.1x in CatOS.

Step 1. Globally enable 802.1x authentication.

Consol e> (enabl e) set dot1x systemauth-control enable

Step 2. Enable 802.1x control on Port 2/1, our dot1x Client.

Consol e> (enabl e) set port dotlx 2/1 port-control auto

Step 3. Enable reauthentication on the port.

Consol e> (enabl e) set port dotlx 2/1 reauthentication

Step 4. Verify NAC L2 802.1x functionality.

Consol e> (enabl e) show port dotlx 2/1
Consol e> (enabl e) show port 2/1

Catalyst 6500 Guest VLAN Configuration Example
This example shows how to add port 2/1 to 802.1x guest VLAN 40.

Consol e> (enabl e) set port dotlx 2/1 guest-vlan 40

Port 2/1lis Miltiple-authentication enabled, guest-vlan can not be enabl ed
6506- Cat OS> (enabl e) set port dotlx 2/1 multiple-authentication disable
Port 2/1Multipl e-authentication option disabled

6506- Cat OS> (enabl e) set port dotilx 2/1lguest-vlan 40

Port 2/1Guest Vlan is set to 40

6506- Cat OS> (enabl e) show port dot1x guest-vl an

Quest -Vl an St at us Mod/ Port s

40 active 2/1

none none 2/ 2,3/ 2-48,8/1-8
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Configuring MAC-Authentication-Bypass on the 6500

MAC Authentication Bypassis an IBNS feature that is configured on a per-port basis. The switch makes a RADIUS request to the ACS server with
the MAC address of the host connecting to the switch. If the MAC addressis found in the internal ACS database, the ACS server replies with an
Access-Accept, and the host is permitted onto the network. This MAC authentication happens after 802.1x and hence bypasses the default 802.1x
security policy of denying access for all devicesthat cannot complete an EAP authentication. This feature is useful for allowing NAH accessto the
host. The MAC address OUI can be used to wildcard MAC addresses allowing devices with addresses within the same OUI range to access the
network. Thisis useful for devices such as printers or terminals that do not have an 802.1x supplicant, but that need to be allowed access to the
network. Because MAC Authentication Bypass is dynamic in nature you can configure it on al portsin the network and will not have to explicitly
configure it on ports where printers are connected.

Note: MAC Authentication Bypassis only supported on the Catalyst 6500 at thistime.

Task 1: Catalyst 6500 Configuration
The Catalyst 6500 configuration for MAC Authentication Bypass consists of afew commands. The following assumes that the necessary RADIUS
configuration has been done on the Catalyst 6500 802.1x authentication. The feature must be enabled globally and then applied to the port as shown:

6506- Cat OS > (enabl e) set nac-aut h-bypass enabl e
Mac- Aut h- Bypass enabl ed gl obal | y.

6506-Cat OS > (enable) set port nmc-auth-bypass 2/3 enabl e
Mac- Aut h- Bypass successfully enabl ed on 2/ 3.

Task 2: ACS Configuration for MAC-Auth-Bypass
To do MAC Authentication Bypass (MAB), ACS must be configured to match against the exact MAC address of the host or against a wildcard
match of the MAC address. A wildcard match is used to authenticate the OUI portion of the MAC address of the VMware image.
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Step 1. Create a Network Access Profile for handling MAB reguests from the Catalyst 6500. Create this NAP by selecting the NAP > Add
Template Profile > Authentication Bypass (802.1x fallback).

A CiscoSecure ACS - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help

GBack + # - @ 2] A | Qoexrch GiFavortes Preds 4
Address | ] http:j/127.0.0.1:4110)

Br

Cisco Svsrems

Network Access Profiles
Edit

Uszer
Setup

ﬁ E'f"" Create Profile from Template ﬂ
etup

B |t Name: MAB_NAP

Network ;!
Configuration

%‘I Sustem Description:
Configuration

(T e &

E%Iéfrqh?mﬁm Template: |Authenticatiun bypass (802, 1x fallback]j
niro

Active: [
LA | Excternal User o R
34

E Databases

Submit [ Cancel |
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Step 2. Enable MAC Authentication Bypassin the Network Access Profile > MAB_NAP > Authentication Settings.

C1seo Srsrems
Network Access Profiles
LU
[
cation Setti 9
‘15 R Authentication Settings for MAB_NAP J
1S | Setup
Populate from Global |
% SharedProfile
Components
a Hetwork Authentication Protocols
Configuration
—~ [" Allow PP
| System
% Configuration [ Allow CHAP
A ||nieqface_ [ Allow MS-CHAPy1
‘ Canfiguration
[™ &llow MS-CHAPy2
Administration
%hﬂniwl M allow MAC-Authentication-Bypass
jP External User MAC Authentication Bypass Configuration
= Databazes
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Step 3. Select the Add button to create aMAC List under Network Access Profile> MAB_NAP > MAC_Authentication_Bypass_Configuration.

e Network Access Profiles

Edit

User
Setup

4

s = | Group
TE Setup

MAC Authentication Mapping for MAB_NAP

v<®

% Shared Profile
Components

(e ‘ MAC Addresses [ User Group
E.a Czn}vi';::atim [ |
0o, | ]
%‘ Btiration C [0: Default Group (4 users) ]
Interf A
‘ Cllnetri;.:'eatian

If @ MAC address is not defined or there is no matched
éd"}“?m”"" mapping: ID: Default Group (4 users) E|
<4 | Contro !

L | External User
3@ A Add| Delete
Posture The 4dd/Delete buttons submit and save the current configuration to the database,

nonojl i alidation
Submit | Done
"_'%Metﬁork Accesq h

gl

Step 4. After you have aMAC Group, enter the beginning of the Client interface MAC address in the MAC Addresses Text Box. If you enter 00,
the comma designates to ACS that you are wildcarding the MAC address match after the entered text. For example, if you entered 00-95,
you wildcard the MAC address match after the 5. Y ou can aso map the MAC addresses to a user group, in this instance the default group.

Task 3: Monitoring
After applying the configuration, you can monitor the feature with show commands as depicted below.
Step 1. The port with MAC authentication in progress:

6506-Cat S > (enable) sho port mac-aut h-bypass 2/3
Port Mac- Aut h-Bypass State MAC Address Aut h-State VI an

2/3 Enabl ed 00- 00- 00- 00- 00- 00 wai ting 10

Port Term nation action Session Tinmeout Shutdown/Tinme-Left
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Step 2. The port after a successful authentication:

6506-Cat S > (enable) sho port mac-aut h-bypass 2/3
Port Mac- Aut h-Bypass State MAC Address Aut h-State VI an

2/3 Enabl ed 00- 0a- 95-dc- 32-4a aut henti cated 50

Port Term nation action Session Tinmeout Shutdown/Tinme-Left

2/3 reauthenticate 1000 NO -

Step 3. VLAN assignment can be validated by looking at the output of the show vlan command. VLAN 50 matches the name healthy as described
in the group |ETF RADIUS attributes.

6506-Cat S > (enable) sho vlan 50

VLAN Name St at us | fl ndex Mod/ Ports, VIans
50 heal t hy active 68 2/ 3,2/47
15/1
VLAN Type SAID MIU  Parent RingNo BrdgNo Stp BrdgWbde Transl Trans2
50 enet 100050 1500 - - - - - 0 0

VLAN M STP-1nst DynCreated RSPAN

50 - static di sabl ed

Step 4. Under “Reports and Activity/Passed Authentications’, there is a message that matches the following ACS log message for a successful
MAC authentication.

Date ¥ | || Gime | Prane User-Name oxuins (SR TD | [ NAS Pare
— = Type = Name

191 Authen 00-0a-95-dc-
07/14/200521:43:10 | 1 00-0a-95-dc-32-4a . S, 201
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MICROSOFT ACTIVE DIRECTORY INTEGRATION

ACS can delegate authentication decisions to external servers, including Windows, LDAP, ODBC databases, RADIUS token servers, and RSA
SecurlD Token Servers. You can prioritize the list of servers for authentication, and ACS tries each one sequentially until a match isfound. If no
match isfound after trying all of the servers, the authentication fails. To configure ACS to use an external server for authentication, you must
configure each type of server under External User Databases.

Note: Addthe ACS server to the AD Domain.

Microsoft Active Directory

Note: To perform authentication with Microsoft Active Directory, the ACS server must be a member of the domain.
There are three parts to the configuration of an external user database in ACS:

1. Unknown User Policy

2. Database Group Mappings

3. Database Configuration

Y ou must enable the use of an external database, and specify which type of database. In ACS, go to the configuration screen External User
Database > Unknown User Policy, and choose Windows Database as shown in thisfigure.

Unknown User Policy
Fail the attempt

Check the following external user databases

Selected Databases:

Windows Database (Windows Database)

Note: If you specify multiple databases for authentication, ACS queries each directory server in the order specified until it receives an
authoritative response. Y ou should put the most likely directory servers higher in the list to improve response times and user experience.

In order for ACS to know how to authorize users authenticated by Microsoft Active Directory, you must map the Active Directory groups to the
respective network groups in ACS as shown. This mapping is configured under External User Database > Database Group M appings > Windows
Database > Domain. For the reference network, the domain is named NAC.

Database Group Mappings
Windows Database
Domain Configurations: NAC
NT groups “Users, *” matches Cisco Secure group “Employees”
NT groups “Contractors, *” matches Cisco Secure group “Contractors"

NT groups “Guests, *” matches Cisco Secure group “Guests"
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Thefina step in external database configuration is to specify the order of the databases that ACS uses to perform authentication against for incoming
reguests. The following settings are used at External User Databaes > Database Configuration > Windows Database > Configure to use the
nac.cisco.com Active Directory domain for user and machine authentication.

Dialin Permission

Verify that Grant dialin permission to user setting has been enabled from within the Windows User Manager for users configured for Windows User
Database authentication.

Unknown User Policy
Use the next sequential External Database in the Selected Databases list in case of an “External DB user invalid or bad password” error.
Configure Domain List
Domain List:
NAC
\LOCAL
MS-CHAP Settings
Enable password changes using MS-CHAP version 1.
Enable password changes using MS-CHAP version 2.
Windows EAP Settings
Enable password change inside PEAP or EAP-FAST.
EAP-TLS Strip Domain Name.
Machine Authentication
Enable PEAP machine authentication.

Enable EAP-TLS machine authentication.

EAP-TLS and PEAP machine authentication name host/
prefix.
Enable machine 12
access restrictions. <No Access> j

Aging time (hours):

Group map for successful user authentication without machine authentication:

Configuring User and Machine Authentication
These sections provide details on configuring ACS and the switches for the following variations of host authentication.

e user authentication
¢ machine authentication
¢ machine and user authentication

User and Machine Authentication Overview
With the notion of machine posture states in NAC-L2-802.1x, thereis a possibility of multiple 802.1x authentications occurring during a machine
and user authentication. This is the maximum possible machine and user authentication scenario for 802.1x transactions:

* Machine boots.

« Supplicant performs Machine Auth and posture—first 802.1x exchange.

 All services on the machine complete, thus CTA triggers a posture status change as a result of the machine changing from booting to running.
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« Supplicant performs Machine Auth and posture—second 802.1x exchange.

e User logsin.

» Supplicant performs user auth and posture—third 802.1x exchange.

¢ Login completes, thus CTA triggers a posture status change as a result of the machine changing from running to logged in.

» Supplicant performs user auth and posture—fourth 802.1x exchange.

Task 1:

Step 1.

Step 2.

Configure ACS to AD Communication

Y ou must add the Windows Database to the list of databases checked within the NAP > Lab_NAC_L2 802.1X > Authentication >
Credential Validation Databases > Selected Databases.

In this configuration guide and for ACS to properly exchange user and machine authentication with Microsoft Active Directory, you have
to have the enable the Allow access for Dial-1n on the user properties if you are doing user authentication and on the machine propertiesif
you are doing machine authentication. This figure shows how to enable this setting in the Active Directory Users and Computers
Management Tool.

Remate control | Terminal Services Profile |
General | Addess | Account | Profile | Telephones | Organization |
Member OF Dialin Erwionment | Sessions

— Remate Access Pemizzion (Dial-in ar WPM]
% Allows access
{" Deny access

" Cortrol access through Bemote Sccess Policy

I ety Caller-D:

— Callback Dptions

* Mo Callback
" Set by Caller [Routing and Remate &ccess Service only)

" Always Callback to: I

[T Zssign a Static [P Address I

| Appl Static Foutes

Define routes to enable faor thig Dial-in
conhechion.

Static Foutes ...

(] I Cancel Al
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To test AD integration:
Step 3. Click Clear Credentials on the M enu button of the Cisco Trust Agent supplicant GUI on the client desktop.

Step 4. To test user authentication with Active Directory, use NAC\Userl as the username and cisco123 as the password when logging in.

TROUBLESHOOTING NAC

Network Admission Control is a complex solution; however awealth of information is available from the individual solution components. Each of
these components provides show commands, reports, or logging output that hel ps the troubleshooter pinpoint the problem. Let’stake alook at the
information available from each component. We'll start with the client or host undergoing the admission control process and move towards the AAA
and policy servers.

Cisco Trust Agent and CTA Supplicant Logging

CTA provides alogging daemon that isinstalled along with the agent during the normal setup routine. By default, thislogging is not enabled after
the installation process completes. The CTA logging function can be enabled a number of different ways, if you want to have the logging enabled
after the installation of CTA has completed, a properly configured ctalogd.ini file can be included with the ctasetup executable. By default, afile
named ctalogd.tmp is copied to the appropriate folder at installation time. This file can be renamed to an.ini file type, and the logging service
restarted in Windows to turn on logging or logging, can also be started from the command line.

A sample of ctalogd.ini follows along with an explanation:

1

; This file contains Cisco Trust Agent |og settings.
; To use these setting sinply rename file to “ctalogd.ini”

;0 di sabl e | oggi ng
; enabl e | oggi ng

[EnY
1

[ mai n]
Enabl eLog=1

; This section allows you to set the “verbose” |evels for various
; conmponents of the G sco Trust Agent.

di sabl e

log critical events only
log critical and warning events
log critical, warning and informational events

w N - O
I

[ LogLevel ]
PADaenon=3
Net Tr ans=3
PAPI ugi n=3
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CTAMsg=3
CTAD=3
PEAP=3
EAPTLV=3
EAPSQ=3
PPMgr =3
PSDaenon=3
Host PP=3
CTASI =3
Scri pt Pl ugi n=3
CTASC=3
CTAVSTLV=3
CTASTATE=3

Each of the previous ctalogd.ini entries references a specific daemon that is part of CTA. The samplefileincluded with the installation if renamed to
a.ini filetype will set each daemon’slogging level to high. Thisis normally enough information to help with the troubleshooting activity. Setting the
logging level for the various daemons to 15 enables a complete packet dump. CTA logging can also be enabled from a command prompt with this
syntax:

ctalogd { start| stop | restart | enable [-t] | disable | clear }

The location where ctalogd writes the log file might also be changed. More information is available in the CTA Administrator’s Guide at this
following URL: http://www.cisco.com/en/US/partner/products/ps5923/products administration_guide book09186a008023f7a5.html

This example shows parts of a successful EoU session with the logging level set to high for the various daemons. A majority of the messages have
been removed for clarity. The tab-separated fiel ds are Sequence number, Time, Date, Severity, Daemon ID and Message.

103 13:49:32.095 07/08/2005 Sev=Infol 4 Net Tr ans/ 0x6310000E

EAPoUDP Session 4 created for NAD 172.31.211.1, total session count: 2

109 13:49: 32.305 07/08/2005 Sev=Infol/5 PEAP/ 0x6340000D
Server certificate (/0O=Ci sco Systens, Inc./CN=Server) has been validated by local CA certificate
(/ O=Ci sco Systems, Inc./CN=Stress).

110 13:49: 32. 335 07/ 08/ 2005 Sev=I nfo/5 PEAP/ 0x6340000F
Server certificate matches foll owi ng DN checking rule: CN*"Server”, |SSUER-CN="Stress”

111 13:49:32.365 07/08/ 2005 Sev=I nfol 4 PEAP/ 0x63400003
PEAP handshake success

112 13:49:32.405 07/ 08/ 2005 Sev=l nfo/ 6 EAPTLV/ 0x63500002
EAP ldentity: PCTOO NAC User

120 13:49:32.836 07/08/ 2005 Sev=I nf o/ 4 PEAP/ 0x63400008
PEAP recei ved a nmessage of: EAP Success

121 13:49:32.866 07/08/ 2005 Sev=Info/5 EAPTLV/ 0x63500004
Done with EAP-TLV processing

125 13:49:33.036 07/08/ 2005 Sev=Info/5 PEAP/ 0x6340000C
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PEAP processing finished

126 13:49:33.046 07/ 08/ 2005 Sev=I nfol 4 PAPI| ugi n/ 0x63200001
Application Posture Result = Healthy

127 13:49:33.086 07/08/ 2005 Sev=I nf o/ 4 PAPI ugi n/ 0x63200002
System Posture Result = Healthy

129 13:49:33.177 07/08/2005 Sev=War ni ng/ 2 PAPI| ugi n/ 0xA3200010
CTAPP receives UserMsg Notification: Content = healthylL2lP

This session shows a new EoU session creation, the CTA receiving a server certificate from ACS, the validation of that certificate as trusted and
matching any certificate filtering rules. After the message of PEAP handshake success, the registered credentials are sent to ACS, where the client’s
posture is validated. The results are sent back to CTA.

The configuration of the CTA logging settings file can be modified from a DOS prompt with this command:

clogcli { enable | disable | clear | loglevel [1-3, 15] }

The clogcli command also initiates logging from the CLI. More details can be found in the CTA Administrators Guide.

A quick status of CTA on aclient may be obtained with the ctastat command. A sample of the output is shown here. This output shows the number
of times that the posture has been validated since CTA was started, the current system posture token, the results of the last status query, and any
registered posture agents.

> ctastat. exe
CTA Statistics Reporting Tool

Cisco Trust Agent Statistics
Current Time: Mon Jul 18 08:10:59 2005

Session | nformation
Sessi on Number (Hex): 01000000
System Posture Token Val ue: Heal t hy
Recei ved on: Mn Jul 18 07:50: 30 2005
Total Postures Received: 1
Last SQ Response was “No Status Change”
Pl ugi n Vendor/ Application: 9/1
Appl i cation Posture Token Val ue: Healthy
Recei ved: Mon Jul 18 07:50: 30 2005
Post ure Request |ast received: Mn Jul 18 07:50:30 2005
Length of |ast response to Posture Req: 28
Sent: Mon Jul 18 07:50: 30 2005
Pl ugi n Vendor/ Application: 9/2
Post ure Request |ast received: Mn Jul 18 07:50:30 2005
Length of |ast response to Posture Req: 167
Sent: Mon Jul 18 07:50: 30 2005
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NAD Logging, Show Commands, Session Control, and Debug

Cisco |0S devices and CatOS devices acting as NAC network access devices provide information through normal console and syslog functions as
well as some RADIUS accounting functions. The information and the methods provided depends on how NAC has been implemented: whether you
areusing L2/L3-IP or L2-802.1x.

This command changes the logging level for EoU-related events to only informational. This has the effect of reporting a great deal of detail to the
NAD console, the management station, or both and can be required for a complete picture from either SIMS or MARS.

eou | oggi ng

*Jul 18 04:12:16.878 MDT: %EOU- 6- SESSI ON: | P=172. 31. 211. 2| HOST=DETECTED|

I nterface=G gabitEthernetl1/9

*Jul 18 04:12:16.882 MDT: %EOU- 6- CTA: | P=172.31.211.2| G scoTrust Agent =DETECTED

*Jul 18 04:12:22.446 MDT: %EQOU-6- POLICY: | P=172.31.211. 2| ACLNAME=#ACSACL#-| P-heal t hy-42c46e7c
*Jul 18 04:12:22.446 NDT: %EOU-6- POLI CY: | P=172.31.211. 2| TOKEN=Heal t hy

*Jul 18 04:12:22.446 NDT: %EQOU 6- POLICY: | P=172.31.211. 2] HOSTNAME=PCTQOO Jane Dough

*Jul 18 04:12:22.446 NDT: %EOU- 6- POSTURE: | P=172. 31. 211. 2| HOST=AUTHORI ZED|

I nterface=G gabitEthernetl1/9

*Jul 18 04:12:22.450 MDT: %EQU- 6- AUTHTYPE: | P=172. 31. 211. 2| Aut hType=EAP

This command changes the station ID from aMAC address to an | P address when the NAD reportsto ACS. Thisis useful when the client is more
that asingle hop away from the NAD, as the MAC address changes with each hop.

eou allowip station-id

In an L2-802.1x NAC implementation, there is no logging available as there is with an L2/L3-IP configuration. Instead, use the 802.1x accounting
features build into the NADs. Enable 802.1x accounting with this command:

aaa accounting dot1x default group radius

NAD Show Commands
A variety of show commands report the state of NAC sessions. Show eou all displays a simple table of the current NAC sessions present on the
NAD, including information about the authentication type, the current posture token assigned to the clients, and the age of the NAC session.

show eou { all | posture token | authentication }
Addr ess Interface Aut hType Post ur e- Token Age(mi n)
172.31.211. 2 G gabi t Et hernet 1/ 9 EAP Heal t hy 15

Y ou can see detailed information about a specific NAC client and its session with the show eou ip or show eou mac command. In addition to the
previously shown information, these commands also show time values, information about the URL downloads (if any) and the downloadable ACL
instance that has been applied.

show eou { ip x.x.x.x | mac h.h.h.h }

Addr ess 1 172.31.211.2
MAC Addr ess : 0004. 5aa8. 2bde
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Interface

Aut hType

Audit Session ID
Post ur eToken
Age(m n)

URL Redirect

URL Redirect ACL
ACL Name

User Name

Reval i dati on Period :

G gabi t Et hernet 1/ 9

EAP
00000031007C75E400000002AC1FD302
Heal t hy

15

NO URL REDI RECT

NO URL REDI RECT ACL

#ACSACL#- | P- heal t hy-42c46e7c
PCTOO Jane Dough

3600 Seconds

300 Seconds
AUTHENTI CATED

Status Query Period :
Current State

The ip device tracing command shows the existence of |P end stations that the 10S switch platform is aware of.

show i p device tracking { all | interface | ip | mac }
I P Device Tracking = Enabl ed
| P Address MAC Address Interface STATE

172.31.211.2 0004. 5aa8. 2bde G gabit Et hernet1/9 ACTI VE

For 802.1x environments, the show dot1x command will displays atable of information on a per-interface basic that shows the port state, the current
posture token, and timer settings.

show dot1x { all | interface | statistics interface }
Suppl i cant MAC 000f . 20ca. 665c
Aut hSM St at e = AUTHENTI CATED
BendSM St at e = IDLE
Post ure = Heal t hy
ReAut hPer i od = 3600 Seconds (From Authentication Server)
ReAut hAct i on = Reaut henticate

Ti mreToNext Reauth = 3590 Seconds

Por t St at us = AUTHORI ZED
MaxReq =2

MaxAut hReq =2

Host Mbde = Single

Port Cont r ol = Auto

Qui et Peri od = 60 Seconds
Re- aut henti cati on = Enabl ed
ReAut hPeri od = From Aut henti cati on Server
Server Ti meout = 30 Seconds
SuppTi neout = 30 Seconds
TxPeri od = 30 Seconds
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Cuest - VI an = 216
Aut hFai | - VI an =0
Aut hFai | - Max- Attenpts = 3

I0S NAD Clear Commands
NAC EoU sessions can be reset or revalidated on a session-by-session basis, in some cases, on an interface-by- interface basis, or on an entire NAD
at once by using these commands.

The clear command completely resets the NAC sessionsin question and removes all the information about those sessions. These | P end stations need
to be rediscovered again to take part in NAC. The clear command can be applied on an entire NAD with the all option, a specific authentication type
such as EAP, a specific interface, an single IP address or MAC address, or on a specific posture token.

clear eou { all | authentication | interface | ip | mac | posturetoken }

Theinitialize command clears al the NAC state information regarding the sessions in question. It does not remove the existence of those sessions.
This command causes the NAD to initiate NAC communications with the clientsin question.

eou initialize revalidate { all | authentication | interface | ip | mac | posturetoken }

The revalidate command causes the NAD to revalidate the NAC clients without clearing any of the sessions. During the revaidations, the clients
still retain the network access that they had before the revalidate command being entered.

eou revalidate { all | authentication | interface | ip | mac | posturetoken }

NAC sessions configured with 802.1x can be reset or re-authenticated with these commands. The initialize command resets the 802.1x state machine
on the interface and causes the client and supplicant to go through the 802.1x authentication process.

dotlx initialize interface

The re-auth command causes a simple re-authentication of the interface. The 802.1x state machine is not reset. takes place. If the client has currently
been assigned aVLAN, that assignment remains until the re-authentication has compl eted.

dot 1x re-auth interface

NAD Debug Commands
10S debug commands can provide information on exactly where a NAC session is failing. These commands show a detailed trace of each of the
protocols mentioned or just show that a packet was received from a particular protocol.

debug eou { all | events | packets }
debug dotlx { all | errors | events | packets | state-machine }

debug radius { authentication | brief | e-log }

CatOS NAD Show Commands
show eou config

show eou i p-address Xx.X.X.X

show eou al |
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show dhcp- snoopi ng bi ndi ngs
show policy group <name>
show dot 1x user [ <usernane> | all ]

show dot 1x group <group nane>

Troubleshooting Flow
The problems associated with NAC can be generally classified into three different categories:

* No attempts—Problems where there is no authentication attempt made to ACS.

» Failed attempts—Problems where ACS has received a RADIUS authentication attempt but was unable to successfully process it and passed
authentications where the result of the posture validation was incorrect or unexpected.

Troubleshooting and Interpreting the Logs and Reports

Thefirst step in troubleshooting a NAC implementation is to check your NADs. The network access device sits between the client and the network
and gives you a quick snapshot of the state of the solution. If the NAD has detected a supplicant in the case of an L2-802.1x implementation or you
are getting a message of CTA detected with an L2-1P implementation, visit the ACS reports to ascertain the problem type.

No Attempts Problems
No attempts problems are characterized by the lack of areport entry in either the Failed Attempts report or the Passed Authentications report in ACS.
These problems generally signify some sort of communications problem in the NAC solution. In the case of L2/L3-IP, this can be caused by the
EAP-over-UDP port being blocked by afirewall on the client undergoing NAC, afirewall between the client and the network access device or an
access control list on the NAD. Because this implementation of NAC communicates over IP, it can also be caused by an ACL blocking the clients
access to a DHCP server. The following is the minimum recommended access that an interface access list should restrict a client to that is doing any
version of NAC.

permt udp any eq bootpc any eq bootps

permt udp any any eq 21862

If the implementation is NAC L2 802.1x, this could be caused by a misconfigured switch port or a supplicant installation that did not complete
properly. Both implementations depend on successful RADIUS communications with ACS. This includes the configuration of the proper RADIUS
source address from the NAD in ACS. |OS or CatOS show commands determine whether or not the NAD has sensed a host on the interface or switch
port in question, and whether or not the CTA or CTA supplicant is properly responding to the NAD.

Windows Service Pack |1 causes ano attempt problem if it has been installed and the Windows firewall enabled without configuring an exception for
CTA. Select Security Center from the Windows Control Panel, and click M anage Settings for Windows Firewall at the bottom of the window.
Select the exceptions tab, and then click add program. Browse for the CTA executable, and select Ok.

Failed Attempts Problems
Failed attempts are marked by an entry in the Failed Attempts report in ACS. These are generally caused by the authentication request matching an
incorrectly configured policy, profile, or rule. These errors can also be caused by alack of credentials being returned from the client’ s posture agents.

This report has a number of fields that include the | P address of the ACS server, the | P address of the NAD, the IP or MAC address of the client, and
the identity of the client. This report aso includes two fields that provide most of the information necessary for troubleshooting the Authen-Failure-
Code and the Author-Failure-Code problems. The Reason attribute should also be included in this report, asthisfield is sometimes a so helpful. The
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following table contains the currently documented list of Authen-Failure-Codes, areason for the AFC occurrences, and a suggested action to solve

the problem.

Authen-Failure-Code

Authentication protocol is not allowed for
this profile.

EAP-FAST anonymous in-band provisioning
is not permitted.

Error communicating with the audit server
or invalid response.

Too many audit round trips.

MAC auth bypass is not allowed.

Access denied due to unmatched profile.

MAC auth bypass group is disabled.

Access rejected due to authorization policy.

Posture Validation failed due to unmatched
profile.

User’s credentials reside in an external DB
that is not configured for this profile.

MAC auth bypass group is disabled.

External User Not Found.

Posture Validation Failure (general).
Users in this group are disabled.

External DB not operational.

External DB password invalid
Auth type not supported by External DB

External DB user unknown

External DB EAP authentication failed
External DB not configured
EAP type not configured

EAP-TLS or PEAP authentication failed
during SSL handshake

Cause

Authentication request is matched against a
network access profile but the protocol is not
allowed in the profile.

When there is a problem communicating with
the audit server.

When there are too many round trips.

When a request is match against a profile but
MAC auth bypass is not allowed.

The access request did not match any profile
in the enabled profile list.

Access was rejected because the matched
authorization rule was marked with deny
access.

No access profile was matched. Request
fallback to global settings where no posture
validation was configured.

User info missing from ACS user database.

Username is not present in configured external
user database.

Group set for disabled users.

Unable to connect to configured external user
database.

User not present in the configured external
user database.
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Suggested Action

Check Network Access Profile configuration
and NAP Authentication configuration.

Check that the audit server is running and that
it is returning correctly formatted responses.

Check that the audit server is functioning
properly or increase audit server timeout. You
can also increase the permitted round trips in
the audit policy.

Enable MAC auth bypass group.

This can also be caused by an unmatched
group setting in the authorization section of the
selected Network Access Profile.

Check Network Access Profile configuration for
expected profile.

Add user to ACS or configure an external
database under Authentication section of NAF.

Add user info to external user database or
configure correct database for this user.

Change group setting.

Add user to external user database.
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Authen-Failure-Code

EAP-FAST user was provisioned with new
PAC

EAP-FAST user PAC is invalid

EAP-FAST in-band provisioning is not
permitted

Posture Validation Failure (general)

External DB user access denied (Machine
Access Restriction)

Posture Validation settings contain
unknown attribute(s)

EAP-FAST anonymous in-band provisioning
is not permitted

Error communicating with the audit server
or invalid response

MAC auth bypass is not allowed
Posture Validation Failure on Internal Policy

Posture Validation Failure on External
Policy

Passed Authentications Problems

Cause

No response received from external policy
server.

Suggested Action

Check posture validation settings and remove
unknown attributes.

Check communication settings for external
audit server.

A passed authentication problem has an entry in the Passed Authentications report in ACS. These are problems where the outcome of the posture
validation was unexpected or incorrect. These might not be problems specifically, but more likely are errorsin the way in which ACS has been
configured or amisunderstanding of the data contained in the attributes sent from the posture agents on the clients.
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Properly configured passed authentications reports show similar information as the failed attempts report without the particular failure codes. Passed
authentications also show the EAP type, the configured network access profile name of the profile that was selected for this authentication attempt,
the application posture tokens that have been returned by the NAC policies that you have configured under the posture validation section of network
access profiles, the resulting system posture token, and a reason. The reason field in the passed authentications report shows the posture validation
rule set selected, the policy that resulted in the returned system posture token, and the rule in the policy that was matched. If the attribute information
isincluded in the passed authentications report, and these values are compared against the matched rule in the selected policy, the reason why the
particular token was selected can be found. The application posture token field also contains any results from external policy validation servers.

Ordering of various policies, profiles and rulesin this version of ACS isvery critical. ACS performs its matching on a first-match basis not a best-
match. As aresult of thislogic, it is necessary to think through the way in which ACS checksits policies, profiles and rules. Generally the most
complex policies, profiles, and rules should appear first in the ordered lists. This prevents a complex authentication request from matching asimple
network access profile and an incorrect authentication from taking place.

APPENDIXES

Appendix #1: Reference Documents
 Solution Documents

— Implementing NAC: Phase One Configuration and Deployment
— NAC Technical Frequently Asked Questions (FAQ)
— NAC Deployment Guide
¢ NAC Component Documents
— Cisco Trust Agent (CTA) 2.0 Administrators Guide
— Cisco Secure Access Control Server (ACS) 4 User Guide
0  http://www.cisco.com/en/US/products/sw/secursw/ps2086/products user_guide book(09186a0080533dd8.html
— Cisco VPN 3000 Concentrators
o NAC Administration and Configuration, v4.7.1
¢ Protocol Documents
— EAP Hexible Authentication via Secure Tunneling (EAP-FAST)
— EAP-FAST, Internet Draft, April 2005
— RFC 2246: SSL
— RFC 2616: HTTP
— RFC 2617: HTTP digest authentication
— RFC 2865: Remote Authentication Dial In User Service (RADIUS)
— Internet Assigned Numbers Authority (IANA), Protocol Numbers and Assignment Services
— RFC 2279: UTF-8, atransformation format of SO 10646, January 1998.
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Appendix #2: NAC Attribute Reference

Attribute Namespace

All NAC attributes are addressed by using a namespace based on the vendor and application type. Although each vendor and application type are

represented by numbers within the EAP exchange, they are commonly referred to in the following format:

Vendor -1 D: Application-Type:

Attribute

The Vendor ID is a 32-bit field containing a globally unique vendor identifier. The high-order octet is 0, and the low-order 3 octets are the SMI
Network Management Private Enterprise Code of the Vendor in network byte order, as defined by the International Assigned Numbers Authority.
The Vendor ID for Cisco Systemsis 9.

The Application Typeisa 16-bit field meaning a globally unique posture application type. The application types currently defined are:

Vendor

*
*

*

Application Type

1

2
3
4
5
6

Application Type Name Description

PA Posture Agent

Host Host information

AV Anti-Virus

FW Firewall

HIPS Host Intrusion Protection Service
Audit Audit

32768-65535—Reserved for local use (thisisintended for use by customers who write custom plugins or scriptsto use in a single enterprise and that
need not be globally unique.)

Attribute Data Types

Data Type
OctetArray

Integer32
Unsigned32
String

IPv4Address

IPv6Address

Time

Operators

==

=<> 15, >=, <=
=<3 15, >=, <=
==, >, <, >= <=,
contains, does not
contain, start with,

end with, regular-
expression

Wildcards and
mask

Wildcards and
mask

=< 1=, >=, <=

Description

The data contains arbitrary data of variable lengthes.
32-bit signed value, in network byte order.

32-bit unsigned value, in network byte order.

Derived from the OctetArray data type., This is a human readable string represented using the ISO/IEC
IS 10646-1 character set with the UTF-8 transformation format [UFT8].

Note 1: For information encoded in 7-bit US-ASCII, the UTF-8 character-set is identical to the US-
ASCII character-set.

Note 2: UTF-8 might require multiple bytes to represent a single character/code point; the length of an
UTF8String in octets might be different from the number of characters encoded.

Derived from the OctetArray data type. The IPV4Address must contain four octets, with the most
significant octet first. i.e. “10.11.12.13” IPV4Address= 0A 0B 0C 0D

Derived from the OctetArray data type. The IPV6Address MUST contains 16 octets, with the most
significant octet first.i.e.

0AO0A:0B0B:0C0OC:0DOD:0EOE:0F0F:1010:1111 IPv6Address= OA OA 0B 0B 0C OC 0D 0D OE OE OF
OF 1010 11 11.

Derived from the Unsigned32 data type. Represents the number of seconds since January 1, 1970
00:00 UTC.
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Data Type Operators Description

Version =<2, 1=, >= <= Derived from the OctetArray Data Type. The 8 octets are broken into four 2-octet sets. The two most
significant octets contains the major version, the next two octets contains the minor version, the last
four octets contain 2 two-octet values are defined by the vendor. Traditionally, the third octet is a
revision number and the last octet has the build number.

Example: “3.5.1.350” has the value: 00 03 00 05 00 01 01 5E

Note: All unused fields must be set to 0.

Attribute Reference

The Application-Posture-Token (APT) AV P shows the result of validating posture request-response AV Ps from a particular vendor and application
type. ThisAVP is aPosture Notification AV P and can be sent across these interfaces in the NAC solution: Client API Posture Notification request,
EAP-TLV Posture-Notification request, and HCAP Posture Validation response.

The System-Posture-Token (SPT) AV P shows the overall result of validating posture request-response AV Ps from one or more vendors and
application types. This AV P is a Posture Notification AVP and can be sent across these interfaces in the NAC solution: Client APl Posture
Notification request, EAP-TLV Posture-Notification request, and HCAP Posture Validation response.

Vendor (#) App- Attribute Name Attr # Type Value or Format
Type (#)
* (any) * (any) Application-Posture-Token 1 Unsigned32 0 = Healthy
10 = Checkup

15 = Transition
20 = Quarantine
30 = Infected
100 = Unknown
* (any) * (any) System-Posture-Token 2 Unsigned32 0 = HealthySystem
10 = Checkup
15 = Transition
20 = Quarantine
30 = Infected
100 = Unknown
Cisco (9) PA PA-Name 3 String Name of the Posture Agent.
For Cisco, this is Cisco Trust Agent
Cisco (9) PA PA-Version 4 Version Format: major.minor.revision.build
Cisco (9) PA OS-Type 5 String Name of the host operating system:
Windows Server 2003 Datacenter Edition
Windows Server 2003 Enterprise Edition
Windows Server 2003 Web Edition
Windows Server 2003 Standard Edition
Windows XP Home Edition

Windows XP Professional
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Vendor (#)

Cisco (9)

Cisco (9)

Cisco (9)
Cisco (9)

Cisco (9)
Cisco (9)

Cisco (9)
Cisco (9)
Cisco (9)
Cisco (9)

* (any)
* (any)
* (any)

App- Attribute Name
Type (#)

PA OS-Version

PA User-Notification
PA 0OS-Kernel

PA Kernel Version
PA Action

oS Machine-Posture-State
oS ServicePacks
oS HotFixes

oS HostFQDN

(oS} Package

AV Software-Name
AV Software-ID

AV Version

Attr #

10
11

Type

Version

String

String

Version

String
String
String

Extended Query
Protocol

String
Unsigned32

Version

Value or Format

Windows 2000 Datacenter Server
Windows 2000 Advanced Server
Windows 2000 Server

Windows NT Workstation 4.0
Windows NT Server 4.0
Enterprise Edition

Windows NT Server 4.0

Windows NT 4.0

Windows NT 3.51

Windows 95

Windows 95 OSR2

Windows 98

Windows 98 SE

Windows Me

Version of host operating system.
Format: major.minor.revision.build.

Value contains one or more characters for
example, Your anti virus signature file is out-of-
date. Please update your signature file from
http://www.in-companyxyz..remediation-
server.com.

Example: Linux 2.4.20-8 i386

Version of host operating system., Format:
major.minor.revision.build.

URL

This attribute specifies the running state of the
machine.

1—Booting

2—Running

3—Logged In
Example: ServicePack4
Example: |[KB12345|Q21345|

Example: xp1.nac.cisco.com

Name of the software product
Numeral identifier of the software product

Version of the software
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Vendor (#) App- Attribute Name Attr # Type Value or Format

Type (#)

* (any) AV Scan-Engine-Version 6 Version Version of the AV scan engine

* (any) AV DAT-Version 7 Version Value contains version of AV signature file, for
example, 559.0.0.0, 4.5.2.0.

* (any) AV DAT-Date 8 Time Release time of AV signature file

* (any) AV Protection-Enabled 9 Unsigned32 0 = Disabled
1 = Enabled

* (any) AV Action 10 String Format and content are vendor-specific.
Maximum length to be supported is 255 characters.

Cisco (9) HIP CSAVersion 5 Version CSA Version

Cisco (9) HIP CSAOperationalState 9 Unsigned32 0 = Disabled
1 = Enabled

Cisco (9) HIP TimeSinceLastSuccessfulPoll 11 Unsigned32 -

Cisco (9) HIP CSAMCName 32768 String -

Cisco (9) HIP CSAStatus 32769 String Possible values delimited by ‘|’:
global_testmode_on
rootkit_detected
ipforwarding_on

Cisco (9) HIP DaysSinceLastSuccessfulPoll 32770 Unsigned32 Example: 3

Appendix #3: RADIUS Attributes for NAC
Thetablelistsal RADIUS attributes, including Cisco vendor-specific attributes (V SAs), relevant to NAC.

NAC-L2-802.1x NAC-L2-IP NAC-L3-IP # Attribute Name Description
V 1 User-Name Copied from EAP Identity Response in Access Request.
8 Framed-IP-Address IP address of host.
V 26 Vendor-Specific ACL name.
Cisco (9,1) Automatically sent by ACS.
CiscoSecure-Defined-
ACL
V 26 Vendor-Specific Policy-based ACL assignment. Only applies to Catalyst 6000.
Cisco (9,1) sec:pg = <group-name>
sec:pg
v V 26 Vendor-Specific, Cisco Redirection URL.
(9.1), url-redirect url-redirect=<URL>
vV V 26 Vendor-Specific Apply the named ACL for the redirect URL; ACL must be
Cisco (9,1) defined locally on the NAD. Only works on switches with 10S.

url-redirect-acl url-redirect-acl=<ACL-Name>
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NAC-L2-802.1x
v

NAC-L2-IP NAC-L3-IP

N

v

#
26

26

26

26

27

29

64
65
79

80
81

Attribute Name
Vendor-Specific
Cisco (9,1)
posture-token
Vendor-Specific
Cisco (9,1)
status-query-timeout
Vendor-Specific
Cisco (9,1)
host-session-id
Vendor-Specific
Microsoft = 311
Session-Timeout

Termination-Action

Tunnel-Type
Tunnel-Medium-Type
EAP Message

Message Authenticator

Tunnel-Private-Group-ID

Description
Posture token or state name.

Automatically sent by ACS.

Sets Status Query timer.

Session identifier used for auditing.

Automatically sent by ACS.

Key for Status Query: MS-MPPE-Recv-Key
Automatically sent by ACS.

Sets Revalidation Timer (in seconds).
Action on Session Timeout

(0) Default: Terminate session

(1) Radius-Request: Re-authenticate

13 = VLAN

6 =802

EAP Request/Response Packet in Access Request and
Access Challenge:

¢ EAP Success in Access Accept

* EAP Failure in Access Reject
HMAC-MD5 to ensure integrity of packet.
VLAN name
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Appendix #4: ACS Digital Certificate Enroliment with Microsoft Windows 2000 Server Certificate Authority

Public key infrastructures (PK1s) require a certificate authority (CA) for scalable certificate deployments. Both the Microsoft Windows 2000 Server

and the Windows 2003 Server have an optiona certificate authority component for this purpose. These steps show you how to use a Microsoft
Windows 2000 Server Certificate Authority to obtain the CA certificate and to request a digital certificate.

Obtain the Certificate Authority Public Certificate

Step 1.

Step 2.

Step 3.

Note:

Open a new web browser instance, and connect to your
local Microsoft Windows 2000 Server Certificate
Authority by using the URL
http://ca.company.com/certsrv/. Y ou might be prompted
for avalid username and password for authorization to
obtain the CA certificate.

When authorized, you see the dialog at the right. Select
Retrievethe CA certificate, and then click Next.

You are given an option to I nstall this CA certification
path directly into your computer or to download it as a
file. We recommend to Download the CA certificate as
afile so that you can save and later distribute the CA
certificate to all of your ACSes and clients.

You can use either DER or Base64 encoding; both

formats are supported.

Step 4.

You can install it into any host computer running the
Windows operating system by right-clicking on the
certificate and choosing I nstall Certificate. Y ou might
want to save the certificate into the Trusted Root
Certification Authorities store.

Microsoft Canificate Services - ca

Welcome

You use this web site to request a certificate for your web browser, e-
mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify vourself to other people over the web,
sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select a task:
& Retrieve the CA certificate or centificate revocation list
¢ Request a centificate
¢ Check on a pending certificate

Next > I

iMicrosoft Cerlificate Semices - ca

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certificaton path to allow your computer 1o rust cenificates
Issued from this certification authority

Itis not necessary to manually install the CA certification path if you
request and install a certificate from this cerufication authority, because
the CA certfication path will be installed for you automatically

Choose file to download:
CA Certificate.

 DER encoded or & Base 64 encoded
Dovwnload CA cerfificate

~ n

Download CA certification path
Download latest certificate revocation list
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Request a Digital Certificate for ACS

Step 5. During the configuration of your ACS for NAC, you should have generated a certificate signing request (CSR) in the System
Configuration > ACS Certificate Setup > Gener ate Certificate Signing Request screen. The CSR is ssimply ablock of encoded text for
the certificate authority to digitally sign with its private key.

Step 6. Open anew web browser instance, and connect to your local Microsoft Windows 2000 Server Certificate Authority by using the URL
http://ca.company.com/certsrv/. Y ou might be prompted for avalid username and password by the CA administrator to request a new
certificate.

Step 7. Choose Request a certificate, and click Next.

Step 8. Because the ACS certificate is the same as aweb server, choose Advanced Request, and click Next.

Choose Submit a certificate request using a base64 encoded PKCS | |78 Eet i Rl ERea
#10 file or arenewal request using a base64 encoded PKCS #7

. . Submit A Saved Request
file, and click Next.

Paste a basebq encoded PKCS #10 certificate request or PKCS #7
Step 9. Sefect, copy (CTRL'C)’ and paste (CTRL-P) all of the renewal request generated by an external application {(such as a web server)
CSR from ACS into the form, or you can Browse for the | into the request field to submit the request to the certification authority (CA).

CSR as asaved file to upload it.

Saved Request:

Step 10. Choose Web Server asthe certificate template, and 9%/ y4QPLuHr FIDN+u+wiOpe3s ZNBLXXhFach0SaQ 4]

add any Opt|ona| attributes for Sgr“ ng by the CA. OCOH/ KETHoMR laEhkgU7 jgnVGegDQ7/HOhXiYGySE+

BaseBd4 Encoded [uFxwn8ynet XHDvogkQLeYHCJEPVy+wZorgS0sCel

B f e L Cenrificate Request |G6+X250916T19Z/EgItE7LzNPNISitdkTaTYCSVE

Step 1. C“_Ck Submit to finish yoqr certlflcate request. (PKCS #10 or #): [ppGogi¥eoLehbYaRhkijpMhUVeSvoWxwFtxThDw]
Depending upon how your CA is configured, therequest | |- END CERTIFICATE REQUEST----- -

will be granted automatically, or you might need to wait < | 4

for the CA administrator to approve your request. Browse for a file to inset.

Certificate Template:

Step 12. If your reguest is automatically approved, you can

retrieve your new ACS certificate by choosing [ Web Server =
Download CA certificate with either DER or Base64 Additional Attributes:

encoding. Thisisyour ACS digital certificate containing =
the ACS public key as signed by the CA for authenticity. Attributes: l_/ _J;J

Submit > I

Step 13. If your request must be approved, you must wait for approval from the CA Administrator. After the approval is granted, you can
download the certificate by going back to the CA at http://ca.company.com/certsrv/ and choosing Check on a pending certificate.
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Appendix #5: Configuring 802.1x with NAC L2 IP

802.1x with NAC L2 IP Overview

One option for deploying NAC isto leverage an existing 802.1x supplicant to verify the identity credentials of the host and to allow the device to
gain access to the network. Then you can use NAC L2 IP to check the posture credentials of the host. This layered approach might be necessary for
one of these reasons.

1. Thereisnon-NAC enabled 802.1x supplicant already installed on the host, and NAC is being layered on top of the IBNS solution.

2. Thenetwork administrator requiresidentity and posture credential checks, but also wants to leverage the NAH audit features that are currently
only supported in NAC L2 IP.

Task 1: ACS Configuration
For authentication to a CiscoSecure ACS server to authenticate the 802.1x supplicant for identity credentials and CTA for posture credentidss, the

follow these steps:

Based on the configuration of ACS that was done in the previous section of this document, there are only afew things that need to be done to
configure ACS to support authentication by the Microsoft 802.1x supplicant.

Step 1. First navigate to the System Configuration > Global Authentication Setup and make sure that EAP-M SCHAPV2 is selected. Y ou must have
this selected so that the EAP-M SCHAPv2 method is available in the network access profiles authentication settings. These settings are for
all machine authentications. Therefore, you must select this method must if you are doing machine authentication with domain credentials
(SID definition), because the authentication method for machine authentication must be the same for both machine and user authentication
with the Microsoft 802.1x supplicant. If you use athird party 802.1x supplicant like Meetinghouse, you might want to select the EAP-GTC
option to have that method available in the network access profiles. These settings are shown in the figure.

® B || | EAT Configaration 9
=
' ¥ Allow EAP-MSCHAPv2
s | | P slowEAP-GTC
T ¥ Allow Posture Validation
| el I Cisco chent mhal message: [
E‘m o raklen PEAP session timeout (minutes): 120
j‘é Excternsl User Enable Fast Reconnect: W~ W
- Databases

Step 2. Navigate to Network Access Profiles, and select the Authentication link of the NAC L2 IP network access profile. When inthe NAC L2 IP
authentication settings, scroll to the PEAP section in EAP Configuration, and make sure the EAP-M SCHAPV2 section is selected. Only
EAP-MSCHAPVv2 isrelevant for the Microsoft 802.1x supplicant. If using a third-party supplicant, you can also select the EAP-GTC box
to use that EAP method. The EAP selections are shown.

Cisco Srsveus Network Access Profiles

. ;
@ g:r“rf’ | | EAP Configuration

& | Groue PEAFP

I |So!up

— ¥ Allow EAP-GTC

B | Eomponents ¥ Allow EAP-MSCHAPv?

amw_ﬂ = ¥ Allow Posture Validation

Configuration
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Note: If youwould liketo use EAP-TLS for authentication, you need to select the correct EAP-TLS settings within the System Configuration >
Global Authentication Settings > EAP-TLS. You must select EAP-TLS, and select the correct certificate comparison options, as well as the EAP-
TLS session timeout. As mentioned, these settings are for all machine authentications. Therefore, this method must be selected if you are doing
machine authentication with certificates, because the authentication method for machine authentication must be the same for both machine and user
authentication with the Microsoft 802.1x supplicant. The global EAP-TLS settings are shown here. It is very common to select al the available
certificate comparison options to allow the maximum flexibility in comparing certificates.

Navigate to Network Access Profiles, and select the Authentication link of the NAC L2 IP network access profile. Wheninthe NAC L2 IP
authentication settings, scroll to the EAP-TLS section, and make sure EAP-TLS is selected.

oy | ddmistestion) | || pap 71 S

ﬁ External User W Allow EAP-TLS
= Databazes

Select one or more of the following options:
Al W Certificate SAN comparison
W Certificate CN comparison

.x Network Access) —
Profiles

IV Certificate Binary companison

<> | §vtqm;tts and EAP-TLS session timeout (minutes): |‘l 20
R etivity

Note: Seethefollowing document for guidelines on configuring machine and user certificatesif you would like to use EAP-TLS for machine or
user authentication. http://www.cisco.com/en/US/products/sw/secursw/ps2086/products white paper09186a008009256b.shtml

Task 2: Configure 802.1x with NAC L2 IP on the NAD Interface
Enabling 802.1x with NAC L2 IP requires very few steps on the switch.

Step 1. Enable 802.1x and assign an |P admission policy on the interface for the respective operating system.

For I0OS.

interface G gabitEthernet1/0/2
swi tchport access vlan 10

swi tchport node access

i p access-group 101 in

dot 1x port-control auto
spanni ng-tree portfast

ip adm ssion NAC L2 IP

For 802.1x and NAC L2 IP on the Catalyst 6500 with CatOS.

set port dotlx 2/3 port-control auto
set port eou 2/3 auto
set spantree portfast 2/3 enable

Y ou can see that both 802.1x and NAC L2 IP have been configured on the port.
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Appendix #6: Policy-Based ACL configuration

Dynamic authorization policy, in NAC2, is enforced by dynamic VLAN assignment. Any additional authorization enforcement needs to pre-exist on
the switches, for instance, VACLs on the quarantine restricting access to remediation services. The one exception to this general-support model isthe
support on the Catalyst 6500 for the use of Policy-Based ACLs (PBACLYS).

Policy-based ACLs are ACLsthat are created dynamically with policy-based definitions in the ACE that represent groups of users within the
infrastructure. These group definitions are expanded in the 6500 TCAM ACL implementation when the 6500 learns of a new |P address on a port.
Once the 6500 learns of the new | P address, it looks at the group policy of the port and creates a specific ACE in the TCAM with the new |P address
substituting for the group definition in the ACE. These group definitions are either static definitions (CLI-port based assignment) or dynamic
definitions created through a RADIUS assignment.

In the context of NAC L2 802.1x the most common implementation is dynamic assignment of a port into a group based on the posture policy
assigned from the ACS. PBACLs are not restricted to NAC L2 802.1x, PBACLS, are also supported with NAC L2 |P as away to dynamically
implement access control policy.

In this section, we show how the functionality of PBACLs s being used to create ACEs based on a healthy or a quarantine posture token being
returned from ACS after aNAC L2 802.1x posture assessment has taken place. We are using the topology and NAC policies that were created earlier
in the guide.

Specifically, group assignment is determined by the receipt of the Cisco V SA sec:pg. Earlier in the document, sec:pg definitions were created in the
RADIUS Authorizations Components (RACs) for each of the posture tokensin NAC for NAC L2 IP. These same RACs can be used for NAC L2
802.1x when used with Catalyst 6500s. If the entire switching infrastructure is not Catalyst 6500s, network access filters are one way to classify a
RADIUS request as coming from a 6500 and returning the appropriate sec:pg vaue. In practice, the network access filtering might not be necessary
because a switch should ignore and drop any RADIUS attribute that it does not understand.

With thisin mind, these RACs are created for all the 802.1x requests. The example shows the settings the RACs for NAC L2 802.1x can havein
order to leverage PBACLSs on the Catalyst 6500.
RAC Name Assigned Attributes Value
L2_1x_Healthy_RAC
Session-Timeout (27) 300

Termination-Action RADIUS-Request (1)
(29)
cisco-av-pair (1) sec:pg=Healthy_hosts

L2_1x_Checkup_RAC
Session-Timeout (27) 300

Termination-Action RADIUS-Request (1)
(29)
cisco-av-pair (1) sec:pg=Checkup_hosts

L2_1x_Transition_RAC
Session-Timeout (27) 300

Termination-Action RADIUS-Request (1)
(29)
cisco-av-pair (1) sec:pg=Transition_hosts

L2_1x_Quarantine_RAC
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RAC Name

L2_1x_Infected_RAC

L2_1x_Unknown_RAC

Assigned Attributes
Session-Timeout (27)

Termination-Action
(29)

cisco-av-pair (1)

Session-Timeout (27)

Termination-Action
(29)

cisco-av-pair (1)

Session-Timeout (27)

Value
300
RADIUS-Request (1)

sec:pg=Quarantine_host
s

300
RADIUS-Request (1)

sec:pg=Infected_hosts

300

Termination-Action
(29)

RADIUS-Request (1)

cisco-av-pair (1) sec:pg=Unknown_hosts

With these RACs PBACL s on the Catalyst 6500 must be group names that correlate to the values of sec:pg. For simplicity, only the healthy hosts
and quarantine_hosts values are used in the PBACL setup for the Catalyst 6500 in this guide.

You can see below in the PBACL, nac_pbacl, the configuration that will allow healthy hosts to have unrestricted access to the network while
quarantine_hosts will only have access to the 10.0.200.0/24 subnet which houses the remediation servers.

Note: These configurations assumethat all the other NAC L2 802.1x configurations (RADIUS and 802.1x configuration) have been configured
and are functioning.

These VLANS should aready be configured and named on the Catalyst 6503. Thisis an example of how the VLAN is created and named in CatOS.

#assign vlian 50 and 80 to be the healthy and quarantine vl ans
set vlan 50 nanme healthy type ethernet mu 1500 said 100050 state active
set vlan 80 nanme quarantine type ethernet mu 1500 said 100080 state active

Delete any previously defined ACEs:

clear security acl all

Create the following PBACL:

#nac_pbacl

# all ow t he pbacl
set security acl
set security acl
set security acl

to inspect arp and dhcp for address infornmation
i p nac_pbacl pernmit arp

i p nac_pbacl permit arp-inspection any any

i p nac_pbacl permit dhcp-snooping

vl ans to access dns
i p nac_pbacl permt

# allow all

set security acl udp any any eq 53
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# al l ow heal thy hosts access to the network
set security acl ip nac_pbacl permt ip group healthy_hosts any
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# al | ow quarantined hosts to access to the renedi ati on servers and all ow the

# renedi ation servers to communi cate back to the quarantined hosts

set security acl ip nac_pbacl permit ip group quarantine_hosts 10.0.200.0 0.0.0.255
set security acl ip nac_pbacl permt ip 10.0.200.0 0.0.0.255 group quarantine_hosts

# al l ow quarantined hosts to comuni cate back and forth with the vlan's router
set security acl ip nac_pbacl pernmit ip group quarantine_hosts host 10.9.80.1
set security acl ip nac_pbacl permt ip host 10.9.80.1 group quaranti ne_hosts

# commit the security acl
conmt security acl all

# map the pbacl to the healthy and quarantine vlans with statistics enabl ed
set security acl map nac_pbacl 50,80 statistics enable

These examples are show commands that depict a host that received aNAC L2 802.1x healthy posture and the subsequent contents of the Catalyst
6500 TCAM. Thisisfollowed by show commands that depict a host that received aNAC L2 802.1x quarantine posture and the subsequent contents
of the 6500 TCAM.

In this example, auser on port 2/2 with the username cisco was authenticated, and received healthy posture, and then assigned to VLAN 50 with a
group assignment of healthy _hosts. The DHCP assignment of 10.9.50.100 was snooped and added to the group table.

cat 6500- nac (enabl e) show dot1x group all

G oup Manager Info

Info of Goup healthy_hosts

User Count =1
User nane Mod/ Por t User | P VLAN
cisco 2/ 2 10. 9. 50. 100 50

Info of Group quarantine_hosts
User Count =0

The following show command shows how the snooped | P address on port 2/2, 10.9.50.100 was added to the PBACL and inserted into the Catalyst
6500 TCAM with the proper substitution of the IP address for the keyword healthy _hosts.
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cat 6500- nac (enabl e) show security acl tcaminterface 50

| nput

IP

0. redirect arp (matches 4)

bridge udp any any fragment (matches 0)

redi rect udp any any (matches 0)

bri dge udp any any 53 (matches 17)

bridge ip host 10.9.50.100 any (matches 46)
ANNANNANNAAN . gnooped | P address substituted for
group “heal thy_hosts”

5. deny ip any any (natches 26)

Bobde

Qut put

1P

0. redirect (L3) arp (matches 0)

bridge udp any any fragnment (matches 0)

redirect (L3) udp any any (nmatches 0)

bridge udp any any 53 (matches 0)

bridge ip host 10.9.50.100 any (natches 0)
ANNANNNANAAN - snooped | P address substituted for
group “heal thy_hosts”

5. deny ip any any (nmatches 0)

Bowobd e

In the next example, a user on port 2/2 with the username cisco was authenticated, received quarantine posture, and then was assigned to VLAN 80
with a group assignment of quarantine_hosts. The DHCP assignment of 10.9.80.100 was snooped and added to the group table.

cat 6500- nac (enabl e) show dot1x group all

G oup Manager Info
Info of Goup healthy_hosts
User Count =0

Info of G oup quarantine_hosts
User Count =1

ci sco 2/1 10. 9. 80. 100 80
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This show command shows how the snooped | P address on port 2/2, 10.9.80.100 was added to the PBACL and inserted into the Catalyst 6500
TCAM with the proper substitution of the IP address for the keyword quarantine_hosts.

cat 6500- nac (enable) sho security acl tcaminterface 80
I nput

1P
0. redirect arp (matches 0)

1. bridge udp any any fragment (nmatches 0)

2. redirect udp any any (matches 0)

3. bridge udp any any 53 (matches 0)

4. bridge ip host 10.9.80.100 10.0.200.0 0.0.0.255 (matches 0)
ANNANNANNAAN . gnooped | P address substituted for
group “quarantine_hosts”

5. bridge ip 10.0.200.0 0.0.0.255 host 10.9.80.100 (matches 0)

6. bridge ip host 10.9.80.100 host 10.9.80.1 (matches 0)

7. bridge ip host 10.9.80.1 host 10.9.80.100 (natches 0)

8. deny ip any any (matches 4)

Cut put

1P

0. redirect (L3) arp (matches 0)

1. bridge udp any any fragment (nmatches 0)

2. redirect (L3) udp any any (matches 0)

3. bridge udp any any 53 (matches 0)

4. bridge ip host 10.9.80.100 10.0.200.0 0.0.0.255 (matches 0)
ANNANNANNAAN . gnooped | P address substituted for
group “quarantine_hosts”

5. bridge ip 10.0.200.0 0.0.0.255 host 10.9.80.100 (matches 0)

6. bridge ip host 10.9.80.100 host 10.9.80.1 (matches 0)

7. bridge ip host 10.9.80.1 host 10.9.80.100 (nmatches 0)

8. deny ip any any (matches 0)

Appendix #7: Microsoft Supplicant Configuration
This section isintended as a short guide on how to configure the Microsoft 802.1x supplicant. However, there are many other documents available
online that aso demonstrate this capability.

http://downl oad.microsoft.com/downl oad/b/0/e/b0e2a363-0044-4327-8f17-020818f57234/Wired depl.doc

http://www.microsoft.com/technet/community/columns/cabl equy/cg1202.mspx
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Use these instructions to set up a Windows X P or Windows 2000 client for 802.1x authentication:

Step 1. Onthe end user’s machine, open Network Connections (Start menu > Settings > Networ k Connections).
Step 2. Right click the connection, and select Properties.

Step 3. Inthe General tab, verify that the Show icon in notification area when connected option is selected.

Step 4. Inthe Authentication tab, check the Enable network access control using |EEE 802.1x check box. Select Protected EAP (PEAP) as
EAP type.

Step 5. Click Properties under the drop-down box for EAP type. The figure shows the resulting window.

tLul:aI Area Connection Properties

Gereral Authentication

Select this option to provide authenticated network access for
wired and wireless Ethernet networks.

IV Enable network access control using IEEE 802,15

EAP type: | Protected EAP [PEAP) 7

Properties |

[T Authenticate as computer when computer information is
avalable

I~ Authenticate as guest when user or computer information is
unavailable

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 108 of 118



Step 6. By default, the Validate Server Certificate box is checked. This causes the supplicant to verify that the server certificate presented has not
expired, has the correct signature, and has atrusted root certificate authority. Y ou then need to specify the server or serversto which the
computer will automatically connect and the trusted root certification authorities. For simplicity and the purposes of this guide, you can
leave this box is unchecked. The figure shows the Validate Server Certificate window.

Protected EAP Properties

en connecting:

~IV validate server certificate

[~ Connect ko these servers:

Trusted Root Certification Authorities:

[J ABA.ECOM Root CA o
[ autoridad Certificadora de la Asaciacion Macional del Notariad
[ autoridad Certificadora del Colegio Nacional de Correduria Pu
[ ealtimore E2 by DST

O Belgacom E-Trust Primary CA

D CoMW HET Securehet CA Class &

D CaW HET Securehlet CA Class B

O caw HET SecureMet CA Root v]
<« | »

Select Authentication Methaod:

ISecured password (EAP-MSCHAP v2) ;] Configure, .. |

I~ Enable Fast Reconnect:

| oK I Cancel |

Step 7. If you select the Configure button of the Secured password (EAP-MSCHAP v2), you could specify whether to use the user name and
password (and domain, if applicable) that you enter in the Windows logon screen for authentication, and click OK. In other words, this
could allow separate user authentication for network access compared to accessto an Active Directory domain.

Step 8. Again for simplicity, aclassic AD deployment is assumed, the default condition is demonstrated here, and is depicted in the figure bel ow.

¥ .
EAP MSCHAPvZ Properties | x|

When connecting:

v Autornatically use my Windows logon name and
password [and domain if any).

0K I Cancel
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Step 9. Assuming the above measures have been deployed at a minimum, 802.1x authentication can successfully be deployed.

To specify that a computer attempt authentication to the network if user information or computer information is not available, you can check the
Authenticate as guest when user or computer information is unavailable check box. This check box is checked by default. As a possible fallback
mechanism to Microsoft AD, you could configure this option to alow authenticated guest accountsto login to the computer when an AD domain
might not be available. The computer will try to logon to the network with a null username and password. We recommend for ACS deployments that
this feature be turned off due to the way switches respond to these EAPOL frames from supplicants. With this feature enabled by default, switch
portsthat plug in to supplicants will stay in an authenticating state until correct user credentials are applied. With this feature disabled on the
supplicant, a switch port will stay in “connected” state, which is expected operation.

To specify that the computer attempt authentication to the network even if auser is not logged on, check the Authenticate as computer when
computer information is available check box. If you have it enabled on the supplicant, but not in ACS, authentication fails, and ports are placed in
held state upon reboot of the supplicant (for example). This can increase login times (for a supplicant to wait until timers expire to try and re-
authenticate with user credentials).

This feature can provide quicker times for logging into an Enterprise AD domain, because machine authentication should have already taken place.
Specifically, upon restart or power on of a supplicant, machine authenticated occurs on a port before alogon screen even appears. When a user then
logs into the machine, credentials for logging into the domain can then be accessed immediately, followed by a re-authentication of 802.1x based on
the user credentials. In contrast, if the above feature is disabled, the client depends on standard user authentication (assuming it was not setup in ACS
before). Logging into the domain hasto time out before user credentials are authenticated. This increases authenticated login times to a domain. We
recommend that you run machine authentication because it provides quicker login times to Enterprise AD domains. We also recommend that the
options for authenticating to the network as guest not be used. (in the default condition this feature is enabled).

Appendix #8: Acronyms and Terms

Acronym Description

ACE Access Control Entry

ACK Acknowledgement

ACL Access Control List

ACS Access Control Server

AD Active Directory (Microsoft)

AID Authority Identity

AP Access Point

API Application Programming Interface
ARP Address Resolution Protocol

AV Antivirus

CAM Clean Access Manager (CCA)
CAS Clean Access Server (CCA)

CCA Cisco Clean Access

CDP Cisco Discovery Protocol

CHAP Challenge Handshake Authentication Protocol
CSA Cisco Security Agent
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Acronym Description

CTA Cisco Trust Agent

CTASI CTA Scripting Interface

DB Database

DC Domain Controller (Microsoft)

DFS Distributed File System

DHCP Dynamic Host Configuration Protocol
DN Distinguished Name

DNS Domain Name Service

DoS Denial of Service

DOT1X IEEE 802.1X

EAP Extensible Authentication Protocol
EAPOL EAP over LAN

EAPORADIUS EAP over RADIUS

EAPoUDP EAP over UDP

EOU EAP Over UDP

FAST Flexible Authentication Secure Tunnel
GAME Generic Authorization Message Exchange
GINA Graphical Identification and Authentication (Microsoft)
GPO Group Policy Object (Microsoft)

GTC Generic Token Card

HA High Availability

HAL Hardware Abstraction Layer

HCAP Host Credential Authentication Protocol
HIPS Host Intrusion Prevention System
HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol Secured
IAS Internet Access Server (Microsoft)
IBNS Identity Based Networking Services
IDS Intrusion Detection System

1IID Initiator Identity

108 Internetworking Operating System

P Internet Protocol

L2 Layer 2

L2TP Layer 2 Tunneling Protocol

L3 Layer 3

LAN Local Area Network
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Acronym
LDAP

LEAP
MAC
MITM
MS
MSCHAP
MVAP
NAC
NAD
NAF
NAH
NAK
NAR
NAT
NDIS
NDS
NRH
NTLM
ODBC
00B
oS
OTP
PA
PAC
PACL
PAE
PBACL
PEAP
PKI
PPTP
PVLAN
QoS

RPC
SAML
SIMS

Description

Lightweight Directory Access Protocol
Lightweight Extensible Authentication Protocol
Media Access Control

Man In The Middle

Microsoft

Microsoft Challenge Handshake Authentication Protocol
Multi VLAN Access Ports

Network Addmission Control

Network Access Device

Network Access Filter

NAC Agentless Host

Negative Acknowledgement

Network Access Restriction

Network Address Translation

Netware Directory Services (Novell)

Non Responding Host

Open Database Connect

Out Of Band

Operating System

One Time Password

Posture Attribute

Provisioned Access Credential
Port ACL

Port Access Entity

Policy Based ACL

Protected EAP

Public Key Infrastructure

Private VLAN

Quality of Service

RADIUS Attribute Component
Remote Procedure Call

Security Assertion Markup Language

Security Information Management System
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Acronym
SLB

SMB
SNMP
sQ
SSL
TCP
TLS
TLV
UDP
URL
VACL
VLAN
VolP
VPN
VSA
VVID
WAN
WEP
WLAN
WolL

Term
802.1X, dot1x

AAA

Access-Accept

Access-Accept

Access-Challenge

Access-Reject

Access-Request

Description

Server Load Balancing
Server Message Block
Simple Network Management Protocol
Status Query

Secure Sockets Layer
Transport Control Protocol
Tunnel Layer Security

Type Length Value
Universal Datagram Protocol
Universal Resource Locator
VLAN ACL

Virtual Local Area Network
Voice over IP

Virtual Private Network
Vendor Specific Attribute
Voice VLAN Identifier

Wide Area Network
Wireless Encrypted Protection
Wireless LAN

Wake on LAN

Definition

IEEE 802.1X. The standard for layer 2 network authentication. It should not be
confused with 802.11a/b/g which is for wireless networking.

Authentication, Authorization, and Accounting. Typically this refers to authorization of
users for network access including dial-up, wireless, VPN, or 802.1X. The central
server that aggregates one or more authentication and/or authorization decisions into
a single system authorization decision, and maps this decision to a network access
profile for enforcement on the NAD.

Response packet from the RADIUS server notifying the access server that the user is
authenticated. This packet contains the user profile, which defines the specific AAA
functions assigned to the user.

Response packet from the RADIUS server notifying the access server that the user is
authenticated. This packet contains the user profile, which defines the specific AAA
functions assigned to the user.

Response packet from the RADIUS server requesting that the user supply additional
information before being authenticated.

Response packet from the RADIUS server notifying the access server that the user is
not authenticated.

Request packet sent to the RADIUS server by the access server requesting
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Term

Accounting

ACE

ACL
ACS
APT

APT, Application
Posture Token

Audit Server

Authentication

Authorization

AVP

CSA, Cisco Security
Agent

CSM
CS-MARS

CTA

CTA, Cisco Trust
Agent

CTASI
DAI
DHCP Snooping

Definition
authentication of the user.

Accounting in network management subsystems are responsible for collecting network
data relating to resource usage.

Access Control Entry—An ACL Entry contains a type, a qualifier for the user or group
to which the entry refers, and a set of permissions. For some entry types, the qualifier
for the group or users is undefined.

Access Control List.
Access Control Server or Cisco Secure Access Control Server.

Application Posture Token. The result of a compliance check for a given vendor's
application, which represents the health of that component. All APTs from a posture
validation are merged by the primary PVS to create the SPT.

The result of a posture validation check for a given vendor’s application.

The server that can determine the posture credentials of a host without relying on the
presence of a PA on the host. The server must be able to determine the posture
credentials of a host and act as a posture-validation server.

In network management security, the verification of the identity of a person or a
process.

The method for remote access control, including one-time authorization or
authorization for each service, per-user account list and profile, user group support,
and support of IP, IPX, ARA, and Telnet.

Attribute-value pair.

Cisco Security Agent provides threat protection for server and desktop computing
systems. It aggregates multiple security functionality, combining host intrusion
prevention, distributed firewall, malicious mobile code protection, operating system
integrity assurance, and audit log consolidation all within a single agent package. As
part of an overall security strategy, Cisco Security Agent enhances Network
Admission Control and the SAFE blueprint and extends protection to the endpoint.

Cisco Security Manager

Cisco’s Mitigation and Response System (CS-MARS) family of high performance,
scalable appliances for threat management, monitoring and mitigation, enable
customers to make more effective use of network and security devices by combining
network intelligence, context correlation, vector analysis, anomaly detection, hotspot
identification and automated mitigation capabilities.

Cisco Trust Agent. Cisco product instance of the PA. Includes a PA posture plugin.

Cisco’s implementation of the posture agent is called the CTA and includes the
embedded wired-only supplicant

CTA Scripting Interface
Dynamic ARP Inspection

DHCP snooping is a DHCP security feature that provides network security by filtering
untrusted DHCP messages and by building and maintaining a DHCP snooping binding
database, also referred to as a DHCP snooping binding table.

DHCP snooping acts like a firewall between untrusted hosts and DHCP servers. You
use DHCP snooping to differentiate between untrusted interfaces connected to the
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Term

EAP
EAP-FAST

EAP-FAST
EAP-GTC
EAPOL
EAP-TLS
Endpoint
EoU, EAPoUDP
GAME
GINA
HCAP
Host

Host

1D, Initiator Identity

MAB

Machine
Authentication

MSCHAPv2
NAC

NAC L2 802.1X
NAC L21IP
NACL3IP
NAD

Definition
end user and trusted interfaces connected to the DHCP server or another switch.

DHCP snooping builds a DHCP binding table containing client IP address, MAC
address, port, VLAN number, lease and binding type. The feature can be enabled on a
particular VLAN on the switch. The switch intercepts all DHCP messages bridging
within the Layer 2 VLAN domain.

Extensible Authentication Protocol

Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling (EAP-
FAST) is a TLS based RFC3748 compliant EAP method.

EAP-FAST uses symmetric key algorithms to achieve a tunneled authentication
process. The tunnel establishment relies on a Protected Access Credential (PAC) that
can be provisioned and managed dynamically by EAP-FAST through AAA server.

EAP Flexible Authentication via Secure Tunneling.

EAP Generic Token Card

EAP over LAN

EAP Transport Layer Security

Any machine attempting to connect or use the resources of a network.
Extensible Authentication Protocol over User Datagram Protocol.
Generic Authorization Message Exchange.

Graphical Identification and Authentication (Microsoft)

Host Credential Authorization Protocol.

Another name for an endpoint device

Any machine that attempts to connect to or use the resources of a network. Also
referred to as a “host”.

For machine authentication, the IID is the FQDN of the host. (i.e. jdoe-pc.cisco.com).
For user authentication the IID is a username. (i.e. jdoe)

MAC Authentication Bypass (MAC-Auth-Bypass)

The machine identity used for authentication is the actual name of the computer as it
exists in the Active Directory. The credentials used to authenticate the computer can
be password-based or PKI certificate-based, depending on the EAP type used.

Network Admission Control. NAC is a Cisco Systems sponsored industry initiative that
uses the network infrastructure to enforce security policy compliance on all devices
seeking to access network computing resources, thereby limiting damage from viruses
and worms. NAC is part of the Cisco Self-Defending Network, an initiative to increase
network intelligence in order to enable the network to automatically identify, prevent,
and adapt to security threats.

Cisco implementation of the 802.1X protocol on CatOS and I0S switches.
Layer 2 EAP over UDP support for Cisco switches
Layer 3 EAP over UDP support for Cisco routers

Network Access Device. A network access device acts as a policy enforcement point
for the authorized network access privileges granted to an endpoint device.
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Term

NAD, Network
Access Device

NAF, Network
Access Filter

NAH

NAH, NAC Agentless
Host

NDG, Network
Device Group

NRH
PA

PA, Posture Agent

PAC

PDP, Policy Decision
Point

PEAP
PEAP-GTC

PEP, Policy
Enforcement Point

plugin, posture
plugin

Posture

posture agent

posture credentials

posture credentials

posture plugin

posture validation

posture validation

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.

Definition

A network access device acts as a policy-enforcement point for the authorized
network-access privileges that are granted to a host.

A NAF is a named group of any combination of one or more of the following network
elements: IP addresses, AAA clients (network devices), or Network device groups
(NDGs). Using a NAF to specify a downloadable IP ACL or Network Access
Restriction based on the AAA clients by whom the user may access the network saves
you the effort of listing each AAA client explicitly.

NAC Agentless Host

A host that does not have an 802.1X supplicant or CTA installed to perform posture
validation.

A collection of network devices that act as a single logical group.

Non-Responsive Host

Posture Agent. An application that serves as the single point of contact on the
endpoint for aggregating posture credentials from potentially multiple posture plugins
and communicating with the network. Cisco’s posture agent is the Cisco Trust Agent
(CTA).

An application that serves as the single point of contact on the host for aggregating
posture credentials from potentially multiple posture plugins and securely
communicating them to the network.

Protected Access Credential

Provides facilities for policy management and conditional filters.

Protected EAP

ACS acts as the policy enforcement point for policy management.

A third-party DLL that provides host posture credentials to a posture agent on the
same endpoint for endpoint posture validation and network authorization.

Current host status and configuration. This can include things like antivirus levels,
hotfixes, OS types, etc.

An application that serves as the single point of contact on the endpoint for
aggregating posture credentials from potentially multiple posture plugins and
communicating with the network. Cisco’s posture agent is the Cisco Trust Agent
(CTA).

State information of an endpoint device at a given point in time representing hardware
and software (OS and application) information.

State information of a network endpoint at a given point in time that represents
hardware and software (OS and application) information.

A third-party DLL that provides host posture credentials to a posture agent on the
same endpoint for endpoint posture validation and network authorization.

The authorization of an endpoint device’s posture credentials by one or more posture
validation servers and their associated compliance policies.

The authorization of a network endpoint’s posture credentials by one or more posture-
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Term

posture validation
server

PP
PV

PV

PVS, Policy Server,
Vendor Policy
Server, Posture
Validation Server,
External Posture
Validation Server

PVS, Posture
Validation Server,
Policy Server,
Vendor Policy
Server, External
Posture Validation
Server

RAC
RADIUS

SCM
SDM
SPT

SPT, System Posture

Token

Token: Check-up

Token: Healthy

Token: Infected

Token: Quarantine

Token: Transition

Token: Unknown

User Authentication

Definition
validation servers and their associated compliance policies.

A posture validation server acts as an application-specific policy decision point in NAC
for authorizing a set of posture credentials against a set of policy rules.

Posture Plugin.

Posture Validation. Validates the collection of attributes that describe the general state
and health of the user's machine (the “host”).

Posture Validation. Validates the collection of attributes that describe the general state
and health of the user's machine (the “host”).

A Cisco or third-party server used to perform posture validation. A posture-validation
server acts as an application-specific policy decision point in NAC for authorizing a set
of posture credentials against a set of policy rules.

A Cisco or third-party server used to perform posture validation. A posture-validation
server acts as an application-specific policy decision point in NAC for authorizing a set
of posture credentials against a set of policy rules.

RADIUS Attribute Component.

Remote Authentication Dial-In User Service is a widely deployed protocol enabling
centralized authentication, authorization, and accounting for network access.

Switchport Configuration Manager
Security Device Manager

System Posture Token. The result of aggregating one or more application posture
tokens into a single compliance result for an endpoint device. This is the final posture
state resulting from the posture validation of an endpoint.

The result of aggregating one or more application posture tokens into a single posture
validation result for an Host.

Host is within policy but an update is available. Used to proactively remediate a host to
the Healthy state.

Host is compliant; no restrictions on network access.

Host is an active threat to other hosts; network access should be severely restricted or
totally denied all network access.

Host is out of compliance; restrict network access to a quarantine network for
remediation. The host is not an active threat but is vulnerable to a known attack or
infection

Host posturing is in process; give interim access pending full posture validation.
Applicable during host boot when all services may not be running or audit results are
not yet available.

Host posture cannot be determined. Quarantine the host and audit or remediate until a
definitive posture can be determined. May also

Method in which user information is verified over 802.1X at the time of login. User
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Term Definition

Authentication can be performed through either the users active directory (domain)
credentials or through credentials provided with a client-side certificate.

VSA, Vendor Specific  Most vendors use the VSA to support value-add features.

Attribute
C1sco SYSTEMS
®

Corporate Headquarters European Headquarters Americas Headquarters Asia Pacific Headquarters
Cisco Systems, Inc. Cisco Systems International BV Cisco Systems, Inc. Cisco Systems, Inc.
170 West Tasman Drive Haarlerbergpark 170 West Tasman Drive 168 Robinson Road
San Jose, CA 95134-1706 Haarlerbergweg 13-19 San Jose, CA 95134-1706 #28-01 Capital Tower
USA 1101 CH Amsterdam USA Singapore 068912
WWW.CiSCO.com The Netherlands WWW.CiSCO.com WWW.CiSCO.com
Tel: 408 526-4000 WWW-eUrope.cisco.com Tel: 408 526-7660 Tel: +65 6317 7777

800 553-NETS (6387) Tel: 31020 357 1000 Fax: 408 527-0883 Fax: +65 6317 7799
Fax: 408 526-4100 Fax: 31 0 20 357 1100

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on
the Cisco Website at www.cisco.com/go/offices.

Argentina « Australia ¢ Austria « Belgium ¢ Brazil « Bulgaria « Canada ¢ Chile « China PRC ¢ Colombia « Costa Rica * Croatia * Cyprus
Czech Republic « Denmark ¢ Dubai, UAE « Finland ¢ France « Germany ¢ Greece « Hong Kong SAR « Hungary ¢ India ¢ Indonesia ¢ Ireland « Israel
Italy * Japan ¢ Korea » Luxembourg ¢« Malaysia « Mexico « The Netherlands « New Zealand « Norway ¢ Peru ¢ Philippines ¢ Poland ¢ Portugal
Puerto Rico « Romania * Russia * Saudi Arabia * Scotland * Singapore » Slovakia * Slovenia * South Africa e Spain « Sweden « Switzerland « Taiwan
Thailand * Turkey ¢ Ukraine « United Kingdom ¢ United States ¢ Venezuela ¢ Vietnam  Zimbabwe

Copyright © 2006 Cisco Systems, Inc. All rights reserved. CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.;
Changing the Way We Work, Live, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, ASIST, BPX, Catalyst, CCDA, CCDP,
CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco |OS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Empowering the Internet Generation, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ
Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-
Routing, Pre-Routing, ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet, StrataView Plus, TeleRouter, The Fastest Way to Increase Y our Internet Quotient, and TransPath are
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship between
Cisco and any other company. (0502R) 206616.F ETMG_KL_1.06

Printed in the USA



