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Securing the Wiring Closet with Cisco Catalyst Swit ches

Deploying comprehensive network security in the wir ing closet is critical to the resiliency of the ent ire LAN.

As enterprises continue to rapidly deploy more @gtibns on their IP network to gain the efficieexbf a single, converged network, the demands
on the network—and in the wiring closet itself—inténsThe entire network is becoming more criticaldusiness productivity as businesses rely
increasingly on their converged networks to segused reliably deliver a growing number of businestcal, real-time applications.

Historically, network managers have focused on gngthat the core and distribution layers of tle¢éwork were well designed, because these were
the primary aggregation points in the network. Dgra failure, these points could impact large numbéusers. With increasing network security
threats launched from the wiring closet, howeveg, wiring closet has now become the new frontdihdefense to prevent attacks and ensure the
health of the entire network. This paper provideseerview of some of the primary security thréatthe wiring closet and how Cist@atalyst
switches can help mitigate these security threefisrb they impact the network.

Until very recently, network security in the wirimipset was often limited merely to physical seguffior example, preventing someone from
gaining access to the switch) or to turning offdttet ports when not in use. With the advent ofdasingly sophisticated worms and viruses
that spread in a matter of minutes, those policéedl to change.
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Figure 1 shows how the spread and speed of atteslesschanged over the years.

Figure 1. Understanding Security Attacks—Past, Present, and Future
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New network viruses and worms appear almost wedldyprotect against these “zero hour” attacks $patad in seconds, the switching
infrastructure in the wiring closet must play arsfigant role in the overall security strategy of enterprise. In addition to protecting against
worms or viruses that attack the switch or netwts#lf, enterprises also need to protect their daté flows over the LAN. Easy-to-use,
menu-based network sniffing tools are readily aldé on the Web that allow interception of voiced data traffic from the network.
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According to the 2005 CSI/FBI survey in the Unitgightes;’Virus attacks continue to be the source of theagest financial losses. Unauthorized
access, however showed a dramatic cost increas&ee’Figure 2 for results of the CSI/FBI survejosses associated with security incidents.

Figure 2. Loss Due to Computer Security Incidents
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Total Losses for 2005—8130,104,542

Source: CSI/FBI Computer Crime and Security Survey 2005 639 Respondents

The four most costly security incidents listed igufe 2 are commonly launched from the wiring cto3@is new reality requires a renewed focus
on security as an integral part of the wiring ctaseitches. Cisco Catalyst switches offer numeinnsvative security features and tools, many of
them integrated into the Catalyst software at nditamhal cost, that help protect and mitigate thegefour threats. These integrated features are
presented in this document in three categories:

¢ Trust and identity—Prevent unauthorized users and devices from acgegse network
¢ Threat prevention—Prevents virus and worms from disrupting or disabthe network
« Data-theft prevention—Prevents data theft such as man-in-the-middlelattac
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1.0 TRUST AND IDENTITY

The first line of defense in the campus or branaiNlis to determine who or what is accessing thevagk, which resources these users should
be able to access, and the state of the devicetiteg to access the network. A “tailgater” can gteste the physical security of the building
by simply walking in behind a trusted employee. Wireside, such tailgaters can attach a laptoplweralevice to the network and intercept
confidential information or launch attacks.

Cisco Systenfsoffers a comprehensive suite of capabilities tip leasure that trust and identity are maintainethiwithe switched network.
Trust and identity comprise two fundamental commasie

< |dentity-Based Networking Services (IBNS), using 802.1X, identify and validate the network user or devidemto granting physical access
to the network. They then help ensure access todirect network resources.

* Network Admission Control (NAC) identifies the security or compliance of the dewattempting to access the network to make sutetiba
device meets corporate security policy. For exantpke device should have the latest OS patch amdatoversion of antivirus software.

1.1 Identity-Based Networking Services Using 802.1X

The IBNS feature provides one of the first linesiefwork security defense in the wiring closet. &afly, when users have access to network ports,
they can plug into the network and gain unimped=ess to the corporate LAN. But what if the peraocessing the network port is unauthorized,
such as a visitor or a tailgater who snuck intolthidding? Depending on their intent, intruders @mch several types of disruptive network
attacks when they have uncontrolled access todtveonk.

Much like companies that require employees to g applications such as e-mail with a user ID password, the 802.1X standard uses similar
principles to authenticate users and allow acc#ssthe network. Cisco has added extensions tal@)2esulting in a more robust security feature
referred to as IBNS. After it authenticates a udgXS can restrict access to various parts of #tevark depending on the corporate security policy.
For example, IBNS might allow users from the engiirtgy department to access the corporate netwatlkestrict them from the finance and HR
portion of the network. Another powerful featurelBNS isguest VLANWith this feature, visitors or business partnven® do not have a valid ID
and password can be automatically placed intotactesl VLAN that only permits access to the In&ttrThis allows partners or visitors to access
their data over the Internet while protecting tbeporate network and assets.

802.1X is an IEEE protocol that operates throu@isgo Catalyst switch positioned between end statand a RADIUS server such as the Cisco
Secure Access Control Server (ACS). When the aeatibastfirst connects to an Ethernet port, the Gatawitch queries the end station for login
credentials. If the end station supports 802.1¥)én replies with its credentials (username arsdyward) and the Catalyst switch forwards that
information to the Cisco Secure ACS server for antitation. Upon successful authentication, thel@st switch enables the port and allows
access to the networked resources. Based on trenation provided by the Cisco Secure ACS, thelgsttawitch can also enable other policies
such as placing users in a particular VLAN whilstrieting access to other confidential areas ofniisvork. If the client does not support 802.1X
or does not authenticate correctly, the clientlmaplaced in a guest VLAN or denied access conipldtesituations where the device attempting
to access the network does not support an 802igKtclCatalyst switches suppdfAC Authorizationwhich allows devices to gain access based
on their MAC address if they are defined in thecGiSecure ACS.

Not only does 802.1X validate users when accesbhimgetwork, but in the same way it can also védideetwork devices that support 802.1X,
wireless access points for instance. This prevemisioyees from connecting rouge access pointctmpromise network security.

IBNS on Cisco Catalyst switches provides a powedal for authenticating users before permittingnthaccess to the corporate network.
With the intelligence in the Catalyst switches, IBNan also provide granular workgroup segmentatégending on company security policy.
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1.2 Network Admission Control—NAC

Viruses and worms remain the primary security igageng organizations today, according to the 2C@#/FBI| Security Report. The large
numbers of annual incidents result in significanafcial impact due to downtime, lost revenue, dgadeor destroyed data, and loss of
productivity. Meanwhile, the pervasiveness of melsibmputing has increased these threats. Mobils ase able to connect to the Internet
or the office from home or public hotspots—and casilg and often unknowingly pick up a virus andrgat into the corporate environment,
thereby infecting the network. Without an accuraés to assess the “health” of a device, even thet tnostworthy user can inadvertently
expose everyone else on the network to signifidaks.

In response, Cisco has developed Network AdmisSimmrol (NAC), a comprehensive security solutioatthrings together leading antivirus,
security, and management solutions to help enbateatl devices accessing the network comply wattusity policy. NAC allows companies to
analyze and control all devices coming into thewoel, such as PCs, laptops, servers, smartphondgersonal digital assistants (PDAS). By
ensuring that every endpoint device complies wittporate security policy (that they are runningltitest and most relevant security protections,
for example), organizations can significantly reglendpoint devices as a common source of infectioretwork compromise. Figure 3 shows a
high-level overview of NAC.

Figure 3. Overview of Network Admission Control
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With NAC enabled on the Catalyst switches, whenaweendpoint device attempts to make a networkection, the Catalyst switch automatically
requests a security profile of the endpoint deyses Figure 3). The Catalyst switch then forwahasprofile information to the Cisco Secure ACS
(2). Itis then compared to network security policythe Cisco Secure ACS, and the level of devicepdiance to that policy determines how the
Catalyst switch responds to the request for adoms@). The switch can simply permit or deny accesd can also quarantine a noncompliant
device by redirecting it to a remediation serveneve it may be updated with components that wifidit into policy compliance.

By checking the “health” of a device before permgtaccess to the network, NAC dramatically impowuetwork security by helping ensure

that all network devices conform to security politimiting the potential of end devices to introéugorms and viruses into the network enables
enterprises to significantly increase network resée while reducing operating expenses typicalgted to manually identifying and repairing
noncompliant or infected systems.
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2.0 PROTECTING AGAINST DoS THREATS IN THE WIRING CL OSET

Denial-of-service (DoS) attacks are a significamd growing threat to businesses worldwide. Thetsekd, which are often initiated with readily
accessible tools and are difficult to detect, caickly incapacitate a targeted business, costinggands, if not millions, of dollars in lost revenu
and productivity. DoS attacks are often launchedhfthe wiring closet by worms or viruses that haxésed by an employee’s infected device,
either intentionally or, most commonly, unknowing§oS attacks cause significant network instab#itby overloading network switches. Worms,
in particular, can spread alarmingly fast. For eplema recent Structured Query Language (SQL) SkinWorm doubled every 8.5 seconds. In the
span of 3 minutes, it could perform 55 million ssaer second, bringing a 1-Gbps link to a standstjust 1 minute.

DoS attacks flood the network with malicious traffihus shutting out legitimate traffic that theitstv needs to process, such as routing updates or
spanning-tree bridge protocol data units (BPDUs)ding to network instability or actual networkgdras. Cisco Catalyst switches provide an array
of features in the wiring closet to defend agaihsse disruptive DoS attacks.

« Port Security—Used to prevent MAC-based attacks. Lets adminatrasstrict the number of MAC addresses that camstnit from a
switch port.

« Scavenger Class QoS—Used to reprioritize traffic from systems with albmally high traffic rates that could be potentiad®attackers.
« Control Plane Policing—Controls the type and quantity of traffic thatasviarded to the CPU for processing.

« NetFlow Anomaly Detection—These flow-based statistics identify DoS attacks @pply port-level access control lists (ACLS) tiigate
the attack.

2.1 Port Security

A simple DoS attack can be launched by a PC witieskare software available on the Internet. Armét such software, a PC can generate tens
of thousands of MAC addresses on an Ethernet fsrthe switch attempts to learn and store theseauslkesses, its finite CAM tables (tables that
store MAC forwarding information) fill up. When t@AM table is full, the switch cannot learn addita addresses, so the data from new
addresses is flooded throughout the Layer 2 VLARdim. This results in poor network and end-stagierformance.

To prevent this kind of attack, the Cisco Catafygitch offers thd?ort Securityfeature, which limits the number of MAC addres@eser-defined)
that can be learned from a given port. If the limiexceeded, the Cisco Catalyst switch will dieahk port to protect the network.

Port Security helps ensure that a limited numbevA addresses are learned at a given port. Invihigs a DoS attack based on MAC flooding
can be stopped immediately.

2.2 Scavenger Class QoS

A DoS or worm attack can also flood network linfiking up device buffers and the Ethernet link\ween switches. This in turn impairs voice
quality and slows application performance consiolgraMany of these worms scan the network, usingyrdifferent TCP or User Datagram
Protocol (UDP) flows, thereby significantly increéagthe volume of flows on the network—a dangeratuisaon. The remedy is to use the
Cisco CatalysBcavenger Class Qd8&ature, which restricts these flows on a link.

When using Scavenger Class QoS, the Catalyst saitfihes scavenger-class traffic as traffic thagra sustained period of time, bursts or
transmits above a defined threshold—something tipabperly functioning end station would not do. Tinst detection is not enough to drop
packets, however, because it may be a legitimatg.Htis unlikely, though, that a port would segh user traffic sustained over time. That
traffic is then marked as “scavenger” and placetth@lowest-priority queue. The queue is also camd to be shallow, so that queue overflows
are frequent. The result is that TCP-based flowdtaottled back, and UDP flows are dropped. Is ttiy, voice and other legitimate traffic

are protected.
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2.3 Control Plane Policing

Besides attacking the forwarding tables of the d@wilr the links, DoS attacks also target the svat€iPU directly. They accomplish this by
sending control information, such as Address RémwoluProtocol (ARP) packets, to the CPU for progessWith a finite amount of processing
power, the CPU can become overloaded, resultimgahcontrol packets, such as routing updates @B being dropped.

Cisco Catalyst switches offer user-defined Corflahe Policing, also known as rate limiting, topheiditigate this type of attack. When Control
Plane Policing is enabled on the CPU, excess paelkeive a certain rate are dropped, ensuringtltha®PU can manage (or most likely drop)
the malicious packets without failing. This allothe CPU to continue performing normal system taskserevhile under attack.

2.4 NetFlow Anomaly Detection

The speed and unpredictability of DoS attacks mequot only that Catalyst switchesactto attacks, but that they also proactively prevkam in
the first place. The purpose of the Cid¢etFlow Anomaly Detectiofeature is to detect worm-related anomalous beharwithe wiring closet early
and take action quickly to contain it before itesudts to the rest of the network.

NetFlow is a Cisco technology integrated into Gegiabwitches for monitoring network traffic. It pides network administrators with access to
detailed traffic-flow information from their data&tworks. NetFlow data, when used in conjunctiorhwlie Cisco Security Monitoring, Analysis
and Response System, provides customers with arpdw@ol to identify traffic anomalies in the netwk. It alerts network administrators to
quickly identify a potential attack before it impsthe network.

The Cisco Security Monitoring, Analysis and Resmofgstem (CS-MARS) builds a detailed network basdbiased on the NetFlow traffic
statistics from the network. When a DoS attack ogdoaseline traffic thresholds are exceeded, aadystem identifies it as an anomaly and can
take simple action to alert the network administratr shut down the port.

The Embedded Event Manager (EEM) feature, availablthe Cisco Catalyst 6500 Series Switches cak imaconjunction with NetFlow. EEM
is a policy-based framework embedded in the swifieh monitors important system events and acts vanesvent is triggered. EEM can trigger
immediate action based on anomalous NetFlow traffic

NetFlow Anomaly Detection provides network admirgigirs an invaluable tool to quickly identify anahtain attacks before they spread into the
rest of the network.

3.0 DATA THEFT AND MAN-IN-THE-MIDDLE-ATTACKS

Unlike attacks that disrupt the network, many &$aare directed against users and servers—and ftegyaan go undetected. These attacks, often
called man-in-the-middle attacks, use common tti@scan be downloaded from the Internet and etailyched from the wiring closet. The tools
use a variety of mechanisms that allow a malicisses to spy on other employees, managers, or exeaiaff, resulting in the theft of proprietary
information as well as privacy violations.

Cisco Catalyst switches offer a set of integratatures to thwart these attacks from the wiringeti@nd protect data and user integrity.

« DHCP Snooping helps ensure that only authorized Dynamic Hostfigaration Protocol (DHCP) servers issue IP addrgsis maintains an
IP address/port binding table that is also usedtbgr security features.

« Dynamic ARP Inspection intercepts addressing information on the netwaidk zalidates it with the binding table.
« |P Source Guard prevents a malicious user from hijacking a neiglshl® address.
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3.1 DHCP Snooping

One of the techniques hackers use to gain accgs#/ade information is to spoof the DHCP server-effect, to trick user machines into
“assuming” that the hacker’s PC is the DHCP serVhbis allows the intruder to give out false DHCRoimation for the default gateway and name
servers (Domain Name System [DNS] and Windows fr@eNaming Service [WINS]), which points clientsth@ hacker’'s machine. The hacker
then becomes the “man in the middle” and is ablgaia access to confidential information such a&name and password pairs, while the end
user is oblivious to the attack.

The DHCP Snooping feature on Catalyst switchesvallcompanies to prevent this type of attack byihglgnsure that only defined “trusted” ports
on a Catalyst switch can process DHCP requestssand IP addresses. This prevents all other pomts issuing DHCP addresses, thus mitigating
the risk of a rogue DHCP server issuing invalidraddes.

Another important function performed by DHCP Snaapis to build &©HCP Binding Tablghat maps a client's MAC address, IP address, VLAN
and port ID. This table is also used as a founddtio the next two Cisco Catalyst features thathfer prevent man-in-the-middle attacks.

3.2 Dynamic ARP Inspection

One of the most common man-in-the-middle attackesadvantage of ARP. By employing easy-to-usereadily available tools, hackers can
exploit a security hole in ARP that allows an etatien to send out a gratuitous and unsolicited AfREket. By sending out gratuitous ARP
packets, malicious users can spoof either anotieest&tion or the default gateway, placing thenesehetween the user and the true default
gateway. This is often referred toARP poisoning

ARP poisoning allows malicious users to sit betwdeninnocent user and the default gateway anadsmll data being sent on the network by
the user. The problem is that neither the defeatitwgay nor the end user is aware that this atgatdking place. Therefore, malicious users can
continue spying on private information for as lagthey want, allowing them time to access passsyeranail messages, transactions—even IP
voice calls.

Cisco Catalyst switches offer a feature calbgthamic ARP InspectiofDAl) to stop this attack. DAI intercepts all imoing ARP packets and
examines them for proper MAC-to-IP bindings. Tisisione by using the DHCP binding table createchby@HCP Snooping feature. If an ARP
packet arrives on a port, it is matched againsDHEP binding table. If a match is found, the ARRket is permitted to proceed; if no match is
found in the DHCP binding table, the ARP packetrispped.

3.3 IP Source Guard
Another potential threat to privacy is the spoofifgn innocent user’s IP address. This enablealiious user to appear to be on another subnet
and, therefore, to bypass an access control liStjAhat might restrict computers on the maliciogsr’'s actual network.

IP Source Guardakes advantage of the DHCP binding table creditieithg DHCP Snooping to check the binding of amdéress to a MAC
address, its port, and its associated VLAN. It dbésby automatically configuring an ACL on theitah port that limits the port to only transmit
traffic that originates from the authorized IP sekir for that port. If a device attempts to transtaia with an altered IP address, the Catalysthwit
will disable the port.

Miercom conducted a security test to analyze hawrsevoice traffic is over an IP network. Figurelbws the basic topology of the test. Miercom
enabled the man-in-the-middle attack mitigatiortfezs discussed previously and attempted to inpérazice traffic. After approximately three
days of hacking attempts, Miercom network engingene unable to intercept the voice traffic. Ci€atalyst switches received the highest rating
of all the vendors tested.
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Figure 4. Miercom VolP Security Test Topology

Miercom

The Miercom Hacker Assault Team was Unable to Disrupt Cisco VolP;
e was Stopped at the Edge by a Cisco Catalyst Switch

( PSTN ) |
\___\__ ___.____/'I | ﬂ
Data Center T 7
VLAN = e
Attack Point
— Data VLAN =~
' = R b= lll/\|i
| o CiscolP  © V N
. Network
\“--_ A /
:ﬁ‘: \\_______ " e
Cisco
CallManager Catalyst Security Features

Applications Used Concurrently
= Dynamic ARP Inspection
= IP Source Guard

“Cisco achieved the highest rating of the = DHCP Snooping
vendors tested. Cisco's overall score, an A- on = Port Security
Miercom’s VolP-Security Rating Scale, has set = VACL T

now endeavor to reach”

|
the high bar that other I-telephony vendors will = Policing Z f

Cisco Catalyst switches provide inherent capabdito stop man-in-the-middle attacks and prevetat aad voice traffic interception and theft. To
thwart these attacks, enabling these featuresimiting closet is highly recommended to help pebpgivacy within the network and help mitigate
theft of valuable or confidential information.

SUMMARY

The wiring closet switching infrastructure is thest line of defense for campus networks to protecbrganization’s data, applications, and

the network itself —and the features that enabkedefense are a critical part of the enterpriseev@sco Self-Defending Network. With the
innovative integrated security features of the €i€atalyst switches, enterprises can use theingvitloset switching infrastructure to effectively
identify, respond, and adapt to security threafereethey can cause damage across the enterprise.

Table 1 lists the security features that are supparsn specific Cisco Catalyst platforms. Theséufes represent a subset of the numerous features
that are available on Cisco Catalyst switches.tR@purposes of this paper, only primary featureshaghlighted. For a comprehensive list of
features, please see the Cisco Catalyst SwitchindeGhttp://www.cisco.com/en/US/products/hw/switches/
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Table 1.  Security Features on Cisco Catalyst Switches

Security Feature Catalyst 6500 Series Catalyst 4500 Series Catalyst 3750/3560 Series
Trust and Identity

IBNS (802.1X) Yes Yes Yes

MAC Authentication Yes Yes -

NAC Yes Yes Yes

Threat Prevention

Port Security Yes Yes Yes
Scavenger Class QoS Yes Yes Yes
Control Plane Policing Yes Yes -
NetFlow Anomaly Detection Yes Yes -
Embedded Event Manager Yes Yes -

Data Theft Prevention

DHCP Snooping Yes Yes Yes
Dynamic ARP Inspection Yes Yes Yes
IP Source Guard Yes Yes Yes
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