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Q&A

Securing the Wiring Closet with Cisco Catalyst Switches

Q. Why should | deploy network security in the wiriolgset?

A. Until very recently, network security in the wirimtpset was often limited merely to physical seyuivith the advent of increasingly
sophisticated attacks and new worms and virusésgiaad in a matter of minutes, those policiesineechange. Because most internal
security attacks are launched from the wiring dilos& LAN infrastructure presents a critical fitste of defense against security attacks in
an enterprise LAN.

Q. | have a firewall between my network and the réshe world. Isn’t that sufficient?

A. As many enterprises are discovering, the answas.iJ oday’s worms and viruses are typically broligtd the network unsuspectingly
by mobile PCs bypassing the firewalls. Furthermar2D05 CSI/FBI, USA based survey reports that ritgjof security attacks are launched
from the inside of the network.

Q. What are the most common types of security thifeatag enterprises?

A. According to the 2005 CSI/FBI survey, virus and merare the most common threats to an enterpridewfed by unauthorized access,
theft of data, and denial of service (DoS). Base®®9 respondents, the total cost to their busgsedse to these attacks was approximately
US$112 million.

Q. What kind of security attacks can be launched ftioewiring closet?
A. The most common attacks that are launched fronwitieg closet fit in two main categories:

« Denial of Service attacks—Can interrupt the entire Enterprise network. Dd&ciis can be maliciously launched or unknowingtyoiduced in
to the network by an infected PC

* Man in themiddle attacks—Allow a hacker to snoop and intercept LAN traftompromising network privacy.

Q. How can | prevent these types of security threats?

A. The Cisc6 Self-Defending Network strategy employs a compnshe Cisco Systerfizision for end-to-end security across the entire
enterprise. Integrated security features in the@@atalyst switches are essential to the self-defending nétwisco Catalyst switches
provide the first line of defense in the wiring st to effectively mitigate these threats.

Q. How does a DoS attack work?

A. With a DoS attack, a program, either on an unaizbdrdevice that has gained access to the netwask a legitimate device that has been
infected, floods the network. This flooding genesaso much traffic that important devices, suchasways, are quickly overloaded and unable
to respond to legitimate requests, resulting irtvork outage. A new and more detrimental formhig attack is a distributed-denial-of-service
(DDoS) attack. With a DDoS, attacks are launchetikaneously from multiple devices on the network.

Q. How can Cisco Catalyst switches help prevent Do kas?

A. The first line of defense against DoS attacks isrtsure that malicious users cannot gain accebe toetwork and that devices that are
permitted access to the network conform to corgosaturity policies. Cisco Identity-Based NetwogkBervices (IBNS) and Network Admission
Control (NAC) provide these capabilities. Both taésatures can be enabled on Cisco Catalyst swiiohe wiring closet to help prevent DoS
threats from occurring.
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Q. What is Cisco Identity-Based Networking Services?

A. Cisco Identity-Based Networking Services (IBNSaitechnology solution that can improve the securityhysical and logical LAN access.
Cisco IBNS incorporates all of the capabilitiesidefl in 802.1x while providing enhancements anémrsibns for improving identity-based access
control and for making 802.1x technology easiedéploy.

Cisco IBNS lets you implement identity-based netnaccess control and policy enforcement at the lpudl. It provides user or device
identification and authentication. This solutios@sates the identity of authenticated networkntfievith policies that you create and administer
and that provide increased granularity of contBgi.providing flexible port-based access control aonticy-enforcement capabilities at the network
edge, Cisco IBNS delivers a powerful tool for sémgiyour network.

Q. What is Cisco Network Admission Control?

A. As employees connect to the Internet or office fmrtside the corporate network, their devices bectima unwitting carriers of network
viruses and worms. Cisco Network Admission ContiAC) is an industry wide collaboration led by Gisevhich focuses on limiting the damage
of these security threats. Using NAC and Cisco @sttawitches, administrators can restrict netwackess to only compliant and trusted endpoint
devices (such as PCs, servers, and personal digiatants [PDAs]). NAC enables Cisco switchemnforce access privileges when an endpoint
device attempts to connect to a network. This dtmtisan be based on information about the endpigivice such as its current antivirus state and
OS patch level. NAC allows administrators to managecompliant devices in several ways: they caddrged access, placed in a quarantined
area, or given restricted access to computing ressu

NAC is part of the Cisco Self-Defending Networlsteategy to dramatically improve the network’s ipilo automatically identify, prevent, and
adapt to security threats.

Q. Why is NAC important?

A. Day-zero virus and worm invasions continue to dishwsiness, causing downtime and requiring coatipatching. NAC helps organizations
to reduce this risk by preventing vulnerable hfsts) obtaining and retaining normal network accé&sC ensures that all hosts comply with the
latest corporate antivirus, security software, @®Ipatch policies prior to obtaining normal netwadcess. Vulnerable and noncompliant hosts
may be isolated and given reduced network accedshey are patched and secured, thus preventiegn tfrom being the targets of—or the sources
for—worm and virus infections.

Q. What benefits does NAC provide?
A. NAC provides the following customer benefits:

« Dramatically improves security—NAC helps ensure that endpoints (laptops, PCs, PB&vers, etc.) conform to security policy in arde
to proactively protect against worms, viruses, spgyvand malware. It also helps organizations fopesations on prevention, not reaction.

« Extendsexisting investment—NAC provides broad integration with multivendor sety and management software, and enhances existin
investments in network infrastructure and venddivare.

* Increasesenterpriseresilience—NAC provides comprehensive admission control tav@né noncompliant and rogue endpoints from impactin
network availability.

« Reduces operational costs—NAC reduces operational expenses (OpEX) relatédetatifying and repairing noncompliant, rogue, and
infected systems.

Q. How do Cisco Catalyst switches help mitigate a BttSck if it does occur?

A. Cisco Catalyst switches provide an array of featimethe wiring closet to defend against theseugiéve attacks. Some of the primary

features are:

¢ Port Security—Used to prevent MAC-based attacks. This featumnalladministrator to restrict the number of MAC @ides that can transmit
from a switch port.

» Scavenger Class QoS—Used to reprioritize traffic from systems with abmally high traffic rates that could be potentiad ®attackers.
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¢ Control Plane Policing—Controls the type and quantity of traffic thatasviarded to the CPU for processing. Limits malisiduaffic.

« NetFlow Anomaly Detection—Provides flow-based statistics to identify DoS elttaand apply port-level access control lists (Altbs
mitigate the attacks.

Q. What is NetFlow?

A. NetFlow is a Cisco technology for monitoring netiwtnaffic and is supported by basic Cisco fGftware images. NetFlow periodically
report on flows seen by Cisco Catalyst switcheflof is a Layer 7 concept consisting of a sessitns, data transfer, and session teardown.
For every flow, a NetFlow-enabled Catalyst switebards several flow parameters including:

« Flow identifiers—Source and destination addresses, ports, and ptotoc
* Ingress and egress interfaces

« Packets exchanged

« Bytes transferred

Periodically a collection of flows and its assoethparameters are packed in a User Datagram Pt@tdlo®) packet according to the NetFlow
protocol and sent to specified collection points.

Q. How is NetFlow information used to detect DoS &s&c
A. NetFlow works in conjunction with the Cisco Secuionitoring, Analysis and Response System evenetation tool to:

« Profile network usage and create a baseline
¢ Detect statistically significant anomalous behayfoem computed baseline)
« Correlate anomalous behavior to attacks and otheite reported by network IDSs

After being deployed in a network, the Cisco Sdaguvlonitoring, Analysis and Response System le#tiagypical network usage for a few days
using NetFlow data.

After determining thresholds for normal network aeior, the system switches to a detection mode evitdooks for statistically significant
behavior. When thresholds are exceeded, it sendiedrand can shuts down the problematic port.

Q. What is a man-in-the-middle attack?

A. With a man-in-the-middle attack, an unauthorizedai=assumes the identity (MAC or IP address) leb@imate network device (such as
a gateway). All traffic intended for the legitimatevice is passed through the unauthorized dewisieh allows the hacker to scan the packets
for useful information, such as passwords or ttdreskes of other devices.

Q. What features help prevent man-in-the-middle attack
A. The suite of Cisco Catalyst integrated securityuiess that mitigate man-in-the-middle attack are:

« DHCP Snooping—A per-port security mechanism used to differenta@taintrusted switch port connected to an endfuser a trusted switch
port connected to a Dynamic Host Configuration &ot (DHCP) server or another switch. It can bebétdhon a per-VLAN basis.

« Dynamic ARP Inspection—Used to prevent man-in-the-middle attacks by nlatyieg invalid or gratuitous Address Resolution t8oml (ARP)
replies out to other ports in the same VLAN. Dyna®RP Inspection intercepts all ARP requests aptieg on the untrusted ports. Each
intercepted packet is verified for valid IP-to-MAfihdings (which are gathered through DHCP Snooping)

* |P Source Guard—Used to mitigate IP spoofing. IP Source Guard mlesiper-port IP traffic filtering of the assignedisce IP addresses at
wire speed. It dynamically maintains per-port VLACLs based on IP-to-MAC-to-switch port bindings.eThinding table is populated either
by the DHCP Snooping feature or through static igemétion of entries. IP Source Guard is typicalgployed for untrusted switch ports in the
access layer.

Q. What features do the Cisco Catalyst switches suppor
A. The Cisco Catalyst switches support the followiegttfires (Table 1).
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Table 1.  Security Features on Cisco Catalyst Switches

Security Feature Catalyst 6500 Series  Catalyst 4500 Series  Catalyst 3750/3560 Series

Trust and Identity

IBNS (802.1X) Yes Yes Yes
NAC Yes Yes Yes
Threat Prevention

Port Security Yes Yes Yes
Scavenger Class QoS Yes Yes Yes
Control Plane Policing Yes Yes No
NetFlow Anomaly Detection Yes Yes No
Data Theft Prevention

DHCP Snooping Yes Yes Yes
Dynamic ARP Inspection Yes Yes Yes
IP Source Guard Yes Yes Yes
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