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OS Deployment on Standalone Cisco UCS C-
Series Rack Servers with Microsoft Windows
Deployment Services

What You Will Learn
This document discusses how to:
e Locate, extract, and prepare Cisco UCS® C-Series Rack Server drivers for use in Microsoft Windows
Deployment Services (WDS) for Microsoft Windows 2008

e Locate, extract, and prepare Cisco UCS C-Series Server drivers for use in Microsoft WDS for Microsoft
Windows 2008 R2

o Create driver packs in Microsoft WDS that contain all required Cisco UCS C-Series Server drivers for any
supported OS

e Create install images (OS repository) for Microsoft Windows 2008 and 2008 R2

e Create a boot image in Microsoft WDS (Microsoft Windows Preexecution [PE] image)
e Add the driver packs to the boot image

¢ Configure Microsoft WDS to use the new boot image for server discovery

o Edit the unattend.xml file for each OS version available in the installed images

This document assumes that the Microsoft WDS role is installed and configured on a Microsoft Windows server
(this process is not discussed in this document).

Locating and Preparing Drivers: Microsoft Windows 2008

Cisco unifies the OS drivers for Cisco UCS C-Series Servers, packaging certified drivers into a unified ISO image
based on the firmware level with which they were certified. This document uses Microsoft Windows OS drivers
based on Cisco UCS C-Series Servers Firmware Release 1.4.6.

Here is a direct link to the driver ISO image for Cisco UCS C-Series Servers Firmware Release 1.4.6:
http://download.cisco.com/swc/esd/06/283860950/quest/ucs-cxxx-drivers.1.4.6.is0?

After the ISO image is extracted (for example, using WinZip, WinRAR, or 7-Zip), the drivers are placed into folders
based on OS category: Linux, Solaris, Microsoft Windows, or VMware. Only the Microsoft Windows folder is
discussed here (Figure 1).
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Figure 1.  Driver ISO Directory Listing: Microsoft Windows 2008

= 1) ucs-cxxx-drivers.1.4.6
# 12 Linux

() Solaris

) YMware

) Windows

I ChipSet

[+ 1) Mgmt

# 1) Network

() Security

I) Storage

# ) Video

= 2) ucs-cxxx-drivers.1.4.6
I Linux For every supported device, there is a subfolder
& ) Solaris containing device drivers for:

L YMware . W2K8 (Microsoft Windows 2008)

= ) Windows . .
@ £ ChipSet - W2K8R2 (Microsoft Windows 2008 R2)

) Mamt

) Network

(= |2) Broadcom
= ) BCMS709

0®®H

M

) W2K8R2
# ) BCMS7711
) BCMS7712
[# ) BCMS7712_10GBaseT
() BCMS7712_LOM
# |2 Cisco
[# I2) Emulex
# 1) Intel
[ I2) QLoqgic
) Security
() Storage
) Video

[+

@

H®

|
|

#

The next steps involve copying device driver folders from the driver ISO image. The goal is to create a folder
structure containing all the Microsoft Windows 2008 device drivers that are required for the Microsoft WDS boot
image and Microsoft WDS driver pack. You should copy and rename the subfolders so that you can easily identify
the device vendor, device model, and OS and architecture to which the driver applies. For example, for the Intel
ICH10 disk controller, you could use Cisco_lIntel _ICH10_W2K8_x64.

The drivers in the ISO are not all in a consistent format. The best approach is to extract the drivers for a specific
device into a single folder that includes all required device driver files (.cat, .inf, and .sys). Some drivers are
simplified, but others require some manipulation (for example, you may need to extract drivers from an executable
installation file or identify the specific driver folder that is required for Microsoft Windows plug-and-play support).

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 2 of 36



Note: If a small ISO file is included in the driver directory, this ISO contains the exact drivers needed for
this exercise.

The drivers are divided into five categories: chip sets, disk controllers, network adapters, SAN host bus adapters
(HBAs), and converged network adapters (CNASs).

Tables 1 through 5 provide matrices of the five categories of devices that are supported by the Cisco UCS C-
Series Servers, including any special instructions required for extracting the drivers. Figure 2 provides an example
of driver extraction using the WinRAR right-click context menu.

Table 1. Chip Set Drivers

Cisco UCS C22 \Windows\ChipSet\Inte\C22\W2K8\All None
Cisco UCS C24 \Windows\ChipSet\InteN\C24\W2K8\All None
Cisco UCS C200 \Windows\ChipSet\InteN\C200\W2K8\All None
Cisco UCS C210 \Windows\ChipSet\InteN\C210\W2K8\All None
Cisco UCS C220 \Windows\ChipSet\InteN\C220\W2K8\All None
Cisco UCS C240 \Windows\ChipSet\Inte\C240\W2K8\All None
Cisco UCS C250 \Windows\ChipSet\InteN\C250\W2K8\All None
Cisco UCS C260 \Windows\ChipSet\InteN\C260\W2K8\All None
Cisco UCS C460 \Windows\ChipSet\InteN\C460\W2K8\All None
Table 2. Disk Controller Drivers
Onboard ICH10 \Windows\Storage\InteNICH10R\W2K8R2\x64 Extract and use the contents of ICHI0R_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

Intel C600 \Windows\Storage\InteNC600\W2K8R2\x64 Extract and use the contents of C600_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI 1064E \Windows\Storage\LSI\106XE\W2K8R2\x64 Extract and use the contents of 106xE_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI 1068E \Windows\Storage\LSI\106xE\W 2K8R2\x64 Extract and use the contents of 106xE_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI 9260-4i \Windows\Storage\LS\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI 9260-8i \Windows\Storage\LS\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI 9261-8i \Windows\Storage\LSI\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI 9280-4i4e \Windows\Storage\LS\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI SAS3081E-R \Windows\Storage\LSI\3081E-R\W2K8R2\x64 Extract and use the contents of 3081E-R_W2K8R2_x64.is0.
Extract with WinZip, WinRAR, or 7-Zip.

LSI SAS 2008-8i \Windows\Storage\LSI\2008M\W2K8R2\x64 Extract and use the contents of 2008M_W?2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

LSI SAS 8708EM2 \Windows\Storage\LSI\8708EM2\W2K8R2\x64 Extract and use the contents of 8708EM2_W2K8R2_x64.is0.
Extract with WinZip, WinRAR, or 7-Zip.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 3 of 36



Disk Controllers Driver Path Special Instructions

LSI 9201 Mass Storage \Windows\Storage\LSI\9201\W2K8R2\x64 Extract and use the contents of 9201_W2K8R2_x64.iso.
Extract with WinZip, WinRAR, or 7-Zip.

Figure 2.  Example of Driver Extraction (LS| 1064E Driver) Using WinRAR
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Table 3. Network Adapter Drivers

Network Adapters Driver Path Special Instructions

Intel 82576NS \Windows\Network\Inte\82576\W 2K8\x64 Extract PROWinx64.exe. Use the contents
(LAN on Motherboard [LOM]) of \PROWinx64\PRO1000\Winx64\NDIS61\.
Intel Quad E1G44ETG1P20

\Windows\Network\Inte\82576\W 2K8\x64 Extract PROWinx64.exe. Use the contents

of \PROWinx64\PRO1000\Winx64\NDIS61\.

Intel X520 \Windows\Network\Inte\X520\W2K8\x64 Extract PROWinx64.exe. Use the contents
of \PROWIinx64\PROXGB\Winx64\NDIS61\.

Intel 1350 \Windows\Network\Inte\I350\W2K8\x64 Extract PROWinx64.exe. Use the contents
of \PROWinx64\PRO1000\Winx64\NDIS61\.

Broadcom 5709 \Windows\Network\Broadcom\ None

(Small Computer System Interface over BCM5709\W2K8\x64\0is

IP [iSCSI])

Broadcom 5709 \Windows\Network\Broadcom\ None

(Network Interface Card [NIC]) BCMS5709\W2K8\x64\nic

Broadcom 57711 \Windows\Network\Broadcom\ None

@iscsi BCM57711\W2K8\x64\0is

Broadcom 57711 \Windows\Network\Broadcom\ None

(NIC) BCM57711\W2K8\x64\nic

Broadcom 57712 \Windows\Network\Broadcom\ None

@iscsi BCM57712\W2K8\x64\0is

Broadcom 57712 \Windows\Network\Broadcom\ None

(NIC) BCM57712\W2K8\x64\nic

Broadcom 57712_10GBASE-T \Windows\Network\Broadcom\ None

@iscsi BCM57712_10GBaseT\W2K8\x64\0is

Broadcom 57712_10GBASE-T \Windows\Network\Broadcom\ None

(NIC) BCM57712_10GBaseT\W2K8\x64\nic

Broadcom 57712_LOM \Windows\Network\Broadcom\ None

@iscs) BCM57712_LOM\W2K8\x64\ois

Broadcom 57712_LOM \Windows\Network\Broadcom\ None

(NIC) BCM57712_LOM\W2K8\x64\nic

Mellanox ConnectX-2 EN Not certified by Cisco for Microsoft Windows —

Table 4. SAN HBA Drivers

SAN HBAs Driver Path Special Instructions

Emulex LPe 11002 (4 Gb) \Windows\Storage\Emulex\LPe1x002\W2K8\x64 None
Emulex LPe 12002 (8 Gb) \Windows\Storage\Emulex\LPe1x002\W2K8\x64 None
QLogic QLE2462 (4 Gb) \Windows\Storage\QLogic\QLE2x62\W2K8\x64 None
QLogic QLE2562 (8 Gb) \Windows\Storage\QLogic\QLE2x62\W2K8\x64 None
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Table 5. CNA Drivers

Cisco UCS P81E Virtual Interface Card (VIC)  \Windows\Network\Cisco\P81E\W2K8R2\x64 None
(Ethernet-enic)

Cisco UCS P81E VIC (Fibre Channel over \Windows\Storage\Cisco\P81E\W2K8R2\x64 None
Ethernet [FCoE]-fnic)

Cisco USC VIC 1225 (Ethernet-enic) \Windows\Network\Cisco\1225\W2K8R2\x64 None
Cisco UCS VIC 1225 (FCoE-fnic) \Windows\Storage\Cisco\1225\W2K8R2\x64 None
Emulex OCel0102-F (Ethernet) \Windows\Network\EmulexX\OCe10102\W2K8R2\x64 None
Emulex OCel0102-F (FCoE) \Windows\Storage\EmulexX\OCe10102\W2K8R2\x64 None
Emulex OCel1102-F (Ethernet) \Windows\Network\Emulex\OCe11102\W2K8R2\x64 None
Emulex OCel1102-F (FCoE) \Windows\Storage\EmulexX\OCe11102\W2K8R2\x64 None
QLogic QLE8152 (Ethernet) \Windows\Network\QLogic\QLE8152\W2K8R2\x64 None
QLogic QLE8152 (FCoE) \Windows\Storage\QLogic\QLE8152\W2K8R2\x64 None
QKogic QLE8242 (Ethernet) \Windows\Network\QLogic\QLE8242\W2K8R2\x64 None
QLogic QLE8242 (FCoE) \Windows\Storage\QLogic\QLE8242\W2K8R2\x64 None
Broadcom 57712 (FCoE) \Windows\Storage\Broadcom\BCM57712\W2K8R2\x64\FCoE None
Broadcom 57712_LOM (FCoE) \Windows\Storage\Broadcom\BCM57712_LOM\W2K8R2\x64\FCoE = None

The end result of this exercise should be a folder structure containing all the drivers referenced in Tables 1
through 5 (Figure 3).

Figure 3.  Folder Structure for All Drivers
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Locating and Preparing Drivers: Microsoft Windows 2008 R2

Cisco unifies the OS drivers for Cisco UCS C-Series Servers, packaging certified drivers into a unified ISO image
based on the firmware level with which they were certified. This document uses Microsoft Windows OS drivers
based on Cisco UCS C-Series Servers Firmware Release 1.4.6.

Here is a direct link to the driver ISO for Cisco UCS C-Series Servers Firmware Release 1.4.6:
http://download.cisco.com/swc/esd/06/283860950/guest/ucs-cxxx-drivers.1.4.6.is0?

After the ISO is extracted (for example, using WinZip, WinRAR, or 7-Zip), the drivers are placed into folders based
on OS category: Linux, Solaris, Microsoft Windows, or VMware. Only the Microsoft Windows folder is discussed

here (Figure 4).

Figure 4.  Driver ISO Directory Listing: Microsoft Windows 2008 R2
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The next steps will involve copying device driver folders from the driver ISO. The goal is to create a folder structure
containing all the Microsoft Windows 2008 R2 device drivers that are required for the Microsoft WDS boot image
and Microsoft WDS driver pack. You should rename the subfolders so that you can easily identify the device
vendor, device model, and OS and architecture to which the driver applies. For example, for the Intel ICH10 disk
controller, you could use Cisco_Intel_ICH10_W2K8R2_x64.

The drivers in the ISO are not all in a consistent format. The best approach is to extract the drivers for a specific
device into a single folder that includes all required device driver files (.cat, .inf, and .sys). Some drivers are
simplified, but others require some manipulation (for example, you may need to extract drivers from an executable
installation file or identify the specific driver folder that is required for Microsoft Windows plug-and-play support).

Note: If a small ISO file is included in the driver directory, this ISO contains the exact drivers needed for
this exercise.

The drivers are divided into five categories: chip sets, disk controllers, network adapters, SAN host bus adapters
(HBAs), and converged network adapters (CNAS).

Tables 6 through 10 provide matrices of the five categories of devices that are supported by the Cisco UCS C-
Series Servers, including any special instructions required for extracting the drivers. Figure 5 provides an example
of driver extraction using the WinRAR right-click context menu.

Table 6. Chip Set Drivers

Chip Sets Driver Path Special Instructions

Cisco UCS C22 \Windows\ChipSet\InteN\C22\W2K8R2\All None
Cisco UCS C24 \Windows\ChipSet\Inte\C24\W2K8R2\All None
Cisco UCS C200 \Windows\ChipSet\Inte\C200\W2K8R2\ Not required (Inbox driver)
Cisco UCS C210 \Windows\ChipSet\InteN\C210\W2K8R2\ Not required (Inbox driver)
Cisco UCS C220 \Windows\ChipSet\InteN\C220\W2K8R2\All None
Cisco UCS C240 \Windows\ChipSet\InteN\C240\W2K8R2\All None
Cisco UCS C250 \Windows\ChipSet\InteN\C250\W2K8R2\ Not required (Inbox driver)
Cisco UCS C260 \Windows\ChipSet\InteN\C260\W2K8R2\All None
Cisco UCS C460 \Windows\ChipSet\InteN\C460\W2K8R2\All None
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Table 7. Disk Controller Drivers

Disk Controllers Driver Path Special Instructions

Onboard ICH10 \Windows\Storage\InteNICH10R\W2K8R2\x64  Extract and use the contents of ICH10R_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

Intel C600 \Windows\Storage\Inte\C600\W 2K8R2\x64 Extract and use the contents of C600_W2K8R2_x64.iso0.

Extract with WinZip, WinRAR, or 7-Zip.

LSI 1064E \Windows\Storage\LSI\106xE\W2K8R2\x64 Extract and use the contents of 106xE_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI 1068E (Mezzanine Card) \Windows\Storage\LSI\106xE\W2K8R2\x64 Extract and use the contents of 106xE_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI 9260-4i \Windows\Storage\LSN\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI 9260-8i \Windows\Storage\LS\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI 9261-8i \Windows\Storage\LSN\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LS| 9280-4i4e \Windows\Storage\LSN\92xx\W2K8R2\x64 Extract and use the contents of 92xx_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI SAS3081E-R \Windows\Storage\LSI\3081E-R\W2K8R2\x64  Extract and use the contents of 3081E-R_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI SAS 2008-8i \Windows\Storage\LS\2008M\W2K8R2\x64 Extract and use the contents of 2008M_W2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

LSI SAS 8708EM2 \Windows\Storage\LS\8708EM2\W2K8R2\x64  Extract and use the contents of 708EM2_W2K8R2_x64.is0.

Extract with WinZip, WinRAR, or 7-Zip.

LSI 9201 Mass Storage \Windows\Storage\LSI\9201\W2K8R2\x64 Extract and use the contents of 9201_W?2K8R2_x64.iso.

Extract with WinZip, WinRAR, or 7-Zip.

Figure 5.  Example of Driver Extraction (LS| 1064E Driver) Using WinRAR
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Folders X | [ Name Size | Type | Date Modfied | antri
B £ ws-coxdivers.1 4.6 a | & oriverConfigparam.def 20KB DEF File 12/20/20103:27 AM A
® £ tmux Blsi_sas.nf 7KB Setupirformation  12j20/20103:27 AM A
& £ Solaris gb_sas.pcb 379KB P8 File 12202010 3:27 AM A
B £ vMware Isi_sas.5ys 131 KB System file 12202010 3:27 AM A
B £ Windows @ Isimpt2008.txt 16 KB Text Document 12/20§2010 3:27 AM A
® £ chipset “Blsinodrv.inf SKB Setup Information 122012010 3:27 AM &
B £ Momt [E) MeT_InTRO. TXT 7KB Text Document 12/20/20103:27 AM A
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@ € Brosdcom Bwdcfg.exe 134KB  Applcation 12/20/2010 3:27 AM A
& i) Cisco
# ) Emulex
@ ) kel
B
& ) 92x
= 2 106xE
Table 8. Network Adapter Drivers

Extract PROWinx64.exe. Use the contents of
\PROWIinx64\PRO1000\Winx64\NDIS61\.

Intel 82576NS (LOM)

Intel Quad E1G44ETG1P20

Intel X520

Intel 1350

Broadcom 5709
(iscsl)

Broadcom 5709
(NIC)

Broadcom 57711
(iscsl)

Broadcom 57711
(NIC)

Broadcom 57712
(iscsl)

Broadcom 57712
(NIC)

Broadcom 57712_10GBASE-T
(iscsI)

Broadcom 57712_10GBASE-T
(NIC)

Broadcom 57712_LOM
(iscsl)

Broadcom 57712_LOM
(NIC)

Mellanox ConnectX-2 EN

\Windows\Network\Inte\82576\W2K8R2\x64

\Windows\Network\Inte\82576\W2K8R2\x64

\Windows\Network\Inte\X520\W 2K8R2\x64

\Windows\Network\Inte\I350\W 2K8R2\x64

\Windows\Network\Broadcom\ BCM5709\W2K8R2\x64\ois

\Windows\Network\Broadcom\ BCM5709\W2K8R2\x64\nic

\Windows\Network\Broadcom\ BCM57711\W2K8R2\x64\ois

\Windows\Network\Broadcom\ BCM57711\W2K8R2\x64\nic

\Windows\Network\Broadcom\ BCM57712\W2K8R2\x64\ois

\Windows\Network\Broadcom\ BCM57712\W2K8R2\x64\nic

\Windows\Network\Broadcom\
BCM57712_10GBaseT\W2K8R2\x64\ois

\Windows\Network\Broadcom\
BCM57712_10GBaseT\W2K8R2\x64\nic

\Windows\Network\Broadcom\
BCM57712_LOM\W2K8R2\x64\ois

\Windows\Network\Broadcom\
BCM57712_LOM\W2K8R2\x64\nic

Not certified by Cisco for Microsoft Windows

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Extract PROWinx64.exe. Use the contents of
\PROWinx64\PRO1000\Winx64\NDIS61\.

Extract PROWinx64.exe. Use the contents of
\PROWinx64\PROXGB\Winx64\NDIS61\.

Extract PROWinx64.exe. Use the contents of
\PROWIinx64\PRO1000\Winx64\NDIS61\.

None

None

None

None

None

None

None

None

None

None
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Table 9. SAN HBA Drivers

SAN HBAs Driver Path Special Instructions

Emulex LPe 11002 (4 Gb) \Windows\Storage\Emulex\LPe1x002\W2K8R2\x64 None
Emulex LPe 12002 (8 Gb) \Windows\Storage\Emulex\LPe1x002\W2K8R2\x64 None
QLogic QLE2462 (4 Gb) \Windows\Storage\QLogic\QLE2x62\W2K8R2\x64 None
QLogic QLE2562 (8 Gb) \Windows\Storage\QLogic\QLE2x62\W2K8R2\x64 None

Table 10. CNA Drivers

Cisco UCS P81E VIC (Ethernet-enic) \Windows\Network\Cisco\P81E\W2K8R2\x64
Cisco UCS P81E VIC (FCoE- fnic) \Windows\Storage\Cisco\P81E\W2K8R2\x64
Cisco UCS VIC 1225 VIC (Ethernet-enic)  \Windows\Network\Cisco\1225\W2K8R2\x64

Cisco UCS VIC 1225 (FCoE-fnic) \Windows\Storage\Cisco\1225\W2K8R2\x64

Emulex OCel10102-F (Ethernet) \Windows\Network\EmulexX\OCe10102\W2K8R2\x64

Emulex OCel0102-F (FCoE) \Windows\Storage\Emulex\OCe10102\W2K8R2\x64

Emulex OCel1102-F (Ethernet) \Windows\Network\EmulexX\OCe11102\W2K8R2\x64

Emulex OCel11102-F (FCoE) \Windows\Storage\EmulexX\OCe11102\W2K8R2\x64

QLogic QLE8152 (Ethernet) \Windows\Network\QLogic\QLE8152\W2K8R2\x64

QLogic QLE8152 (FCoE) \Windows\Storage\QLogic\QLE8152\W2K8R2\x64

QLogic QLE8242 (Ethernet) \Windows\Network\QLogic\QLE8242\W2K8R2\x64

QLogic QLE8242 (FCoE) \Windows\Storage\QLogic\QLE8242\W2K8R2\x64

Broadcom 57712 (FCoE) \Windows\Storage\Broadcom\BCM57712\W2K8R2\x64\FCoE
Broadcom 57712_LOM (FCoE) \Windows\Storage\Broadcom\BCM57712_LOM\W2K8R2\x64\FCoE

The end result of this exercise should be a folder structure containing all the drivers referenced Tables 6

through 10 (Figure 6).

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.
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Figure 6.  Folder Stru

cture for All Drivers

l isco_Broadcom_5709_W2ZK8RZ_DIS

0\ )v | . = Drivers - C-series = Preboot_OS_Deployment-1.4.6 = 2008R2 - Cisco_Broadoom_S709_W2KBR2_CIS

- m I Search Cisco_Broadcom_S709_W2KE

Organize *  Mew folder S
Bl 1. Preboot_0S_Deployment-1.4.6 Al name - Date modified | Type | Size
. 2008

= bunis, cat 6512011 5:14 PM Security Catalog 11KE

= . 2008R2
& | buenis.inf 6512011 5:14 PM Setup Infarmation 14 KB
Cisco Broadcom 5709 W2KERZ-MIC %) bxois, sys 6/5/2011 5:14 PM System file S23KE
| Cisco_Broadcom 5709 W2KERZ-VED %) bxisco.di 6512011 5:14 FM Application extension 94 KB
| Cisco_Broadoom_57711_W2KEBRZ_EVED | release, bxt 6J5/2011 5:14 PM Text Docurment S9KB

. Cisco_Broadcom_57711_W2KSRZ_WIC

. Cisco_Broadcom_57711_W2KBRZ_OIS

. Cisco_Broadcom_57712_10GbaseT W2KERZ_EW

. Cisco_Broadcom_57712_10GbaseT _W2KaR2 _MIt

. Cisco_Broadcom_57712_10GbaseT W2KER2_OL

. Cisco_Broadcom_S57712_LOM_W2KSR2_EVED

| Cisco_Broadcom_57712_LOM_W2K8R2_FCoE

. Cisco_Broadcom_S7712_LOM_W2KER2_MNIC
Cisco_Broadcom_57712_LOM_W2KER2_0IS

| Cisco_Broadcom_57712_W2KBRZ_EVED

. Cisco_Broadcom_57712_W2KBRZ_FCoE
Cisco_Broadcom_S57712_\W2KER2_NIC

| Cisco_Broadcom_57712_W2KEBR2_0IS

. Cisco_Chipset_C22_W2KsRz_al

Cisrn Chinset C24

WRKER? Al

Creating Driver Packs in Microsoft WDS

This section describes the process for creating a driver pack that supports Microsoft Windows 2008. You will need
to run this same process for each OS you plan to deploy (for example, for Microsoft Windows 2008 R2, you would
substitute and use the newly created Microsoft Windows 2008 R2 folder structure).

1. Right-click Drivers in Microsoft WDS and choose Add Driver Package.
E‘n Server Manager (WDS)
= 3 Roles
# W DHCP Server
% % DNS Server
@ = File Services
[+ @5 Web Server (IIS)
B “? Windows Deployment Services
= 33 servers
=) T WDS.partner.com
# | Install Images
# =| Boot Images
# |13 Pending Devices
@ | 33 Multicast Transmissions /
o)
@ (il Features B Add Driver Package..
7 Diagnostics Add Driver Group...
® G} Configuration Enable/Disable Driver Packages...
@ &3 Storage Delete Driver Packages...
Help

© 2013 Cisco and/or its affiliates. All rights reserved

. This document is Cisco Public.
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2.  On the next screen, you will have the option of selecting drivers from a specific .inf file or browsing through
folders. Here, you will select drivers from a folder, so browse to the set of folders you created earlier.
[B Add Driver Package Wizard

Driver Package Location %.‘. %

Browse For Folder E

Wi i) ks e s i ity sz, (O Browse For & location containing the driver package INF Files

server, you can define which client computers will ins
and vou can add them to boot images.,

Enter the location of the driver package you want to -
extracted - that is, it cannaot be an .msi of exe file, El [\ Preboot_0S_Peployment-1.4.6

=¥
" Zelect driver packages from an .inf file m
, Cisco_Broadconn_S5709_\W2aKE_EYED

| Cisco_Broadcon_S5709_W2KE_NIC
Location: . Cisco_Broadcom_S709_W2KE_OIS
. Cisco_Broadcom_7712 _W2KE_EYED
J Cisco_Broadcom_S7711_W2KS_EVYED
Hows ko obtain and extract driver packages + Cisco_Broadeom_S7711_W2KS_NIC

) Cisco_Broadcom_S7711_W2KE_0IS -
4| | 3

Folder: I 2003

Make Mew Folder | ol 4 I Cancel |

4

' Select all driver packages from a Folder

< Back ek = | Cancel |

3. Click Next, and the wizard will search through all driver folders and subfolders. When the wizard is finished
searching for driver packages, click Next to go to the Summary screen.

Available Driver Packages +\,?‘ Summary #:"
. ¥
The location that you specified contains the following driver packages. Selact the You have selected the following driver packages.

packages that you want to add to the server.
i 2 To view more information about & package, double-cick k.
To view or edit information about a package, double-click it.

Package Details Package Details
Package Name | File Name | awchitecture | Enabled ~|
B l = I R RRGTIE = elc60x64 [x64) elcb0x64.inf x64 Yes
IEI I w Name Name ecture nabled N
—'—;I 1y60x64 [x64 1y60x64.inf 64 ¥
[ elccox64 [x64) e1c60x64.inf 64 Yes zllthm [(:6‘: :1:60)(6’ iI:F isa v:
ely60x64 [x64 e1y60x64.inf x64 Yes 5
% elé’m“ [[xw] el:wx“ e - e1r60x64 [x64) e1r60x64.inf 64 Yes =
- alninN?%a Mvidl alnéM?a inf vhd Var
M etrboxs4 [x64) e1r60x64.inf x64 Yes c\ | »
[ atncnare fvidl £1a£N278 inf, ved Vee __ILI
- | 2 Iﬁ;hummselectm,dcksam To add the selected packages to the server,
ick Next.
Packages found: 1680
< Back Next > Cancel < Back Next > Cancel
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4. Onthe Summary screen, click Next, and the wizard will add all the drivers to the Microsoft WDS driver
package. When you are finished, you will also see an error message (this is expected); click Next.
CF Add river Package Wizord

Task Progress q;b Task Progress + -

Adding driver package 13 of 1680... adding driver package 1680 of 1680...
Copying file Z:\Drivers - C-series\Preboot_05_Deployment-1.4.6120081Cisco_Broadc. .. Copying file Z:\Drivers - C-series\Preboct_OS5_Deployment-1.4.612008\Cisco_Intel ...

Windows Deplayment Services could not add some of the packages
! . tothe server. To view a list of the failed packages, dick Mext.

[ [ e | poe [ het> | cael

5. The next screen summarizes errors. You can safely ignore this information. Click Next.

Irg Add Driver Package Wizard E

Failed Packages E:% .

e

The Following is a lisk of the driver packages that were not added to the server.
Commaon causes For Failed packages include an unsigned x64-based package
(x&t-based packages must be signed), package corruption, and netwark
conneckivity issues, To view more information about a package, double-click. it

Package Marme | File Mame | Architecture | Enabled | Cl:
onB0xed [x64] ixn&0xE.inf xhd Yes e
ixetlxed [xhd] ixef0x6d.inf whd Yes Me
ika0xed [x64] ixtadxad.inf xhd Yes e

4| | i

Failed packages: 3

To add the packages that succeeded to a driver group, dlick Mext, IF vou click
Cancel, the packages that succeeded will nat be placed in a driver group.

= Back I Mext = I Zancel
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6. On the Driver Groups screen, select “Create a new driver group named” and name the group (for example, C-
series-1.4.6-W2K8); then click Next. On the Task Complete screen, deselect the “Modify the filters for this
group now” to remove the checkmark; then click Finish.

Driver Groups ¥ Task Completel =
+}§ +';'
- .
e e LS S P You have susccesshull added the selected driver packages ta the server,
. IF you added thece packages to a driver group, you can madify the Filters that determine
In order to deploy these packages ta chents, you must add them to & driver group. A which cherits get the defvers. To do thic, select the follosing chedk box. To do this later,
jpackage can be in many driver groups, buk it must be in at least one group in order to right-clck the driver group in the MMC ‘and chck Modify Fiters for this Group,
be available to dients.
Enter the driver group for the packages you have added: [™ Modify the filkers For this group now.

IF you did not add these padkages bo a group, then you must sdd them ko a group in
order For them ko be avalable to dients. To do this, do one of the Following:

(¥ Create a new driver group named: [ C-saries-1.4.6-w2Kel > Right~chick a group and dick Add Drivers to this Group
> Right-click. a driver package and chick Add or Remove from Groups
" Donot put the driver packages in a driver group at this time

More iformation sbo t dbe

= Back Next > Cancel

< Back ITI Camcel

Creating Install Images (OS Repository) in Microsoft WDS for Microsoft Windows 2008
and 2008 R2

This section describes the process for creating an install image (OS repository) for Microsoft Windows 2008 R2.
This process will need to be repeated for any supported Microsoft Windows OS you plan to install.

1. Right-click Install Images in the Microsoft WDS Server Manager and choose Add Install Image.
File Action View Help

o A ol 7|
T v O s |

= 3 Roles

fté]_ DHCP Server *
DNS Server ey View the health of the roles installed on your s
.’:(

= File Services

= Web Server (115)

| Windows Deployment Services
8 33 servers

= Iy WDS.partner.com
(SR 1<t 2l Inagaed Mes: S of 17 installed
E Add Install Image . &

[# .« Boot Imag

OEE®&
-‘I',Jf ;

~' Roles Summary

[ [ PendingD  Add Image Group... DHCP Server
B [ 33 Multicast 1 Help DNS Server
[ [ Drivers File Services

. ‘?ﬂ ;r;:z;cs web Server (I15)
® jj,l Configuration (i) Windows Deployment Services

& &5 Storage
' DHCP Server

Centrally manages and assigns IP addresses to network

~ Role Status
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2. Select the radio button for creating an image group and enter a name for this group; then click Next.

Note: This group can be used for both Microsoft Windows 2008 x64 SP2 and Microsoft Windows
2008 R2 deployments.

g Add Image Wizard
Image Group %‘UI
=

Thiz wizard adds an install image to vour server, You must have at least one install
image and one boot image on your zerver in arder to boaot a client uzing Pre-B oot
Execution Environment [FXE] and install an operating system.

Animage group iz a collection of images that share common file rezources and
security. Enter the image group for the install image that pou want to add.

™ Select an existing image group IW’indows 2008 SP? - 2008 B2 j

' Create an image group named |Wind0ws 05 Deployments]

< Back I Mext » I Cancel

w

On the next screen, you will be asked to browse to the install.wim file on the Microsoft Windows installation
media. Before browsing, mount the target Microsoft Windows OS media (Microsoft Windows 2008 R2 in this
example) by inserting physical media or mount the ISO image using a virtual image tool such as Virtual
CloneDrive. The install.wim file will be located under /sources on the installation media.
T Y _

] S

[, Sedect Windows Image (WEM) Fibe

— — Image File
P\ | - Computer - BO-ROM Ditve (E:) GRMSNVCLEN DD = sources = = 53 [[Gearch sources B
Orgarizs v = = [l &
e 21 poame - |Du.em1m ||‘,De Is“ | | Ener the location of the Windows image [wim) e that contains the images 1o add.
T Favories
I Desiop dmarifests THZ009 23T AM P Folder . )
o Doselosdc ers T TIIAN Pl fokder Lol
&l Recerk Flaces ebvproviders 4009 XA Flefolder IE \sourceshinstal wim Browse... I
Liearins i T4Z0092ITAM P Folder
A
| booumenes THAZI LR e folder Note: The default boot and install images (Boct.wim and Instalwim) are lecated on the
o Music THAZOOI 2T AM e Folder installation DVD in the \Sources foker,
e Pictures THARIOIZIIAM e fokder
B"M TI4]2009 2:33 AM File Folder
- T]14j2009 2:33 AM WM Fle 163,672 KB
1% Computer = 5
& Local Dik (C)

o OVD Drive (D) GRE
o BO-ROM Drive (E:)
¥ mos (N10L29, 143, ‘._

i etk |

File narne: [installwirn 2] [Windouws image file tuamy =]

Caned <Back Nest > Cancel |

il
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4. Click Next. You will see a list of images found on the installation media (for example, Standard, Enterprise,
and Data Center versions of Microsoft Windows). You should deselect any images that will not be used.

¥ add Image Wizard E

Available Images

The file that vou specified contains the following images. Select the images that pou

want to add to the server,

M ame

RVERST. .
Windows Server 2008 R2 SERVERST...
Windows Server 2008 R2 SERVEREN ..
Windows Server 2008 R2 SERVEREM...
Windows Server 2008 R2 SERVERDA.
Windows Server 2008 R2 SERVERDA. ..
Windows Server 2008 R2 SERVERWEE
Windows Server 2008 B2 SERVERWE ...

al

Architecture | Dezcription

wB4
wE4
wB4
wB4
wB4
wE4
wB4
wB4

Windows Server 2008
Wwihdows Server 2008
Windows Server 2008
windows Server 2008
Windows Server 2008
wihdows Server 2008
Windows Server 2008
Windows Server 2008

| i

v Use the default name and description for each of the selected images

< Back I MHewut > I Canrcel

5. Click Next to confirm the list of the images that will now be installed. When the installation is complete,

click Finish.
Summary $T; Tazk Progiess EEETJ
“ou have selected the following images Adding Windows image(s]..

Image group: ‘Windows 05 Deplopments

Image fils: E:\sources\install wam

Wi
‘Windows Server 2008 R2 SERVERENTERPRISE
‘windows Server 2008 A2 SERVERENTERPRISECORE
‘Windows Server 2008 RZ SERVERDATACENTER

To change your selection. chck Back. To add the selected images to the serves, cick
Mext.

< Back Hewt >

Cancel |

Adding Image 1 of 8 [windows Server 2008 RZ SERVERSTANDARD)

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.
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6. When the process is finished, you will see the install images listed in your install images group.

= Server Manager (WDs) Windows 05 Deployments 3 Ins
=l 5 Roles - -
HE DHCP Server Image MName = I A I Skakus I Size I Date I Q5 Version I
£ Dus server 25 Windows Server 2008 R2 SERVERDATACENTER. w64 Online Q855 ME  9/26... 6.1.7800
=21 File Services _E"Windows Server 2008 RZ SERYERDATACENTERCORE =64  Online 3292 MB 9f26... 6.1.7600
5 web Server (115 (3 Windows Server 2008 R2 SERYERENTERPRISE %64 Onine 9855 MB  9{26.. 6.1.7600
2 M5 Windows Deplayment Services (25 windows Server 2008 R2 SERVERENTERFRISECORE %64 Onlne  3292MB  9/26... 6.1.7600
Bl 35 Servers (25 Windows Server 2008 R2 SERVERSTANDARD w64 Online 9855 ME  9/26... 6.1.7600
= ﬁ) WDS. partner.com _E,'Windows Server 2008 R2 SERYERSTANDARDCORE 64 Online 3292 MB 9f26... 6.1.7600
B [ Install Images (25 Windows Server 2008 R2 SERVERWEE 64 Online 9548 MEB  9/26... 6.1.7600
j Windows 2005 SPZ - 2008 R2 (25 Windows Server 2008 R2 SERVERWEBCCRE *64  Online 3283 MB 926, 6.1.7600
5 windaws OS Deployments
| Boot Images
% Pending Devices
'_3,} Multicast Transmissions
Bl [} Drivers

7. Repeat this same process to install additional supported Microsoft Windows OS versions. Note that you can
use the same image group if you want.

Creating a Microsoft Windows 2008 R2 Boot Image in Microsoft WDS

In this section, you create a Microsoft Windows 2008 R2 boot image (Microsoft Windows PE image).

1. Import the boot.wim file from the installation media. Be sure to insert the Microsoft Windows installation media
or mount the ISO image using a virtual image tool such as Virtual CloneDrive.

Note: Generally, you can use a Microsoft Windows 2008 R2 boot image to deploy any supported Microsoft
Windows OS.

2. In Microsoft WDS, right-click Boot Images and choose Add Boot Image.

T Ferver Manager (WDS)
= ::} Roles
g_ DHCP Server
iy DNS Server
==l File Services
ﬁ:“i Web Server (115)
i--' Windows Deployment Services
B 33 Servers

= ﬁ) WDS, partner.com

B[] Install Images
j WWindows 2008 SPZ - 2008 R.2

= windows 03 Deployments /
= m

T Pending Devi Add Book Image. ..
3% Multicast Tra
= [ Drivers

M 4 8l Packaoes

OFHFMH

Help
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3. On the next screen, browse to the boot.wim file located in \sources\ and click Open.

[,"I Add Image Wizard E3

Image File %f:‘
~V
[ i
LR ] B select Windows Image (WIM) File x|
o =y -
I lk J ) | - Computer - BO-ROM Drive (E:) GRMSAVOL_EN_DYD = sources = » 23 | search sources l:)!
I - 1@
W Favorites = . Il:"!'tﬂ modified IWP'B IStza ] I
s:e: The gmlzxt B Desktop . dimanifests 7014/2009 2:33 AM  File folder
4 Downloads s 7H4[2009 33 MM File folder
=L Recerk Places | ebwproviders 714/2009 2133 AM  File folder
=5 Libraries inf 714/2009 2:33 AM  File Folder
3 Documents . oense TI4[2009 233 AM File Folder
o Music , replacementmanifests TIA[Z009 233 AM  File folder
| Fictures servidng TI4f200% 2:33 AM File Folder
H videcs serviangstackmise F4J2009 233 4M  File folder
[ il
‘B Computer
& Local D6k (CH) 7114/2009 2:33 AM
&l OVD Drive (D:) GRY
4 BO-ROM Drive (E:)
o isos (W10,29.143.5
€ Network =l
File marne: |b¢ot.-im _:] |\'«’|ndows image file (“wim) j
Open I Cancel |
4

4. Onthe next screen, click Next to confirm the boot.wim selection, and on the following screen, click Next to

maintain the default image name and description.

Image File %E Image Metadata %_[:
i e -
Enter the lacation of the Windaws image (.wim) file that contains the images to add. Enter 2 name and description for the following image:
‘Mictosoft Windows Setup (x64)'
File location:
E:\sources\boot. wim Browse...
Image description:
Note: The default boot and install images (Boot.wim and Install.wim) are located on the: Microsoft Windows Setup [x64)
installation DVD in the \Sources folder.
Image architecture:
%64
< Back Next > Cancel l < Back Next > Cancel
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5.  You will see a Task Progress screen followed by confirmation that the image was successfully added.

Click Finish.
[3 Add Image Wizard
Task Progress %‘E

The operation iz complete

|

The zelected images were successiully added to the server.

< Back

Adding Driver Packages to the New Microsoft Windows 2008 R2 Boot Image

This section discusses how to mount the new boot image, inject all the selected drivers, and then unmount
the image.

1. Right-click the new boot image and choose Add Driver Packages to Image.

[ Server Manager (WDS) Boot Images 1 Boot Image(s)
e [ wchtocure | -
= ‘g DHCP Server ture m 2 <
:i_ l[:I:*JSSS;er\Ifer Properties
le Services )
- Disable
# 6" Web Server (115) i
=1 W7 Windows Deployment Services L
P Replace Image. ..
El g5 Servers
=) ﬁ) WDS.partner.com Create Capture Image... /
= Install Images Create Discover Image... P
5 windows 2008 SP2 - 2008 R2 Add Driver Packages to Image =
. 5‘ Windows OS Deployments Delete
| Boot Images
& [t Pending Devices Help
@ [ 3} Multicast Transmissions
=) [ Drivers
# _-,f_,‘ All Packages
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2.

|¥ Add Driver Packages to Boot Image Wizard B3

Click Next to ignore the warning, and then on the Select Driver Packages screen, click Search for Packages to

populate the search results section. Click Next when the search is complete.

Select Driver Packages

~Search

Search for the driver packages that you want by adding one or more search attributes. Only packages that match all of the attributes
will appear in the resulks.

Attribute Type Operator Values Add...
Package Architect,.. | Equal ba o

Package Class Equal ta "Met","System","DiskDrive", "hdc", "SCSIAdapter” Edit. .. |
Remove |

Howy bo refine your search Search far Packages (l/

r~Search results

Clear the check box for packages that vou do not want to add, and then click Next,

| Package Mame | File Mame | Architecture | Enabled | Class |;|
cougahci [x64] cougahci.inf b4 Yes hdc —l
ES100 [x64] ES100.inf B4 Yes Syekem
ichdcare [x64] ich@care.inf FGE Yes Swskem
JasperFo [xe4] JasperFo.inf b4 Yes Syskem
E7520 [x64] E7520.inf Fit) es System LI

Packages found: 2424

< Back I Next = I Cancel
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3. Onthe next screen, click Next to confirm the selected driver packages. you will see a task progress bar as the
files are copied.

8 add privr ockapes o ot Imoue izrd
Selected Driver Packages i Task Progress ]
! =y
b b
= image. Ensure that this is correct. To change these packages, click Adding drivers...
Back, To add the selected criver packages ta the mage, cck Next,
Overal Progress
The selected packages wil be added to: Mirosoft Windows Setup (x64)
wim under Folder
G 000
k [ File: Name [ Archtecture | Enabled | Class [ ]
cougahe [64] cougaheinf &4 Yes 3 = ]
E5100 [x64] ES100.inf 64 ves System
iehBeore [x64] ichBeors inf e Yes System
JasperFo [x64] JasperFo.nf 64 Yes System
E7520 [x64] E7520.inf b4 Yes System =
ook [oas ] | o [ [ e

4. When copying is complete, you will see the Operation Complete screen; click Finish.

I"s Add Driver Packages to Boot Image Wizard

Operation Complete

‘ou have successfully added the Following drivers ko this boot image:

How ko wiew the drivers in & boot image

Package Name | File Mame | Architecture | Enabled | Class | ;I
cougahci [x64] cougahci.inf whd Yes hdc —d
ES100 [x64] ES100.inf wEd Yes Syskem

ichGcore [x64] ichGcore.inf whd Yes Syskem

JasperFo [x64] JasperFo.inf whid Yes Syskem

E7520 [x64] E7520.inf xbd Yes

Swskem ;I

< Back I Finish I Cance]
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Configuring Microsoft WDS to Use the New Microsoft Windows 2008 R2 Boot Image for

Server Discovery

This section provides an example showing how you can automate the deployment of servers. Many methods are

available for automating server deployment.

In this example, you will create a Microsoft Windows PE boot unattend.xml file. For this example, you will use a

specially crafted file (bootunattenddefault.xml) to automate deployment of any installed versions of Microsoft

Windows Server. This file is processed during the Microsoft Windows PE boot phase.

Prerequisites

Before beginning this example, copy the provided bootunattenddefault.xml file to the WdsClientUnattend folder (the

default location for this folder is in the Remotelnstall share created by Microsoft WDS (for example,

C:\Remotelnstal\WdsClientUnattend\).

This bootunattenddefault.xml file contains two sections:

1. Configure the disk: wipe the disk and create a partition on Disk 0.

¢DiskConfiguration:

<Wi1illShowUI :Hever< -WillShowlI

<Disgk wom:action="add":
¢CreatePartition=:

{CreatePartition wom:action="add":»
{Type:Primnarv< - Type>
¢Extend:rtruss Extend:
¢Order:1<-Order:

¢sCreatePartition:

¢sCreatePartition=r
(WillWipeDisk rtrused -WillWip=eDisk
¢DigkID:0¢ DizkID:
¢ Disk:
¢oDiskConfiguration:
¢Imageln=tall:
(05Inager
¢{In=tallTo:

«DigkID:>0< DiskID:>

¢PartitionIDrl<-PartitionID:

< In=tallTo:x

¢InstallToAvailablePartitionrfalse< In=tallTodvailablePartitions:

<W1ll1Show(UI *Hever<-WillShowlI:
<05 Inage s
<< Imnageln=tall:
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2. Instruct the Microsoft Windows PE environment to log into the Microsoft WDS server and provide a list of the
OS images available for automated deployment.

<Window=DeploymentServices»
<Login:
¢Credentials=>
<Domainrparther<-Domain:
¢Pazsword:Hbwl2345< - Password »
¢I=zernamnsradmninistrator<-Tsernamne:
¢ Credentials:
</ Loginz
<ImageSelections
{In=tallInage:
< ImageGroup:Windows 05 Deployments<- InageGroup:
{/In=tallInage:
¢InstallTo:
«DiskID>0<~DiskID:>
¢PartitionID:1l<<PartitionID:
< InstallTo:
< ImageSelections
<AMindowsDeplovmentServices

Configure Microsoft WDS Automation
1. In Microsoft WDS, right-click your Microsoft WDS server and choose Properties.

R Server Manager (WDS) WDS.partner.com

=] 5 Roles
=@ Name

® Q DHCP Server :

@ =, DNS Server  Install Images

@ 2 File Services -+ Boot Images

# éj Web Server (IIS) 1Pending Devices

= W& Windows Deployment Services a_EMulticast Transmissions
= 33 Servers . Drivers

ISIP] /DS partner.co

= ] Install Image Properties/

5 Windows  Remove Server

8 Windows All Tasks R
. Boot Images
@ [y PendingDev  View >
& 3% Multicast Tra
= 4 Drivers Refresh

# ., All Packa Export List...
[# | C-series
# . C-series
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2. Onthe WDS Properties screen, select the Boot tab and then click the Select button to select the
x64 architecture.

DHCP |  Mulicast |  Advanced |  Netwark
General | PXEResponse | ADDS  Boot | Cient
~ PXE Boot Policy
After a network boot is initiated, define when a PXE boot will continue.
Known clients:

% Require the user to press the F12 key to continue the PXE boot
" Always continue the FXE boot

" Continue the PXE boot unless the user presses the ESC key
Unknown clients:

{* Require the user to press the F12 key to continue the PXE boot
" Always continue the PXE boot

" Continue the FXE boot unless the user presses the ESC key

~ Default boot image (optional)
%86 architecture: I Select... |
iab4 architecture: I Select...
/ﬂ
464 architecture: | Select 4
oK Concel | Appy |
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3. Select the name of the Microsoft Windows boot image that you imported earlier; then click OK to go back to
the WDS Properties screen.

WDS Properties E

DHCF I tulbizast I Advanced I I:letwurk I

ELILN G elect Default Book Image Ed Flient

~F=E  Select a boat image fram the ligt:
A fter . LiE.

Knowe
* R
b
@
rkr
*F t
= oh
O C

— Defar
wEE

a6 [ 4] i B

wEd

- Ok I Cancel |

Image Name I File Mame I Architectun
[Mo default image]

ETIEET

(] 4 | Cancel | Apply |

4. Click the Client tab and click the Browse button for the x64 architecture. Browse to the
bootunattenddefault.xml file, which is provided in the appendix of this document. (As mentioned earlier,
the default location for this file is C:\Remotelnstal\WdsClientUnattend\.)

DHCP |  Mulicast |  Advanced |  MNetwok | DHCP |  Mulicast |  Advanced |  Netwok |
Genersl | PXEResponse | ADDS | Boat Client Genersl | PXEResponse | ADDS | Boot Client
~ Unattend file ~ Unattend file 1
‘When you enable this option, the Ul screens on the client computer ‘When you enable t E. Choose Unattend File x|
are processed using the settings in the Windows Deployment Services are processed usin ) -
client unattend file that you specify here. client unattend file | Look in: l . WdsClientUnattend j Qe F o E-
. . Name =~ ~| Date modified Typ
IV Enable unattended installaion V' Enable unalten bootunattenddefault.xml 9/, ocume
%86 architecture; Browse... %86 architecture > ImageUnattend2008dc.xml 9/24/2012 1:1SPM XML Docume.
) ) : . | ImageUnattend2008dcr2. xml 9/24j2012 1:16 PM XML Docume
ia64 architecture: Browse. .. pie 1264 archtectur < 1aagel Inattendz008ent. xml 9/242012 12:40,.. XML Docume
- - = ImageUnattend2008entr2. xml 9/24j2012 12:11... XML Docume
: |WdsClientUnattend\bootunatt | Browse& e
e I IJ‘ BOCETEET || ImageUnattend2008std. xml 9/24/2012 1:14 PM XML Docume
-~ . o . ImageUnattend2008stdr2.xml 9/24/2012 1:14 PM XML Docume
Joining a Domain Joining a Domain
{ I~ Do noatjoin the client to a domain after an installation. ‘ [ [~ Donotjointhe «| | i
- Client Logging ~Client Logging——  File name: |boolunallenddefeull. xnl =l | Open I
I™" Enable ciientlogging I Enableclentlo e, iype:  [Image Unattend Fie (son) =] cencel |
Logging Level: ILog enor, warning and informational messages j Logging Level: [ I
More information about unattended installation More informati installati
oK Concel | Appy | 0K | cancel | apy |
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About the Specially Crafted bootunattenddefault.xml File
When the new server is discovered and the defined boot image is booted, initial drivers will load, and you will be
presented with a list of installed OS versions that can be selected for unattended installation (Figure 7).

Figure 7.  List of Available Installed OS Versions

File “iew Macros Tools Help

Qe W TR A\

Select the operating system you want to install

| Language Architecture | Date modified
9/24/2012
9/24/2012
9/24/2012
9/24/2012
9/24/2012
9/26/2012
9/26/2012
9/26/2012

Windows Server 2008 R2 SERVERENTERPR...
Windows Server 2008 R2 SERVERDATACE..,
Windows Longhorn SERVERSTAMNDARD
Windows Server 2008 R2 SERVERSTAMNDA...
Windows Server 2008 R2 SERVERSTAMNDA...
Windows Server 2008 R2 SERVERENTERPR...
Windows Server 2008 R2 SERVERENTERPR...

Description:

Windows Longhorn SERVERENTERPRISE

BRpRaRa R

Select language to install:

en-US j

[

1 Collecting information 2 Installing Windows

For these OS selections to run properly, each requires its own copy of an unattended installation file, with
appropriate edits.

Edit the unattend.xml File for Each Target OS (Install Image) Installed
This section shows examples for configuring Microsoft Windows 2008 Enterprise and Microsoft Windows 2008 R2
Enterprise. The same logic can be used to support any of OS that is installed in Microsoft WDS.

1. Copy the provided unattend.xml files located at end of this document. You will use these files as a starting
point for making the required edits. Create the files using the XML content provided. Copy these files to a
folder on the system. In the example here, they have been copied to C:\Remotelnstal\WdsClientUnattend\.
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2. Select the Install Image group in Microsoft WDS; then right-click the first OS version listed and
choose Properties.

T Server Manager (WDS) Windows 2008 SP2 - 2008 R2 6 Install Image(s)
= 3 Roles -
) ? DHCP Server Imﬂ Name + A... | Status S:z_e Date 05 Version
@ 2 DNS Server (=7 Windows Longhorn SERVERDATACENTER x64  Online 9
® = File Services Windows Longhorn SERYERENTERPRISE Pr Y R - ©.0.6002
® éj Web Server (1I5) (% windows Longhorn SERVERSTANDARD Di:; 6.0.6002
= ¥ windows Deployment Services (= windows Server 2008 R2 SERVERDATACENTEF Bt ... 6.1.7600
B 33 servers (% Windows Server 2008 R2 SERVERENTERPRISE it .. 61,7600
B D WDS.partner.com (25 Windows Server 2008 R2 SERYERSTANDARD Create Multicast Transmission... 6.1.7600
= | Install Images
£ Windows 2008 SP2 - 2008 R2 Delete
< Boot Images
# |t Pending Devices Help
& (3% Multicast Transmissions
[ [ Drivers
The Properties screen appears. Follow the steps in the screen image.
Image Properties E
General | Version | User Permissions | 1. Note the exact name that
o appears in the Description
‘,_?’ onghorn SERVERENTERPRISH field: Windows Longhorn
SERVERDATACENTER.
Image type: Instalimage 2. Note the name of the install
State Qrine / file: Install-(10).wim.
Architecture: #64 . . .
S 3. For now (until the edits are in
escription: 7
IWlnduws Longhom SERYERENTERE) / place), deselect the “Allow
Image grouet P |mage”to install in unattended
; ; i mode” checkbox.
File name: install-(10).wim

Size: 9083 MB (3524736456 by 4. Note the name of the Install
Images group in which you
installed your OS version

. September 24, 2012 1:10:02 PM (shown in an earlier example:

Windows OS Deployments).
HAL type: acpiapic
¥ &llow image to install in unattended mode

Unattend File: IImages\'w'indows 20085P2-.  SelectFile... |
OK I Cancel I Aoply I

Created: Saturday, ApghtT, 2009 10:52:25 &M
Modified:

3. Open the newly created file (for example, C:\Remotelnstall\WdsClientUnattend\ImageUnattend2008ent.xml).
Make the following edits to the file:

a. Provide a valid Microsoft Windows product key and organization and owner details:

¢zettings pass="specialize":
<component name="Hicrosof t-Windows—Shell-Setup" processorirchitecture="amnd64" publicKeyToken="31bf3856ad364e35"
language="neutral” versionScope="nonS=5" =mlns:wom="http: - schemas microsoft . com - WMIConfig-2002-State”
Zmlns ®Z=i="http: “wwvw. w3 org-2001l-EHLSchema—instance" >
«ProductBey»12345012345-12346-12345-12345 <~ Product Key>
<RegisteredOrganization:>Cisco Systems, Inc. (s RegisteredOrganization:
<RegisteredOwner:Cisco Systens<-RegisteredOwner:
</component »
{ssettings:
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b. Provide an encrypted administrator password:

<AdministratorPassword:
<Value>TgBi AHYAMQAVADHANAALAFEAT ARt AGkAbgBpAHMAdABvAGEAdABVAHT ATABhAHNACwB3AGEBAcgBkAA==Values>
¢PlainText :false< PlainText >

<shdministratorPassword:

c. Provide the exact install file name, install image group name, and description that you captured earlier
and edit this section:

¢Installlnage:
¢Filenamerinstall-{10) . wim<<Filenamn=:
¢ImageGroup:Windows 2008 SP2 - 2008 RZ<-ImageGroup:
¢ ImageNamne:Windows Longhorn SEREVERENTERPRISE: . ImageNamnes:
¢ Inzstalllmage:

4. After these edits are made, go back to Image Properties screen for the install image you are setting up
(Microsoft Windows 2008 Enterprise in this example). Select the “Allow image to install in unattended mode”
checkbox. Then click Select File and browse to the newly edited unattend.xml file (for example,
C:\Remotelnstal\WdsClientUnattend\ImageUnattend2008entr2.xml).

Image Propertes £
General ]Verslunl User Permissions I General I\"ersinn I User Permissions I
= wukt
[ |1duws Longhorn SERVERENTERPRISE o I |1dows Longhorn SERVERENTERPRISE
Image type: Instal Image Image type: Install Image
State Online State: Dniine:
Architecture: w64 Architecture: %64
--
Desciiplion: [Wirdows Longhorn SERVERENTERPRISE Deesrr ik e K
— Entes the unattend fle path. Thiz file will be uploaded a: Imagelnattend sxml
Image croup: Windows 2008 SP2 - 2008 R2 Image  °n the server.
Fila name: instal-(10)wim Filery Unattend File Path:
= Browse
Size: 9083 MB (3524736456 bytes) Size:
If unattend file for the selected image alieady exists. it will be overwitten with
Created S atunday, Apil 11, 2009 10:52:25 AM Creatt the new il
Modified: Monday, September 24, 2012 1:10:02 PM Modii ur Cancel |

HAL lwe/ acpispic HAL bype: acpiapic

]_% image to installin unattended mode [V Allow image to install in unattended mode
hatterd Fie [magesvwind . GelectFie Unattend File: Images\windows 2008 SP2 -0 Select File... |
[ok | cancel | apph | ok | _ Cancel | eow |

After the “Allow image to install in unattended mode” box is checked and you select the newly edited unattend.xml
file, Microsoft WDS will copy this file to a new target location and filename. This new location is where the file will
be used by Microsoft WDS during deployment.

Note: If you highlight the embedded URL in the Unattend File text box, you will see a different URL than the one
to which you just browsed.
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In the example here, the file is Images\Windows 2008 SP2 —2008 R2\install-(10)\Unattend\ImageUnattend.xml.

Image Properties E

General | *Yersion I Uzer Permissions |

2 )
_",_ T" I1d0ws Longhom SERYEREMTERPRISE

Image type:
State:
Architecture:

Drescription:

Ingtall Image
Orline

iet)

"windows Longhom SERVEREMTERFRISE

Image group:

File name:

Sizer

‘Wwindows 2008 SF2 - 2008 B2
ingtall-{10]. wim

3083 MEB (3524736456 bytes]

Created:
b oodified:

Saturday, April 11, 2009 10:52:25 &M
tMonday, September 24, 2012 1:10:02 PM

HAL type:

acpiapic

v &llow image to install in unattended mode

Unattend File:

L nattend i magellnaterd, s RES= =t g |

QK I Cancel | Apply

For More Information

Cisco UCS C-Series Rack Servers
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Appendix: Source unattend.txt Files: BootUnattendDefault, ImageUnattend2008ent, and
ImageUnattend2008r2ent

BootUnattendDefault.xml (Special Default Boot File)
<?xml version="1.0" encoding="utf-8"?>
<unattend xmlns="urn:schemas-microsoft-com:unattend">
<settings pass="windowsPE">

<component name="Microsoft-Windows-International-Core-WinPE"
processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<UILanguage>EN-US</UILanguage>
<UILanguageFallback>EN-US</UILanguageFallback>
<UserLocale>EN-US</UserLocale>

</component>

<component name="Microsoft-Windows-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<DiskConfiguration>
<WillShowUI>Never</WillShowUI>
<Disk wcm:action="add">
<CreatePartitions>
<CreatePartition wcm:action="add">
<Type>Primary</Type>
<Extend>true</Extend>
<Order>1</Order>
</CreatePartition>
</CreatePartitions>
<WillWipeDisk>true</WillWipeDisk>
<DiskID>0</DiskID>
</Disk>
</DiskConfiguration>
<ImageInstall>
<OSImage>
<InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
<InstallToAvailablePartition>false</InstallToAvailablePartition>
<WillShowUI>Never</WillShowUI>
</0SImage>
</ImagelInstall>
<WindowsDeploymentServices>

<Login>
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<Credentials>
<Domain>partner</Domain>
<Password>Nbv12345</Password>
<Username>administrator</Username>
</Credentials>
</Login>
<ImageSelection>
<InstallImage>
<ImageGroup>Windows 2008 SP2 —2008 R2</ImageGroup>
</InstallImage>
<InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
</ImageSelection>
</WindowsDeploymentServices>
<DynamicUpdate>
<Enable>true</Enable>
</DynamicUpdate>
<UserData>
<AcceptEula>true</AcceptEula>
<FullName>Cisco</FullName>
<Organization>Cisco</Organization>
</UserData>
</component>
</settings>

<cpi:offlinelImage cpi:source="catalog:e:/sources/install windows longhorn
serverenterprise.clg" xmlns:cpi="urn:schemas-microsoft-com:cpi" />

</unattend>

ImageUnattend2008ent.xml (for Microsoft Windows 2008 Enterprise)
<?xml version="1.0" encoding="utf-8"?>
<unattend xmlns="urn:schemas-microsoft-com:unattend">
<servicing></servicing>
<settings pass="specialize">

<component name="Microsoft-Windows-Shell-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ProductKey> XXXXX-XXXXX-XXXXX-XXXXX-XXXXX</ProductKey>
<RegisteredOrganization>Cisco Systems, Inc.</RegisteredOrganization>
<RegisteredOwner>Cisco Systems</RegisteredOwner>
</component>
</settings>

<settings pass="oobeSystem">
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<component name="Microsoft-Windows-Shell-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<OOBE>
<HideEULAPage>true</HideEULAPage>
</0OO0OBE>
<UserAccounts>
<DomainAccounts>
<DomainAccountList wcm:action="add">
<DomainAccount wcm:action="add">
<Group>Administrators</Group>
<Name>Enterprise Admins</Name>
</DomainAccount>
<Domain>partner</Domain>
<DomainAccount wcm:action="add">
<Group>Administrators</Group>
<Name>Administrator</Name>
</DomainAccount>
</DomainAccountList>
</DomainAccounts>
<AdministratorPassword>

<Value>TgBiAHYAMQAYADMANAAIAEEAZABtAGKkALgBpAHMAJABYAGEAJABVAHIAUABhA
HMAcCwB3AG8AcgBkAA==</Value>

<PlainText>false</PlainText>
</AdministratorPassword>
</UserAccounts>
</component>

<component name="Microsoft-Windows-International-Core"
processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UILanguage>en-US</UILanguage>
<UserLocale>en-US</UserLocale>
</component>
</settings>
<settings pass="windowsPE">

<component name="Microsoft-Windows-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<DiskConfiguration>
<WillShowUI>OnError</WillShowUI>
</DiskConfiguration>

<WindowsDeploymentServices>
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<ImageSelection>
<InstallImage>
<Filename>install-(10) .wim</Filename>
<ImageGroup>Windows 2008 SP2 —2008 R2</ImageGroup>
<ImageName>Windows Longhorn SERVERENTERPRISE</ImageName>
</InstallImage>
<InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
</ImageSelection>
</WindowsDeploymentServices>
<ImageInstall>
<OSImage>
<InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
<WillShowUI>OnError</WillShowUI>
<InstallToAvailablePartition>false</InstallToAvailablePartition>
</0SImage>
</ImagelInstall>
</component>
</settings>

<cpi:offlinelImage cpi:source="catalog:e:/sources/install windows longhorn
serverenterprise.clg" xmlns:cpi="urn:schemas-microsoft-com:cpi" />

</unattend>

ImageUnattend2008entr2.xml (for Microsoft Windows 2008 R2 Enterprise)
<?xml version="1.0" encoding="utf-8"?>
<unattend xmlns="urn:schemas-microsoft-com:unattend">
<servicing></servicing>
<settings pass="specialize">

<component name="Microsoft-Windows-Shell-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ProductKey> XXXXX-XXXXX-XXXXX-XXXXX-XXXXX</ProductKey>
<RegisteredOrganization>Cisco Systems</RegisteredOrganization>
<RegisteredOwner>Cisco Systems</RegisteredOwner>
<ShowWindowsLive>false</ShowWindowsLive>
</component>
</settings>
<settings pass="oobeSystem">

<component name="Microsoft-Windows-Shell-Setup" processorArchitecture="amdé64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
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xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<OOBE>
<HideEULAPage>true</HideEULAPage>
</0OO0OBE>
<UserAccounts>
<DomainAccounts>
<DomainAccountList wcm:action="add">
<DomainAccount wcm:action="add">
<Group>Administrators</Group>
<Name>Enterprise Admins</Name>
</DomainAccount>
<Domain>partner</Domain>
<DomainAccount wcm:action="add">
<Group>Administrators</Group>
<Name>Administrator</Name>
</DomainAccount>
</DomainAccountList>
</DomainAccounts>
<AdministratorPassword>

<Value>TgBiAHYAMQAyYADMANAA1AEEAZABtAGkAbgBpAHMAJABYAGEAJABVAHIAUABhA
HMACwB3AG8AcgBkAA==</Value>

<PlainText>false</PlainText>
</AdministratorPassword>
</UserAccounts>
</component>

<component name="Microsoft-Windows-International-Core"
processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UILanguage>en-US</UILanguage>
<UserLocale>en-US</UserLocale>
</component>
</settings>
<settings pass="windowsPE">

<component name="Microsoft-Windows-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmlns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<DiskConfiguration>
<WillShowUI>OnError</WillShowUI>

</DiskConfiguration>

<WindowsDeploymentServices>

<ImageSelection>
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<InstallImage>
<Filename>install-(3) .wim</Filename>
<ImageGroup>Windows 2008 —2008 R2</ImageGroup>
<ImageName>Windows Server 2008 R2 SERVERENTERPRISE</ImageName>
</InstallImage>
<InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
</ImageSelection>
</WindowsDeploymentServices>
<ImageInstall>
<OSImage>
<InstallTo>
<DiskID>0</DiskID>
<PartitionID>1</PartitionID>
</InstallTo>
<WillShowUI>OnError</WillShowUI>
<InstallToAvailablePartition>false</InstallToAvailablePartition>
</0SImage>
</ImagelInstall>
</component>
</settings>

<cpi:offlinelImage cpi:source="catalog:d:/sources/install windows server 2008 r2
serverenterprise.clg" xmlns:cpi="urn:schemas-microsoft-com:cpi" />

</unattend>
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