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Cisco Intelligent Automation for Cloud

Introduction

Enterprise IT leaders are under increasing pressures to deliver services to the business more
quickly and inexpensively than ever before, to evolve their data centers to highly efficient private
cloud architectures, and to provide users with self-service access to IT offerings with fast,
automated delivery. To deliver this, IT operations teams need to:

e Create a catalog of standardized service offerings with the capability to provide a self-
service portal for users, implement policy-based controls, and manage the service
lifecycle.

e Automate various aspects of their operations, including service and infrastructure
provisioning, service change management, metering and billing/chargeback, and resource
management across various aspects of their infrastructure, including compute,
virtualization, network, storage, and applications.

Cisco® Intelligent Automation for Cloud combines these capabilities to provide a single platform
with which enterprises can build their private clouds.

Solution Overview

Cisco Intelligent Automation for Cloud is an advanced automation and orchestration software stack
for private cloud computing and data center automation. It stands at the core of a heterogeneous
technology private cloud and works with both virtual and physical infrastructure across the
compute, network, storage, and application domains. Cisco Intelligent Automation for Cloud
provides automation across the various elements of Infrastructure as a Service (laaS) and Platform
as a Service (PaaS) clouds depicted in Figure 1.

Figure 1. Elements of Private Cloud Computing
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A web-based self-service interface enables end users to view service options based on their role,
organization, and other access controls. They can order services, provide configuration information
through dynamic forms, and track and manage their services and usage on an ongoing basis. The
catalog also enables IT to associate costs with various services, which can be integrated with

© 2010 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 8



Data Sheet

]

billing and financial services for chargeback if desired. The order process can also manage policies
such as the lease period, so that services that are no longer needed can be expired and the
associated resources pulled back into the pool.

After the order has been placed and approved, the order is decomposed into its various elements
such as resources to be provisioned (compute, virtualization, network, and storage), configuration
updates to be made, software to be provisioned, and supporting services to be set up (firewalls,
load balancing, and disaster recovery). The service delivery automation layer orchestrates the
provisioning and configuration steps across all the elements. It also sends service information back
to the web-based portal as well as any systems management tools, such as ticketing systems and
configuration management database (CMDBSs) that need to be updated.

The operational process automation layer uses automation to assist and coordinate the ongoing
operational and support tasks for cloud management, including user management, performance
management, alerting, service-level management, capacity planning, maintenance checks and
procedures, and audit/compliance reporting.

The resource management layer interacts with the resource pool to provision, manage,
deprovision, configure, and otherwise interact with the individual resources to complete resource-
level operations. Our approach is to orchestrate requests to the resource management “controllers”
to provision, deprovision, and change resources. Through this approach, Intelligent Automation for
Cloud orchestrates resource-level operations across compute resources (Cisco Unified Computing
System™ or other hardware), hypervisors (VMware, Xen, Hyper-V), storage resources (for
example, EMC and NetApp), and network resources (for example, Cisco Nexus® family).

Lifecycle management involves creation and management of a service model, service definitions,
and the underlying automation design for provisioning and managing each service. It also provides
the ability to track all aspects of individual services running on the private cloud, including the
project and business information captured during the initial order as well as data about the various
elements that were provisioned to enable the service from initiation to retirement.

Solution Components

Figure 2 shows the components of the Cisco Intelligent Automation for Cloud solution.

Figure 2. Cisco Intelligent Automation for Cloud System Components
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Cisco Intelligent Automation for Cloud components include:

e Anintegrated framework of core solution elements, including:

(0]

newScale Service Catalog and Self-Service Portal: A comprehensive service

catalog with capabilities for service design and lifecycle management, a web-

based self-service portal for users to order and manage services, and built-in
policy enforcement and tracking. (See Figure 3.)

Figure 3. newScale’s Self-Service Portal Enables Non-Technical Users to Order and Configure Services
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o Cisco Tidal Enterprise Orchestrator: A global orchestration engine for
automation of order-to-delivery, service management, and assurance
instantiation. This automation core includes a process orchestration engine, an
interactive automation design studio, and a reporting and analytics module. (See
Figure 4.)
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Figure 4. Cisco Tidal Enterprise Orchestrator Automates Process Execution through Workflows
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o Cisco Tidal Enterprise Orchestrator Adapters: A set of adapters that integrate
existing infrastructure elements and IT service management tools with the Cisco
Tidal Enterprise Orchestrator to provide smooth, precise orchestration of
automated processes. Predefined adapters include Cisco UCS Manager adapter,
VMware adapter, Remedy adapter, web services adapter, terminal adapter (for
connection to heterogeneous network, storage, and server resources), Microsoft
SCOM adapter, and many more.

o Cisco Tidal Server Provisioner: This software provisioning and imaging
component provides OS (Windows, Linux), hypervisor (ESX), and application
provisioning: remote, unattended, native installation on virtual and physical
servers. (See Figure 5.)

Figure 5. Cisco Tidal Server Provisioner Provisions Operating Systems and Application Software on Bare Metal
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e Cloud Automation Pack: A set of preconfigured workflows for common private cloud
computing tasks, including VMware task automation, Cisco UCS Manager task
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automation, Cisco Tidal Server Provisioner task automation, and automation of core and

common activities that span multiple domains.

Cisco Intelligent Automation for Cloud is built to integrate easily with any data center device and
solution in the ecosystem, using either the out-of-box connectivity or customization. Its core engine,
Cisco Tidal Enterprise Orchestrator, is open and interoperable and has rich integration capabilities
that support interfaces from CLI, web services (SOAP and REST), script support such as PERL,
Powershell, SNMP integration, and so on, allowing any data center system (including public clouds)
to enter the fabric of automation.

Benefits

Dramatically Reduces Provisioning Time for New Services

New services can be ordered by users through a self-service portal, with dynamic forms for
gathering information on the orders, thereby eliminating the need for back-and-forth information
gathering between the user and IT. After an order is submitted, cross-domain orchestration
provisions and configures the various elements of the order and updates various associated
systems. The end-to-end provisioning time for new services is reduced from weeks to minutes. This
enables end users to acquire infrastructure resources in a self-service mode without the attendant
risks of going to the public cloud.

Implements Best Practices and Enforces Policies

Automated and guided workflows promote the consistent implementation of best practice and
policy-compliant processes. Approval steps can easily be built into the workflows, and detailed
reporting and audit trails are generated. Consistent, automated implementation of best practices
improves service levels, reduces the risk of errors, and improves consistency of data in the CMDB.
Because services are ordered for a specific period of time and provide visibility into associated
costs, infrastructure sprawl is brought under control.

Maximizes Asset Utilization

Because systems can be rapidly repurposed (reprovisioned or reimaged), idle systems are a thing
of the past. As soon as a customer (internal or external) no longer requires a system, it can be put
back into the available pool, repurposed, and put to near-immediate use, maximizing the utilization
of capital equipment.

Promotes the Reuse of IT Intellectual Capital

Domain experts with deep industry or institutional knowledge of system deployment and IT task
automation can create automation workflows and system provisioning role templates that are
readily reusable within the data center or the enterprise, using the expertise across the entire
organization.

Creates an Adaptable Cloud

Cisco Intelligent Automation for Cloud is designed to support an evolving set of cloud services. As
enterprises add and modify cloud services to the service catalog, they can easily add and adapt the
underlying automation through an easy-to-use interactive automation design studio. By using
prepackaged automation packs and through reuse of existing pieces of automation, the time
required to bring new services to life can be substantially reduced.
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Uses Existing Infrastructure Resources

Cisco Intelligent Automation for Cloud is designed to work with both physical and virtual resources
and can use both types to create a private cloud. It also works in heterogeneous environments and
integrates with resources from different vendors as well as system management tools from different
vendors.

Improves Employee Productivity and Promotes Business-IT Alignment

Because Cisco Intelligent Automation for Cloud automates many manual processes, it dramatically
improves productivity of the IT staff and frees them up to focus on new projects. This helps IT to be
more responsive to business initiatives and improves business-IT alignment.

Primary Functions

Cisco Intelligent Automation for Cloud supports a wide spectrum of cloud management activities,
from setup and design, ongoing service delivery, and system operations, to management control
points, reporting, and analytics.

Self-Service Interface

Ordering services: End users can browse and search a web-based catalog of service
options and request services through a simple self-service ordering process.

Managing services: End-users can track order status, modify and manage completed
orders; as well as view usage and consumption/costs for all their services.

Service Delivery Automation

Infrastructure orchestration: Automated processes decompose service requests to their
components and orchestrate the provisioning and configuration of the underlying
resources, as well as OS and software within the purview of the private cloud.

Billing and chargeback: Automated consumption tracking and integration into metering,
chargeback, and billing systems.

Integration with CMDB and other systems management tools: Automated processes
keep CMDB and other systems management tools updated as service changes are made.
This integration can also use information from these tools as sources of data when
appropriate.

Operational Process Automation

User and system administration: Control user identity, roles, and entitlements, keeping
cloud tenants securely isolated from each other.

Alert and incident management: Detect and manage system incidents, send alerts, and
open support tickets.

Automation control center: A single point to view and control automated processes
across the private cloud.

Reporting: Built-in ROI and auditing models. The advanced reporting function allows all
processes, results, and audit to be tracked and reported.
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Compliance: Tracks all activities and creates detailed audit trails that can be used for

compliance reporting.
Resource Management

Integration with resource managers: Integrates with resource managers such as Cisco
UCS Manager and VMware vCenter for provisioning of individual resource components.

Capacity management: Automated capacity utilization checks, alerts, and trending
reports enable proactive capacity management.

Maintenance and replacement of units: Automates process to evacuate resource for
maintenance and replacement as required.

Usage and quota management: Automated monitoring and metering of usage per tenant
account.

Lifecycle Management

Service definition: Define new services using predefined templates or on a custom basis.
Service definitions include design descriptions, selection parameters, pricing options, as
well as the business and technical processing flows, all using a GUI interface.

Automation design: Set up workflows to automate all steps of the service lifecycle:
service provisioning, decommissioning, modification, and upgrades. Workflows are set up
using a GUI interface.

Both service definitions and automation designs can be modified easily through the
service lifecycle.

Deployment

Cisco Intelligent Automation for Cloud is deployed either as a comprehensive solution that
packages a services engagement covering preparation and planning, design, implementation, and
optimization of cloud service offerings and delivery, and creation of the corresponding workflows
along with the software or as a standard software product with basic implementation services. (See
Figure 6.)

Figure 6. Cisco Intelligent Automation for Cloud Services

Prepare Operate and
and Plan Design Implement Optimize

CiscoIntelligent Cisco Intelligent
Automation for Automation for
Cloud Cloud

Design Automation Implementation
Service Automation Service

CiscaIntelligent
Automation for
Cloud Optimization
Automation Service

Ciscolntelligent
Automation for
Cloud Assessment
Service

Cisco Intelligent Cisco Intelligent
Automation for Automation for
Cloud Strategy Cloud Day 2

Service Support Service

Cisco Intelligent Automation for Cloud Program Management Service

© 2010 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 7 of 8



Data Sheet

]

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
c I S c o Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV
™ San Jose. CA Singapore Amsterdam, The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

CCDE, CCENT. Cisco Eos. Cisco HealthPresence, the Cisco logo. Cisco Lumin, Cisco Nexus, Cisco StadiumVision, Cisco TelePresence, Cisco WebEx, DCE, and Welcome to the Human Network are trademarks: Changing the
Way We Work, Live, Play, and Learn and Cisco Store are service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP. CCNA, CCNP. CCSP. CCVP Cisco, the

Cisco Certified Internetwork Expert logo, Cisco |08, Gisco Press, Cisco Systems. Cisco Systems Capital. the Cisco Systems logo, Cisco Unity. Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center. Fast Step.
Follow Me Browsing. FormShare, GigaDrive, HomeLink. Internet Quotient, IOS, iPhone. iQuick Study. IronPort. the IronPort logo, LightStream. Linksys. MediaTone, MeetingPlace, MeetingPlace Chime Sound. MGX. Networkers,
Networking Academy. Network Registrar. PCNow. PIX, PowerPanels. ProConnect, ScriptShare, SenderBase. SMARTnet, Spectrum Expert, StackWise. The Fastest Way to Increase Your Internet Quotient. TransPath, WebEx. and
the WebEx logo are registered trademarks of Cisco Systems. Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (0812R)

Printed in USA 1105-A 01/10

© 2010 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 8 of 8



