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This guide is part of an older series of Cisco Smart Business Architecture for
Government. To access the latest Cisco SBA for Government Guides, go to
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The Purpose of This Guide
.

This guide provides step-by-step instructions for configuring Cisco Unified
Communications Manager and Cisco UnityConnection in the Cisc SBA for
Midsize Agencies.

This guide is a companion document to the Cisco SBA for Midsize
Agencies—Borderless Networks Foundation Design Overview and
Foundation Deployment Guide.

Who Should Read This Guide
This guide is intended for the reader who:

- Will be configuring and deploying Cisco Collaboration solutions at
customer locations

- Wants to reduce cost by optimizing connectivity solutions and improve
employee productivity

- Has 100-1000 connected employees

- Has some technical background with Cisco Unified Communications
Manager and Cisco UnityConnection®.
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SBA Overview
A

The Cisco® Smart Business Architecture (SBA) for Government is a com-
prehensive design for networks with up to 1000 users. This out-of-the-box
design is simple, fast, affordable, scalable, and flexible.

The Cisco SBA for Midsize Agencies incorporates LAN, WAN, wireless,
security, WAN optimization, and unified communication technologies tested
together as a solution. This solution-level approach simplifies the system
integration normally associated with multiple technologies, allowing you to
select the modules that solve your agency’s problems rather than worrying
about the technical details.

We have designed the Cisco SBA to be easy to configure, deploy, and man-
age. This architecture:

- Provides a solid network foundation

- Makes deployment fast and easy

- Accelerates ability to easily deploy additional services

- Avoids the need for re-engineering of the core network
By deploying the Cisco SBA, your agency can gain:

- A standardized design, tested and supported by Cisco

- Optimized architecture for midsize agencies with up to 1000 users and
up to 20 remote sites

- Flexible architecture to help ensure easy migration as the agency grows

- Seamless support for quick deployment of wired and wireless network
access for data, voice, teleworker, and wireless guest

- Security and high availability for agency information resources, servers,
and Internet-facing applications

- Improved WAN performance and cost reduction through the use of WAN
optimization

- Simplified deployment and operation by IT workers with CCNA® certifica-
tion or equivalent experience

- Cisco enterprise-class reliability in products designed for midsize
agencies

Guiding Principles

We divided the deployment process into modules according to the following
principles:

- Ease of use: A top requirement of Cisco SBA was to develop a design
that could be deployed with the minimal amount of configuration and
day-two management.

- Cost-effective: Another critical requirement as we selected products
was to meet the budget guidelines for midsize agencies.

- Flexibility and scalability: As the agency grows, so too must its infra-
structure. Products selected must have the ability to grow or be repur-
posed within the architecture.

- Reuse: We strived, when possible, to reuse the same products through-
out the various modules to minimize the number of products required for
spares.

Services Video,
Web Meetings

Security,
WAN Optimization,
Guest Access

Network
Services

Network Routing, Switching,
Foundation Wireless, and Internet

The Cisco SBA can be broken down into the following three primary, modu-
lar yet interdependent components for the midsize agency.

- Network Foundation: A network that supports the architecture

- Network Services: Features that operate in the background to improve
and enable the user experience without direct user awareness

- User Services: Applications with which a user interacts directly

SBA Overview n




Introduction
N

Unified Communications (UC) Rapid Deployment Method (RDM) is a
procedural method for installing, configuring, and deploying UC for basic
telephony and simple voice messaging. This turnkey solution is constructed
to be easy and quick while providing a solid foundation for further configura-
tion and deployment of advanced UC features without the need to redesign
or reengineer when a new feature or service is added.

RDM is part of the SBA for Midsize Agencies (100-1000 connected users),
which utilizes Cisco Unified Communications Manager cluster for call
processing and a Cisco Unity® Connection for voice messaging.

The UC module of SBA consists of a headquarters and up to twenty remote
sites. The two Unified Communications Manager appliances and the Cisco
Unity Connection appliance are placed at the main site to handle all of the
call processing for up to 1000 telephony users with voice messaging. Each
remote site takes advantage of the Integrated Service Router (ISR) that

was deployed as part of the WAN module, and is configured for Survivable
Remote Site Telephony in the event of service interruptions.

The RDM includes:

- Two Unified Communication Manager appliances configured for 1:1 call
processing redundancy

- One Unity Connection server configured for simple voice messaging
- One headquarters Site and up to 20 remote sites

The Cisco SBA for Midsize Agencies is a prescriptive architecture that
delivers an easy-to-use, flexible and scalable network with wired, wireless,
security, WAN optimization, and unified communication components. It
eliminates the challenges of integrating the various network components
by using a standardized design that is reliable with comprehensive support
offerings.

The Cisco SBA for Midsize Agencies is designed to address the basic dial
tone and simple voice messaging requirements of agencies with 100 to
1000 employees.

Certain information such as IP addresses, usernames, passwords, and
specific command responses are used for example only and may not
be appropriate for your specific deployment.

The products and priorities for this design were based on requirements from
customers, partners, and Cisco field personnel. The specific end-customer
agency requirements may be different from those in this guide, in which
case, the product selection may not exactly match your needs. Please con-
tact an authorized Cisco partner or representative to validate any changes to
this design that you plan to deploy.

Introduction n




Figure 1 illustrates the complete SBA foundation design with all of the modules deployed.

Figure 1. Network Architecture Baseline
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Rapid Deployment
Method Overview

The Rapid Deployment Method (RDM) includes step-by-step instructions for
installing, configuring and deploying Unified Communications (UC) for basic
telephony and simple voice messaging, including:

- Platform Installation
- Server and Site Configuration
- User and Device Configuration
- Unity Connection Deployment
- I[P Phone Deployment
RDM:
- Uses auto-registration for quick and easy deployment of phones

- Uses the Active Directory integration feature in both Unified
Communications Manager and Unity Connection for deployments that
require a single source for User Management.

- Is provisioned to utilize the Device Mobility feature, which enables
Unified Communications Manager to determine the physical locations of
devices. Unified Communications Manager uses the device's IP subnet
to determine the exact location of the IP phone. By enabling device
mobility within a cluster, mobile users, such as those on wireless, can
roam from one site to another, thus acquiring the site-specific settings.
Unified Communications Manager then uses these dynamically allocated
settings for call routing, codec section, media resource selection, and so
forth.

- Is provisioned to use the Cisco Extension Mobility (EM) feature, which
enables users to assign a Cisco Unified IP phone as their own. The EM
feature dynamically configures a phone according to the authenticated
user’s device profile. Allowing a user to log into a phone alleviates the
need for device-to-user association during user provisioning.

- Provisions individual media resources for every sit.

- Provisions Session Initiation Protocol (SIP) gateways for all sites.

- Automatically provisions the Unified Communications Manager for Voice
Messaging integration and the procedure within RDM documents the
Unity Connection configuration

- Uses Endpoint Addressing that consists of a uniform on-net dial plan
containing an access code, site codes, and 4-digit extensions

- Automatically configures a North American Dial Plan as part of the path
selection for public switched telephone network (PSTN) destinations

Auto-Registration

Auto-registration allows Unified Communications Manager to automatically
assign a directory number to new phones as they are deployed in your
network. In UC RDM, auto-registration is enabled by default to allow for quick
and easy deployment of phones. Once the phones are registered and the
RDM Deployment Guide has been followed completely, users configured in
the system can log into the auto-registered phones with Extension Mobility.

By default, auto-registered phones in RDM are able to dial any on-net direc-
tory number as well as off-net emergency 911 calls. They are not, however,
able to dial any other off-net numbers other than emergency dialing.

Leaving auto-registration enabled carries a security risk in that “rogue”
phones can automatically register with Cisco Unified CM. You should
only allow auto-registration for brief periods when you want to perform
bulk phone adds during phone deployment.

Rapid Deployment Method Overview n




Active Directory Integration

Active Directory integration allows you to provision users automatically from
the agency directory into the Unified Communications Manager database,
which makes it possible to maintain a single directory as opposed to sepa-
rate directories. Therefore, you don't have to add, remove, or modify core
user information manually in Unified Communications Manager each time

a change occurs in the agency directory. The other advantage is that end
users are able to authenticate to Unified Communications Manager and
Unity Connections using the same credentials in Active Directory, which
reduces the number of passwords across the network because the applica-
tions share a common directory.

Figure 2. Directory Integration

Corporate
LDAP Directory

User User
Authentication Provisioning
(read only) (read only)
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Agent

§ Embedded
Database

Cisco Unified CM

Dial Plan

The dial plan is one of the key elements of an IP Telephony system, and an
integral part of all call processing agents. Generally, the dial plan is respon-
sible for instructing the call processing agent on how to route calls. UC
RDM configures a North American Dial Plan as part of the path selection for
PSTN destinations. You can modify this to meet your specific needs, but

by default, it is configured with the North American Numbering Plan and
contains the following patterns:

Figure 3. Dial Plan

ROUTE PATTERN ROUTE PARTITION

9911 PAR Base - -

mergency Lialing
911 PAR_Base SRS, 'g
912-9PO0OKNKH PAR_PSTN_Local

Local Dialin
9[2-9]XXXXXX PAR_PSTN_Local 9

9.1[2-9]XX[2-9IXXXXXX | PAR_PSTN_National
9.1[2-9]XX[2-9IXXXXXX# | PAR_PSTN_National
9.011! PAR_PSTN_Intl
90111 PAR_PSTN_Intl

National Dialing

- International Dialing

For Local, National, and International route patterns, there are two config-
ured, one to route di—aled digits of that specific length and one configured
similarly with a pound (octothorpe) to allow users to bypass interdigit
timeout.

With regards to Endpoint Addressing, the recommendation for UC RDM
deployments for less than 1000 users is to use a uniform on-net dial plan
containing an access code, a site code, and a 4-digit extension. The use of
access and site codes enables the on-net dial plan to differentiate between
extensions that could otherwise overlap if a uniform abbreviated dial plan
were implemented.

RDM consists of:
- One digit as an intersite access code
- Two digits for the site code to accommodate the 20 sites
- Four digits for the sites extension

- As such, UC RDM requires a format of 8 + SS + XXXX, where 8 is the
on-net access code, SS is a two-digit site code, and XXXX is a four-digit
extension number, giving a total of seven digits.

Figure 4. Digit Breakdown

Site Code

Access Code + Site Code + Extension 8001234

Access Code
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Class of Service

Class of Service is configured in Unified Communications Manager utilizing
Calling Search Spaces and Partitions. There are four classes of service and
they relate to providing PSTN access for emergency, local (7-digit), national,
and international dialing.

Figure 5. Relationship of Calling Search Spaces to Partitions

Calling Search Space Route Partition 1 Route Partition 2 Route Partition 3
C55_Base PAR_Base - Emerg

CSS_LocalPSTN PAR_PSTM_Local - Local Dialing

CS5_NationalPSTH PAR_PSTN_Local | PAR_PSTN_National o National Dialing

CSS_internationalPSTN  |[PAR_PSTN_Local | PAR_PSTN_National EPAR_PSTN_In:i & International Dialing

With RDM, all of the devices are configured with the CSS_Base Calling
Search Space through auto-registration. This allows all devices to dial both
on-net and emergency off-net numbers.

The remaining Calling Search Spaces are configured on the User Device
Profile Directory Number and provide local 7-digit, national, and international
dialing capabilities.

Figure 6. Calling Search Space
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For example: If a user requires international dialing capability, their direc-
tory number would be assigned the CSS_internationalPSTN calling search
space, which includes dialing accessibility to all PSTN route patterns as well
as national, local, emergency and all on-net numbers.

Local Route Groups

The Local Route Group feature in Unified Com-munications Manager
provides decoupling of the PSTN gateway location from the route patterns
that are used to access the gateway. This allows a “Local Route Group” to
be bound to a provisioned route group differently based on the Local Route
Group device pool setting of the originating device. Therefore, devices
such as phones from different locales can use identical route lists and route
patterns, but Cisco Unified Communications Manager selects the correct
gateway(s) for their local end.

UC RDM uses this feature to assign a specific route group to each device
pool of each site such that each site is configured with a single SIP Gateway
that is configured in a Route Group (one for each site). The Route Group

is then associated with the Device Pool (one for each site) via the Local
Route Group setting. This simplifies the process of provisioning where a
single set of route patterns are configured all pointing to the “Local Route
Group,” which instead of using a specific route group, redi-rects Unified
Communications Manager to use the Local Route Group setting from the
Device Pool of the calling device. When a call is made from a device that
matches the route pattern, Unified Communications Manager uses the Local
Route Group device pool to set that device to determine the actual route
group, and this will always select the local SIP Gateway by default.

Figure 7. Route Assignment
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Survivable Remote Site Telephony (SRST)

In a centralized Cisco Unified Communications Manager environment, when
IP phones lose connectivity to Cisco Unified Communications Manager
because the WAN is down or the application is unreachable, IP phones in
remote branch offices or teleworker homes lose call-processing capabilities.
The SRST feature provides basic IP telephony backup services so that IP
phones can fall back to the local router at the remote site when connectiv-
ity is lost to make calls within the site and out the local IOS gateway to the
PSTN.

In UC RDM, Survivable Remote Site Telephony (SRST) is used to backup the
remote sites in case of WAN outage.
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Device Mobility

UC RDM uses a feature called Device Mobility which allows Unified
Communications Manager to determine if the IP phone is at its home or

a roaming location. Unified Communications Manager uses the device's
IP subnet to determine the physical location of the IP phone. By enabling
device mobility within a cluster, mobile users can roam from one site to
another, thus acquiring the site-specific settings. Unified Communications
Manager then uses these dynamically allocated settings for call routing,
codec section, media resource selection, and so forth.

In RDM, this feature is used primarily to reduce the configuration on the
devices themselves by not requiring device-specific configuration of many
parameters that are instead configured at a site level and dynamically
applied based on the subnet the device is attached to. This allows for a
quick and less error-prone deployment because the Administrator does not
have to configure each phone individually based on their site/location or
ensure the phone is at the correct location.

Extension Mobility

RDM is provisioned utilizing the Cisco Extension Mobility (EM) feature,
enabling users to configure a Cisco Unified IP phone as their own, either
temporarily or permanently based on the agency requirements. The EM
feature dynamically configures a phone according to the authenticated
user's device profile. The Rapid Deployment Method provisions users with
User Device Profiles that are part of EM enablement. Users then log into
an IP phone using their username and PIN and their profile gets uploaded
to the IP phone. Allowing a user to log into a phone alleviates the need for
device-to-user association during user provisioning. This saves time in user
provisioning and deployment while simultaneously allowing the benefit of
Extension Mobility.

Extension Mobility can be enabled in such a way that it allows users to log
into IP phones, but does not allow them to log out. This can be enabled so
that EM is used uniquely for IP phone deployment, but not as a feature to be
used in the deployment. By default, the RDM configuration allows for users
to log out of the IP phone, which enables EM for both IP phone deployment
and user feature functionality.

Media Resources

Media Resources have been provisioned as part of the procedure for every
site to ensure branch sites utilize their local conference bridges and avoid
unnecessary voice traffic over the WAN circuit. The naming of the confer-
ence bridges within the ISR needs to match those provisioned by RDM.

Unified CM Reference Architecture
The Unified CM architecture includes:

- Two Unified Communications Manager appliances configured for 1:1
call processing redundancy allowing a single Unified Communications
Manager to assume the call processing load in case of a Unified
Communication Manager appliance failure or system maintenance.

- One Unity Connection server configured for simple voice messaging
without redundancy. Another Unity Connection server can be configured
for voice messaging application redundancy as an added advanced
feature; however, this is not part of the Rapid Deployment Method
architecture.

Call Admission Control

The default design is provisioned for a hub-and-spoke topology where each
remote site is connected to the HQ over a bandwidth-constrained wide-
area network. The RDM design has been set to use locations-based Call
Admission Control and each site (or location) is configured to allow for up to
two calls to or from the remote site. Between sites, devices are configured to
use g.729 as the default voice codec running at 24 KB per call and each site
(location) will allow up to two such intersite calls (48 KB total) to/from remote
each site. Call Admission Control is not calculated for calls to/from the
central site (HQ). It's expected that as long as the spokes are provisioned for
Call Admission Control, the hub will not be oversubscribed. This is the case
for hub-and-spoke topologies; however, for MPLS-based networks, the HQ
site configuration will need to be modified to provide correct Call Admission
Control.

Intrasite calls are configured to use g.722 (80 Kbps) and are configured
to allow an unlimited number of calls within the site (location).

Please see www.cisco.com for further information on Unity Connection
Active/Active High Availability.

Further details can be found in the Unified Communications SRNDs on
WWW.CiSCO.com.
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The Rapid Deployment
Method

The following procedures allow for the parallel installation of both Cisco
Unified Communications Manager nodes and Cisco Unity Connection.

Please note, however, that at certain points of the installation process, some
steps must occur prior to proceeding with others. In order to save time, the
software installation can also proceed in parallel with running the Rapid
Deployment Method Customization Tool (RDMCT) but certain RDMCT steps
require access to the CUCM admin.

Configuring the Cisco Unified Communications Manager
1. Install the Platform

Configure the Server and the Site

Configure User and Device Profiles

Deploy Unity Connection

o~ D

Deploy Phones

Before you begin the configuration procedures, make sure you meet the
following prerequisites:

- Configure the Cisco Unified Communications Manager and Cisco
Unity Connection host names (cucm1, cucm?2, and cucl) in DNS prior to
installation.

- Obtain License Files from the licensing system prior to installation of
Cisco Unified Communications Manager and Cisco Unity Connection.

- Obtain the associated files for this installation method.

- Lightweight Directory Access Protocol (LDAP) integration with Microsoft's
Active Directory.

- Manager Distinguished Name (Read Access required)
- Password

- User Search Base (for example: Us—er's Container in Domain cisco.com
is cn=users,dc=cisco,dc=com)

- Host Name or IP address and port number

- When users are created in Active Directory, either the telephone Number
or the ip Phone attribute is mandatory. Otherwise, the users cannot be
imported into Cisco Unity Connection.

- Install an archive program for tar files on the PC used for administration.

- DHCP option 150 in the DHCP Scopes have been defined to use the IP

addresses of cucm1 (primary) and cucm?2 (secondary), or conversely, for
redundancy and load balancing.

Please see www.cisco.com for further information on Unity Connection
Active/Active High Availability.

Further details can be found in the Unified Communications SRNDs on
WWW.CiSCO.COm.

The user-provisioning capabilities of this guide require an IP phone that sup-
ports IP phone services. All users imported will have the default PIN 12345

Install the Platform

Step 1: Physically install the server and attach the monitor, keyboard, and
network.

Step 2: Insert Cisco DVD into the DVD drive.
Step 3: Power the server ON and it will boot from DVD.

Step 4: The option for Media Check will be presented, press OK if this is the
first time this DVD has been used or to ensure its integrity.

Step 5: After the Media Check has completed and it passes, it will allow you
to select OK to continue installation. If not, it will prompt for another DVD.

Step 6: Setup will ask to Continue installation, select Continue.

Step 7: The license agreement is displayed. If you agree to the terms, select
Agree to continue installation.
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Step 8: Depending on the MCS platform, two or three products are
presented for deployment. Choose the first option for both Cisco Unified
Communications Managers servers and select OK.

Cisco Unified Communications

mified Communi

Unity Connection

( ) Cisco Unificd Commnications Manager Business Edition

<Tab>s<Alt-Tab> to move betuween elements. <Space’ or <Enter> to select.

Step 9: Select Yes to proceed with installation on the Proceed with Install page.

Step 10: Select Proceed on the Platform Installation Wizard page.
Step 11: Select No on the Apply Patch page.
Step 12: Select No on the Import Windows Data page.

Step 13: Select Continue on the Basic Install page.

Step 14: Select the time zone in which the appliance is installed and select OK.

s Manager 7.1.1.39161-9

<Arrow Up-Down?: to select, <Tab> to mowve to another field, <0B> to exit screen.

Step 15: Select Yes on the Auto Negotiation Configuration page to enable
Auto NIC speed and duplex.

Step 16: Select No on the MTU Configuration unless specifically required to
change.

Step 17: Select No on the DHCP Configuration page.
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Step 18: Enter the required host name, IP address, IP mask, and GW
address on the Static Network Configuration page.

- CUCMT1 for the First Node (Publisher)
- CUCM2 for the Second Node (Subscriber)

Cisco Unified Communications Manager 7.1.1.39161-9

<Tab>~<Alt-Tab> to move between elements. <Space> or <Enter> to select.

Step 19: Select Yes on the DNS Client Configuration page.

Step 20: Enter the primary and optional secondary DNS server IP
addresses and the domain, then select OK.

Cizsco Unified Communications Manager 7.1.1.39161-9

192,168 .26.18

Cisco.com

(Tah>-<Alt-Tab> to move between elements. <Space> or <Enter> to select.

Step 21: Enter the username and password that will be used for the Platform
Administration account on the Administrator Login Configuration page and
then select OK.

The password must start with an alphabetic character, be at least 6
characters long, and contain alphanumeric characters, hyphens, or
underscores.
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Step 22: Complete the details on the Certificate Information page that will
be used to generate the certificate used for secure communications, then
select OK.

Cisco Unified Communica ns Manager 7.1.1.39161-9

Clsco Systems Inc.

Inif icd Commnications Group

t-Tab> to mowve between elements. <Space> or <Enter> to select.

Step 23: If this is the first node (Publisher) installation, select Yes on the First
Node Configuration page and skip to Step 28.

Step 24: For the second node (Subscriber) installation, select No on the
First Node Configuration page.

Ensure the Publisher has finished installing and the subscriber has
been added using the Cisco Unified Communications Administration
Interface before proceeding.

Step 25: Select OK on the First Node Configuration warning page to
acknowledge this as the second node installation.

Step 26: Select Yes on the Network Connectivity Test Configuration page.

Step 27: Enter the host name, IP address, and security password details
(entered previously on the Database Access Security Configuration page)
for the first node (Publisher) installation and select OK.

Cisco Unified Communications Manager 7.1.1.39161-9

<Tab>~<Alt-Tab> to move between elements. <Space} or {Enter> to select.

Step 28: On the Network Time Protocol Client Configuration page, select
either:

- Yes, and then enter the IP address or host names for up to 5 NTP servers
and select OK. NTP is the recommended option or

- No, and set the Hardware Clock Configuration to the correct time and
date, then select OK.

Step 29: If this is the first node (Publisher), enter a security password in the
Database Access Security Configuration page, then select OK. This pass-
word will be used during the second node installation process. If this is the
second node (Subscriber), this step will be skipped.

Step 30: Select No on the SMTP Host Configuration page. Mail notifications
can be configured at a later stage if desired.
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Step 31. Enter the username and password you wish to use for the Cisco
Unified Communications Manager Administration account on the Application
User Configuration page, and then select OK. For example: CUCMAdmIn

The Application User Name is case sensitive when authenticating
against the Cisco Unified Communications Manager Administration
pages.

-0 Unif ied Communications Manager 7.1.1.39161-9

<Tab>s<Alt-Tab’> to move between elements. <Space> or <Enter’> to select.

Step 32: Select OK on the Platform Configuration Confirmation page to
install the software.

Step 33: After the software has finished loading, the following screen will
appear:

If this is the second node installation, skip to Step 45.

Step 34: Using another computer, access the Cisco Unified
Communications Manager Administration Interface at http://cucmi. Select
the Cisco Unified Communications Manager Administration link in the
center of the page.

Step 35: Enter the username and password you entered for the Application
User Configuration earlier and select the Login button.

You may receive a warning about the website's security certificate,
ignore and continue to the page.

Step 36: Select System > Licensing > License File Upload.

aliml,  Cisco Unified CM Administration
€IS€0 [y Cisco Unified Communications Solutions.

System - ing ~  Modia Re: +* \VoicoMal ~ Dovico ~ A ion +  User ~ Buk £ ien +  Help +
Sarver
Cieco Unified CU
Cico Unified CM Group . . )
ke Administration
DataiTime Group ]
Prezanca Group
Regon Page for more details.
Davize Pool
Device Mobiity »
DHCP » 4:25 PM
LoAR » s, Inc.
Locstion
M L jrures and is cubject to United Statec and local country laws governing import, export, trancfer and
Physicel Location s does not imply third-party authority to impart, export, distribute or use encryption. Importers,

SRST kzpansible for complianca with U.S. and local country laws. By using this product you agree to comp
vou are unable to comply with U.S. and local laws, return this product immead ataly.

MLPP » - :

o cryptographic products may be found at: hitp://www.cisco.com/wwl/export/crypto/tool/starg, htrr
Enberprse Parameters contact us by sending email to export@®cisco.com.
Enberprse Phone Configuration

Service Porametors

Sacurity Profle »
Applcation Server
Licersing r License Unit Report
Geolbcation Configuration License Unit Calculator
Genbeation Fiker License File Upload

| T ———
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Step 37: Select the Upload License File button, browse to the license file
obtained prior to installation, then select the Upload button. This may take a
few minutes to complete.

Step 38: Log in to the Cisco Unified Serviceability Interface using the
Navigation drop-down list and select the Go button.

wliili,  Cisco Unified CM Administration Navigation ‘?“"‘:“_f': f: ::"““""‘“" z
I ni
CISCO &y r Cisco Unified Communications Solutions i

System = CslRoutng » Meds Regources =  Voice Mal »  Device =

Step 39: Select Tools > Service Activation.

Step 40: Select CUCM1 from the drop-down list and click the Go button.

Step 41: Select the check box Check All Services and select Save. Select
OK on any warning pop-up. Activating services may take a few minutes to
complete.

You may safely disable the following services if they are not planned
for utilization:

Cisco Messaging Interface
Cisco DHCP Monitor Service
Cisco TAPS Service

Cisco Dialed Number Analyzer

2 E refiec
sl Cisco Unified Serviceability Cleco L Sendceabity
€IS gor Clsco Unified Communications Solutions.

Marm + frace +  Toge v famp -l -

Control Center - Featre Services = [Go]

service Activation

| Save £ SettoDefaut @ Refresh

— Slalus
(@ undate Cperation Successful

Select Server -
Server* cuem - [Ge]
I Check &ll Services

. service Name ! Activation status.

= Cisce CallManagsr Adtivated
F Cisco Thp Activated
! Ciscn Messaging Interface Deactivated
= Cisco Unified Mobile Voice Access Senvice Activated
=) Ciseo IP Vece Media Streaming Ao Adtivated
1 Cisco CTIManzger Activaked
F  Cisco Extension Mobility activated
13 Cisco Extended Funcons Activated
r Ciseo Dialed Number Analyzer Deactivated
5 Cistw DHCP Maniter Service Deadtivated

_ Servive Mame Aclivalion Status

Cisco CallManager mmu.ﬂ Consuh Server
Cisco IP Manager Assistant
IF Cisco WebDraler Web Service M:wand

_

Cisco SOAP - CDRonDemand Senvice:
F’ Cisco CAR Web Service

3 =
(=3 Ciscn Servaceability Reporter Activated
3 Cigoo CallManager SNMP Service Adtivated

Activation Stalus
mmmr

IF Cisen Certificate Authority Proscy Function

_

Cisco DrSyne

Save || settovefaul | Hefresh |

@ *-indicates required item.
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Step 42: Log in to the Cisco Unified CM Administration using the Navigation
drop-down list and select Go.

UEINAEULG Cisco Unified CM Administration ~ §Go
5 nified CM Administration
Cisco Unified Serviceability
Cisco Unified OS5 Administration
Appication v | Disaster Recovery System
Cisco Unified Reporting

ahal  Cisco Unified CM Administration
€IS€0 4y Cisco Unified Communications Solutions

System v CalRouting v Media Resources v  Voice Mal v  Device v

alinly,  Cisco Unified CM Administration
€ISCO0  Eyr Cisco Unified Communications Solutions

i)
Cisco Unified CW

Cisco Unified CW Group

Administration

]

Fhone NTP Reference

Date/Time Group

Step 44: Enter the host name (CUCM2) of the Subscriber and select Save.
When the Subscriber has been added, continue the second node installa-
tion from Step 24.

SPIENY Cisco Urifiec €M Administration + jGo

alwli  Cisco Unified CM Administration
CIS€2  pur Cisco Unified Communications Solutions

System = *  Media -
Server Conflguration

5w

Status
" Status: Ready

Server Information
Host Name/IP Address® o

CUCHAdmIN About
v Device « v lser *  BukA = Help =

Related inks: @

1PvE Name

MALC Address

Description Communications Managar 3

= Savol

@ *- indicates required item.

Step 45: After the second node (Subscriber) has completed the software
installation, log in to the Cisco Unified Serviceability Interface using the
Navigation drop-down list and select the Go button.

) Cizco Unified CM Administration »
Cicco Unified CM Administration
Cizco Unified Sanviceability
Cisco Unified OS5 Admnistration

System + CalRowting v  Wedia Resources »  Voice Wal v Device = Disaster y System

Cisco Unified Reporting

alml, Cisco Unified CM Administration

CIS€O  ror Cisco Unified Communications Solutions

Step 46: Select Tools > Service Activation.
Step 47: Select CUCM2 from the drop-down list and click the Go button.

Step 48: Select the checkbox Check All Services and select Save. Select
OK on any warning pop-up. Activating services may take a few minutes to
complete.

You may safely disable the following services if they are not planned
for utilization:

Cisco Messaging Interface
Cisco DHCP Monitor Service
Cisco AXL Web Service

Cisco UXL Web Service

Cisco Dialed Number Analyzer
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allie  Cisco Unified Serviceability
CI5E0  For Cisco Unified Communications Solutions

abn v Jes = Togh v Fuw v pewr

| service Name | Activation status
(=2 Cisce CallManager Actvated
3 Cisco Titp Activated
I Ci5co Messaging Interface Deactivated
3 Cigoo IP Voioe Media Sreaming App Activated
2 Cisco CTIManager Activated
53 Cisco Extension Mobility Activated
2 Cisco Extended Funcions Activated
r Cisco Dialed Number Analyzar Deactivated
I Cisco DHCP Monitor Service Deactivated

l.san!n Hame l A an s
= Cizeo CallManager Attendant Console Server Ativated
F Cisco 1P Manager assistant Activated
13 Cisco WebDialer Web Service Activated

| servico Name | Activation Status.
r Cisco AXL Wieb Serace Deactivated
r Cisco UKL Web Service Deactivated

. ll.-mulm- : . | Activation Status

13 Cisco Sendceability Reporter Activated
3 Cisco CallManager SHMP Service Activated

_Service Name Activation Status
3 Cisco CTL Provicer Activated

- (S [ Eetim el ) (ke

@ *. indicates reguired item.

Configure the Server and the Site

Step 1: Unzip RDMCT Package to a folder and double click on RDMCT
(RDMCT.exe) provided as part of this package.

Step 2: If you agree to the Terms of Use, select Accept to move ahead.
Otherwise, select Cancel to exit.

Step 3: Are you configuring for Cisco Unified CM Business Edition? Select No.

Step 4: In “Select the configuration phases you would like to perform” sec-
tion, uncheck the configuration phase you would like to skip and select Next.

Cisco Urified CM Business E dition
Aue: pou configuing For Cizeo Unificd CH Business Edilon? *

END

Select the configuration phazes pou would like to perfosm [Mud e iy
Cisco Undied CM - User Device Profile Configuration Phase
Cizco Undfied CM - User Configuration Phase

Step 5: Enter the server name of the Publisher and Subscriber configured
during the installation.

- CUCMT1 for the first node (Publisher)

- CUCMZ2 for the second node (Subscriber)

Server names need to be exactly the same (including case) as config-
ured during installation without the domain name.

Step 6: Enter the name of the headquarter/central site (up to 6 alphanumeric
characters) where all the servers are hosted.

Step 7: Enter the number of remote sites that you will have in your deploy-
ment (between 0 and 20).
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Step 8: Check the Active Directory check box and select Next.

General Information
Whatis the senser name nf the first CLCKM nnda?* |r]|rm

Whatis the senver name of the second CUCM nodeY ™ |[1|[:m

Whatwould yvou like to call the headguartars site? * |I-IQ
How many remote sites are you supporing? 1
Check if you have an integrated Active Directory

Step 9: To change the site name, highlight the Site Name cell and type

in the desired name (up to 6 alphanumeric characters). Enter the subnet
information for each site along with the IP Address of the SIP gateway, which
is connected to the PSTN and select Next.

Site Information

Fntar the frllmwing site infarmatinn for each site:

0 64 B3 10
0 &4 .89 .33 |27 i0 . B4 .89 .40

Step 10: Enter the LDAP Directory Configuration and then select Next.
- LDAP Manager Distinguished Name Example: Administrator@cisco.com
- LDAP User Search Base Example: cn=users,dc=cisco,dc=com
- Select an attribute from the Phone Number drop-down list
- Host name or IP address for server of the LDAP server

- In the case where a backup of the LDAP server is required, add up to 2
servers or IP addresses.

[f configured, the phone number field populates the user’s Telephone
Number field in the Unified CM directory. This field is synchronized
from Active Directory from either the ipPhone attribute or the telepho-
neNumber attribute, whichever is selected. Typically the telephone-
Number attribute contains the user's E.164 formatted number while the
ipPhone attribute contains the user’'s extension. It is recommended to
use the ipPhone attribute provided that it is configured with the user’s
correct extension.

LDAP Directory Configuration

LDAN Directory Informatian
LDAP manager distinguished name: *

LOAP user search base: ™

FPhone number:™

|Adminishratn|@ciscacam |

|CN=Usess, DC=cisco, DC=com ]

telephoneMumber

talsphonsMumbes

Onra the impnt nperatinn is complete ynn most gn o the | DAL
LDAP password

inn page in CLICK tn configure the

LDAP Sarver Infarmation

Hostname or IF address for server (up to 3):° LOAF Fort: *
13* 4D risen om HES) |
2 |hackuDAD_cisco.cum | |389 |
3| e |

Step 11: Select the check box next to Use LDAP Directory Configuration
to use the same settings for LDAP authentication as provided in the LDAP
Directory configuration screen and select Next. This will enable the authen-
tication of users through LDA.P

Once the import operation is complete you must configure the
password in the CUCM admin page (System > LDAP > LDAP
Authentication). This is performed in Step 30 of this process.

LDAP Authentication Configuration
|| Use LDAP directory information

Step 12: In the Unified CM Dial-Plan screen leave the default settings, and
select Next.

Step 13: The Overview page will provide a summary of all inputs entered
into RDMCT up to this point. If all information shown is correct select
Configure, otherwise, select Back to correct the information

Step 14: After Configure is selected a popup message confirming the cre-

ation of the CUCM user device profile configuration files will be displayed,
select OK.
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Step 15: The Server and Site Configuration Phase Complete page will
provide path details to the location of configuration files.

The CUCM Server and Site Configuration Phase of RDMCT is now complete
and if you have selected the Show Configuration Files check box, RDMCT
will open the output directory where the output files are stored. The proce-
dure will continue with importing these configuration files into CUCM.

Server and Site Configuration Phase Complete

Creating the Bulk Administration Import file for the Server and Site configuration Mhase was successful.

The configuration file can be found at
- CATEMPYRLUMG [Output\Conhguratonbexporttar

A summary of your configuration can be found at:
- CATEMP\RDMCT\Output\DeviceConfigSummary bt

Press nexl w cunlinue Lo the User and Device Profile Conliguration F'fl'dsel

Step 16: Go to http://cucmi.yourdomain.com/ccmadmin (substituting your-
domain. com) and log into Cisco Unified CM Administration on the Publisher
using the Navigation drop-down. Select Go.

Cisco Unified CM Admini.
isco Unified CM Ad
Unified Servic
o Unified OS5 Ad
Voice Maill v isaster Recovery 5
Cisco Unified Reporting

ahin  Cisco Unified CM Administration
€ISCO0 k45t Cisco Unified Communications Solutions

Medsa Resources v

System v CalRouting v

almli  Cisco Unified CM Administration
IS¢ Eor Cisco Unified Communications Solutions

CUCMAdmin About

Logout

System v CalRoufing v Media Resources v  Voice Mal » Device v  Appicaton v  UserManagement v Bulk Adminstration v Help v

Find and List Files
R AddNew

| File

Find File where Name +» begins with | Using AND ~ |Find

Select item or enter search text

No active query, Please enter your search criteria using the options above.

| Add New

Step 18: Select Add New.

Step 19: Browse to the Output folder in the directory where RDMCT is
located and select ConfigurationExport_date and time.tar (Do not extract the
tar file).

Set Select the Target as Import/Export.
Set Select Transaction Type as Import Configuration.
Select Overwrite File check box, if it exists.

Select Save.

UEWELTGNY Cisco Unified CM Administration -

il Cisco Unified CM Administration
cisco

Eoluti

For Cizco Uniffed & ications CUCMAdmin  About  Logout

System v CalRoutng ~  Meda Resources »  VoiceMail v Device v Application v User Management v Bulk Admmistraton ~  Help v

Fe e Rt Back To Find/List ~ |Go]

File Upload Configuration

ESan

— Status

@Slalus: Ready

— Upload the CSV file
File: * Cr\Users\nok D p\Configurati port.tar

Select The Targer * Import/Export . kA
Select Transaction Type ® 1mpart Configuration +

W] Overwrite File if it exists.**
Save |

@ *- indicates required item.
@"‘ 1f you are trying to upload a file which is already present for a partcular transaction, it will be overwrittan.

The Rapid Deployment Method



Step 20: Select Bulk Administration > Import/Export > Import.

Cisco Unifiad CM Administration «

aluiln  Cisco Unified CM Administration
CI5CO  Eor Cisco Unified C ations Sol

CuCMAdmin About Logout

System + CollRouting + Medm Resources = VoiceMail » Device =  Applicstion =  User Management + | Sulk Administration = | Help «

File Upload Configuration R UpbedDowrioad Fiea E
Phones »
Q gzt Users »
Phones & Users »
— Status - Aohiade S—
an In? 1]
@ Upload successful ok
User Device Profies »
— Upload the CSV file pakwa L
File: * Forced Authorization Codes »
Select The Target * -- Not Selacted -- v Client Matter Codes. »
Select Transaction Type * __ Not Selacted -- ~ Cal Pickup Group »
] overwrite File if it exists.*™ Nobiy ’
Region Matrx »
Export ImportiExpor s
@ *_ indicates required item. I“l cup ¥
@" If you are trying to upload a file which is alrea Vaidate Import Fie TAPS »
Job Scheduler
Phone Migraton

Step 21: Select the file uploaded in step 19 from the File Name drop-down
listand select Next.

WENTN Cisco Unified CM Administration « §GO|

alilie  Cisco Unified CM Administration
CISCO  pyr Cisco Unified © ations Soluti

CUCMAdmin

About

System ~ CalRouting v Media Resources ~ Voice Mal ~ Device ~  Applcation v User Management ~  Buk Administration v  Help

Import Configuration
B e

— Status
Status: Ready
— Select File
File Name® __ ot selected -- M

-- Not Selected --

ConfigurationExport.tar

@ *. indicates required iterm.

Step 22: Select Select All and select the Override the existing configura-
tion check box and the Run Immediately radio button. Then select Submit.

[EMEEWELY Cisco Unified CM Administration » §Go|

alimln  Cisco Unified CM Administration
CISC0  fEor Cisco Unified Communications Solutions CUCMAdmin

Syslem w * Meda - » Davice = * lser «+ Bulk » Help »

(B s ] st ({1 oo

Status

Archive Information
File Name: ConfigurationExport.tar

— Import Confi

System Data
|¥| Cigea Unifisd Communications Manager Group [¥] Devica Poal ¥ Location [¥| Phane NTP Referance
¥ Region V| sRST ¥ ehysical Location [¥] Device Mobility group
7| LDAP System ¥| Device Mobility In‘o
Call Routing Data
¥ cs5 (Clase of Control) ¥ partitions (Class of Control) ¥ Line Group ¥ Route Group
@] Hunk List V| Route List | Hunt Pilok ¥ Route Pattern
Media Resources
¥ Conference Bridge W] Media Resource Group ¥ Media Resource Group List
User Data
7] credential Folicy Default V| Credential Policy
Device Data
¥ Trunk ] Phone Sanvicas

Voice: Mail Data

[ Message Waiting Numbers P voice Mail Filot ¥ woice Mail Profile ¥ voice Mail Port

¥ Overrida the axisting configuration

=~ Bob Information -
Job Descripbon Import Configuration

® Run Immediately © Rwn Later (To schedule and activate this job, use Job Scheduler page.)

@ *- indicates requirad item.

Step 23: Select Bulk Administration > Job Scheduler.

Step 24: Select Find to list the status of the scheduled jobs. When the status
is Completed, select the Job Id link to check details.

Refresh the page if the job is still running and not yet complete.

The Job Result Status should be Success for all. Once the Status dis-
plays as Completed go to the next step.

Step 25: Select System > Server and select Find.
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Step 26: Select CUCM1 and change the host name/IP address from the
hostname to the IP address and select Save.

Step 27: Select CUCM2 and change the host name/IP address from the
hostname to the IP address and select Save.

Step 28: Select System > LDAP > LDAP Directory and click Find. Select
the active directory configured, modify the LDAP password and confirm
password, then select Save.

Step 29: Select Perform Full Sync Now to start the user import process
from the directory. Click OK on the Pop-up warning window.

Note: Go to User Management > End User and select Find to confirm that
all users have been synced from active directory. This process may take a
few minutes to complete depending on the number of users synchronized.

Step 30: Select System > LDAP > LDAP Authentication, modify the LDAP
password and confirm password, then select Save.

wliml  Cisco Unified CM Administration
€IS€0  For Cisco Unified Communications Solutions

cucMAdmin o
System » Call Routing »  Media Resources »  Woica Mal »  Device »  Appication »  User Manapement Buk Adminsiraton + Hep »

@ e

— Status

@ Status: Ready

— LDAP Authentication for End Users
[¥] Use LDAP Authentication for End Users
LDAP Manager Distinguished Name®* 4 5 O S

LDAP Password™
Confirm Password ™

LDAP User Search Base cn=users,dc=csco,de=com

— LDAP Server Infor
Host Nama or IP Addrass for Server® LDAP Port® Use SSL

ad.cisco.com| 389 ]
[ Add Another Redundant LDAP Server ]

@ *- indicates required item.

Configure User and Device Profiles

Step 1: Select Bulk Administration > Import/Export > Export.

Step 2: Enter a tar file name such as DirectoryUsers and select the End User
check box within the User Data section.

Step 3: Select the Run Immediately button and select Submit and OK on
any warning pop-up window.

Step 4: Select Bulk Administration > Job Scheduler and check the status
of the export job submitted.

Step 5: After the Job Status indicates successful completion, select Bulk
Administration > Upload/Download Files.

Step 6: Select the exported file name (DirectoryUsers_date and time.tar)
created by the export operation and then select Download Selected. Save
the file.

Cisco Unified CM Administration + | Go|

wliili,  Cisco Unified CM Administration
[4}14-]

For Cisco Unified Communications Solutions. CUCMAdmin

Syslem » ColAcufing v  Medis Resources ~  VeceMad ~ Device v Applicalion »  User W +  Bulk Admint ~ Hepw

oR Addtew [ seectar [T cearas ﬁmm [ﬂmmm

Status

(@ 3 records found

File (f-3af3)

Rows per Page 100 ~

Using AND - [Find
Select item or enter search text -

Find Fila whera Mame = begins with -

Fils Name Function Type
CanfigurationExport.tar Import Configuration
DrrectoryUgare_05082005173612.tar Export Configuration
bar.xdt BAT Excel CSV Tool

| Addew |[ selectall |[ Clearall || Delete selected || Download Selected

/el m -

Step 7: Open the downloaded tar file using an archive program that sup-
ports tar format and extract the enduser.csv file for use later.
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Step 8: Select Bulk Administration > User Device Profiles > UDP Template
and select Add New.

There are 2 options for deploying User Device Profiles. You can either:

- Create a single User Device Profile Template such as a 7975 to deploy
for all User Device Profiles.

- Create a User Device Profile Template for each device type (phone
model) deployed.

Refer to the following documentation describing the phone behavior
for a user logging into a device with a User Device Profile that does not
match the device type: http://www.cisco.com/en/US/docs/voice_ip
comm/cucm/admin/7_1_2/ccmfeat/fsem.html#wpl1146344.

Step 9: Select the correct phone model from the Device Profile Type drop-
down box and select Next.

Step 10: Select the Device Protocol as SCCP if the Device Protocol drop-
down is presented.

Step 11: Enter a User Device Profile Template Name (i.e. 7975 Standard
Template), select a Phone Button Template from the drop-down and select
Save.

Step 12: Select Line [1] - Add a New DN.

Step 13: Enter a name in the Line Template Name field (i.e. Default Line
Template) and for Route Partition select PAR_Base. Also check the Voice
Mail check boxes for the items in the following figure, to enable forwarding
to voice mail correctly, and then select Save.

— Call Forward and Call Pickup L]

Calling Search Space Activation Policy Use System Default -
Forward All For i < Nune > -
Secondary Calling Search Space for Forward All < None > -
Forward Busy B or i < Nune > -
Irtarnal
Forward Busy or < None > -
External
Forward No Feor < None > -
Answer
Internal
Forward No ®lor < Nane > -
Answer
External
Farward No Wler < None > -
Covaraga
Internal
Forward No @ or < Nona > -
Coverage
External
Forward on CTL  [F] < None > -
Failure
Forward or = None = -
Unragistered
Internal
Forward @ or < None > -
Unregistered
External

No Answer Ring Duration (seconds)

Call Pickup Group = None > hd

Step 14: Select the Go button to return to the UDP Template Configuration
page, then select Save.

- The procedure will now return to the RDMCT to continue with the
configuration.

ulial,  Cisco Unified CM Administration
€15€9  For Cisco Unified Communications Solutions

Systtm »  CallRoutng ~  Mecm Resources =  VoceMad »  Device v

Line Template Configuration CIARL T T O Configure Device (7962 Standard Template) »

Step 15: From the RDMCT, check only User and Device Profile
Configuration Phase and click Next.
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Step 16: Assign one or more extension ranges to the headquarters site and
each remote site. Enter a 4 digit starting extension in Reserved Extension
Range Start and a 4 digit ending extension in Reserved Extension Range
End. Click + to add additional start/end extension ranges or click - to
remove the unwanted extension ranges. Click Next when complete.

Basic Site Information: Site Directory Number Ranges

How many ramata sitas are you supporing? i
| Site * Reserved Exension Range Start Reserved Extension Range End ginﬂﬁfn?:
1 |Ha 51000 5119 i
I e |
F£2 s 37000 37035 -

Step 17: Click Browse to locate endusers.csv extracted in step 7.

User Information
Path of the exported "enduser.csv' file: = |EACico’ADM-CThendussr.csv | [ Browse... ]

Step 18: For each User Device Profile (UDP), populate the Directory
Number, External Phone Number Mask, Line CSS, and Line Text Label. Click
Configure.

User Information
Path of the exported ‘enduser.csv file: = |CACiscoéFDM CT\enduser csv | [ Bowse. |

[Impartfrom [+ | 40855840 [ £55_Nation v | v [7397 v
Set ”f‘;t“}' Seﬁgﬁm II Gt l e 1SS 1 Set Line Test 59‘#3:“ ]
Nevice Di F;‘emﬂl Line T Devi
ikl o irectory one . ine Test evice
Emﬂex Description UserID Numile = Nusndse Line C55 Ll Tt
Sl Hask
1 Userl | User One Userl 32;1]1 40895%00 OS5 _Internati.. | User One (32.. | 7975
2 Usen2 Uses Twu Use2 53252 408000440 O3S Indeinati.  Uwen Tww (320 | 7375
3 Lger3 | Uses Thiee Lserd '32I[3 A0BERGCG. OS5 LocalP.. User Thiee[3. | 7975
4 Userd EUset Four Userd 3294 405398~/ C35_LocalP... UserFow (32.. | 7373
> 5 ' £55_National... |User Five [32..

Step 19: After Configure is selected the system will display a confirmation
dialog box, click OK to generate the list of files that will be used for the rest
of the procedure.

There are user ID’'s exported as part of the list which may not need to
be configured for User Device Profiles, select those UserIDs from the
list and click Remove Users to remove them from the list.

Directory Number is made up of the number 8 followed by a two-digit
site code, followed by a 4-digit extension (for example, 8001000 pr
8[site] [extension], where 00 is the site code and 1000 is the extension).

External Phone Number Mask is the direct inward dialing (DID) number
for the user or a Main Office Number, This will also appear on the Black
Stripe at the top of the IP phones display. Enter the phone number

mask (eg. 408555XXXX) into the text box and select Set Phone Mask.

If you specify a mask of 408555XXXX, an external call from extension
8001234 displays a caller ID number of 4085551234.

Line CSS defines the Class of Restriction or type of numbers the user
is allowed to call. The Calling Sear Spaces (CSS) defined during the
import process can be viewed under Call Routing > Class of Control >
Calling Search Space in the Cisco Unified CM. Administration. Select
the Line CSS from the drop-down and click Set Line CSS.

Line Text Label is the label that will be displayed on the phone and
although it can be any alphanumeric string, it is recommended to have
FirstName, LastName, and extension number in parentheses. Select

a text label option from the drop-down and click Set Line Text. The
default is: Description (DirectoryNumber), see below.

Select device type, which is the phone model type (eg. 7975) that will be
associated with UDP from the drop-down and click Set Device Type.

For each phone model type, there will be a UserDeviceProfiles-xxxx.
csv created. For example: UserDeviceProfiles-7975.csv will contain all
UDP that use 7975 phones. For UDP that don't have any device type
set, they will be put into UserDeviceProfiles.csv.
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Step 20: Click Finish to close the RDMCT.

- CUCM User and Device Profile Configuration Phase is now completed
with RDMCT. If you select Show Configuration Files, RDMCT will open the
output folder where the files are stored. Select Finish to exit from RDMCT
application.

Configuration Complete

The configuration files can be found at ZACiscoDocs\WSE_Projects\EOUwizard\Output
111 zR the fllwing filr(s) tn rreate LDP in CLCK Desvire Configuratinn Phases
-zeDeviceProfiles.cawv
-UscrDeviceProfiles-7960.covw
-UseiDeviceProfiles-797h.csv

21 Use ‘AddUsersToSidCChMGroup.csy' 10 add users o standard CCM End Users group in CUCK Device
Configuration Phase

31 Use "CUCYoicemailsers csv' o update users with 7 digit extensions in Unity Connectoin Deployment Phase

Press finich to axit

Step 21: Go to http://cucmi.yourdomain.com/ccmadmin (substituting
yourdomain.com). Log into the Cisco Unified CM Administration page.

Step 22: Select Bulk Administration > Upload/Download Files and select
Add New.

Step 23: Repeat for each UserDeviceProfiles.csv file created by RDMCT:

- Browse to the Output folder in the directory where RDMCT is located and
select the corresponding UserDeviceProfiles.csv. Set Select The Target
to UDP and Select Transaction Type to Insert UDP - Specific Details.
Select Overwrite File check box, if it exists. Then select Save.

Step 24: Repeat for each UDP Template created in step 8.
- Select Bulk Administration > User Device Profiles > Insert UDP.

- SelectInsert User Device Profiles Specific Details and in the File
Name drop-down, select the file name uploaded in step 23 and the user
device profiles template name previously created and matching the
phone type of the users being imported.

Step 25: Select Run Immediately and then select Submit.

Step 26: Verify the import completes successfully without errors using Bulk
Administration > Job Scheduler.

Step 27: Select Bulk Administration > Upload/Download Files.
- Select Add New.

- Browse to the Output folder in the directory where RDMCT is located and
select AddUsersToStdCCMGroup.csv.

- Set Select the Target as Users.
- Set Select Transaction Type as Update Users - Custom File.
- Select Overwrite File check box, if it exists.

- Select Save.

Step 28: Select Bulk Administration > Users > User Template.
- Select Add New.
- For User Template Name, provide a name (eg. UserTemplate).
- For User Group, select Standard CCM End Users from drop-down list.
- Select Save.

Step 29: Select Bulk Administration > Users > Update Users.
- Select the file uploaded in step 27 for File Name.
- Select the user template created in step 28 for User Template Name.

- Select the Run Immediately radio button and click Submit.

Step 30: After some time (time might vary depending number of users
updating), select Bulk Administration > Job Scheduler.
Step 31: Select Find to list the status of the scheduled jobs.
- When the Status is Completed, select the Job Id link to check details.
- The Job Result Status should be Success.
Step 32: Select User Management > End User and select a few users to

verify that they have the correct Groups Permission Information (Standard
CCM End Users).
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Step 33: Select System > Application Server.
- Select Add New.
- Set Application Server Type as Cisco Unity Connection.
- Select Next.

- In the Name field enter the name of the Cisco Unity Connection Server
(ex: CUCH).

- Inthe IP address field enter the IP address of the Cisco Unity Connection
Server.

- Select the Application User Account that you created during installa-
tion of the Unified CM (eg. CUCMAdmin) and move the account from
Available Application Users to Selected Application Users using the v
character.

- Save.

Deploy Unity Connection

Step 1: Physically install the server and attach the monitor and keyboard.
Step 2: Insert the Cisco DVD into the DVD drive.
Step 3: Power the server ON and it will boot from the DVD.

Step 4: The option for Media Check will be presented, select OK if this is the
first time this DVD has been used or to ensure its integrity.

Step 5: After the Media Check has completed and it passes, it will allow you
to select OK to continue installation. If not, it will prompt for another DVD.

Step 6: Setup will ask to continue installation, select Continue.

Step 7: The license agreement is displayed. If you agree to the terms, select
Agree to continue installation.

Step 8: Depending on the MCS platform, two or three products are
presented for deployment. Choose the second option for the Cisco Unity
Connection, then select OK.

Cisco Unified Communications

{ 3 Cisco Unified Commnications Manager

sco Unity Connection

} Cisco Unified Communications Manager Business Edition

{Tah>s<Alt-Tab> to mouve between elements. <Space> or <Enter> to select.

Step 9: Select Yes to proceed with installation on the Proceed with Install
page.

Step 10: Select Proceed on the Platform Installation Wizard page.
Step 11: Select No on the Apply Patch page.
Step 12: Select No on the Import Windows Data page.

Step 13: Select Continue on the Basic Install page.
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Step 14: Select the time zone in which the appliance is installed and select

~ 7.1.1.39161-9

Cisco Unifie

<Arrow Up-Down? Lo select, <Tab> to mowe to another field, <0B> to exit screen.

Step 15: Select Yes on the Auto Negotiation Configuration page to enable
Auto NIC speed and duplex.

Step 16: Select No on the MTU Configuration unless specifically required to
change.

Step 17: Select No on the DHCP Configuration page.

Step 18: Enter the required host name, IP address, IP mask and GW address
on the Static Network Configuration page.

- Select cuct for the Unity Connection Server.

Unity Connection 7.1.1.39161-9

{Tab>~<Alt-Tab> to mowve between elements. <Space’ or <Enter> to select.

Step 19: Select Yes on the DNS Client Configuration page.
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Step 20: Enter the primary and optional secondary DNS server IP
addresses and the domain, and then select OK.

Cisco Unified Communications Manager 7.1.1.39161-9

<Tab>-<Alt-Tab> to move between elements. <Space> or <{Enter> to select.

Step 21: Enter the username and password that will be used for the Platform
Administration account on the Administrator Login Configuration page and
then select OK.

The password must start with an alphabetic character, be at least 6
characters long, and contain alphanumeric characters, hyphens, and
underscores.

Step 22: Complete the details on the Certificate Information page that will
be used to generate the certificate used for secure communications, then
select OK.

Cisco Unified Communications Manager 7.1.1.39161-9

HE ystems Inc.

Unif icd Communications Group

Imited States

<Alt-Tab> to mowve between elewents. <Space> or <Enter> to select.

Step 23: If this is the first node that is being installed, select Yes.

Step 24: On the Network Time Protocol Client Configuration page select:

- The recommended option is to select Yes and then enter the IP address
or host names for up to 5 NTP servers and select OK.

- No and set the Hardware Clock Configuration to the correct time and
date, then select OK.

Step 25: Enter a security password in the Database Access Security
Configuration page, and then select OK.

- Keep this password safe for the future should another Cisco Unity
Connection node be added to this first to form a cluster.
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Step 26: Select No on the SMTP Host Configuration page. You can config-
ure mail notifications at a later stage if desired.

Step 27: Enter the username and password you wish to use for the
Cisco Unity Connection Administration account on the Application User
Configuration page, select OK. For example: CUCAdmin.

Cisco Unified Communications Manager 7.1.1.39161-9

{Tah>s<Alt-Tab> to move between elements. <Space> or <Enter’> to select.

Step 28: Select OK on the Platform Configuration Confirmation page to
install the software.

Step 29: After the software has finished loading, the following screen will
appear:

Step 30: Using another computer, access the Cisco Unity Connection
Administration Interface. Navigate to http://cuci.yourdomain.com in a
browser (substituting yourdomain.com). Select the Cisco Unity Connection
Administration link in the center of the page.

Step 31: Enter the username and password you entered for the Application
User Configuration earlier and select the Login button.

You may receive a warning about the website's security certificate,
ignore and continue to the page.

Step 32: Select System Settings > Licenses and select Add New.

[ERPERENE Cicco Unity Conrecthion Administration = GO

alml,  Cisco Unity Connection Administration

CISCO . Cisco Unified Communications Solutions cucAdmin  Feedba

Licenses
@ Users LEERRENEY Run License Repo
[§ Class of Service License Refresh  Help

@ Templates

[ Contacts

@ Cistribution Lists

@ Call Management

Message Storage

[ Nebwarking

@ Cial Plan

B System Settings
General Configuration o  Installed File Name

Cluster - .
; ] Yes CuCdema.lic
External Services

Authenticabion Rules
Roles

Restrchon Tables
Licenses

Schedules

Holiday Schedules
Global Micknames
Subject Line Formats
Attachment Descriptions
Enterprise Parameters
Service Parameters
Plugins

Status
’—@ Ne [icensing warnings or efrors exist. |

[ install Selected || pelete Selected | [ add new |

[__install Selected | [ Delete Selected | [ Add New | ‘

Fax Server
[ LDAP
=-SMTP Configuration
@ Advanced
[ Telephony Integrations
@ Tools

Step 33: Using the Browse button, locate the license file obtained prior to
installation and select Add.
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Step 34: Select the check box next to the loaded license file, uncheck the
CUCdemo.lic license, and select Install Selected. Close the confirmation
pop-up window.

Log in to the Cisco Unified Serviceability Interface using the Navigation
drop-down list and select the Go button.

alali, Cisco Unity Connection Administration s

€15€0  £or Cisco Unified Communications Solutions - os
Cisco Unity Connection n’ldmlnl:trutlon
Cisco Unity Connection Serviceability

Disaster Recovery System

Eumw:mm

Step 35: Select Tools > Service Activation.

Step 36: Select the Check All Services check box and select Save. Select
OK on any warning pop-up.

Step 37: Select Cisco Unity Connection Administration from the Navigation
drop-down list and select the Go button.

Step 38: Select Unity Connection > Telephony Integrations > Phone
System.

ulinli.  Cisco Unity Connection Administration Cisto Unity Cannection Administratian_» JGo

€I5€0  ror Cisco Unifiod Communications Solutians

= veny Comnection

i Users

E Class of Service
E Templates

@ Contaets

E Distribubon Lists
= Call Management
& Message Storage
& Netwarking

& Dial Plon

& Systam Settings
E Talephony Integrations

Cisco Unity Connection Administration

Version 7.1.1.35000 104

Cogyright © 1983 - 2008 Cisco Systems, Inc.
Al rights reserved.

| -Phona System
! i T This product cortains cryptographiz fastures and is sublacs to United States ad Iacal courtry laws governing impors, expat, transter
| e ard use. Delivery of c.uo wm«:nhu: :rud..aa does not |mahf third-party autherty to import, expart, distribute or use encryption.
Lport. Tmporters, exparters, b nd users a with 1.5, and bocal country kaws. By using this product
| Trumk you ::“l‘:ﬂh commly with apal ubhu laws and m..-l-hms b '\rw are wialie by cumaly with U5 end bocal laws; return Uvs producl
-Seaurty frmeds

& Tools A summary of LS. 18ws geverring ¢ mmmﬂ-‘h:m"m mivy be faund at:

Bt/ fweww crsen cormd wwll expart/ srypllafbon Sabgen b

F you require ‘|.rl|cr assstance pleast contac us by 9c1dm.g email to cxport@ciscn.com.

Step 39: Select the default available phone system—PhoneSystem.

Step 40: Select the Go button on the Related Links to Add Port Group for

phone system.

aliali.  Cisco Unity Connection Administration
€380 ry; Cisco Unified Communications Solutions

= Users

i Class of Service
F Templates

E Contagts

E Dnstribution Lists
E Call Management
E Message Stornge
B Neoworking

E Dial Plan

[E Swstem Scttings

Step 41: In the New Port Group page, enter the following information, then

select Save.

Status

A\ The phare system cannat take calls until 2 port Group is set, Use the Related Links to 2d¢ 1 port group.

Phone System
Phene System Kame® sponetctom

Device Name Prefix field = CiscoUM1-VI
MWI On Extension = 8009999
MW!I Off Extension = 8009998

IP Address or Host Name =

(CUCM2)

Step 42: Select Edit > Servers.

all,  Cisco Unity Connection Administration

Cisco

imam

Fur Cisco Unilied Communicativns Svlutions

Restricton Tables
Licenses
Sehadules

Halida:
Global
Subject Line Formats
Astachmen: Descriptians
Enterprise Parameters

Schedules

cknames

Service Pasameters
Plugires
Fae Server
B LA
LDAP Setup
LCaR Directary Canfiguration
LDAP Authentication
Advanced LDAR Seilings
[ SHTP Configuration
[l Advanced
& Telegheny Integrations
Phane System
Pt Grown
Port
Trunk
[ Security
2 Tocls
Import Users
Synch Users
Task Management
Bulk Adrmmistration Taol

Port Group Basics (PhoneSystem- 1)

Relresh

Help.

Port Graup
[gave] (2ol Godc
Part Group

SErVers

Advanced
Integration M caminge

Giisplay Mam

Ciewice Name Codec
Advertizing

Reset Status Resat
Message Walting Indicator Settings

[#] Enabie Hessage Waiting Indicatars

MWT Cin Extensian [re—

MWI O Extension 2109998

Delay Between Hequests o rillsscosid
Mamimum Cencurrent Requests o

Retries After Successful amtempt ]

Ratry Interval After Succmesful Attmpt [z

Frelds marked with an astersk (%) are required.

millismcunds
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Step 43: Select Add in the Cisco Unified Communications Manager Servers
section to add a new row. Enter the following information:

Order =1

IP Address or Host Name = cucmi.cisco.com

Step 44: Select Add in the TFTP Servers section to add a new line. Enter the
following information:
Order=0
IP Address or Host Name = Publishers IP address or host name (cucmf)
Change the existing entry to Order = 1

Step 45: Select Save.

Scarch Port Groups * Port Group Basics (P

Edit Servers

Gt Check Telephony Configuration

Port Group  Edit  Refresh  Help

Ciswo Unified Communicalions Manauer Servers

Delete Selected
] | i o = | SaveTyne]
B [I" mrm?.‘r!'.'.‘m. com i IJ-III.[IE] }44.1 (.:i:m ur.l.i'ﬁeri ( :nmmul":i‘rar.inns- M.anager -
|4} i cucml.cisco.com 2000 2443 Cisco Unified Communications Manager =
Delete selecred | [add)

[V Recunnect L a Higher-order Ciscu Unified Communications Manager When Available
Delete Selected Add]

Order ' 1P Address or Host Name.

i} cucml.cisco.com

3 Ol

1 CuLIn 2. CisCu.cunm

[ Deiete seiecte ] (aaq)

Step 46: Select Edit > Codec Advertising and move iLBC from
Unadvertised Codecs to Advertised Codecs using /.

Search Port Groups P Port Group Basics (PhoneSystem-1) » Edit
odec Advertising

Edit Codec Advertising

Port Group  Edit Refresh  Help

Status

rﬂh The phone system cannot take calls if it has no ports. Use the Related Links to add ports.

Codec Advertising

Advertised Codecs  [G.711 mu-law
5.729
iLBC
A v
Unadwvertised Codecs
G.711 a-law
G.722

Save

Fields marked with an asterisk (*) are required.
Step 47: Select Save.

Step 48: Select Telephony Integrations > Port. Select Add New.
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Step 49: Enter the licensed number of ports in Number of Ports and select
Save.

Search Portz b New Part

CEEELAEYY Check Telephony Configuration =

New Phone System Port

[ Enatied
Number of Ports 24

Phone System  PhoneSystem v
Port Group I"huneSv:te‘m‘—l -

Server cucl.cisco.com -

Port Behavior

[ answer Calls

[ rerform Message Notification

[¥] send mw1 Requests (may also be disabled by the port group)

[¥! allow 1RAP Connections
Security Mode Non-secure

[(save |

Step 50: Select Telephony Integrations > Port Group and select
PhoneSystem-1.

Step 51: If Reset Status is Reset Required, select Reset.

Step 52: Select Templates > User Templates and select the
voicemailusertemplate template.

Step 53: Select Edit > Change Password and select Voice Mail in the
Choose Password drop-down. Enter a default PIN for accessing voice mail in
password and confirm password, then select Save.

Step 54: Select System Settings > LDAP > LDAP Setup, select the Enable
Synchronizing from LDAP Server check box, and select Save.

LDAP Setup LDAP Setup

LDAP Setup  Refresh  Help

— Status
@ Update successful

— LDAP System Information
Enable Synchronizing from LDAP Server
LDAP Server Tvpe*

Microsoft Active Directory -

LDAP Attribute for User ID* sAMAccountName ¥

Save

Fields marked with an asterisk (*) are required.

Step 55: Select System Settings > LDAP > LDAP Directory Configuration,
and then select Add New.

- LDAP Configuration Name (for example: Active Directory)

- LDAP Manager Distinguished Name

- LDAP Password

- LDAP User Search Base

- Host Name or IP Address for Server and LDAP Port of the LDAP server

Ensure the attribute selected from the Phone Number drop-down list
matches the attribute selected from the Phone Number drop-down list
inside RDMCT as in step 10 of the Server and Site Configuration Phase.

Step 56: Select Save.
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Step 57: Select Perform Full Sync Now and select OK on the pop-up Step 60: Select Save.
window.

LDAP Authentication LDAP Authantication

LDAP Directory Conflguration Find and List LDAP Directory Configurations » LDAP Directory Configuration LDAP Authentication  Refresh  Help

LDAP Directory Configuration  Refresh  Help

Save
Status
Status

@ Status: Ready @ Status: Ready
— LDAF Directory — LDAP Authentication for End Usars

LOAF Coni tion Name* ive O To

figuration Name Active Directary [¥] use LDAP Authentication for End Users
L] i =
LOAP Manager [ Hame® 4 e | NAP Manager Dictinguished Name® 5y - —
LOAP Password”
| DAP Password * PP
Confirm Password® Pr—— i
LDAF Liser Search Base® CreUsers,dem CiBco, Acncom SR skt
= * :
LDAP User Search Sase cn=uscrs,do=cisco,dc=com
LDAP Directary Synchranization Schedule
Pertarm Sync Just Once B i i
= = rvcr lntor
: .
Rerform & Re~syric Every 7 par - Hozt Name or IP Address for Sarver® LDAP Port® Usa SSL
Next Re-gync Time (YrYY-MM-CO hhimm)™ 2009.05-27 00:00 P T — 339 F
| Add Ancther Redundant LDAP Server ]

— User Fields To Be Syncl

Cisco Unifiad Communications Manager User Flelds LDAP User Flalds Cisco Unified Co g LOAP User Flalds Cava

Usar 1D sAMAccaunthame First Name giesnbiame (Save)

Middle Narne middiehame ~ Logt: Home s Fields marked with an asterisk (*) are required.

Manager 10 manager Crepartement department

Fhone Humbar telephonetumber ~ |Mail 1D mail - . .

Step 61: Select Tools > Import Users and select LDAP Directory in the
— LDAP Server Inf H H
T e ey e Find End Users In drop-down list.
ad.cisen.com| a9 ]

[ Add Another Redundant LDAP Server |

Step 62: Select Find.

Figlds marked with an asterisk (*) are required. alinln  Cisco Unity Connection Administration LR Cisco Unity Connechon Administrabion - §G0
€Isco

| Bave

For Lisco Unified Communications Solutions

CLICAdmin Fesdhack

Step 58: Select System Settings > LDAP > LDAP Authentication.

Unit Tmport Unitied Communications Manager llsers  Import Unified Communications Manager Users
11l Users
Step 59: Select Use LDAP Authentication for End User check box, and [ Clags of Saviicy

8 Templates

Find
3 14 Contacts
then enter: e Firnd Friel Liserss To | [IEEEIRTET -

Import Unified Communications Manager Users  Refresh  Help

LDAP Manager Distinguished Name . fiodbiolpion Wit e < || Sesiee wih = [6nd)
& Networking

LDAP Password @ Dial Plan

& Systerm Sellings

LDAP User Search Base EI:';L““"“ Tatayrabons
- Impart Users

Host Name or IP Address for Server and LDAP Port of the LDAP server. - Synch Users
| Task Management
: Bulk Administration Teol
| Bulk Edit Utility
| Custom Kevpad Mapeing
-Migration Utilities
Grammar Statictice

Step 63: Select voicemailusertemplate in the Based on Template drop-
down list.
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Step 64: Select the users that require a voice messaging mailbox, and then
select Import Selected. Do not use Import All.

O Tools
Import Users

Synch Users

lask Management T = R 7
Bl &drirestrabinn Tanl e sl REALEE
-~ Bullc Edit Utility Import Selected I Tnpurt All “25 -I Rows Per Page
L Puckara Vaunsd Mannina

Step 65:. Go to Tools > Bulk Administration Tool.

Step 66: In the right hand pane under Select Operation, select the Update
radio button.

Step 67: Under Select Object Type, select the Users with Mailbox radio
button.

Step 68: Under Select File, CSV File*, browse to the Output folder in the
directory where RDMCT is located and select from the User and Device
Profile Configuration Phase.

Step 69: Under Failed Objects Filename, add a filename (for example: failed.
txt) and select Submit.

Step 70: Check the status box to ensure all users are updated successfully
and no failure.

Status

@ Bull: administration Tool completed. Number of successes: 5, Mumber of failures: 0

Step 1: Connect the IP Phone to the network

DHCP option 150 will instruct the IP Phone to connect to the Unified
Com-munications manager TFTP server and auto-register. Once all IP
Phones have registered proceed to the next step, which can only be
accomplished once the phones have registered at least once to Cisco
Unified Communications Manager.

Step 2: Select Bulk Administration > Phones > Update Phones > Query
and then select Find.

Step 3: Scroll to the end of the list and select Next.

Step 4: Select the Reset Phones radio button at the top of the page.
’7 Logout/Hesat/ Hastart

| Legout Users betore update

7' Den't Reset/Restart phanes/Apply Conbig @ Resct phones (7 Restart phones ) Apply Confia

Step 5: Scroll down to the Extension Information section and select both the
check boxes next to Enable Extension Mobility.

Fxtension Tnfo
’7“— ] Enahle Fytenszinon Mohility

Log Cut Prohle - Lse Current Device Seﬁings - -

Step 6: At the bottom of the page select Run Immediately and then select
Submit.

Job Information
’7 1oh Descriptinn

Update Phones - Query

® Run Tmmedialely (0 Run Later (To schedule and activate this job, use Job Scheduler page.)

Step 7: Allow a few minutes for the phones to reset and reregister with Cisco
Unified Communications Manager.

System Installation is now complete.

The Rapid Deployment Method m




Appendix A: Configuration Notes
.

Configuration Notes

Cisco Unified Communications Managers

Timezone

cucml IP address

cucm1 IP Mask

cucm1 IP Gateway address

cucm? IP address

cucm?2 IP Mask

cucm? IP Gateway address
Primary DNS
Secondary DNS
Domain (DNS)

Platform Administrator Username

Platform Administrator Password

Security Certificate Organization

Security Certificate Unit

Security Certificate Location

Security Certificate State

Security Certificate Country

DB Security Password

NTP Server IP or Hostname

Application User Username

Application User Password
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Configuration Notes

LDAP Directory Manager Distinguished Name

LDAP Directory Manager Password
LDAP Directory User Search Base

LDAP Directory Hostname or IP Address

LDAP Authentication Manager Distinguished Name
LDAP Authentication Manager Password

LDAP Authentication User Search Base

LDAP Authentication Hostname or IP Address

Cisco Unity Connection

Timezone

|P Address

IP Mask

IP Gateway Address

Primary DNS

Secondary DNS

Domain (DNS)

Platform Administrator Username

Platform Administrator Password

Security Certificate Organization

Security Certificate Unit

Security Certificate Location

Security Certificate State

Security Certificate Country

NTP Server IP or Hostname

Application User Username

Application User Password
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Configuration Notes

LDAP Directory Manager Distinguished Name

LDAP Directory Manager Password

LDAP Directory User Search Base

LDAP Directory Hostname or IP Address

LDAP Authentication Manager Distinguished Name

LDAP Authentication Manager Password

LDAP Authentication User Search Base

LDAP Authentication Hostname or IP Address
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Appendix B:
SBA for Midsize Agencies Document System
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