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Architectural Overview

The Cisco® Smart Business Architecture (SBA) for Government is a com-
prehensive design for networks with up to 1000 users. This out-of-the-box
design is simple, fast, affordable, scalable, and flexible.

The Cisco SBA for Midsize Agencies incorporates LAN, WAN, wireless,
security, WAN optimization, and unified communication technologies tested
together as a solution. This solution-level approach simplifies the system
integration normally associated with multiple technologies, allowing you to
select the modules that solve your agency’s problems rather than worrying
about the technical details.

We have designed the Cisco SBA to be easy to configure, deploy, and man-
age. This architecture:

- Provides a solid network foundation

- Makes deployment fast and easy

- Accelerates ability to easily deploy additional services

- Avoids the need for re-engineering of the core network
By deploying the Cisco SBA, your agency can gain:

- A standardized design, tested and supported by Cisco

- Optimized architecture for midsize agencies with up to 1000 users and
up to 20 branches

- Flexible architecture to help ensure easy migration as the agency grows

- Seamless support for quick deployment of wired and wireless network
access for data, voice, teleworker, and wireless guest

- Security and high availability for agency information resources, servers,
and Internet-facing applications

- Improved WAN performance and cost reduction through the use of WAN
optimization

- Simplified deployment and operation by IT workers with CCNA® certifica-
tion or equivalent experience

- Cisco enterprise-class reliability in products designed for midsize
agencies

Guiding Principles

We divided the deployment process into modules according to the following
principles:

- Ease of use: A top requirement of Cisco SBA was to develop a design
that could be deployed with the minimal amount of configuration and
day-two management.

- Cost-effective: Another critical requirement as we selected products
was to meet the budget guidelines for midsize agencies.

- Flexibility and scalability: As the agency grows, so too must its infra-
structure. Products selected must have the ability to grow or be repur-
posed within the architecture.

- Reuse: We strived, when possible, to reuse the same products throughout
the various modules to minimize the number of products required for spares.

User Voice,

Services Video,
Web Meetings

Security,
WAN Optimization,
Guest Access

Network
Services

Network Routing, Switching,
Foundation Wireless, and Internet

The Cisco SBA can be broken down into the following three primary, modu-
lar yet interdependent components for the midsize agency.

- Network Foundation: A network that supports the architecture

- Network Services: Features that operate in the background to improve
and enable the user experience without direct user awareness

- User Services: Applications with which a user interacts directly

The Purpose of this Guide
This deployment guide introduces the Email Security solution.

It explains the requirements that were considered when building the Cisco
SBA design and introduces each of the products that were selected.

Architectural Overview



Agency Overview

Due to a need for a functional and reliable email solution, many agencies have
made an email security solution requirement. This solution must handle the
common threats while not introducing new issues like blocking legitimate
emails.

The two major threats to the email system:

- Floods of unsolicited and unwanted emails, called spam, that waste
employee time through their sheer volume, and use valuable resources
like bandwidth and storage.

- Malicious emails that come in two basic forms: embedded attacks which
include viruses and malware that perform actions on the end device
when clicked, and phishing attacks which try to trick employees to
release sensitive information like credit card numbers, social security
numbers, or intellectual property, or to browse to malicious websites.

Agency Overview



Technology Overview

An email solution will become unusable if spam—unsolicited and unwanted
emails—is not filtered properly. The sheer volume of spam messages can
crowd out legitimate mail. A side effect of some anti-spam solutions is false
positives or email that is incorrectly identified as spam. When this occurs,
the agency must expend resources to sift through the junk email looking for
legitimate messages or reduce the level of filtering, which allows more mes-
sages to go to users, making the user responsible for determining whether
emails are spam.

Spam is also likely to include embedded attacks. Criminal organizations
have found that using attacks in email is an effective and cheap way to attack
a user’'s machine. These attacks may take the form of viruses that attempt

to infect the user’s host, or counterfeit URLs that trick users into going to a
website where criminals can steal bank login credentials or infect the user’s
host. These types of attacks, known as phishing, are used to gather social
security numbers, credit card numbers, or compromise the host to use it as
a launch point to send spam and other attacks.

Filtering Spam

There are two ways to filter spam: reputation-based filtering and context-
based filtering.

One technique used to combat spam and phishing attacks is reputation-
based filtering checks. If a server is a known spam sender, then it is more
likely that email coming from that server is spam compared to a host that
does not have a reputation for distributing spam. Similar processes can be
applied to emails carrying viruses and other threats.

The goal of the solution is to filter out positively identified spam and quar-
antine or discard emails sent from untrusted or potentially hostile locations.
Anti-virus (AV) scanning is applied to emails and attachments from all
servers to remove known malware.

Reputation filters provide the first layer of defense by looking at the source
IP address of the email server and comparing this to the reputation data
downloaded from Cisco SenderBase®. SenderBase is the world’s largest
repository for security data including spam sources, botnets, and other
malicious hosts. When hosts on the Internet engage in malicious activity,

SenderBase lowers the reputation of that host. Devices that use reputation
filtering, like Cisco Email Security Appliance (ESA), receive updates from
SenderBase several times a day. When ESA receives an email, it compares
the source IP to the SenderBase database (see Figure 1). If the reputation of
the sender is:

- Positive, the email gets forwarded on to the next layer of defense.
- Negative, the email is discarded.

- In between, the email is considered suspicious, is quarantined, and must
wait for inspection before being delivered.

Context-based anti-spam inspection in ESA inspects the entire mail mes-
sage, including attachments, looking for details like sender identity, message
contents, embedded URLs, and email formatting. Using these algorithms, the
ESA can identify spam messages without blocking legitimate email.

Figure 1. Email Filtering Overview
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Fighting Viruses and Malware

Cisco Email Security Appliance uses a multilayer approach to fight viruses
and malware.

The first layer is the Virus Outbreak Filters which are downloaded from
SenderBase by the appliance. They contain a list of known bad mail serv-
ers. These filters are generated by watching global email traffic patterns
and looking for anomalies associated with an outbreak. When an email is
received from a server on this list, it is kept in quarantine until the anti-virus
signatures are updated to counter the current threat.

The ESA second layer of defense involves using AV signatures to scan
guarantined emails to ensure that they do not carry viruses into the network.

Technology Overview



Cisco IronPort Email Security Appliance

The ESA protects the email infrastructure and the employees who use email
at work. ESA integrates into the existing email infrastructures easily with

a high degree of flexibility. It does this by acting as a Mail Transfer Agent
(MTA), or mail relay, along the email delivery chain.

A normal email exchange, when an agency is using an MTA, might look like
the email message flow depicted in Figure 2.

ESA can be deployed:

- With a single physical interface to filter email to and from the agency’s
mail servers.

- Using a two-interface configuration, one for email transfers to and from the
Internet and the other for email transfers to and from the internal servers.

ESA uses a variety of mechanisms for spam and antivirus filtering.

Figure 2. Email Message Flow
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Deploying the Cisco Emaill
Security Appliance

For deployment in the SBA, the ESA is configured for basic network access
and an anti-spam and anti-virus policy is built and applied. The Domain
Name System (DNS) was modified to support the ESA; the appliance soft-
ware was updated, and the feature keys for the appliance were installed.

Some slight policy changes have been made, but a detailed policy configura-
tion discussion, troubleshooting, and ongoing monitoring are beyond the
scope of this document. Policy migration and advanced policy creation for the
Cisco ESA device should be directed to your Cisco Partner or IronPort SE.

The Cisco ESA deployment is designed to be as easy as possible. It is
deployed into your existing mail delivery chain as a Mail Transfer Agent. The
ESA is the destination of the agency’s email; as such, the public MX records
(the DNS record that defines where to send mail) must eventually point to
the ESA's public IP address.

In this Deployment Guide, the ESA is physically deployed on the DMZ of the
Internet Edge firewall using a single interface for simplicity (see Figure 3).
This interface handles all incoming and outgoing email and carries manage-
ment traffic. The port on the ESA is the M1 management interface.

Figure 3. Deployment Overview

Firewall
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Network

Email Security
Appliance on DMZ

Itis important that the ESA be accessible via the public Internet and that the
ESA is the “first hop” in your email infrastructure. The sender’s IP address is
used by several of the ESA's processes and is one of the primary identifiers
SenderBase uses to determine the sender’s reputation. If another device
receives mail before forwarding it to the ESA, the ESA will not be able to
determine the sender’s IP address and filtering cannot be applied properly.

This section explains how to deploy the ESA, including the following
processes:

- Preparing for ESA Deployment
- Completing the Basic Deployment

- Enabling Security Services
- Maintaining the ESA

Preparing for ESA Deployment
1. Configure the DNS

Before you begin the ESA deployment, you need to configure the DNS.

Configure the DNS

The ESA's hostname is the name carried in the DNS's Mail Exchange (MX)
record, and it indicates that the ESA is the primary MTA; the DNS A (IP
address) record corresponds to the IP address that the Cisco ASA 5500
Adaptive Security Appliance is statically translated to the ESA’'s address in
the DMZ.

Deploying the Cisco IronPort ESA



Completing the Basic Deployment

1. Complete Basic ESA Setup

2. Complete the System Setup

3. Configure System Updates and Feature Keys

After physically installing and connecting the ESA to the network, the next
step is basic setup.

Procedure 1 Complete Basic ESA Setup

The ESA supports two configuration interfaces: Web browser or CLI.

Complete the following steps to connect to an unconfigured ESA using a
Web browser:

Step 1: Configure a PC with an IP address in the 192.168.42.x network.

Step 2: Connect both devices to the same VLAN on a switch (or directly
connect a crossover Ethernet cable between the devices).

Step 3: Browse to the default IP address of 192.168.42.42.

QO Reader Tip

User documentation can be found here:
http://www.ironport.com/support/login.html

Work with your Cisco IronPort Channel Partner to obtain a login.

The default username and password is admin/ironport.

To connect using the console port, complete the following steps to set up
basic networking to configure connectivity. You will then finish configuring
the ESA with the built-in Web GUI device management.

Step 1:Issue the following two commands in the device CLI:

interfaceconfig
setgateway

Step 2: Commit your changes after making them as follows:
ironport.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24 on Data 1: ironport.example.
com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1>1

IP interface name (Ex: “InternalNet”):
[Management]> DMZ Interface

IP Address (Ex: 192.168.1.2):
[192.168.42.42]1> 192.168.30.100

Ethernet interface:

1. Data 1
2. Data 2
11> 1

Netmask (Ex: “255.255.255.0” or “Oxffffff00”):
[255.255.255.0]> 255.255.255.192

Hostname:
[ironport.example.com]> emaill.cisco.local

Do you want to enable FTP on this interface? [N]>
Do you want to enable Telnet on this interface? [Y]> n

Do you want to enable SSH on this interface? [Y]> y

Deploying the Cisco IronPort ESA
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Which port do you want to use for SSH? [22]>

Do you want to enable Cluster Communication Service on this
interface? [N]> n

Do you want to enable HTTP on this interface? [Y]> y

Which port do you want to use for HTTP?
(801>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?
[443]1>

Do you want to enable IronPort Spam Quarantine HTTP on this
interface? [N]> y

Which port do you want to use for IronPort Spam Quarantine
HTTP?
(821>

Do you want to enable IronPort Spam Quarantine HTTPS on this
interface? [N]> y

Which port do you want to use for IronPort Spam Quarantine
HTTPS?
(831>

You have not entered an HTTPS certificate. To assure privacy,
run “certconfig” first. You may use the demo, but this will
not be secure.

Do you really wish to use a demo certificate? [Y]>

Both HTTP and HTTPS are enabled for this interface, should
HTTP requests redirect to the secure service? [Y]>

Both IronPort Spam Quarantine HTTP and IronPort Spam Quarantine
HTTPS are enabled for this interface, should IronPort Spam
Quarantine HTTP requests redirect to the secure service? [Y]>

Do you want DMZ Interface as the default interface for
IronPort Spam Quarantine? [N]> y

Do you want to use a custom base URL in your IronPort Spam
Quarantine email notifications? [N]> n

The interface you edited might be the one you are currently
logged into. Are you sure you want to change it? [Y]> y

Currently configured interfaces:
1. DMZ Interface (192.168.30.101/26 on Data 1: email2.cisco.
local)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

Please run “systemsetup” or “sethostname” then “commit” before
sending mail.
ironport.example.com> setgateway

Warning: setting an incorrect def

ault gateway may cause the current connection to be interrupted
when the changes are committed.

Enter new default gateway:

[1> 192.168.30.65

ironport.example.com> commit

Please enter some comments describing your changes:
[]> initial setup

Changes committed: Mon Dec 14 17:04:49 2009 UTC

Step 3: Assuming the correct firewall rules have been applied, ping the
appliance from the network to verify the configuration is complete.

Step 4: To connect to the GUI device management, open a browser
and browse via https (https://192.168.42.42/) to the address of the email
appliance.

Deploying the Cisco IronPort ESA



Figure 5. System Configuration
Procedure 2 Complete the System Setup — — — —

System Configuration

PR . . . . . Before you enter your System and Network settings:
Step 1: After initial configuration is complete, connect to the appliance using

« Choose 3 configuration that best matches your network infrastructurs.

a browser to access the device management application GUI (graphical user B B

H — stem Settings
Interface). - . Default System Hostname: @ | [mait ciscotocal |

Run the System Setup Wizard from the GUI (see Figure 4). e m—

exampte: admin@company.com
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. M"“ L Confirm Password: [cesssses |
Overview et
Users Printable (POF) SenderBase Network Participation: | [ @liow I qather anor
e threats, what information is shared
Status System Quarantines - Top 3 by Disk Usage Ny
1l Return Addresses
System Status:  Online imsiZo0s \“tl s 1 1
. Quarantine Rl Messages | Time Settings Step 4: Network Integration allows you to define your DNS server (or tell the
Incoming Messages per hour: ] = &
B Policy 0.0% 0 Jaranting
Messages in Work Queue: 0 Configuration File

e appliance to use the Internet's Root DNS servers). This panel is also where
e e e the user sets up the network interface(s) used for mail processing (see
Shutdown/Reboot Figure 6)

Time Range: | Day =l System Upgrade . '
13 Dec 2009 09:00 to 14 Dec 2009 09:11 (GMT -0800) nuu: 99,93 % complete F|gure 6. Network |ntegrat|0n
& x1 eps

Active Directory Wizard SueTmers X . L
Incoming Mail Graph Incoming Mail Sul S 2IS Yo 3 Hetwork i Soehity SiReyiow

No data was found in the selectad time range No dats was found in the selectad time range

Network Integration

Step 2: Read the license and accept, then select the Begin Setup button. oo, (IR

ONS: | € yse the Internet's Root DNS Servers

@ Use the specified DNS Servers:

Step 3: Answer the System Configuration questions to define the basic S =

. . . DNS Server IP Address: |—
settings such as time settings, default hostname, and the default password.

The last two questions ascertain your interest in participating in the e ————

SenderBase network by allowing your ESA to send anonymized reputation HI o B
details about email traffic back to Cisco to improve SenderBase and the el e

. . M Enable Data 2 Interface
product in general (see Figure 5).

@ Enable Data i Interface

£}

1

This intarface is typically used for systern administration.

1P Address: | [157.168.30.100 |
Network Mask: | [255 255 255 292
Fully Qualified Hostname: | [Sraiit cisco Jocal

Fully qualified hostname for this apphiance.

Accept Incoming M3il: | [ sccept mail on this interface

Domain Destination Add Row
[Gecotocal [exchange isco Jocal @
example: company.com fie. An Exchange or Notes server

Relay Outgoing Mail: | 7 gelay mail on this interface

System Add Row
[‘cisco Jocal @

example: company.com
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Step 5: Message Security selects whether anti-spam and anti-virus filtering Step 6: Review allows you to review the configuration that you have defined,
are enabled and which engine is used for each function (see Figure 7). and to accept or modify the configuration. If you accept, the ESA will install

Figure 7. Message Security the configuration onto your Email Security Appliance (see Figure 8).

T Figure 8. Review
(1)) IRoNPORT c160 =
1. Start 2. System 3. Network 4, Security 5. Review
Attention — The gateway vakse “192.168.30.1° does not match the following network(s): 192.168.42.42. If n - .
thi & Unintantonal, 16356 G0 back 10 the PIeVioUs Page and Updats these settngs Review Your Configuration
1. Start 2. System 3. Network: 4. Security 5. Review
3 Printable Page
Message Security Please review your configuration. If you need to make changes, click the edit link to return to the page you'd like to edit.
Your lrenPon apphance uses Mmestage secunty 10 protect your emad infrastructure fram secunity hreats. The security sohitions are sppled in the order depicted below. Each madule reduces the oversll valume of amad System Settings
sent 1o rour infrastructure.

Default System Hostname: | maill.cisco local
Email System Alerts To: | admin@cisco.local

Deliver Scheduled Reports To: | admin@cisco.local

Time Zone: | America/Los_Angeles
woas. NTP Server: | 192.168.31.2

SenderBate Reputation Filtering | Sendertiar
fares

. Enable Sendarbase Reputation Fiering Admin Password: | (hidden)

-Soem Scanning sespam e f faul incoming m v e .

AEREe R R S SenderBase Network Participation: | Disabled
e

& r:-m Anti+Spam AutoSupport: | Disabled

Network Integration

Anb-Virys Scannng:  Select the anti-virus engwe to use for the defsull incomeng and outgomg mad Pobcy:
€ none Gateway: | 192.168,30.65
DNS: | 192.168.28.10

€ berten
& sophos

Virus Cutbreai: Fiters s meRsRges oven bakors tradnal Bl VR SecuTy Services have provided s signature fle. Mare Interfaces

about Virus Outbrea Fiters

2 Enable Virus Outbreak fitars Data 1 Port
1P Address: | 192.168.30.100
Metwork Mask: | 255.255.255.192
Fully Qualified Hostname: | email1.cisco.local
Accept Incoming Mail: | Domain Destination
cisco local exchange.cisco local
Relay Outgoing Mail: = System
«cisco.local
Message Security Edit
SenderBase Reputation Filtering: | Enabled
Default Incoming Mail Anti-Spam Engine: | IronPort Anti-Spam (Quarantine Enabled)
Default Incoming and Outgoing Mail Anti-Virus | Sophos Anti-Virus
Engine(s):
Virus Outbreak Filters: | Enabled

< Previous Cancel Install This Configuration

If your environment requires proxies for HTTP or HTTPS communications,
define these proxies here: Security Services->Service Updates. Select
the Edit Update Settings button and then enter the proxy settings for
HTTP and HTTPS at the bottom of this page and hit the Submit button
and the Commit button.
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Configure System Updates & Feature Keys

Itis important to look at two other areas on the box before you begin to use
it: Feature keys and system upgrades.

Step 1:In the Web configuration tool, browse to System Administration >
Feature Keys.

This is where the license keys for the different features on the box are
displayed.

Step 2: To check whether your ESA has any licenses that are not currently
enabled, select the Check for New Keys button. This will enable the ESA to
connect to Cisco.com and determine if all purchased licenses are installed
and enabled.

Step 3: To upgrade the code on the appliance, select the System
Administration->System Upgrade button. This will display the current soft-
ware version. Select the Available Updates button to determine if updates
are available.

If newer versions are available, they can be selected and installed. While it is
not necessary to load all updates in order, it is possible that the latest update
will require interim updates before it can be loaded. If interim updates are
required, the manager will notify you.

It is not possible to downgrade software versions at this time, so be
certain that an upgrade is desired before proceeding.

Enabling Security Services
1. Set up Bounce Verification

2. Review Incoming Mail Policies

Now that the system setup is complete, you are ready to enable security
services.

Set Up Bounce Verification

Bounce verification is a process that allows the ESA to apply a specific tag
to outgoing messages so that when bounce emails come back to the ESA,
it can verify that the emails were actually originally sent out by the ESA.
Spammers and hackers use fake bounced messages for many malicious
purposes.

Step 1: Access Mail Policies > Bounce Verifications and select the New
Key button.

Step 2: Enter an arbitrary text string that the ESA will apply in the Bounce
verification process. Commit the changes.

Step 3: Access Mail Policies > Destination Controls and click on the
Default in the first table.

Step 4: Change Bounce Verification to on.

Step 5: Submit and commit changes.

Deploying the Cisco IronPort ESA



Procedure 2 Review Incoming Mail Policies

To complete the ESA set up, review the Incoming Mail Policies.

Step 1: Access Mail Policies > Incoming Mail Policies. Currently there is
one default mail policy. The one default change we will make is to change a
positive Antispam result from a Quarantine action to a Drop action.

Step 2: Select the policy definition under the Antispam column header.

Step 3: Change the Positively Identified Spam Settings from Quarantine
to Drop.

Step 4: Submit and commit.

Maintaining the ESA
1. Monitor the ESA
2. Troubleshoot the ESA

With your system fully deployed, you are ready to monitor and maintain
the ESA.

Monitor the ESA

There are a variety of reports available under Monitor to help you monitor
the ESA's behavior. These reports make it possible to track activity and
statistics for spam, virus types, incoming mail domains, outbound destina-
tions, system capacity, and system status.

Troubleshoot the ESA

Step 1: To determine why the ESA applied specific actions to a given email,
you can run the Trace tool under System Administration.

By defining a search using details of a given email in question, you can test
a specific email to determine how and why the ESA handled the message.

This is especially useful if some of the more advanced features of the ESA

are used (like DLP).

O\ Reader Tip

User documentation can be found here:
http://www.ironport.com/support/login.html

Work with your Cisco IronPort Channel Partner to obtain a login.
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Appendix A: Product List

The following products and software version have been validated for the Cisco SBA:

Functional Area Product Part Numbers Software Version

Internet Edge Cisco Ironport C160 Email Security Appliance C160-BUN-R-NA 6.5.3-007
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ScienceLogic Network
Management Guide

Wireless CleanAir
Deployment Guide

Ipswitch Network
Management Guide
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