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Introduction

What Is the Cisco TrustSec System?

Cisco TrustSec®, a core component of the Cisco SecureX Architecture™, is an intelligent access control solution. TrustSec
mitigates security risks by providing comprehensive visibility into who and what is connecting across the entire network
infrastructure, and exceptional control over what and where they can go.

TrustSec builds on your existing identity-aware access layer infrastructure (switches, wireless controllers, and so on). The
solution and all the components within the solution are thoroughly vetted and rigorously tested as an integrated system.

In addition to combining standards-based identity and enforcement models, such as IEEE 802.1X and VLAN control, the
TrustSec system it also includes advanced identity and enforcement capabilities such as flexible authentication,
Downloadable Access Control Lists (dACLs), Security Group Tagging (SGT), device profiling, posture assessments, and
more.

Figure 1: TrustSec Architecture Overview
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About the TrustSec How-To Guides

The TrustSec team is producing this series of How-To documents to describe best practices for TrustSec deployments. The
documents in the series build on one another and guide the reader through a successful implementation of the TrustSec
system. You can use these documents to follow the prescribed path to deploy the entire system, or simply pick the single
use-case that meets your specific need.

Each guide is this series comes with a subway-style “You Are Here” map to help you identify the stage the document
addresses and pinpoint where you are in the TrustSec deployment process (Figure 2).

Figure 2: How-To Guide Navigation Map
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What does it mean to be ‘TrustSec Certified’?

Each TrustSec version number (for example, TrustSec Version 2.0, Version 2.1, and so on) is a certified design or
architecture. All the technology making up the architecture has undergone thorough architectural design development and
lab testing. For a How-To Guide to be marked “TrustSec certified,” all the elements discussed in the document must meet
the following criteria:

e  Products incorporated in the design must be generally available.
o Deployment, operation, and management of components within the system must exhibit repeatable processes.
e All configurations and products used in the design must have been fully tested as an integrated solution.

Many features may exist that could benefit your deployment, but if they were not part of the tested solution, they will not be
marked as “TrustSec certified”. The TrustSec team strives to provide regular updates to these documents that will include
new features as they become available, and are integrated into the TrustSec test plans, pilot deployments, and system
revisions. (i.e., TrustSec 2.2 certification).

Additionally, many features and scenarios have been tested, but are not considered a best practice, and therefore are not
included in these documents. As an example, certain IEEE 802.1X timers and local web authentication features are not
included.

Note: Within this document, we describe the recommended method of deployment, and a few different options depending on the level of
security needed in your environment. These methods are examples and step-by-step instructions for TrustSec deployment as prescribed
by Cisco best practices to help ensure a successful project deployment.
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Overview

This how-to guide addresses the use of certificates to identify corporate vs. non-corporate devices and how to apply different
authorization policies based on this classification. This How-To Guide also covers how the system is setup for on-boarding
which includes native supplicant provisioning, the type of certificates being pushed and what fields within the certificates can
be used to write policy to differentiate access.

Digital Certificates

Although profiling can be used as a method of identifying and classifying endpoints, digital certificates may also be used to
provide similar functionality. The use of Digital Certificates along with profiling can additively provide a more accurate
mechanism for finger-printing endpoints

Digital signatures, enabled by public key cryptography, provide a way to authenticate devices and users. In public key
cryptography, such as the RSA encryption system, each user has a key pair containing both a public and a private key. The
keys act as complements, and anything encrypted with one of the keys can be decrypted with the other.

In simple terms, a signature is formed when data is encrypted with a private key. The signature is attached to the data and
sent to the receiver. The receiver applies the public key of the sender to the data. If the signature sent with the data matches
the result of applying the public key to the data, the validity of the message is established. This process relies on the receiver
having a copy of the public key of the sender and a high degree of certainty that this key belongs to the sender, not to
someone pretending to be the sender.

Certificate Provisioning

The Cisco Identity Services Engine supplicant provisioning supports the deployment of supplicant profiles. The provisioning
of EAP-TLS profiles also includes the provisioning of digital certificates. In that case the Cisco Identity Services Engine
Policy Services Node (PSN) acts as a Registration Authority for endpoints initiating SCEP requests.

Table 1 lists the supported platforms, certificate location after download and corresponding place to view or clear a
certificate.

Table 1: Supported Platforms

Device Certificate Store \ Certificate Info Version
iPhone/iPad/iPod | Device Certificate Can be viewed through: Settings — 5.0 and above
Store (configuration General — Profile
profiles)
Android Device Encrypted Cannot be viewed. But it may be 3.2 & above
Certificate Store cleared from: Settings — Location &
Security — Clear Storage (Clear all
device certificates and passwords)
Windows User Certificate Store | Can be viewed by launching the WindowsXP - SP3
Certificate Snap-In for MMC. Windows Vista -
Sp?
Windows7 - all
versions
MacO0S-X Keychains Can be viewed by launching MacOS-X 10.6 and
application — Utilities — Keychain 10.7
Access

Note: MACOS-X 10.8 has the following Caveats

1. SPW (Supplicant MAC and is not getting installed when we select the option "MAC App Store and identified developers" in security &
Privacy Preference Pane

2. Pop up is presented multiple times when installing SPW Profile/Certificate
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The provisioned certificate will have the following attributes:

Common Name (CN) of the Subject:
User identity used for authentication

Subject Alternative Name: MAC address(es) of the endpoint.

ra PERMIT Wireless_802.1X Radius:Calling-Station-1D EQUALS PermitAccess Edit | *
CERTIFICATE:Subject Alternative Name

Note: Within this document, we describe the recommended method of deployment, and a few different options depending on the level of
security needed in your environment. These methods are examples and step-by-step instructions for Cisco TrustSec deployment as
prescribed by best practices to ensure a successful project deployment.

Warning: The document has been designed to be followed from beginning to end — bypassing sections may have undesirable results.

Scenario Overview

This document will discuss the self-service on-boarding of personal devices, where an employee will register a new device,
and a certificate is automatically provisioned for that user & device and installed along with a supplicant profile that is pre-
configured to use that certificate & connect the device to the corporate network. The Cisco ISE policy will also be configured
to provide differentiated access to the user/device based on the certificate.

To explain the scenario used in this document, let's follow an example of Native Supplicant Provisioning and Authorization
of an iPad:

1. An employee connects to the corporate wireless SSID using their new iPad.

2. The iPad web browser will be redirected to a self-registration portal hosted on the Cisco ISE Policy Services Node (PSN).
3. The employee will enter their credentials into the web portal

4. The employee's credentials are authenticated against the corporate Active Directory or other corporate Identity Store.

5. The PSN will send down an Apple Over-the-Air (OTA) provisioning profile that will generate the Certificate Signing
Request (CSR).

6. The iPad sends the CSR to the Policy Services Node which, acting as a Registration Authority, will proxy the request to
the Active-Directory Certificate Authority (CA).

7. The Active Directory Certificate Authority will issue the certificate and send it back to the Cisco ISE Policy Services
Node.

8. Using OTA, the Cisco ISE PSN sends a new profile to the iPad including the issued certificate embedded with the iPad's
MAC address and employee's AD username as well as a Wi-Fi supplicant profile that enforces the use of EAP-TLS for
802.1X authentication.

9. Now the iPad is configured to associate to the corporate wireless network using EAP-TLS for authentication (incase if
dual-SSID Employee would have to manually connect to the corporate SSID where as for single-SSID iPAD would
automatically reconnect using EAP-TLS), and the Cisco ISE authorization policy will use the attributes in the certificate to
enforce network access (for example, provide limited access, since this is not a corporate asset).
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Architecture/ Diagram
Figure 3 Architecture Diagram
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Table 2: Components Used in this Document
Component Hardware Features Tested Cisco I0S®
Software Release
The Cisco Identity | Any: 1121/3315, Integrated AAA, policy server, and ISE 1.1.1
Services Engine 3355, 3395, VMware | services (guest, profiler, and posture)
(ISE)
Certificate Any per specification | SCEP, Certificate Authority Server N/A

Authority Server of Microsoft
(Windows 2008 R2
Enterprise SP2)

Wireless LAN 5500-series Profiling and Change of Authorization | Unified Wireless
Controller (WLC) | 2500-series (CoA) 7.2
WLSM-2
Apple iOS and Apple & Google N/A Applei0S 5.0
Google Android Google Android
2.3

Note: Wireless was tested with Central Switching mode only.
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The Cisco Identity Services Engine Configuration

In this section we will go through steps that will be needed to implement the use case described in the How-To-Guide. This
will include basic configuration like creating a user group to advance configurations like creating a supplicant profile for
EAP-TLS and an Auth policy to check for Certificates.

Identify Users for BYOD Flow.

As part of user on-boarding (On-Boarding is a term that references the process of registering an asset and provisioning that
assets supplicant to be able to access the corporate network), we can select identity stores to define resources to be forwarded
to on-boarding (BYOD) flow. The following example illustrates users defined in local store in the Cisco Identity Services
Engine as well as in Active Directory, which are part of the identity source sequence.

As part of the best-practice on-boarding procedure, we will use Active Directory as the identity-source to determine what
group(s) of users are permitted to on-board their device(s). The following procedure illustrates users defined in the Cisco ISE
local user-database as well as in Active Directory, which are part of the identity source sequence.

User Groups are a collection of individual users or endpoints that share a common set of privileges that allow them to access
a specific set of Cisco ISE services and functionality. For example, if you belong to the Change User Password admin group,
you can change administrative passwords for other users.

Procedure 1 Configure a user group

Step 1 Navigate to Administration - Identity Management - Groups

Step 2 Click on ADD.

Figure 4 Identity Groups Navigation
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b 4

Step 3 Create an Identity Group.
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In this example we are naming our Identity Group: “Employee”

Figure 5 User Identity Groups
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Procedure 2 Create a user in the Employee Group

Step 1 Navigate to Administration = Identity Management - Identities = Users

Step 2 Click on ADD
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Figure 6 User Account
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Create a Certificate Authentication Profile.

Certificate authentication profiles (CAP)s are used in authentication policies for certificate-based authentications. The CAP
defines certain attributes in the certificate to view & use as an additional identity source. For example, if the username is in
the CN= field of the certificate, you will create a CAP that examines the CN= field. That data may then be used and checked
against other identity sources, such as Active Directory. The certificate authentication profile allow you to specify the
following items:

The certificate field that should be used as the principal username
Whether a binary comparison of the certificate should be performed

Note: The Certificate Authentication Profiles page lists the profiles that you have added.

Procedure 1 Create a Certificate Authorization Profile

Step 1 Navigate to Administration > External Identity Sources - Certificate Authorization Profile

Figure 7 Navigation
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. 4

Step 2 Click ADD and Name the profile, in this case its named as “Cisco_CAP”

Figure 8 Certificate Authentication Profile
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Create an Identity Source Sequence.

Identity source sequences define the order in which the Cisco ISE will look for user credentials in the different databases.
Cisco ISE supports the following databases: Internal Users, Internal Endpoints, Active Directory, LDAP, RSA, RADIUS
Token Servers and Certificate Authentication Profiles.

If your organization stores credentials in more than one of these identity stores, you can define an identity source sequence,
which states the order in which you want the Cisco ISE to look for user information in these databases. Once a match is
found, the Cisco ISE does not look any further, but evaluates the credentials and returns the authorization result to the
Network Access Device. This policy is the first match policy.

Procedure 1 Create an Identity source sequence.

Step 1 Administration - ldentity Source Sequence

Step 2 Click on ADD

Figure 9 Administration - Identity Source Sequences

Administration

’;°: System -&1 Identity Management
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Step 3 Name the sequence

In this example we are naming the sequence “Dotlx”.
Step 4 Select the Certificate Authentication Profile created previously in the section named “Cisco_CAP”.

Step 5 Select your Active Directory Server (AD1), Internal Endpoints and Internal Users in the Authentication Search
List.
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Figure 10 Identity Source Sequence
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¥ Certificate Based Authentication

Select Certificate Authentication Profile | Cisco_CAP K2

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints AD1
Internal Users

¥ Advanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessed for authentication
(») Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(") Treat as if the user was not found and proceed to the next store in the sequence

EDD [ Reset |

Create a Client Provisioning Policy

The Cisco Identity Services Engine looks at various elements when classifying the type of login session through which users
access the internal network. We can leverage Client Provisioning Policy to create supplicant profiles to configure end points
(e.g iPhones, iPad’s, Windows, MAC OSx ..)

With Native Supplicant Provisioning (NSP), the Cisco ISE will have different provisioning policies per operating system.
Each policy will contain a "Native Supplicant Profile" which dictates whether to use PEAP or EAP-TLS, what wireless SSID
to connect to, and more. Additionally the Client Provisioning Policy will reference which provisioning wizard to use.
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Naturally, the supplicant one provision’s for an iPad will differ from that of an Android device. To determine which package
to provision to an endpoint, we leverage the Client Provisioning Policies in the Cisco ISE to bind the supplicant profile to the

provisioning wizard, per operating system.

Procedure 1 Create a Native Supplicant Profile

Step 1 Go to Policy = Policy Elements = Results.
Step 2 Click on Client Provisioning - Resources

Step 3 Click ADD

Figure 9: Client Provisioning Resources Navigation
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Procedure 2 Name the Native Supplicant Profile

Step 1 Select the Operating System

Note: We are able to configure one Supplicant Profile for all Operating Systems. However, we will be specifying different

provisioning methods per operating-system later in this document.

Step 2 Select Connection Type, Wired and/or Wireless.

Step 3 Type your Corporate Wireless SSID, as configured on the Wireless LAN Controller.

Step 4 Select the Allowed Protocols, in this case “TLS” since it’s using certificates.

Step 5 Select Key Size. 1024.
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Figure 11 Native Supplicant Profile
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Procedure 3 Download supplicant wizards for Windows and MAC OSx

Step 1 Go to Policy - Policy Elements > Results = Client Provisioning - Resources
Step 2 On the right hand side, Click on ADD

Step 3 Choose “Agent resources from Cisco site”
In this example we have selected WinSPWizard 1.0.0.15 and MacOsXSPWizard 1.0.0.999
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Figure 12 Native Supplicant Wizards A
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Step 4 Select the latest supplicant wizards.

Figure 13 Native Supplicant Wizards B
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Procedure 4
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Create a Client Provisioning Policy for Apple iOS

Step 1 Go to Policy - Client Provisioning

Step 2 On the right hand, Click on Actions = Insert new Policy above
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Figure 14 Client Provisioning Policy
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Step 3 Create an Apple iOS CPP policy.

Figure 15 Apple i0S Client Provisioning Policy

v|inﬁ

| F| Ay 4> |and| Macios Al ¢ |and| condition(s) <¢ |then| AP TLS | i3 Actions ~

Step 4 Create an Android CPP policy.

Figure 16 Android Provisioning Policy

» |android | If| any <> |and| Android - |and| Condition(s) <> |then| Eap TLS  <F | |§3 Actions ~

Step 5 (Optional): Create a MAC OSx CPP policy.

Figure 17 MacOS-X Provisioning Policy

v [osx | 1f[ any < |and| Macosx <> [and| condition(s) <> |then| MacOsxSPWizard 1.0.0999 And PEAP <> | i3F Actions ~

Step 6 (Optional): Create a Windows CPP policy.

Figure 18 Windows Client Provisioning Policy

» [windows | 1f| Any <> |and| windows.. <> |and| Gondition(s) < |then| winsPWizard 1.0.015AndEAP TLS <> | i3k Actions ~

Note: Please note that Windows and OSx have additional supplicant provisioning profiles, which are Java-based wizards to do the
supplicant and certificate provision and are downloadable from cisco.com as part of updates.

Prepare the WLC for BYOD Onboarding

Procedure 1

Configure an Access Control List for Wireless LAN Controller

In this procedure, we will create multiple ACLs in the Wireless LAN Controller, which would be used later in the policy to
redirect clients selected for BYOD supplicant and certificate provisioning.

The Cisco Identity Services Engine IP address = 10.35.50.165
Internal Corporate Networks = 192.168.0.0, 172.16.0.0 (to redirect)

Step 1 Create an ACL named “NSP-ACL” similar to the one depicted below.
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Figure 19 ACL for re-directing client to BYOD Flow

Access Control Lists > Edit

General
Access List Name MNSP-ACL
Deny Counters a

Seq Action Source IPfMask

0.0.0.0
1 Permit [
0.0.0.0
0.0.0.0
2 Permit /
0.0.0.0
0.0.0.0
3  Permit [
0.0.0.0
0.0.0.0
4 Permit [
0.0.0.0
0.0.0.0
5 Permit [
0.0.0.0
0.0.0.0
6 Deny /
0.0.0.0
0.0.0.0
7 Deny !
0.0.0.0
0.0.0.0
8 Deny !
0.0.0.0
0.0.0.0
9  Permit
0.0.0.0

¢

!

1]

!

¢

!

1]

!

;
!

]
!

;
!

¢
!

;
!

Destination
IP/Mask

0.0.0.0

0.0.0.0
0.0.0.0

0.0.0.0
10.35.50.165

255.255,255,255
0.0.0.0

0.0.0.0
0.0.0.0

0.0.0.0
192.168.0.0

255.255.0.0
172.16.0.0

255.240.0.0
10.0.0.0

255.0.0.0
0.0.0.0

0.0.0.0

Protocol

Any

1ICMP

Any

uop

upp

Any

Any

Any

Source Port

Any

Any

Any

Any

Any

Any

Any

Any

Any

Explanation of the NSP-ACL in Figure 17 is as follows

CoNo~wWDE

Allow all traffic “outbound” from Server to Client
Allow ICMP traffic “inbound” from Client to Server for trouble shooting, it is optional
Allow all traffic “inbound” from Client to Server to ISE for Web Portal and supplicant and Certificate provisioning flows
Allow DNS traffic “inbound” from Client to Server for name resolution.
Allow DHCP traffic “inbound” from Client to Server for IP addresses.

Deny all traffic “inbound” from Client to Server to corporate resources for redirection to ISE (As per company policy)
Deny all traffic “inbound” from Client to Server to corporate resources for redirection to ISE (As per company policy)
Deny all traffic “inbound” from Client to Server to corporate resources for redirection to ISE (As per company policy)
Permit all the rest of traffic (Optional)

Dest Port

Any

Any

DNS

DHCF Server

Any

Any

Any

DSCP

Ay

Ay

any

Ay

Any

Ay

Ay

Any

Direction

Qutbound

Inbound

Inbound

Inbound

Inbound

Inbound

Inbound

Inbound

Any

Number of Hits

0

< Back

Add New Rule

Step 2 Create an ACL named “BLACKLIST-ACL” in the Wireless LAN Controller, which would be used in the policy
later to restrict access to blacklisted devices.

HowTo-60-Using_Certificates_for_Differentiated_Access
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Figure 20 Blacklist ACL
Access Control Lists > Edit

General

Access List Name BLACKLIST-ACL

Deny Counters Q

Destination

Seq Action Source IPfMask IP/Mask Protocol Source Port Dest Port
0.0.0.0 0.0.0.0

1 Permit [ ! Any Any Any
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2  Permit  / ! ICMP Any Any
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.185

3 Permit  / / Any Any Any
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

4 permit [ ! upe Any DNS
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

5 Deny ! ! Any Any Any
0.0.0.0 0.0.0.0

Explanation of the BLACKLIST-ACL in Figure 18 is as follows
Allow all traffic “outbound” from Server to Client

agrLODE

Deny all the rest of traffic.

DSCP

Any

Any

Any

Any

Direction

Outbound

Inbound

Inbound

Inbound

Any

< Back

Add New Rule

Number of Hits

Allow ICMP traffic “inbound” from Client to Server for trouble shooting, it is optional
Allow all traffic “inbound” from Client to Server to ISE for Blacklist Web Portal page
Allow DNS traffic “inbound” from Client to Server for name resolution.

Step 3 Create an ACL named “NSP-ACL-Google” in the Wireless LAN Controller, which would be used in the policy later

for provisioning Android devices.

Figure 21 ACL for Google Access
Access Control Lists > Edit

General

Access List Name MSP-ACL-Google

Deny Counters 0

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port
0.0.0.0 10.35.50.165

1 Permit [ ! Any Any
0.0.0.0 255,255.255.255
10.35.50.165 0.0.0.0

2 Permit [ ! Any Any
255.255.255.255 0.0.0.0
0.0.0.0 10.0.0.0

3 Deny / ! Any Any
0.0.0.0 255.0.0.0
0.0.0.0 192.168.0.0

4 Deny ! ! Any Any
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

5 Deny / ! Any Any
0.0.0.0 255.240.0.0
0.0.0.0 171.71.181.0

& Deny / ! Any Any
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

7 Permit [ ! Any Any
0.0.0.0 0.0.0.0

Explanation of the NSP-ACL-Google in above Figure as follows
1. Allow all traffic “Inbound” to ISE (this step is optional).
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Dest Port

Any

Any

Any

Any

Any

Any

Any

DSCP

Any

Any

Any

Any

Any

Any

Any

Direction

Inbound

Outbound

Inbound

Inbound

Inbound

Inbound

Any

Number of Hits

110

114

3449
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Allow all traffic “Outbound” from ISE (this step is optional).

Deny all traffic “inbound” to corporate internal subnet (can be configured per company policy)

Deny all traffic “inbound” to corporate internal subnet (can be configured per company policy)

Deny all traffic “inbound” to corporate internal subnet (can be configured per company policy)

Permit all the rest of traffic (This could be limited to Google Play subnet only but please note that Google Play subnets
could be different per location).

oA LN

Note: Please review Appendix B for more information on how to allow play.google.com ONLY. If required, additional lines could be added for
troubleshooting e.g. ICMP.

Configure an Authentication Policy

Procedure 1 Compound Authentication policy configuration.

Review Compound Authentication Conditions, which would be later, used in the policy configurations. We are reviewing
these built-in policies to ensure they exist and have not been modified, as they will be referenced in our new policies.

Step 1 Click Policy > Conditions - Authentication - Compound Conditions

Figure 22 Compound Conditions Navigation

Conditi
Policy v B [ — 2

= "= 55
[ Authentication == .,
x x ¥ || Authentication
|l_94 Authorization - =
¥y Simple Conditions
I’—{d Profiling ¥ Wy Compound Conditions
|Z] Posture g, Wired_MAB
- PR vz, Wireless_MAB
IQH Client Provisioning )
v, Wired_B802.1X
|._“.,"d Security Group Access “, Wireless_802.1X
Egress Policy &, Switch_Local_Web_Authentication

s, WLC_Web_Authentication
v || Authorization

23000

Metwork Device Authorization

3 Policy Elements » [ Profiling
Dictionaries » [ Posture
- » [ Guest
Conditions o
v || Common
Results

Step 2 Review a compound condition named “Wireless MAB”

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Wireless - IEEE
802.11”

Figure 23 Wireless MAB
Authentication Compound Condition List » Wireless_MAB

Authentication Compound Conditions

* Mame | Wireless_MAB |

Description

Condition Name Expression

| Radius:Service-Type () | | Equals v| |Call Check »|  AND

|Radius:NAS-Port-Typ() | | Equals | | Wireless - I+ |

Save Reset
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Step 3 Review a compound condition named “Wired_MAB”
“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Ethernet”

Figure 24 Wired MAB

Authentication Compound Condition List > Wired_MAB

Authentication Compound Conditions

* Name | Wired_MAB |

Description
Condition Name Expression
[Radius:Service-Type ) | [ Equals «| [call Check ~]  AnD .
[Radius:NAS-PortTyp | [ Equals «| [Ethemet  +| .
Save Reset
Procedure 2 Verify Default Network Access Result

This procedure describes the current protocol settings under “Default Network Access”.
Step 1 Click Policy = Policy Elements - Results

Step 2 Click Authentication > Allowed Protocols - Default Network Access

Figure 25 Default Network Access Navigation
(
Results

|:‘ Authentication [
|_°,. Authorization
|_‘ Profiling @v
%, Posture * [ | Authentication

[& client Provisioning * || Allowed Protocols

|= security Group Access {_Ej. Default Network Access
Egress Policy

[l

¥ | Authonization
Metwork Device Authorization

» || Profiling
& Policy Elements —
— k Posture
Dictionaries =
Conditions v || Client Provisioning
Results v || Security Group Access

Note: Please verify protocol settings as per the following screen shot since we will be using the pre-built Default Network Access object for
allowed protocols... Please ensure your default object has not been changed and configuration matches the following screenshot
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Figure 26 Default Network Access Policy
Allowed Protocols SErvices List > Datault NEtWork ACCess

Allowed Protocols

Name | pefault Netwerk Access

Descrintion | mufaylt Allawed Protocs! Serviee

+ Allowed Protocols

[#] Process Host Lookup
» [ Alow EAP-FAST
Authentication Protocols
» [ Alow PAPIASCI EAP-FAST Inner Methods
[ Allow EAP-MS-CHAPvZ

[ Detect FAF as Host Lookup [/ Allow Password Change  Retries IE‘ {Valid Range 1 to 3)

L] Allaw CHAR & Allow EAP-GTC
L1 Alow MS-CHAPvT [ Allow Password Change  Retries E| (Valid Range 1 to 3)
L] Aow MS-CH [¥]  Allow EAP-TLS
» [ Atow EAP-MDS (3 UsePACs () DontUse PACs
[[] Detect EAP-MD5 as Host Lockup Tunnel PAC Time To Live [90 | [Days  T~]
[#  Allow EAP-TLS Proactive PAC update will ocour aﬂ:sr % of PAC Time To Live has expired
[ ] Adow LEAP [ Allow Anonymous In-Sand PAG Provisioning
« [ Alow PEAP [ Allow Authenticated In-Band PAC Provisioning
[#] Server Retums Access Accapt After Authenticated Provisioning
PEAP Inner Methods |1 Accept Client Cerificate For Provisioning
[ Allow EAP-MS-CHAPYZ [#]  Allow Maching Authentication
[7 Allnw Password Change Ra:rias [Valid Range D ta 3) Machine PACTime ToLive [ | [wees [-]
[¥  Allow EAP-GTC [7] Enable Stateless Session Resume
Authorization PAC Time To Li 1
4 allow Password Ghange  Retries Valid Range 0 to 3) flztian me ToLive [ 4 | [Hows [ -]
[ Allow EAP-TLS ] Enable EAP Chaining
- [ Allow EAP-EAST [l Preferred EAP Profocol | gap

Step 3 Review Authentication Policy Configuration, following screenshot is full policy view for reference, individual
policies will be configured in subsequent steps

Figure 27 Authentication Policy Configuration
Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple () Rule-Based

+ |[maB | +1f [ wired_MAB... > | allow protocols [Allowed Protocol : Default Networ.) | and... & Actions

Defautt e i Actions ~

[ Dot1x | +1F | wired_802.1X... <> | allow protocols |Allowed Protocol : Default Networ) | and... | o & Actions ~

Default  use % Actions ~

Default Rule (If no match) : allow protocols |Allowed Protocol : Default Networly | and use identity source : | nternal Users &> S Actions =

Step 4 Authentication policy for MAB, please add conditions (Wired_MAB OR Wireless_ MAB)
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Figure 28 MAC Authentication Bypass Policy

v [ maB

=

Wired_MAB... allow protocols | Allowed Protocol @ Default Netwon and...

- i Actions v
B Add All Conditions Below to Library
Default Condition Name Expression i Actions ~
W | Wired_MAB OR e
W |Wireless_MAB &, 4
v
Identity Source Details x

Options
If authentication failed REJECT

If user not found CONTINUE
If process failed DROP

Step 5 Authentication policy for Dot1x, please add conditions (Wired_802.1X OR Wireless_802.1X)
Figure 29 802.1X Policy

- ‘Dutlx | (If | wWired_B02.1X... | allow pratocols |A||nwaj Protacal ; Default Networ | and... o S0 Adions v

{[¥]_ Add All Conditions Below to Library |

Eeciki Condition Name Expression &8 Actions Ty
‘s O]
e sz ] & Lt
v
Identity Source Details x
Options
If authentication failed REJECT
If user not found REJECT
If process failed DROP
Step 6 Default Authentication policy.
Figure 30 Default Authentication Policy
Default Rule (If no match) : allow protocols |Alluwed Protocol : Default Networ: and use identity source : | Intemnal Users 0l Acions
Identity Sclurce| Internal Users |
Options
If authentication failed | Reject -
If user not found | Reject -
If process failed | Drop h

MNote: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejected.

Procedure 3 Configure an Authorization policy named “CWA”

Step 1 Click Policy - Policy Elements - Results.
Step 2 Choose Authorization - Authorization Profiles

Step 3 Click “ADD”
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Figure 31 Authorization Profiles Navigation

T Results
[ i

[z Authentication -

v [ Authenticafion

]
il

e

|® Authorization ==
¥ | Authorization

[ Pprofiling v [ Authorization Profiles

|® Posture (4 Blackiist_Access

. N (&4 Cisco_IP_Phones
|&l client Provisioning

\;‘l‘ DenyAccess
2 Security Group Access (64 PermitAccess
Egress Palicy (4 WirslessCWiA

\;‘l‘ WirelessNSP
» [ Downloadable ACLs
& Policy Elements » [ Infine Posturs Node Profiles

Dictionaries * [ Profiling

Conditions > W Posturs

Metwork Device Authorization

sasaa

¥ [ Client Provisioning

Results ¥ [ Securify Group Access

Step 4 Add an Authorization Profile named “CWA”.

Central web authentication (CWA) offers the possibility to have a central device acting as web portal (here, the
Cisco ldentity Services Engine). In Central web-authentication client is shifted to layer 2 along with mac/dot1x
authentication, the Cisco Identity Services Engine then returns a special attributes indicating to the switch that a web
redirection has to happen. Globally, if the MAC address of the client station is not known by the radius server (but
other criteria can also be used), the server returns redirection attributes and the switch authorizes the station (via
MAB) but places an access-list to redirect the web traffic to the portal.

Once the user logs in on the guest portal, it is possible via Change of Authorization (CoA) to bounce the switchport
so that a new layer 2 MAB authentication occurs. The ISE can then remember it was a webauth user and apply layer
2 attributes (like dynamic VLAN assignment) to the user. An activeX component can also force the client PC to
refresh its IP address.

Figure 32 CWA Authorization Profile

afvanfu
CISCO  Identity Services Engine npfsjca-oyod  admin  Logout  Feedback

| 09 Task Navigator = &3

|2, Authentication |8, Authorization |4 Profiling |, Posture |, Client Provisioning | = Security Group Access o, Policy Elements

Dictionaries Conditions Results

I Authorization Profiles > CWA
Results

Authorization Profile
| £
v [ Authentication ription A
¥ [ Authorization I—
« [ Authorization Profiles * Access Type | ACCESS_ACCEPT -
2 Android
(2 Blackiist_Access * Common Tasks

(& Cisco_IP_Phenes

2 owa () DACL Name m

t;d_ DenyAccess OwAN
& nsp () Voice Domain Permission
(54 Permitaccess
» [ Downlozdable ACLs @ Web Authentication Centralized - ACL | NSP-ACL Redirect Default -
+ [ Inline Posture Node Profiles
— N O Auto Smart Port
v [ Profiling .
» [ Posture [ Filter-ID 3

v [0 Client Provisioning

* [ Security Group Access v Advanced Attributes Settings

XEXE)

Select an item ‘ = |

« Attributes Details
Access Type = ACCESS_ACCEPT
Airespace-ACL-Name = NSP-ACL
cisco-av-pair = url-redirect-acl=NSP-ACL
cisco-av-pair = url-redirect=https://ip:port/guestportal/gateway?sessionId=SessionIdValuedaction=cwa

o N

Step 5 Add an Authorization Profile named “CWA_GooglePlay”.
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This profile will be used by Android devices to allow access to Google Play for downloading “Cisco Network Setup

Assistant”.

Figure 33 CWA Authorization Profile for Android to Access Google
Authorization Profile

*Name | cWA GooglePlay

Description CWA

* Access Type |ACCESS_ACCEPT | v |

* Common Tasks
"] DACL Name
[ VLAN

[ Voice Domain Permission

E} Web Authentication Centralized A ACL | NSP-ACL-Google Redirect Default

[ Auto Smart Port

[ Filter-ID

¥ Advanced Attributes Settings

Select an item Q= o

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Mame = NSP-ACL-Google

cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=https://ip: port/guestportal/gateway?sessionld=5essionIdValueBaction=cwa

| sve JEETTN

Procedure 4 Review Policy conditions under Authorization Profiles

Step 1 Click Policy = Policy Elements > Results > Authorization - Authorization Profiles.

Step 2 Review Profile named “Blacklist_Access”

HowTo-60-Using_Certificates_for_Differentiated_Access
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Figure 34 Blacklist Authorization Profile
Authorization Profiles = Blacklist_Accass

Authorization Profile

*MName | Blacklist_Access

Description | Profile For Blacklist.

* Access Type | ACCESS_ACCEPT

v Common Tasks

) DACL Name

[ VLAN

] Voice Domain Permission
[ Web Authentication

) Auto Smart Port

[ Filter-ID

¥ Advanced Attributes Settings

|Ci5|:n:ci5ccl-av-pair [ |

= |u|1—rBdirect=htt|:|5:,".fi|J:pnrt."rnydE~. |

|Ci5|:n:ci5cc|—av—pair | |

= urt-redirect-ad=BLACKLIST-ACL () |

 Attributes Details
Access Type = ACCESS ACCEPT

cisco-av-pair = url-redirect=https://ip: port/mydevices/blackhole.jsp
cisco-av-pair = url-redirect-acl=BLACKLIST-ACL

LR | Reset |

Cisco:cisco-av-pair =

Cisco:cisco-av-pair =

url-redirect=https://ip:port/mydevices/blackhole. jsp
url-redirect-acl=BLACKLIST-ACL

Step 3 Create an Authorization Profile named “NSP”
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Figure 35 Native Supplicant Provisioning Authorization Profile
Authorization Profiles = NSP

Authorization Profile

* Name | NSE |

Description |

* Access Type [ ACCESS ACCEPT [~]

w» Common Tasks
_] DACL Name
[ VLAN

[~ Viice Domain Permission

™ Web Authentication Supplicant Provisicning | + ACL NSP-ACL

] Auto Smart Port

O Filter-ID

w Advanced Attributes Settings

Selact an item & | =|

P

w Aftributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Name = NSP-ACL

cisco-av-pair = url-redirect-acl=NSP-ACL

cisco-av-pair = url-redirect=https://ip:port/guestportal/gateway?sessionld=SessionIdValuefaction=nsp

EDD | Rese |

. i@ Airespace ACL Name NEP-ACL
Note: Please also click ;a

Step 4 Create an Authorization Profile named “NSP_Google”
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Figure 36 NSP_Google Authorization Profile
Authorization Profile

*Name | NSP Gooale |

Description |

* Aocess Type |A,CCESS_ACCEPT | i |

¥ Common Tasks

™ wWeb Authentication Supplicant Provisioning | =

[ Auto Smart Port
[ Filter-1D

("] Reauthentication
] MACSec Policy

[C] NEAT

¥ Advanced Attributes Settings

ACL NSP-ACL-Google

- [Select an item Q=

¢

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Airespace-ACL-Name = NSP-ACL-Google
cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=https://ip: port/guestportal/gateway?sessionld=5essionldvalue&action=nsp

EXD [ Reset |

Note: Please also click E Airespace ACL Name

MSP-ACL-Google

Procedure 5 Add the Authorization Policies

Step 1 Click Policy - Authorization

Step 2 Click “Insert New Rule Below”

HowTo-60-Using_Certificates_for_Differentiated_Access
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Figure 37 Insert New Rule
Er T Administration «

[
D)
[«
=
=)

=

Authentication
Authorization
Profiling

Posture

Client Provisioning

Security Group
Access
Egress Policy

Metwork Device

Authorization

&

Policy Elements
Dictionaries

Conditions

Insert Mew Rule Above

Duplicate Above
Duplicate Below

Delete

Please add the following Authorization Policy

Black List Default = This is the Default Authorization rule for blacklisting the devices, it
could be customized as per company policy where devices could either be redirected to a
restricted web page or even not allowed to be on the network once blacklisted.

Profiled Cisco IP Phones = Default Authorization rule for Cisco IP Phones.

Corp Owned = This Authorization Rule is added for devices which would by-pass BYOD supplicant and
certificate provisioning flows when they are classified as corporate assets "“Corp_Assets” and
coming over Corporate Wireless SSID using 802.1x using protocol MSCHAPV2.

Android_SingleSSID = This Authorization Rule is added for Android devices since they require to
download the Cisco Network Setup Assistant to complete the provisioning. The rule is specific to
Single SSID setup. Once the Android device hits the “Register” button during device registration,
ISE sends a Re-Auth COA to the controller. When the Android connects back to the network the
session ID remains same since COA issued from ISE was Ra-Auth and NOT Session Terminate. ISE then
applies the NSP _Google permission to continue with the provisioning process

Android DualSSID = This Authorization Rule is added for Android devices since they require to
download the Cisco Network Setup Assistant to complete the provisioning. The rule is specific to
Dual SSID setup. Once the Android device hits the “Register” button during device registration,
ISE sends a Re-Auth COA to the controller. When the Android connects back to the network the
session ID remains same since COA issued from ISE was Ra-Auth and NOT Session Terminate. ISE then
applies the NSP_Google permission to continue with the provisioning process

CWA = Authorization rule added for Central Web Authentication.

NSP = This Authorization Rule is added for devices which will go through the BYOD supplicant and
certificate provisioning flows when coming over Corporate Wireless SSID using 802.1x using
protocol MSCHAPV2.

PERMIT = Devices which have completed BYOD Supplicant and Certificate provisioning, with a
certificate using EAP-TLS for authentication and coming over Corporate Wireless SSID will fall
under this Authorization Policy.

Default = Default Authorization Policy set as Deny Access.
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Figure 38 Authorization Policy

Status Rule Name Conditions (identity groups and other conditions) Permissions

Wireless Black List Default Blacklist Wireless_802.1X Blacklist_Access  Edit | =

Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones  Edit | =

Corp_Owned Corp_Assets Wireless_B02.1X Network PermitAccess Edit | =
Access: AuthenticationMethod EQUALS MSCHAPV2

Android_SingleSSID Wireless_802.1% Network Access:AuthenticationMethod EQUALS NSP_Google Edit | =
MSCHARV2 Session: Device-0S EQUALS Android

Android_DualSSID Wireless_MAB Session: Device-0S EQUALS Android CWA_GooglePlay Edit | «

CWA Wireless_MAB CWA Edit | =

NSP Wireless_802.1x MNetwork Access:AuthenticationMethod EQUALS NSP Edit | =
MSCHAPV2

PERMIT Wireless_B02.1X PermitAccess Edit | =

Default DenyAccess Edit | =

Simple Certificate Enrollment Protocol (SCEP) Setup

In this procedure we will configure SCEP profile that is used for certificate provisioning on the clients. The process of
enrollment requires a certificate authority (CA) to issue the certificates using the Simple Certificate Enrollment Protocol
(SCEP). ISE acts as a Registration Authority (RA) and communicates with the CA to provision certificates on the clients.

Procedure 1 Add a SCEP CA Profile

Step 1 Click Administration - Certificates > SCEP CA Profiles
Figure 39 Navigation to SCEP CA Profiles

Administration
';‘: System {'5 Identity Management
Deployment Identities
Licensing Groups
Certificates External Identity Sources
Logging Identity Source Sequences o
Maintenance Settings Certificate ﬂpﬂrﬂtiﬂnﬂ
Admin Access 24 Web Portal Management
Settings - Sponsor Group Pﬂli:i:e # Local Certificates
I Moswer Reseurces Sponser Groups @ Certificate Signing Requests
Metwork Devices Settings
Network Device Groups @ Certificate Authaority Certificates
External RADIUS Servers
RADIUS Server Sequences ﬂ ﬂF E’.ﬂ. F'rﬂ'“E
SGA AAA Servers
MAC Managers # {ISF &NH:E

Step 2 Click Add

Step 3 Add SCEP CA profile
CA Server IP = 172.21.77.24.
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Figure 40 SCEP CA Profile
SCEP Certificate Authority Certificates » SCEP
Edit Profile

SCEP Certificate Authority

= Name | SCEP |

Description | SCEP Server |

*URL http://172.21.77.23/ certsrv/ mscep/ | Test Connectivity

Certificate Request Agent Certificate  NSP-1-CA-SERVER-MSCEP-RA

EXD (| Reset |

@ You are done!
J Please see the TrustSec How-To Guide titled "On-boarding" for more information.
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Appendix A: Configuring SCEP Server

This section walks through step-by-step process for configuring Microsoft 2008 R2 Enterprise SP2 as a SCEP
server, the following tasks are required for SCEP setup

Setup SCEP Server

Procedure 1 Microsoft 2008 R2 Enterprise SP2 setup for SCEP Server.

Step 1 Install Windows Server 2008 R2 Enterprise server.

Step 2 After the installation completes, run Microsoft updates to get all the necessary updates.

Step 3 Activate windows license.

Step 4 Run dcpromo in command prompt window. This will install Active Directory Domain Services to the server.

Step 5 Go through the installation of the Active Directory Domain Services.

Select ‘advanced’ mode checkbox.

Create a new domain in a forest

Insert name for the forest root domain.

Install DNS server

Wait for Active Domain Services to complete installing.
Server will reboot.

hD OO o

Step 6 Add Administrator or SCEP_User to I1S_IUSRS group

Procedure 2 Install a Role: Active Directory Certificate Services

Step 1 AD CS: Click Next

a. Role Services:
i. Certification Authority
ii. Certification Authority Web Enrollment
Setup Type: Select “Enterprise”
CA Type: Root CA
Private Key: Create a new private key
i. Cryptography: Default value, but select SHA256 for the hash algorithm
ii. CA Name: leave it as default
iii. Validity Period: leave it as default
e. Certificate Database: leave it as default

oo o

Step 2 Web Server (11S): Click Next
a. Role Services: leave it as default, click Next

Step 3 Confirmation: Click Install

Procedure 3 Add Role Services

Step 1 From Server Manager > Roles - Active Directory Certificate Services:
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Step 2 Select “Network Device Enrollment Service”

Step 3 Select “Certificate Enrollment Web Service”

User Account
Specify user account (Select User). This may be the administrator account or a SCEP
service account (the one added to IIS USERS group)

Step 4 RA Information — leave it as default

Step 5 Cryptography — leave as default

Step 6 CA for CES — leave as default

Step 7 Authentication Type — leave as default

Step 8 Service Account — leave as default and choose the administrator account

Step 9 Server Authentication Certificate

Step 10 Choose an existing certificate for SSL encryption — select the certificate with ‘Client Authentication’ as Intended
Purpose.

Step 11 Web Server (11S) — Click Next
Step 12 Role Servers — leave as default

Step 13 Confirmation: Click Install

Procedure 4 Modify the Registry

Step 1 Type regedit from the ‘Start’ menu

Step 2 In the registry editor, go to: HKEY_LOCAL_MACHINE -> Software - Microsoft - Crytography - MSCEP
Step 3 Click the key labeled: Enforce Password

Step 4 Modify EnforcePassword from value 1 to 0.

Step 5 Restart the server.

Configuring SCEP Enrollment.

Procedure 1 Create a SCEP Service Account

Once CA server and services are installed, configure the server to do SCEP enrollment.

Step 1 Create a new account.
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I New Object - User E3

Createin:  byod1.com/Users
2

Ll

e [scep_UsER Indials: B Chjcciuses ]
Last name: I ;_) Createin:  byod1.com/Users
Full name: SCEP_USER
Password: quuu
. Confirm password: |........|
User logon name:
ISC EPl I @byod1.com j I User must change password at next logon
¥ User cannot change password
User logon name {pre-Windows 2000): ¢ Password never expires
IBYOD“ ISCEP I~ Account is disabled
< Back MNext = Cancel < Back Nod 5 Cancel |
Select Groups
Select this object type:
IGmups or Builtin security principals Object Types
From thig location
Ib)'od1.com Locations...
— . . . . Enterthe object names to select (examples):
; SCEP_USER IIS USRS Check Names
:_E‘Sdmma Admins R esignated administrators. ..
Disable Account
Advanced | _OK Cancel
Reset Password... - G

Reference: http://technet.microsoft.com/en-us/library/ff955646%28v=ws.10%29.aspx

Procedure 2 Create and save an MMC for working with Certificates

Step 1 Start > Run > mmc

Step 2 Add Snap-in for Certificate Templates, Certificates (Local Computer), Certification Authority (Local) and Enterprise
PKI.

Step 3 When done click ‘Ok’. (Snapshot shown below).

7= Consolel - [Console Root] O] x|
File Action \View Favorites Window Help | o V=] |
Ll J| [ IEY

| Console Root

E Certificate Templates
Certificates (Local Computer)

fe'] Certification Authority (Local)
% Enterprise PKI

Mame I
| Certificate Templates

Certiﬁcates (Local Computer)
@Certiﬁcaﬁon Authority {Local)

5-:5_] Enterprise PKI

More Actions »

Step 4 Save the mmc console. So it can be accessed easily at a later time.

Procedure 3 Create a New Certificate Template

Step 1 Select Certificate Templates and duplicate ‘User’ template.
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File Action View

Favorites

Window

Help

S Consolel - [Console Root\Certificate Templates (nsp-1-ca-server.byodl.com)]

&= 7[nE = HE

| Console Root

5 Enterprise PKI

H Certificate Templates (nsp-1-c2
H Certificates (Local Computer)
;&J Certification Authority (Local)

Template Display Mame =

| Minimum Supported CAs

| Version | Intended Purposes I Actions

5| Administrator

E‘ Authenticated Session

] Basic EFS

E‘ byod

Hca Exchange

E‘ CEFP Encryption

5 code Signing

E‘ Computer

E‘ Cross Certification Authority

E‘ Directory Email Replication

& Domain Controller

5] Domain Controller Authentication
E‘ EFS Recovery Agent

E‘ Enrolment Agent

E‘ Enroliment Agent (Computer)

E‘ Exchange Enrolment Agent {Offline request)
I Exchange Signature Only

I Exchange User

& 1Psac

E‘ IPSec (Offline request)

[ Kerberos Authentication

E‘ Key Recovery Agent

E‘ OC5P Response Signing

| RAS and 1A5 Server

] Root Certification Authority

E‘ Router (Offline request)

E‘ Smartcard Logon

5 Smartcard User

5 subordinate Certification Autharity
E‘ Trust List Signing

E‘ User Signature Only

Windows 2000
Windows 2000
Windows 2000

Windows Server 2008 Ent...
Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000

Windews Server 2003 Ent...
Windows Server 2003 Ent...

Windows 2000

Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows Server 2003 Ent...
Windows Server 2003 Ent...
Windows Server 2008 Ent...
Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

4.1
31
31
100.5
106.0
4.1
31
51
105.0
115.0
41
110.0
6.1
4.1
a1
41
6.1
71
8.1
71
110.0
105.0
101.0
101.0
51
4.1
6.1
111
51
3.1

4.1
4.1
101.0

Client Authenticatio
Private Key Archiva

Directory Service Er

Client Authenticatio

Client Authenticatio
Key Recovery Agen
QCSP Signing

Client Authenticatio

Client Authenticatio

|

Certificate Templates (nsp-... &

More Actions 4
More Actions 4

E‘ Web Server All Tasks 3
) Workstation Authentication N 03 Ent..
! | | K1 Properties
|Using this template as a base, creates a template that supports Windows Server 200 Help

Step 2 Select “Windows Server 2008 Enterprise” (in this document example, could also use Windows Server 2003

Enterprise).

Step 3 Click OK.

Duplicate Template

You can create certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties.Select the

version of Windows Server (minimum supported CAs) for the duplicate

certificate template.

¢~ Windows Server 2003 Enterprise

& Windows Server 2008 Enterprise

Learn more about Certificate Template Versions.

1

Cancel |

Step 4 Give it a template name (in this example its called “byod”).
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Procedure 4 General Tab

Step 1 Publish the cert in Active Directory, which will sync it to all Domain Controllers.

byod Properties EH I

Cryptography I Subject Mame | lzsuance Reguirements
Superseded Templates | Extensions I Security I Server
General | Regquest Handling

Template display name;
byod

Minimum Supported CAs: Windows Server 2008 Erterprise

Template name:
Ib;.-od'l'emplate

Validity period: Renewal period:

I 1 I‘,rears "l I 6 Iweeks VI

¥ Publish certfficate in Active Directory
[ Do not automatically reenroll f a duplicate cerificate esdsts in Active
Directory

For automatic renawal of smart card cerfficates, use the existing key
if a new key cannct be created

oK || Cancel | epty Help
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Procedure 5 Request Handling Tab

This tab states that certificate will be used for signing & encrypting.
Step 1 Please uncheck “allow private key to be exported” to mark it as “non-exportable” if required.

Step 2 Certificates will be requested through the BYOD provisioning flow that would be automated processes therefore
please ensure “enroll subject without requiring any user input”.

byod Properties H
Cryptography I Subject Name I lssuance Requirements I
Superseded Templates I Edensions I Security I Server
General Request Handling
Purpose: ISignature and encryption j

[T Delete revokedior expired certificates (do nat anchive]
¥ Include symmetric algerithms allowed by the subject
[~ Archive subject’s encryption private key

- Uze advanced Symmetnc slgonthm ta send the key
b thie i,

[ Allow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certificate iz used:

£+ Enroll subject without requiring any user input

¢~ Prompt the user during enrollment

Prompt the user during enrollment and require user input when the
private key is used

ok |[ Cancel | Aepy Help
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Procedure 6 Subject Name Tab

Step 1 Select “Supply in Request”.

This is necessary since the certificate is not being created by an Active Directory
member, but through SCEP instead.

byod Properties [ 7|

Superseded Templates | Extensions | Securty | Server
General | Request Handling
Cryptography Subject Name | lssuance Requirements

¥ Supply in the request

r Uze subject infarmation from existing certificates for autaenrollmert
renewal requests.

™ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name farmat:
I MNone j

™ Include e-mail name in subject name

Include this information in atemate subject name:
= E-mail name

[T DNS name

I~ User prinicipal name [WEH]

I~ Service principal name (SEH]

ok [ Cancal | e Help
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Procedure 7 Cryptography Tab

Step 1 Select “Requests can use any provider available on the subject’s computer”

byod Properties EHE

Superseded Templates | BExtensions | Securty | Server
General | Reguest Handling
Cryptography | Subject Name | lssuance Regquirements
Algorithm riame: RSA -

Mirimum key size: |-| 024

Choose which cryptographic providers can be used for requests

{* Requests can use any provider available on the subject’s computer

" Requests must use one of the following providers:

Froviders:
[IMicrosoft Software Key Storage Provide
Reguest hash: cHAT j

[” Use altemate signature format.
For more information about restrictions and compatibility click here.

ok |[ cancel | sppb Help
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Procedure 8 Extensions Tab

Step 1 Applications Policies:

If the description of the Application Policies do not show what is in the snapshot,
can click “Edit” and “Add” the Application Policies.

byod Properties H

Cryptography I Subject Name I
General |

Superseded Templates Exdensions

To modify an extension, select i, and then click Edit.

BExtensions included in this template:

lssuance Reguirements
Request Handling
Security I

Server

Application Policies
. Basic Constraints
DCenificate Template Information
Dlssuance Policies

ﬂ Key Usage

Description of Application Policies:

Client Authentication 2]
Secure Email
Encrypting File System

ok [ Caned | e Help

Edit Application Policies Extension E3

An application policy defines how a certfficate can be
used.

Application policies:

Client Authentication
Encrypting File System
Secure Email
add.. || Edt. | Femove |
[~ Make this extension critical
o | cance |
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Step 2 Basic Constraints

This Sets the certificate to belong to an endpoint, and not a subsequent signer

byod Properties EE
Cryptography I Subject Name I lzsuance Requirements
General | Request Handling
Superseded Templates Extensions | Security I Server

To modify an extension, select it, and then click Edit.

Bxtensions included in this template:

DAppIication Policies

: Constrairts
DCerl'rficate Template Information
D lssuance Policies

Key Usage
Edit... |
Description of Basic Constraints:
The subject is an end-entity. ;l
ok |[ Cancd | Aoy Help

| Edit Basic Constraints Extension |

I The subject is an end-entity.

¥ Enable this extension
[~ Make this extension critical

™| Donot allow subject to issue cerificates o other Cis

0K I Cancel
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Step 3 Issuance Policies

Issuance Policies must be configured,

to allow the CA to actually issue the certificate.
Please select “All issuance policies”

byod Properties EHE
Cryptography | Subject Name I lzsuance Reguirements
General | Request Handling
Superseded Templates Extensions | Security Server

To modify an extension, select it, and then click Edit.

Extensions included in this template:

Dﬂpplication Policies
D Basic Constraints
e —
.Issuance Palicies _ ; } - _
Key Usage An issuance policy describes the conditions under which

a certficate is issued.

Issuance policies:

All issuance policies

Description of Issuance Policies:

Certificate policies are also known as issuance policies ‘I

Add.. | Edt. | Remove |

[ Make this extension critical

0K Cancel Apply Help Ok I Cancsl |

HowTo-60-Using_Certificates_for_Differentiated_Access 42



Procedure 9 Security Tab

In this section we will add the “Service Account User” to have Full Control the Certificate Template. The account was
created in previous step that the SCEP service is running-as.

Step 1 Click Add

Step 2 SCEP_USER

byod Properties EE3

Cryptography I Subject Mame I Issuance Requirements
General I Request Handling
Superseded Templates | Exdensions Security | Server

I:3I'0I.I|:) ar uUser names:

';?J Everyone

82, Autherticated Users

3; Administrator

';?J Domain Admins (BYOD1\Domain Admins)

‘3?‘ Domain Users (BYOD1%Domain Users)

‘33‘ Enterprise Admins (BYOD1\Enterprise Admins)
: SCEP_USER {SCEP@byod1.com)

Add... | Remove |
Permissions for SCEP_USER Allow Deny
Full Control O
Read |
Write O
Enroll a
Autoenroll |

For special permissions or advanced settings. click Rreneed |
Advanced.

Leam about access control and pemissions

ok |[ cance | mppy | Hen |

Assign the new Template for Issuance

At this point we have completed the duplicate template process, next we have to choose it as one to be issued.

Procedure 1 Assign the new Template for Issuance

Step 1 Server Manager - Roles = AD Certificate Authority = <your CA--> - Certificate Templates
Step 2 Right-Click

Step 3 New - Certificate Template to Issue

Step 4 Choose your new Certificate Template
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F= Consolel - [Console Root\Certification Authority (Local)\byod-NSP-1-CA-SERVER-CA\Certificate Templates]

File Acton View Favorites Window Help | o =l |
ke A el | WYY 7|
| Console Root Marme | Intended Purpose | Actions
E‘ Certificate Templates (nsp-1-ca-server.byodl.com) | .3 byod Client Authentication, Secure Email, Encry... kﬁ ‘Jﬁ"‘ . emp ﬁ m ‘
g Certificates (Local Computer) 5 web server Server Authentication -
Il i Certification Authority (Local) ] User Encrypting File System, Secure Email, Clien. . Mare Actions ’
Ben b}fod Nsp'l'CA'SFRHER'CA ] subordinate Certification Authority <Al
- REWEEd Ce.rﬁhﬁcates 5] 1Psec (Offline request) IP security IKE intermediate
= Issue_ Certificates E Exchange Enroliment Agent (Offline req... Certificate Reguest Agent
_| Pending Requests E‘ )
| Falled Requests it| EFS Recovery Agent File Recovery
. ﬁ-‘at e E‘_ Domain Controller Authentication Client Authentication, Server Authenticatio..
&4 Enterprise PKI Manage Eomain Controller Client Authentication, Server Authentication
irartaru Email Danlication Directory Service Email Replication
& Template to Issue Client Authentication, Server Authentication
view » [CEP Encryption Certificate Reguest Agent
Mew Window from Here Basic EFS Encrypting File System
IAdministrator Microsoft Trust List Signing, Encrypting File..
Mew Taskpad View...
Refresh
Export List...
Help

Step 5 Choose the template you created from previous steps.

You should be able to see template shown on the right hand side pane after this step is
completed.

Procedure 2 Modify the Default Certificate that is Issued

The default Certificate Template for SCEP to issue, is an IPSEC template. This must be changed to use the new User-
Template:

Step 1 Run Regedit
Step 2 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptrography\MSCEP.

Step 3 Modify the EncryptionTemplate, GeneralPurposeTemplate, and SignatureTemplate to the name of the template
you created above. Make sure the name is spelt the same way you have created.
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& Registry Editor 10| x|

File Edit View Favorites Help

| Classes ;I Name | Type | Data |
j Clients ab](Default) REG_SZ (value not set)
. -NETFramewark g‘_’]GeneralPurpos .. REG_SZ byod
. Active Sefup 35| SignatureTemplate  REG_SZ byod
- . ADs
- | Advanced INF Setup
| ALG
. ASP.NET
- || Assistance
- || BestPractices
) BidInterface
, COM3
-- |, Command Processor
- . Cryptography
B+ | AutoEnroliment
Bl | Calais
- |, CatalogDB
- | CatDBTempFiles
- | CertificateTemplateCache
Bl | Defaults
= | MSCEP
| CAType
. CertsInMYStore
| EnforcePassword
| PasswordVDir
i | UseSinglePassword =
m [

Computer\HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Cryptography \MSCER

Procedure 3 Set the EnforcePassword to zero and disable the “UseSinglePassword” setting:

Step 1 Run Regedit

Step 2 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptrography\MSCEP\UseSinglePassword.

Step 3 Change the value to 0 UseSinglePassword is set to zero ‘0’.
Step 4 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptrography\AMSCEP\ EnforcePassword.

Step 5 Change the value to 0 EnforcePassword is set to zero ‘0.

HowTo-60-Using_Certificates_for_Differentiated_Access

45



&' Registry Editor

File Edit View Fawvorites Help

=10l x|

| Classes d

MName | Type | Data

| Clients
| Microsoft
. METFramework
.. Active Setup
. ADs
., Advanced INF Setup
| ALG
|| ASP.MET
. Assistance
.. BestPractices
| BidInterface
. COM3
- |, Command Processor
. Cryptography
. AutoEnrollment
|| Calais
| CatalogDB
|| CatDETempFiles
|| CertificateTemplateCache
| Defaults
MSCEP
|| CAType

J PasswordVDir

i | UseSinglePassword -
K1} 4ILIJ

3‘_’] (Default) REG_SZ {value not set)

2| EnforcePassword REG_DWORD 0x00000000 (1)

[
|Con'|puter‘J—IKEY_LDCAL_MAmmIE\SDFFWAREWicrosoFt\[‘,rvptograﬁyWSCEP\EnforcePassword S
UseSinglePassword:
Registry Editor _|EI|5|

| File Edit View Favorites Help

i | Classes ;I

| Clients
| Microsoft
- | NETFramework
- ) Active Setup

il ADs
- . Advanced INF Setup
-1 ALG
- | ASP.NET
- | Assistance
- || BestPractices
- | BidInterface
- | COM3
- |, Command Processor
- | Cryptegraphy
- | AutoEnrollment
[#- |, Calais

- |, CatalogDB
- | CatDBETempFiles
- |, CertificateTemplateCache
[#- || Defaults
=1+ 1) MSCEP
|| CAType
. CertsInMYStore

| EnforcePassword
, PasswordVDir

A Tty o hd
K [»

MName | Type | Data

3_‘_':][Default} REG_SZ {value not set)
I;B]UseSingIePassword REG_DWORD 0x00000000 ()

|Cornputer‘ﬁl(EY_LDCAL_MAMME\SDFFWAREWiaoso&‘thogranWS[EP‘UseSinglePassword

Step 6 Save the mmc console that you created from above if you have not done so yet.

Step 7 Restart the entire server.

@You are done!
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Appendix B: Android and Play.Google.Com

Why Android is Different

Android devices need to be treated differently than iOS Devices and/or Windows. This is partially because no two Android
devices are exactly the same, but also because of the requirement to use a supplicant provisioning App to configure the
Supplicant and Certificate for Android.

By default, the Android devices will not accept the App from just any source; it must come from a trusted App Store, such as
“play.google.com”. While it is possible to configure the Cisco ISE to host the Supplicant Provisioning Wizard (SPW) App,
the end-users’ Android devices will not be configured trust the Cisco ISE as an App Store. Therefore, unlike: Windows,
MAC, and iOS; Android devices must have access to the internet to participate in BYOD and Native Supplicant
Provisioning.

During the TrustSec testing, it was discovered that in many cases Google Play uses TCP and UDP ports 5228. However, this
was not enough for all tested Android devices to work. Internet searches (see Appendix C: References) yielded that port
8880 may need to be opened as well. Depending on the Android’s configuration the end-user may be prompted for either
“Internet” or “Play Store” options.

What worked in the testing lab:

Google Play option 74.125.00/16 TCP/UDP:5228
173.194.0.0/16 TCP/UDP:8889

Internet Option 74.125.00/16 UDP: 5228
173.194.0.0/16 TCP: All Ports
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Appendix C: BYOD flows

This section goes through BYOD flows for iOS and Android Devices

iI0S use-case

. = Install Profile

PHb Profile Service

REA oo ==

Description  Cather device nfosmabion.
Sgned A A DYOd 40 com
Raceived Aug 17, 2012
Contains Devics envabment chalonge

Employee RegisteredDevices More Detais ,
. HTTPS to the NSP Portal . Device Registration :

< ° > 8 @ == Protile Service

. ISE sends CA certificate to endpoint for trust with OTA Et_a-ahi . o e
F= nptsica-byod.cisco.com

User clicks register. - ! Bty s >
Device Enrollment
ISE sends Profile Service to iOS Device < i
- L2 Device Enroliment ———

Encrypted Profile Service:
htps:/SE:8905/auth/OTAMobileCol ionll

CSR sent to ISE _ . SCEP to MS Cert Authority e ‘ )
-~ =1 Device Certificate Issued
Certificate sent to ISE J GN =74b 0 F f
J ISE sends Device Certificate to iOS Device . i . e e s
- Er:i . Profila Instailed =
Device Provisioning Foag =0
By *
CSR sent to ISE _ . SCEP to MS Cert Authority T . e
Lot = pres g g od oaco con.
Certificate sent to ISE ./ User Certificate Issued .
ISE sends User Certificate to iQS Device o . CN = Employee e
: . SAN = 00-0a-85-7f-de-06 CoEn 2
SSID = CTS-CORP  signing Cerificate + User Ceriificate: &a B8 s
E Wi-Fi Profile with EAP-TLS configured
EAP-TLS g Signing Certicate

Wuﬁ

Contificates (3)

DST Root CA X3
X )
imran
)
muw
x ]

Wi-Fi Network

Wil (BYOD-Dot1x)
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Employee
& S31D = BYOD-Open / CWA CWA Redirect / Redirect ACL = CWA
Posture-Required state <
User opens browser .
Redirect to ISE for CWA
CWA login

>

CWA login successful / Redirect to NSP Portal

N User clicks Register

<

O
>

CoA to WLC

RegisteredDevices

<

Redirect browser to http://play.google.com (Session;DeviceQS=Android)

Access-Request

Posture-Required state

-
>

NSP Redirect / Redirect ACL = ALLOW _GOOGLE

I nlin
cisco

Wi-Fi Setup Assistant

<
<

; ) User installs application and launches

--

Sample WLC ACL: NSP-ACL-Google
permit udp any any dns

permit tcp any <ISE_PSN>

deny ip any <internal_network>

permit {cp any 74.128.0.0 265.255.0.0
permit fcp any 173.194.0.0 255.255.0.0
deny io any any.

Device Registration

Download SPW

-

Redirect Discovery to ISE

App sends request to http:llDFGIauthldiscwerL_

Device Provisioning

ISE sends Device BYOD Profile to Android Device Fon
o
CSR sent to ISE SCEP to MS Cert Authority .Q%
j
ISE sends User Certificate to Android Device Lol s L + User Cert Issued
-
$SID = CTS-CORP / EAP-TLS CN = Employee
Connect using EAP-TLS SAN = 00-0a-95-7f-de-06
RUN state LTI TR
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Appendix D: References

Cisco TrustSec System:

e  http://www.cisco.com/go/trustsec

e  http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone TrustSec.html

Device Configuration Guides:

Cisco ldentity Services Engine User Guides:
http://www.cisco.com/en/US/products/ps11640/products user quide list.html

For more information about Cisco 10S Software, Cisco 10S XE Software, and Cisco NX-OS Software releases, please refer
to following URLSs:

e For Cisco Catalyst 2900 series switches:
http://www.cisco.com/en/US/products/ps6406/products_installation and_configuration guides_list.html

e For Cisco Catalyst 3000 series switches:
http://www.cisco.com/en/US/products/ps7077/products _installation_and_configuration guides_list.html

e For Cisco Catalyst 3000-X series switches:
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration _quides_list.html

e For Cisco Catalyst 4500 series switches:
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and configuration_gquides_list.ht
ml

e For Cisco Catalyst 6500 series switches:
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation _and configuration guides_list.html

e For Cisco ASR 1000 series routers:
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration guides_list.html

e For Cisco Wireless LAN Controllers:
http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/quide/wlc_cg70MR1.html
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http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/guide/wlc_cg70MR1.html
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