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Introduction

Executive Summary

Employees connect to non-corporate WiFi access points while sitting at their desks or in a conference room, even
though the corporate WiFi network is in range and working fine. Some employees connect to a third-party WiFi
hotspot to check their personal email or shop on the Internet during normal business hours. Others try to gain
access to a competitor’s network one floor above, or to a nearby apartment complex. Still others access the guest
network because it might have somewhat better performance. Employees should be connecting their corporate
laptops to the corporate network, not to these other networks.

Blacklisting is the first thought we think as far as keeping employees from wandering onto other peoples’ networks
or their own guest networks. While this is a great idea for preventing employees from accessing the guest network,
it can have some unintended consequences.

Employees need to access their home networks and WiFi hotspots so they can use the VPN to access the
corporate network when they are traveling or working from home. So, while we would like to blacklist Linksys® to
prevent employees from accessing a network at the apartment complex across the street during the day, we need
to let them access their own Linksys home network at night.

Blacklisting also ends up being site specific. Blacklisting one competitor that is in the same office tower in New
York does not apply in Paris or Tokyo, where there might be different competitors. Blacklisting is easy to deploy if
your business has one location. It is nearly impossible to manage if you are a multinational corporation with
hundreds or thousands of sites around the world.

Cisco® approached the problem focusing on the corporate WiFi network rather than eliminating non-corporate
networks. When the corporate network is in range, there is no need to connect to any other network. When the
corporate network is not in range, employees are free to connect to other networks.

Enterprise Connection Enforcement gives IT administrators the ability to select one or more WiFi networks as
corporate networks. When any or all of those networks are in range, employees can connect to any of the specified
corporate WiFi networks, but employees are prevented from connecting to any third party networks.

Cisco ldentity Services Engine (ISE) will provide the back-end RADIUS functions and provide policy control for
802.1X authentication. In this document, EAP-FAST will be used as the authentication method.

About this Document

This document illustrates Cisco AnyConnect® Network Access Manager’s Enterprise Connection Enforcement
feature. It automatically connects to the corporate network designated by the administrator- defined corporate

service set identifiers (SSIDs) in the AnyConnect Network Access Manager profile. If any end users connect to
non-corporate access points, they will be denied.

When a user connects to a wired corporate network and obtains an internal IP address, the wireless connection will
be dropped. EAP-FAST (MSCHAPvV2) will be used as the authentication method for wireless and configured within
the AnyConnect Network Access Manager profile by the administrator. Both machine and user connection types
will also be defined. The ISE server will be configured to use Microsoft AD for machine and user validation, EAP-
FAST (MSCHAPv2) for 802.1X authentication, and for creating the Authentication and Authorization policies.
Wireless controller configuration information is also included.

In this document, the wired connection will be configured for open authentication to simulate a wired corporate
connection.
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Scenario Overview

The AnyConnect Network Access Manager profile will contain the EAP-FAST authentication method, and the
corporate wireless network designated SSID, which will be 1ab005. The user will automatically to connect to the
corporate wireless network. When the user tries to connect to non-corporate access points, he or she will be
denied.

When the user connects to the wired network, he or she will be automatically disconnected from the wireless
network.

ISE will be used as the back-end RADIUS server, and the successful authentication logs will be reviewed.

Architecture
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Software and Hardware Requirements
Client:
o Laptop or desktop computer with an Ethernet NIC or WiFi NIC and one of the following operating systems:
o Windows 7 SP1 x 86 (32-bit) and x64 (64-bit)
o Windows Vista SP2 x86 and x64
° Windows XP SP3 x86
¢ Windows Server 2003 SP2 x86
e Cisco AnyConnect 3.1 or greater with the Network Access Manager installed
o Cisco AnyConnect 3.1 or greater Profile Editor

Authentication Server:

e Cisco ISE System 1.1.1 or greater
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Network Infrastructure:

e Ethernet switch or WiFi access point configured for 802.1X

Technology Primer

The Enterprise Connection Enforcement feature will only work with WiFi networks, as well as with administratively
defined networks. User-created network configurations will be ignored.

The AnyConnect Network Access Manager will initiate scan requests periodically and retrieve the scan-list to see if
any corporate networks are in range and probe for hidden SSIDs on Windows 7 hosts. On Windows XP hosts,
probing for hidden SSIDs is not possible and will be non-hidden.

In the event that no wired connections are available, a connection to wireless corporate networks will be allowed,
and a connection to non-corporate networks will be denied.

Each corporate network shall be tagged by AnyConnect Network Access Manager and all in-range corporate
networks are added to a list of available networks for matching, alternatively non-corporate networks are removed
from the list of available networks for matching.

The AnyConnect Network Access Manager will start matching one corporate network to one of the adapters:

e The connection mode is automatic, the connection attempt will be made to corporate networks in the list of
available networks for matching one by one until one network is successfully connected.

« If all networks in the list of available networks for matching are tried, but no successful connection is made,
the AnyConnect Network Access Manager will start over again from the beginning of the list, this is not
admin configurable. The AnyConnect Network Access Manager will not fall back to non-corporate networks.

There are no limitations imposed on the number of network profiles which are designated as corporate networks,
and whose SSIDs are configured as non-broadcasting (for example, hidden). However, due to technical limitations
in this release of the AnyConnect Network Access Manager, only one hidden SSID can be probed at a time.

Therefore, after reading the profiles sequentially from the configuration, the AnyConnect Network Access Manager
will choose the first corporate and hidden network and use its SSID for probing purposes. The remaining corporate
networks will be treated as broadcasting Wi-Fi networks for detection of hidden SSIDs, even though they are
configured as hidden.

Design Parameters

EAP Methods

The 802.1x authentication framework has been incorporated as part of the 802.3 (Wired Security) and 802.11
(Wireless Security) standard to enable layer-2 based authentication, authorization, and accounting functions in an
802.3 wired network. Today, there are several EAP protocols available for deployment in both wired and wireless
networks. The most common EAP protocols are LEAP, PEAP, EAP-FAST, and EAP-TLS. In this document EAP-
FAST will be used for 802.1X authentication.

EAP-FAST: EAP-FAST (Flexible Authentication using Secure Tunneling) is defined in RFC 4851 and was
developed by Cisco. The protocol was designed to address the weaknesses of LEAP while preserving the
lightweight implementation. Instead of using a certificate, mutual authentication is achieved by means of a
Protected Access Credential (PAC). PAC files details are covered in the Encryption section below.
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EAP-FAST has three phases:

e Phase 0: An optional phase in which the PAC, can be provisioned manually or dynamically (used in this
case, with ISE server)

e Phase 1: In this phase, the client and the authentication server uses the PAC to establish TLS tunnel.

e Phase 2: In this phase, the client credentials are exchanged inside the encrypted tunnel, using an inner
method for authentication.

Identity Source and Database

When deploying in a wired/wireless network and seeking an authentication protocol, it is common to use an
existing database of user and machine authentication credentials. Typical databases are Windows Active Directory
(AD), LDAP, or a one-time password (OTP) database (for example, RSA SecurelD). All of these databases are
compatible with the EAP-FAST protocol.

When planning for deployment, there are compatibility requirements, such as EAP Chaining, which requires AD for
machine and user validation. For the purpose of this document, AD will be used as the database. EAP Chaining
will be enabled in the EAP-FAST protocol selection on the ISE node.

Encryption

EAP-TLS is a strong authentication method, requiring server and client-based X.509 certificates that also need PKI
for certificate deployment. Another strong authentication method, EAP-FAST, does not require client side
certificates for mutual authentication. Instead, Protected Access Credential (PAC) files are used, which can be
provisioned either manually or automatically.

In this document, the PAC files are automatically provisioned from the ISE server to the client if the client does not
contain as existing PAC file. Anonymous PAC provisioning uses EAP-TLS with an anonymous key agreement
protocol to establish a highly secure TLS tunnel. In addition, MSCHAPV2 is used to authenticate the client and
prevent early MITM attack detection.

Authenticated In-Band PAC provisioning uses TLS server-side authentication, requiring server certificates for
establishing the highly secure tunnel. Since unauthenticated PAC provisioning does not require server side
validation, it has some security risks, such as allowing rogue authentications to mount a dictionary attack. In this
document, the AnyConnect Network Access Manager configuration profile will be configured for unauthenticated
PAC provisioning for testing purposes only.

A PAC file is a security credential generated by the ISE server that holds information specific to the client. These
PAC files, machine tunnel (also known as machine authentication) are used to establish the highly secure TLS
tunnel, and user authorization for validation of user credentials during inner method authentication exchanges.
They also prove that the client and machine were authenticated and the current authentication process can be
optimized and bypassed. PAC type 4 has been added to support EAP Chaining.

Configuring the Wireless LAN Controller

This configuration requires the following steps:

Configure the Wireless LAN Controller (WLC) with the details of the Authentication Server
Configure WLAN parameters

Configure the dynamic interfaces (VLANS)
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Configuring the WLC with the Details of the Authentication Server

The WLC needs to be configured to forward the machine and user credentials to the ISE server. The ISE server
then validates these credentials (using the configured Windows database) and provides access to the wireless
clients. Based on the initial WLC script install, RADIUS was configured and the values will be prefilled.

Step 1. From the controller GUI, click Security->Radius ->Authentication->New.

Step 2. Enter the IP address of the RADIUS server and the Shared Secret key used between the RADIUS
server and the WLC.

Note: Values will be prefilled if RADIUS is configured as part of WLC installation script

The Network User and Management check boxes determine if the RADIUS-based authentication applies for
users (for example, WLAN clients) and management (for example, administrative users).

In this example, the ISE is used as the RADIUS server with the IP address of 192.168.1.20 and the communication
port as 1645.

Figure 1.  RADIUS Configuration

il Saye CONNQUraton  BING | LOQOUT « Kefresn
CIsco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit < Back | Apply

Server Index
Server Address 192.168.1.20
Shared Secret Format [ssci=]
Shared Secret [oee
Confirm Shared Secret [ooe
Keyiwah [T (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Port Number 1845
assword Policies Server Status m
» Local EAP Support for RFC 3576 [Cisatied =]
» Priority Order Server Timeout E"] seconds
» Certificate Network User P Ensble
» Access Control Lists Management P Enable
y Wireless Protection — = Soahle

Configure WLAN Parameters

Configure the WLAN (the WLAN specifies a SSID and associated security parameters) which the clients use to
connect to the wireless network. When you configured the basic parameters for the WLC using the configuration
wizard, you also configured the initial SSID for the WLAN Controller. You can use the SSID for the WLAN or create
a new SSID.

Step 1. From the GUI, select ->WLANS, to display the WLANs page. This page lists the WLANSs that are created
by the initial script controller.
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Figure 2.  WLAN Parameters
-lllnlll. Saye CONNguraton  Bing  LOQOWt | Kefresn
cisco MONITOR WLANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs Entries 1 - 3 of 3
¥ WLANs Current Filter: ~ None (Change Filter) (Clear Filtar) [Cresenien =] LGo |
WLANS
» Advanced
r WLAN Admin
10 Type Profile Name WLAN SSID Status Security Policies
0O WLAN 1aboos 1ab00S Enabled  [WPA2)[Auth(802.1X))
032 WLAN vian32 vian32 Ensbled (W 1
ra WLAN vian12 vian12 Enabled  [WPA2)[Auth(802.1X))

Step 2. From the GUI, select->WLANs->WLAN ID 1. In this page, you can define various parameters specific to
this WLAN, including General Policies, RADIUS Servers, Security Policies, and 802.1X parameters.
Notice that Broadcast SSID and Status are enabled.

Figure 3.

Note that although non-broadcast of SSID is not considered a broadcast mechanism, it is recommended
to disable SSID broadcast to discourage casual WLAN observers and inadvertent client association
attempts. You can also elect to create new WLANSs by selecting Create New-Go

WLAN Screen

& B asco_63:75:80

cisco MONITOR WIANS CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS

WLANSs

¥ WLANs

WLANS

» Advanced

WLANS > Edit 'lab005'

2~ B) - dh - [} eae - (G Tack -

Saye Configuration

Bing | Logout Refresh
HELP FEEDBACK

< Back | Apply |'=

! | Qos |
Profile Name 1ab00s
Type WLAN
SSI0 1ab00s
Status P enabled

Security Policies

[WPA2][Auth(802.1X)]
(Medifications done under security tab will appear after applying the changes.)

Radio Policy All -

Interface/Interface Group(G) [vianiz ]

Multicast Vian Feature ™ Enabled
ssin = lad
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Step 3. From the GUI, select->WLANs->WLAN ID 1->Security->AAA Servers to select the configured ISE
server.

Figure 4.  RADIUS Server Selection

vllhlllc Saye Configuration  Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
a
WLANs WLANSs > Edit ‘lab005’ < Back | Apply Tl
¥ WLAN
A [ General | security | QoS |
» Advanced Layer 2 | Layer 3 AAA Servers |
=
Select AAA servers below to override use of default servers on this WLAN
Radius Servers LDAP Servers
Radius Server Overwrite interface [ Enabled Server iicne =]
Authentication Servers  Accounting Servers s
erver
F Enabled F Enabled 2 [fiere =]
Server 1 [1p:152.168.1.20, Port:21645 ¥ [None =] Server [
Server2 [None =] [nore =] >
Server 3 [None > [none =]
Local EAP Authentication

Local EAP Authentication [ Enabled

Step 4. Under Security Policies, configure L2 Security for WPA+WPAZ2. Also select the appropriate encryption
types under WPA+WPA2 Parameters. Although network access manager supports all of these encryption
types, the settings chosen here depend on the client NIC card capabilities.

In this example, WPA2 Encryption AES was used.

Note: Enabling WPA encryption permits the flexibility to support older WPA clients, as well as newer WPA2-
capable clients.

Step 5. Click Apply

Figure 5. L2 Security

alaln Saye Connguration - £Ing | LOGOUE | Kefresn
Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘lab005" < Back | Apply ]':
¥ WLANs

| General | Security | QoS | |

WLANS

» Advanced Layer 2 Layer3 | AAAServers

WPASWPRA2

[T 19MAC Filtering

Layer 2 Security £

WPA+WPA2 Parameters

WPA Policy r
WPA2 Policy 1
WPA2 Encryption W aes I~ Txie

Auth Key Mgmt 802.1X )

Configure Dynamic Interfaces (VLANS)
In this document, the wireless client will be placed in VLAN 12 after authentication. Note the VLAN ID specified
under the Tunnel-Private-Group ID attribute of the RADIUS server must also exist in the WLC.

The end user is specified with the Tunnel-Private-Group ID of 12 VLAN=12) on the RADIUS server. You can see
the same dynamic interface (VLAN=12) configured in the WLC.

Step 1. From the controller GUI, click Controller->Interfaces.

Step 2. Enter vlan12 for both the Interface Name and 12 the VLAN id.
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Figure 6.  VLAN Interface Configuration

Saye Configuration ' Ping | Logout 'Refresh

cisco MONITOR WILANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back | Apply
Gate Inteface Name  [Viani2
Invento!
A/ VLAN 1d J:2
Interfaces

Interface Groups
Multicast
» Internal DHCP Server
» Mobility Management

Step 3. Click Apply on this window.

Step 4. Enter the IP Address and default Gateway of this Network Access Manager interface.

Figure 7.  Enter IP and Gateway address

Saye CONNGUration - Bing | LOGOUT | | Kefresn

MONITOR WIANs CONTROLLER W]JRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller General Information
General Interface Name vian12
Inventory MAC Address €0:5f:b9:63:75:80

Interfaces
Configuration
Interface Groups

Multicast Quarantine r
» Internal DHCP Server Quarantine Vian Id |
» Mobility Management
7 2 Physical Information
Ports
» NTP Port Number IZ
b cop Interface Address
» Advanced
VLAN Identifier I‘.Z
1P Address 10.3.1.2
Netmask IZSS.ESS,ZSS.C
Gateway IiC.].l.l

DHCP Information

Primary DHCP Server

Secondary DHC? Server

Access Control List

ACL Name none v|

Step 5. Click Apply.
Configure WLANSs (SSID)
This procedure explains how to configure the WLANs in the WLC.
Step 1. From the controller GUI, select->WLANs->New to create a new WLAN.
Step 2. Enter the WLAN ID and WLAN SSID information.
In this example, VLAN12 was used for both.
Figure 8.  WLAN Configuration

Saye CONNGUIaton - Bing | | LOGOUT: | Kefresn

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > New < Back | Apply |
b WLA::’s Type I\'.‘LAN vl
S Adonnced profile Name [Vian12
ssI0 [vian12
© =]
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Step 3. Click Apply.

Figure 9.  VLAN Information

Saye Configuration ~ Ping

Logout | Refresh

Apply | =

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit ‘vian12' < Back |
¥ WLANs = ccurtyB[EQos il —rr
WLANS I I l

¥ Advanced
Profile Name viani2
Type WLAN
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Security Policies

Radio Policy
Interface/Interface Group(G)
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(Modifications done under secunty tab will appear after applying the changes.)

Al -
™ Enabled
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Figure 10. VLAN Information

Cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit ‘vian12'

¥ WLANs

< Back I

| General | Security | QoS | ]

WLANS

» Advanced

WPA+WPA2 Parameters

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security £ |WPA+WPA2
I 1eMAC Fikering

WPA Policy
WPA2 Policy
WPA2 Encryption
Auth Key Mgme

r
1~
W aes I~ Txie

Apply | o

Normally, in a wireless LAN controller, each WLAN is mapped to a specific VLAN (SSID) so that a particular user

that belongs to that WLAN is put into the specific VLAN mapped. This mapping is normally done under the

Interface Name field of the WLAN SSID window.
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Step 4. From the GUI, select->WLANS->WLAN ID->and change the interface name from Management to VLAN

12->Apply.
Figure 11. Interface Name

Saye Configuration Ping  Logout Refresh

cisco MONITOR WIANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
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Security Policies
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(Modifications done under security tab will appear after applying the changes.)

Radic Policy Al ~
Interface/Interface Group(G) [vianiz ]
Multicast Vian Feature I Ensbled
Broadcast SSIO F enabled

Figure 12.

Cisco
WLANSs
¥ WLANs
WLANS

» Advanced

RADIUS server configuration for VLAN 12

MONITOR WILANsS CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANs > Edit ‘vlan12'

"""" | Qos | Advanced |
[ Layer2 | Layer3 AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface [~ Enabled

Saye Configuration Ping

Logout | Befresh

COMMANDS HELP FEEDBACK

< Back |

LDAP Servers

Server [ione =]

Servers

s [iores]

Apply | 7

Local EAP Authentication

ation Servers A
F €nabled F Enabled
Server 1 [1p:152.168.1.20, Port: 1645 =] [None =]
Server 2 [None x| [viore =]
Server 3 [None =] [nore =]

web-auth user

Local EAP Authentication [~ Enabled

Authentication priority order for

gemer m

L o6

Foot Notes

In the example provided, the RADIUS server assigns a wireless client to a specific VLAN upon successful

authentication. The WLANs need not be mapped to a specific dynamic interface on the WLC. Even though the
WLAN to dynamic interface mapping is done on the WLC, the RADIUS server overrides this mapping and assigns
the user that comes through that WLAN to the VLAN specified under the user Tunnel-Group-Private-ID field in the

RADIUS server.

Step 5. Check the Allow AAA Override check box to override the WLC configurations by the RADIUS server.

Step 6. Enable the Allow AAA Override in the controller for each WLAN (SSID) configured.
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Step 7. From the GUI, select ->WLANS->WLAN ID->Advanced.

Figure 13. VLAN 12 Advanced Configuration

il Saye Configuration | Ping  Logout ' Refresh
Cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
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Override Interface ACL None ¥ =

P2P Blocking Action Disabled ~] s02.11a/n (1-255) |1

Client Exclusion 2 F enabled [50 802.11b/g/n (1 - 255) |2

Timeout Value (secs)

Maximum Allowed F— NAC

Clients 2 9 NAC State [None 1 m

Static 1P Tunneling £ I~ Enabled Load Balancing and Band Select

Off Channel Scanning Defer : ia‘e::ir.oo;.,;l:r;xr:c i_g -
Scan Defer 0123 456 7 Client Band Select £ |

Prionity

rrrrPFFPFFIC

Passive Client ,ZI

When AAA Override is enabled, and a client has AAA and controller WLAN authentication parameters that conflict,
client authentication is performed by the AAA (RADIUS) server. As part of this authentication, the operating system
moves clients to a VLAN returned by the AAA server. This is predefined in the controller interface configuration

Step 8. Select->Save Configuration.

Configuring the Cisco ldentity Services Engine

This section describes how to configure the Cisco Identity Services Engine (ISE), starting with adding the WLC as
a network device. Active Directory will be added as en external Identity Source, and an Authentication and
Authorization Policy will be created.

Add Networking Devices to ISE
Add WLC controller to ISE and provide a shared secret under Authentication Settings.
Step 1. Select->Network Resources-Network Devices->Administration->Add.

Step 2. Enter the name of the WLC
In this example, WLC was used.
Step 3. Enter the IPAddress.
In this example, 192.168.1.5 was used.

Step 4. Click on Authentication Settings and enter the shared secret.
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Figure 14. Network Device Name and IP Address Configuration

A Home Opentions v Poiky v Admnstratio
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Figure 15. Authentication Settings

[ s £ J S Authenticaton Settngs
G- :
) Network Devices > Enable Authentication Settngs
[l Defaut Device Protocol  RADIUS

“ Shared Secret | seeecccee |_Show |

Enable Keywrap []
* Key Enaypton Key

* Message Authenticator Code Key
Key Input Format = ASCH HEXADECIMAL

Step 5. Click on Submit.

Add Microsoft Active Directory as the External Identity Store
Machine and user credentials will be validated against the AD domain and identified as an external identity store.
Step 1. Select->Administration->ldentity Management->External Identity Sources->Active Directory.
Step 2. Enter Domain Name.

In this example, cfacres007.com was used.
Step 3. Enter the Identity Store Name.

In this example, the default "”AD1” was used.
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Figure 16. Active Directory Configuration)
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(2 RADIUS Token 0 * After the configurabon has been sudmed, then Join o Leave operations must be performed.

(5 RSA SecurlD >

* Domain Name| ctacres007.coml

* Identty Store Name| AD1 ]
One or more nodes may be selected for Join of Leave operations. If a node is joined then a leave operation is required defore a rejoin. Select
Connection.

Save Configuration "

O uep : m—ﬂ

Step 4. Click on Save Configuration.
Step 5. Select the ISE node, ISE, and Join Domain.

Figure 17. Joining the Domain

*UserName jeppich
*Password [

Step 6. Click on OK. You should see a message that the node was joined successfully.

Figure 18. Join Operation Successful

erat X
The listbelow shows the status ofthe requested operation for each node
Status: Successtul

ISE Node a  Stitus
ise @ completed

You should now see that ISE is successfully connected to the domain in Figure 5.
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Figure 19. ISE successfully connected to domain

alvaln
CISCO  Identity Services Engine

:‘;- System :‘-:( Identty Management i Network Resources Li‘, Web Portal Management

Identites Groups Igentity Source Sequences Setings

] JJActve Diractory > ADL

External Identity Sources

&-== Advanced Settings Groups Attrbutes

* Identity Store Name| AD1

(] Certficate Authentcation Profie >
One or more nodes may be selected for Join or Leave operabons. If 3 node Is joined then a leave operation Is required befof
<3 Actve Drectory Test Connection.
3 o > ! ‘ O Leave 9 Test Connection
(3 RADIUS Token 2 0| I1SE Noce a ISE Node Role Status
(&) RSA SearD » ise STANDALONE [ Connected to: dns.cfacres007.com
| Delete Configuration

Configure Active Directory Groups

Step 1. Select->Administrative->ldentity Management->External Identity-Sources-Active Directory.

Step 2. Select->Groups->Add.

Step 3. Select any active directory groups that you will use for your deployment.

Note: If you leave the “*” by default, this will display all the AD groups (up to 100).

Figure 20. Retrieved Groups from Active Directory

dect(

This didog Is used to select groups from the Directory. Click Retrheve Groups.. 10 read directory.
Use * for widcard search (L @ admin®). Search fiter applies to group name and not the fully qualied path.

Damain [(?&:éﬁdﬂ&r{ ‘\
Fiter. [ o '\
Name

¢facres007 convBuiltniAccourt Operators
cfacres007 conmvBuiltn/Administrabors
cfacres007 comvBuiltn/Backup Operators
¢facres007 comBuitnDistributed COM Users
¢facres007 convBuiltn/Guests

cfacres007 convBuilinincoming Forest Trust Bullders
cfacres007 conmvBuilinMNetwork Configuration Operatbors
cfacres007 convBulltn/Performance Log Users
¢facres007 comBullinPerformance Monitor Users

I

IO URRRE

[Retrieve Groups..] Number of Groups Retreved 37 (Uimit is 100)

Oroup Type
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL

Step 4. Click OK, and then Save Configuration.

Define Identity Store Source

Identity Source Sequences define the order in which the Cisco ISE will look for the validation of user and machine
credentials in the different databases, and will be configured to search in Active Directory.

Step 1. Select->Administration->ldentity Management->ldentity Source Sequence->Add.

Step 2. Enter name of Identity Source.

In this case, CorpUsers was used
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Step 3. Under Authentication Search List, select AD1 and click on >. This will show up under Selected.

Figure 21. Identity Source Sequence

Q) ISE - RADIUS Servers - 192168120 TR * B - 0 ® - Pagev Selety~ Tcoh~ @~
alilie
CISCO  Identity Services Engine Bl aten logxt| Peadback
A Home Operatons ¢ Polcy y Admnustaton o o TaskNavgator v L6 |

oo Sytem i NewokRescorces s Web Poral Management

*Name [ CorpUsers

Descriphon

[ seiect Centficate Authentcaton Profle

A S 01308y SOUTCES TNt Wil D BCCOS360 I S0QUENCE LN ArSt AUMENSCIBON SUCCReds
Avatadie Seiected

Intemal Endponts 01
Intemal Users

€ weo Aarms © 807 5 1@ 0 | Notficatons (0)

Step 4. Click on Submit.

Defining Authentication Policies and Authorization Profiles

Authentication Policies

Authentication policies define the conditions between the client and ISE node when 802.1X occurs. They define the
RADIUS attribute conditions and authentication protocols that are required for successful authentication, as well as
for the external or internal database used for validation of machine and user credentials.

The Authentication policy consists of the following elements:
Results: Define authentication protocols

Configure the authentication method between ISE server and client.
In this example, EAP-FAST is defined as the authentication protocol.

Note: We could have chosen to use the default authentication protocol. In this document, we have elected to
add the EAP-FAST protocol to provide the reader with experience for creating authentication protocols.

Conditions: Set the RADIUS attributes to match on 802.1X-based RADIUS authentication requests.
ISE ships with pre-defined 802.1X conditions that will be used when configuring policies.
In this example, predefined wireless 802.1X condition rule will be used.

Defining Identity Source Sequence: Authentication policy will use the identity source to validate the end user and
machine credentials.

In this example, CorpUsers will be defined as the identity source.
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Defining the Authentication Policies

In this document, we will define a Wireless Authentication policy, use EAP-FAST for the authentication protocol,
and select CorpUsers as the identity source for credential validation.

Adding EAP-FAST as the Authentication Protocol
The following illustrates adding the EAP-FAST protocol.

Step 1. Select Policy->Authentication->Policy Elements->Results->Authentication->Allowed Protocols-
>Add.

Step 2. Enter the name of the allowed protocol.
In this example, EAP-FAST was entered.

Step 3. Enable Allow Anonymous In-band PAC provisioning.

Step 4. Enable Allow Authenticated In-band PAC provisioning, then enable the following:

e Server Returns Access Accept After Authenticated Provisioning
Step 5. Enable Allow Machine Authentication.

Step 6. Enable Stateless Session Resume.

Figure 22. Adding EAP-FAST Authentication Protocol)

bl
€ISCO  Identity Services Engine e st logos  Feead
A Home Operaicns y Pobcy o | Administaten v v TaskNawgator s [ €3 |
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Results v [ MowEsPFAST
pad
( — ] EAP-FAST Innee Methods
€= A @ AsowEAPUSCHPR
B Aunesmceses =] Adow Password Change Revies|1 | (vabaRange 1103)
* (5 Atswed Protocen =
@ Asow EAPGTC
i Ootack Netwonk Access = ;
G v sast &) Abow Password Change Revies 1 | (ValiaRange 1103)
& A st tARCAnng o @ msowerrms

® UsePACs () DontUse PACS

Tunet PAC Time To Lie Co—— :

Proactive PAC upcate wil occur ate[ 10| % of PAC Time To Live has expiced

@ Asow Anonymous in-8and PAC Prosioning
M Asow Autecticated In-8and PAC Provsioning

) ServerRetams Access Accept A Authenticated Provsioning

[T Accept Cuent Centicate For Prowsicang
¥ Asow Machine Authentication

Machne PACTime ToLwe [ ] [rees =]
2 Enatie Stateless Session Resume
AUmorzaton PAC Time Tolve [ ] i

Enable EAP Chaining

O Pretacre £AP Prosocat

B3 o

Step 7. Click on Submit
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Define Authentication Policy

A wireless authentication policy will be created, EAP-FAST selected as the allowed protocol, and CorpUsers
selected as the Identity Store.

Step 1. Select Policy->Authentication->by the gear, select Actions, then insert new row above.

Figure 23. Adding Authentication Policy rule

€ISCO  Identity Services Engine B Loguk  Feedtack
A Home Opeatons v | Pokcy v | Admnstnton v =0 Task Nangator = | £
[5 Adthestcton  [o) Awhormaton [ Profing (7} Poswre [, ClentProvsonng [ SertyGrowpAccess @, Poky Bements
Authentication Policy
Defne the Authentication Polcy by selectng the pr that ISE should use to Ccommunicate with the network devices, and the dently sources that & should use for authentication.
Poky Type O Srole @ Rule-Based
Q - [we ] =9 [wiwea g & Accons v
v [oanx ] 23 [wwea_s021x o [Alowed Protocol : EAPFast_EAPCHIN| 304, & Acoes ~ .
= J L - »
P < — o Insert new row above
a atow o [Alowed Protocol : Defauk NetwortA] and use dentty source : [ CorpUser

G Insert new row beiow
i Dupicate adove
& Duplcate beiow

{ Delte

Step 2. Replace standard rule 1 name with wireless.
Step 3. Click on + next to Condition(s)

Step 4. Select Existing Condition from the library from the drop-down menu, then select ->Compound
Condition->Wireless 802.1X

Step 5. Click on >, click on the + next to Internal Users, then select CorpUsers for the Identity Source

Figure 24. Authentication Policy

alvali
CISCO  Identity Services Engine B adwn Lo Peedac
R N, - <o 6> ]

[5 Authestaton  [o) Authomaton  [4 Profing [ Postwe [, ClentProvsionng [ SecurtyGroupAccess ), Pokcy Bements

Authentication Policy

Defne the Authentication Polcy by selecting the protocols that ISE should use to Ccommunicate with the network devices, and the dentRy sources that & should use for authentication.
Poly Tyoe O Srrple @ Rule-gased

e

Q@ - [we |+ o [wwea_was >] [Atowed Protocol : Defauk tetworkA| 8 Acons v

B - [Weess ] = [wareless 8021 >] [Select Network Access O] .. » & Actons v -
vt [Coptren 5] G Acvons +

Step 6. Click on Save.
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Define the Authorization Profiles

Authorization occurs once the end user has successfully authenticated. Authorization policies provide the rules that
must be met before the end user is provided with full or restricted network access as determined by the associated
authorization profile.

The authorization profile contains common data such as VLAN information and other RADIUS attributes, and
consists of the following elements:

Authorization Profile: Defines full or restricted network access.

In this example, we will define one profile to match the authorization condition for wireless, and provide full network
access.

Conditions: Contain the authorization rules that determine the required network permissions or level of access
In this example, the default wireless condition rule will be used.

Create Authorization Profile

In this document, we will define, a Wireless Authorization Policy, based on the default wireless 802.1X condition.
Then, we will provide the appropriate level of access as defined by the corresponding authorization profile,
WIRELESSACCESS

Step 1. Select->Policy->Authorization->Policy Elements->Results->Authorization->Authorization Profiles-
>Add

Step 2. Enter name of profile.
In this example, WIRELESSACCESS was used
Step 3. Select VLAN, and enter VLAN ID.

In this example, VLAN ID 12 was used

Figure 25. Wireless Authorization Profile

o G e
» [ Authorization Profies
» [ Downloadable ACLs v
» [ Infine Posture Node Profiles R
v 63 Frofiing ¢ Ooact Name
» & Posture . VUAN TagID 1 Edit T3g | I0/Name
v 5 clont v
» L iy Group Access [ virice Dmain

Step 4. Click on Submit.
Defining Authorization Condition Rules and Authorization Policies

Once the authorization profile has been created, define the authorization policy rule and the condition rule.
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Define Authorization Policy

Step 1. Select->Policy->Authorization->, click on the down arrow, and Insert New Rule above.

Figure 26. Adding Authorization Policy Rule
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€ v Abrms @ 8105 1 €0 0 | Notfiorons (0)
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Step 2. Replace standard rule 1 name with wireless, click on + next to select condition, and select wireless

802.1X for the condition name.

Step 3. Click on the ‘+’ sign next to Authz profile, then select ->Standard->Wireless Access.

Figure 27. Authorization Policy for Wireless

Authorization Policy

Define the Authorzation Poky by configuring res based on dentty /o other conditions. Drag and drop

[Frsz 1atched Rule Aoples

»E

Status  Rule Name Condeions (entey groups and other condtions;

2B - Virden ] [ Aoy |5 [ vaceless_s02 1x ] [ Wersiessace | Dane

'
2 Personal Assat EAPChanng_MachineFal_UserPass MachneFal_UserPass Edt |~
Q No_EAPChanng NO_EAPChanng No_EAP_Chaning_UserPass £t | v

Step 4. Click on Save.
Configuring the AnyConnect Network Access Manager
Network Access Manager Installation and Configuration

Installing AnyConnect Network Access Manager
Step 1. Extract the contents of the AnyConnect ISO image to a folder

Run setup
Note: Please note that you will require local admin rights during the installation.

Step 2. Enable AnyConnect Diagnostics and Reporting Tool.

Step 3. Enable AnyConnect Network Access Manager
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Figure 28. Installation Selector)

Authortzation Polcy
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Note: You will see the message in Figure 28 after a completed install of the AnyConnect Secure Mobility Client.
As part of the core install, the AnyConnect Quality Improvement feature is enabled by default. This feature provides
Cisco with customer-installed AnyConnect modules, and enabled features. Crash dumps may also be included.
This feature can be completely disabled by using the Profile Editor or just for disabling crash dumps. Corporate
privacy is maintained by hashing the machine name; however, crash dumps may contain personal information,
which is why the EULA license is displayed.

Figure 29. AnyConnect Quality Improvement Feature

& Cisco AnyConnect Secure Mobility Client Install Selector

Select the AnyConnect 3.1.

B AnyConnect VPN

B AnyConnect VPN Start Before Login
AnyConnect Diagnostic And Reporting Tool
AnyConnect Network Access Manager

M AnyConnect Posture

M AnyConnect Telemetry

M AnyConnect Web Sccurity

M Sclect All

W Lock Down Component Services

Creating an AnyConnect Network Access Manager Profile with the Profile Editor
The Profile Editor will also be required to configure the AnyConnect Network Access Manager Configuration Profile
for EAP-FAST authentication.

Note: Please note that the AnyConnect Network Access Manager configuration should be saved as
configuration.xml, and saved to the ‘NewConfigFiles’ directory. Right-click on the AnyConnect GUI in the system
tray, then select ‘Network Repair’. This will place the configuration.xml file into the AnyConnect Network Access
Manager system directory.
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Open the profile editor, and access the current system configuration.
Step 1. Select file open from the drop-down menu, and open the configuration.xml file as shown in Figure 30.

Figure 30. Opening Configuration.xml file)

N
r.

Cisco AnyConnect Secure Mobility Client

Some AnyConnect components may be configured to collect device
data andjor redirect network traffic to cloud services operated by
Cisco Systems,

All data collected is protected under the Cisco Online Privacy
Statement and the AnyConnect Supplement. For more information
on the data collected and these privacy policies, please chick
below.

By using this product you agree to allow data to be collected
andjor redirected if configured to do so at any time.

If you do not agree, contact your AnyConnect Solution

Administrator or uninstall the product.

More Information

[¥]1 have read and understand this message.

Step 2. Keep the defaults, and select->Networks.

Step 3. Define your networks.

In this example, Corporate was defined for the administrative network profile,

as illustrated in Fig 31.
Step 4. Enable WiFi network, then enter SSID value.
In this example, 1ab005 was used.

Step 5. Enable the following:

e Hidden Network

e Corporate Network

Figure 31. Wireless Network Profile Description
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Step 6. Select ->Next.

Step 7. Select->Authenticating Network.

Authenticating Network settings contain the 802.1X settings that contain

MACSec configuration settings,

and also 802.1X network connectivity settings

Step 8. Under Association Mode, from the drop-down menu, select encryption to match your WLC configuration.

In this example, WPA2 enterprise (AES) was selected

Figure 32. Network Security Level

l’u_lel'ldp

L Network Access Manager
S} Clent Policy
Authentcaton Polcy
s Networks.
7% Network Grows

Networks
Profile: ...ility Client\N rk A Managerisystem\configuration.xml
Nome Corporate sml L
d L Le
Growp Membershp
o Ingow: :(-mmmd) ':
2 In all groups (Globa)
-Choose Your Network Meda
Wired (802.3) Network

Select a wred network if the endstatons wil be connectng to the netwaork with a radtonal
ethernet cable.

© Wi (wrdless) Network

Select 8 WR network if the endstations will be connecting 1o the network via a wirdless
radio connection to an Access Pont.
SSID (max 32 chars): 186009

[V] Hicdden Network
[V] Corporate Network

Assocaton Tmeout (sec) S
Common Settngs
Sarpt or appication on each user's machine to run when comnected,

Browse Local Machne

Cornecton Timeout (sec.) 0

Step 9. Select ->Next.

Step 10. Select Machine and User Connection.

Note: Machine and User Connection determines the network connection types
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Figure 33. Network Connection Type
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Step 11. Select->Next.

Step 12. Select EAP-FAST as the EAP method, then uncheck Validate Server Identity.

Note: EAP-FAST will be the method of Authentication, and EAP-MSCHAPV2 will be the inner method.

In this example, root certificate and ISE identity certificate are not installed, which is why Validate Server

Identity is unchecked.

Step 13. Leave the defaults.

Figure 34. EAP-FAST Selection

Help

s Network Access Manager |}
5% Clent Polcy
Authentcation Polcy
o Networks
¥ Network Groups

The user connection should be used when a machine connection is not necessary. A user
connection wil make the network avalable after the user has logged on.

brought down, and back up again with dfferent credentials when the user logs in.

Networks
Profile: ...ility Client\Network A Manager\sy figuration.xml
Network Connection Type Media Type ~
Connecton Ty
This should be used if the end station shoud log onto the network before the user logs in. Madhine AUt
This is typically used for connecting to domains, to get GPO's and other updates from the Credentials
network before the user has access. User Auth
User Connection Credentials

m

Step 14. Select->Next.

Step 15. Leave PAC files set for empty, as shown in Figure 22, then select Next.

Note: PAC file will be provisioned from ISE
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Figure 35. PAC Files
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Step 16. Leave defaults for machine identity, then select ->next.
Note: Machine identity credentials will be sent to the ISE server for validation.
Figure 36. Machine Identity Credentials
File Help
. Network Access Manager , Networks
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Step 17. Select ->EAP-FAST for user authentication, then uncheck Validate Server Identity.

Step 18. Leave the defaults.
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Figure 37. EAP-FAST for user authentication
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Step 19. Select -> Next.
Step 20. Leave PAC files empty, then select ->Next.
Figure 38. PAC Files
[Fie Help
. Network Access Manager | Networks
3% Clent Poicy c
At aton Doy Profile: ...ility Client\Network Access Managerisystem\configuration.xml|
52 Networks| EAP Methods Media Type ~
7% Network Growps S EAPTS - pEAR Seaurity Leve
’ ) Connection Ty
) EAP-TIS © EAPFAST " Machine Autt
s PAC Files
| ] Extend user connection beyond log off User Auth
PAC Fles
| Credentals
[7] Dsable when using 3 Smart Card
Inner Methods based on Credentials Source
© Authentcate usng a Password
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Step 21. Leave the defaults for user credentials.
Note: User credentials will be sent to the ISE server for validation
Figure 39. User Identity Credentials
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Step 22. Select->Done.

Figure 40. Completed Profile
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Step 23. Click file and save as configuration.xml.
Figure 41. Saving configuration.xml
[File Help
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Clent Polkcy .
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* A network in group ‘Global' is @ member of of groups.

Step 24. Run network repair, then right-click on AC GUI, and click on Network Repair.
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Figure 42. Run Network Repair
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Testing Procedure

e Click on the AC GUI, and then connect to Corporate.

Figure 43. Connect to Corporate

Froms

lenovo

e Click on any other non-corporate APs. You should see the following error message:

Figure 44. Non-Corporate Connection

Your system administrator does not allow connecting to non-corporate

tworks when corporat ks are in range.
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o View the ISE Authentication Live Logs. You will see separate transactions for successful machine and
user credentials.

Figure 45. Live Authentication Logs
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Configuring the Switch for Multiple VLANs
In order to allow multiple VLANs through the switch, the following commands were configured on the
switch port connecting to the controller:

interface GigabitEthernet1/0/6

description Trunk Port to WLC

switchport trunk encapsulation dotlq

switchport mode trunk

Interface VLAN Configuration is listed below:
Interface VLAN12

Description of AP VLAN

ip address 10.3.1.2 255.255.255.0

Gigabit Switch Port Configuration is listed below:
Interface Gigabit Ethernet 1/0/10

Description of access port connection to Cisco AP
switchport access vlan 12

switchport mode access
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Configure the WLC for Basic Operation and Register the Lightweight APs to the Controller

Use the startup configuration wizard on the command-line interface (CLI) to configure the WLC for basic operation.
Alternatively, you can also use the GUI to configure the CLI. This document explains the configuration on the WLC
with the startup configuration wizard on the CLI.

After the WLC boots the first time, it enters into the startup configuration wizard. Use the configuration wizard to
configure basic settings. You can access the wizard using the CLI or the GUI. The output shows an example of the
startup configuration on the GUI:

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name: Cisco_63:75:80

Enter Administrative User Name (24 characters max): jeppich
Enter Administrative Password (24 characters max): *****
Management Interface IP Address: 192.168.1.5
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 192.168.1.1
Management Interface VLAN Identifier (O=tagged):
Management Interface DHCP Server IP Address: 192.168.1.1
AP Manager Interface IP Address: 192.168.1.6

AP Manager is on Management subnet, using same values
AP Manager Interface DHCP Server 192.168.1.1

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: lab005

Network Name (SSID): lab005

Allow Static IP Addresses [YES][no] yes

Configure a Radius Server now [YES][no] yes

Enter Country Code (enter 'help' for a list of countries) (US):
Enable 802.11b Network [YES][no] yes

Enable 802.11a Network [YES][no] yes

Enable 802.11g Network [YES][no] yes

Enable Auto-Rf [YES][no] yes

Configuration saved!

Resetting system with new configuration

© 2012 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 31 of 32



These parameters set up the WLC for basic operation. In this example configuration the WLC uses 192.168.1.5 as
the management interface IP address and 192.168.1.6 as the AP-manager interface IP address.

Before any other features can be configured on the WLC, the Lightweight APs have to register with the WLC. This
document assumes that the Lightweight AP is registered to the WLC.

Refer to the “Register the Lightweight AP to the WLC section of WLAN Controller Failover for Lightweight Access
Points Configuration Example” for information on how the Lightweight APs register with the WLC. For reference
with this configuration example, the AP 1130 is deployed on the same subnet.

Imir

Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

"‘!, Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,
go to this URL: www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does

not imply a partnership relationship between Cisco and any other company. (1110R)

Printed in USA C07-713768-00 08/12

© 2012 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 32 of 32



