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Introduction

This application note details the interoperability test results for Cisco Unified Wireless Network (CUWN) 6.x, and Research In Motion®
(RIM®) BlackBerry® Mobile Voice System 5.0.

o Release 8.0.3 was tested with H323, while Release 8.0.2 was tested with SIP.

All testing was performed with BlackBerry® Enterprise Server 5.0 configured on MCS7800 server running Microsoft Windows Server
2003 which is registered into a Microsoft Exchange 2007 SP1 domain.

The network topology diagram (Figure 1) shows the test setup for end-to-end interoperability with the Cisco Unified Communications
Manager version 8.0.2. The Cisco Unified Communications Manager 8.0.2 was configured on MCS7825.

BlackBerry® Bold™ 9000, BlackBerry® Bold™ 9700 smartphones with AT&T SIM cards, BlackBerry® Storm™ 9500 smartphone
son Verizon, and BlackBerry® Storm™ 9500 smartphone on Sprint were used for this test effort.

Cisco Wireless LAN Controllers with 6.x(WLC) and Access Points were used for this BlackBerry Wi-Fi test effort.
WiFi testing included call scenarios with BlackBerry devices roaming within domains (layer 2) and between domains (layer 3)

This application note uses the Cisco 2811 voice router as MGCP, SIP, or H323 gateway. However, the use of other Cisco voice
gateways is also an option because the MGCP, SIP, or H323 application is independent of the Cisco platform. The gateway families
listed below can run MGCP, SIP, or H323, but each has different VVoIP capacity or capability. Please check the product specifications to
ensure that you are obtaining the proper device to support your VVolP deployment, including add-ons such as DSP resources.

Cisco 2800 series Integrated Services Router

Cisco 3800 series Integrated Services Router

Cisco AS5400 series Universal Gateways
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Network Topology

Figure 1. Test Topology
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Limitations

These are the known limitations, caveats, or integration issues.

The testing was done using FCS version of 8.0.2 release at the time of when testing started, and version 8.0.3 for H323.

When performing an unattended ( blind ) transfer and the transferee is a BlackBerry® Mobile Voice System client, the transferee will
not provide ringback ( RIM DT 540632 )

When performing a consult transfer where the transferee releases before the transfer is complete, and the transferor is a BlackBerry®
Mobile Voice System client, the transferor will enter an incorrect state and become unaware that the transferee call leg has been
disconnected ( RIM DT 693318)

A semi-attended (blind) transfer is unavailable when H323 trunks are configured for PSTN access ( RIM DT forthcoming).

BlackBerry MVS client initiated calls, using a cellular network transport, will continue to provide ring back tone and not play the early
media, such as inband tones generated by the network or IVR prompts. MVS client initiated calls, using the WiFi transport, supports the
use of early media.

BlackBerry MVS devices can not be controlled by CTI Application

Call-forward can only configured from the UCM and Cisco IP Phone.

Barge from BlackBerry Mobile Voice System devices is not support in this release and can only be a participant.
Call-Park/Retrieve on BlackBerry Mobile VVoice System devices can not Call-Park, but can retrieve a Call-Park.
IDivert on BlackBerry Mobile Voice System devices is not supported.

Interaction between Single Number Reach (SNR) (also known as Cisco Unified Mobility) and Cisco Unified Mobile Communicator
with the BlackBerry® MVS was not tested.

System Components

The following hardware was tested:

Cisco 2800NM-IPVOICE-M 10S 15.0(1)

Cisco Unified IP phones 7900 series (CP7961 skinny, CP7975 SIP) Software Requirements

Cisco 7800 series server running Windows 2003 Server Edition

BlackBerry® Bold™ 9000, BlackBerry® Bold™ 9700, BlackBerry® Storm™ 9500 smartphones MVS client 2.0.1
Cisco Unified Wireless LAN Controllers with 6.x (WLC) and APs with 12.4

The following software was tested:

Cisco Unified Communications Manager: CUCM 8.0.2
Cisco Unified Communications Manager: CUCM 8.0.3
Cisco Unified IP phone 7961

BlackBerry® Mobile Voice System 5.0

BlackBerry Enterprise Server® 5.0

COP file for BlackBerry MVS Device type

BlackBerry Device Operating System 5.0

© 2009 Cisco Systems, Inc. All rights reserved.
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Features

Feature Supported

This section listed the supported features.

MVS client support features: lists all features supported by MVS client devies.

Features Supported:
e  Basic Calls

e PSTN Calls

e  Call Forward- Please refer to the Limitation section for more information

e  Call Hold/Resume

e  Multiple calls per line (call waiting)

e  Consult Call Transfer

e  Semi-Attended Call Transfer (Blind Call Transfer)-Please refer to the Limitation section for more information.
e Calling and Connected Line ID

e  Calling and Connected Name

e  Multiple lines per phone

e S|P Registration

e Incoming Call Screening

e  Outgoing Call Screening

e  Caller-ID Update

e  Barge —Please refer to the Limitation section for more information

e  Conference- Please refers to the Limitation section for more information

e  Call Park/Retrieve- Please refer to the Limitation section for more information

o iDivert (if applicable )-Please refer to the Limitation section for more information
e  DTMF services and MWI

e  Roaming test ( layer 2 and layer 3 WiFi roaming )

BlackBerry MVS Client specific features:

e Voice over Wi-Fi calls

e  Move Call to Desk Phone

e  Move Call to One-time Number

e  Move Call from WiFi to Cellular Radio

e Move Call from Cellular to WiFi Radio

© 2009 Cisco Systems, Inc. All rights reserved.
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Environments and Configurations

This section contains configuration menus and commands and describes configuration sequences and tasks.

For updated information on BlackBerry Server refer to:

BlackBerry® Server Documentation web portal:
www.blackberry.com/go/serverdocs

BlackBerry® Enterprise Server for Microsoft Exchange:
http://docs.blackberry.com/en/admin/subcategories/?userType=2&category=BlackBerry+Enterprise+Server+for+Microsoft+Exchange&subCate
gory=&url=%2Fadmin%2Fsubcategories%2F&versionld=494

BlackBerry® Mobile Voice System 5.0:
http://docs.blackberry.com/en/admin/subcategories/?userType=2&category=BlackBerry+MVS

Server Configurations
The following snapshot shows the required configurations for each component.

Microsoft Active Directory and Exchange Server

Microsoft Active Directory Server
Create user on the Active Directory Domain and Exchange that will be integrated to RIM®’s ® BlackBerry® Enterprise Server and
BlackBerry® Mobile Voice System.

User List
4% Active Directory Users and Computers o [m]
@ File  Action  Wiew  Window  Help | - Iﬂlﬂ
= b ) o ]
= AE B XEFRER @0 GiIEETE&E
@ Ackive Directory Users and Computer
-] Saved Queries
EI% IOTLP.BQCOM Mame £ Twpe Descripkion | =
(23 Builtin ﬂ Administrator Iser Built-in account For administering the computer/da. ..
(] Computers £ BEVTGO0 User
[£3) Domain Contrallers €7 BevTa0l User
(27 ForeignSecurityPrincipals € eevT0z User
(£ LostandFound €2 BevTG03 User
[£3] Microsoft Exchange Security € BEVTGO4 Idser
(Z3] Microsoft Exchange System ¢ | €3 BBYTE0S Idser
[Z] NTDS Quatas 7 EBYTE0E User
[Z Program Data € EBvTG07 User
7 EBvTG0S User
€7 EES_ADMIN_ARTS User
€7 BESADMIN User | |
ﬁCert Publishers Security Group .., Members of this group are permitted to publish cer., ..
ﬂEDHCP Bdministrakors Security Group ... Members wha have adminiskrative access to DHCP...
ﬂzDHCP Users Security Group ... Members who have view-only access to the DHCP ...
fﬁDns.ﬂ.dmins Security Group ... DMS Administratars Group
ﬂansUpdatePrnxy Security Group .., DS clisnts who are permitted ta perfarm dynammic ...
ﬁ:Dnmain Admins Security Group .., Designated administrators of the domain
ﬁ:Dnmain Computers Security Group .., All workstations and servers joined to the domain
ﬁ:Dnmain Contrallers Security Group ... All domain controllers in the domain
LI—I LI mnnmnin iacke Sariwiku (Tronm Al Aernsin miscke ;I
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User Properties

BBYTGOO Propetties 2lxl

Published Certificates | MemberOF | Diakin | Object | Security
Enviru:unmentl Sessionsl Remote contn:ull Terminal Services F'rofilel COk+
General I Address  Account I Praofile I Telephones I Organization

Uzer logon name:

|@I0TLEE COM =

Uzer logon name [pre-windows 2000];
floTLaBy [EEVTEOD

Logon Howrs. . LogOnTo.. |

[T Accountis locked out

Account options:

™ User must change password at nest logon -
[ User cannot change password

v Password never expires

[ Store password using reversible encryption LI
—Account expires

f* Newver

€ Erdof | Frdsy . Jub 232000 =]

ak. I Cancel | Apply |
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MS Exchange User List

Exchange Management Console

File  Action Wisw Help

e = | @m| 2 /m

3 Microsoft Exchange

%= Organization Configuration
= Serwer Configuration

] Recipient Configuration
er il
2 Distribution Group
=/ Mail Contact

=8 Toalbox

£E Mailbox - IOTLAB.COM
_f" Create Filker

Actions

Display Name = | Alias Recipient Type Details | Primary SMTP Address
:_‘_andministrator Adrministrakor User Mailbo:x Administrator@iotlab, com
2 ABRYTE00 BBYTE00 User Mailbo: BBYTGO0@intlab, com
HABRYTGOL BEYTGO01 User Mailboz EBYTGO1@intlab, com
HABRYTGOZ BEVTGO0Z User Mailboz EBYTGO2@intlab, com
HABRYTGO3 BBVTE03 User Mailbo EBYTGO3@intlab, com
HAEBYTE04 BEVTGO4 Lser Mailbio BEWTGO4@iotlab. com
HAEBYTE0S BEVTGOS Lser Mailbio BEWTGOS@iotlab. com
HAEBYTE06 BEVTGOE User Mailbox BEWTGOE@iotlab. com
@BBVTGD? bbetgd? User Mailbox bbwhgd7@iotlab.com
@BBVTGDB bbeetgos User Mailbox bbwhg&@iotlab, com
;_I_EBBVTGEIQ bbeetga User Mailbox bbwtgio@iotlab.com
;_I_EBBVTGID bbvtgio User Mailbox bbwtgio@iotlab.com
@BBVTGI 1 bbetgll User Mailbox bbwtgl 1@iotlab.com
@BBVTGIZ bbtgiz User Mailbox bbwtgl 2@iotlab.com
@BBVTGIS BBYTGL3 User Mailbo:: EEYTG13@iotlab, com
@BBVTGH BBYTG14 User Mailbo:: EBYTG14@iotlab, com
@BBVTGIS BBYTGLS User Mailbo:: BBYTG15@intlab, com
@BESP«DMIN BESADMIN User Mailbo BESADMIN@iotlab. com
@Jim Cheung jcheung User Mailbo jcheung@iotlab . com
@Pato Araujo paraujo User Mailbox paraujo@iotlab, com
;_‘_ashane shane shane User Mailbo: shane@iotlab.com

Mailbox

?_, Modify the Maximumm Mum. ..

&5 Find...

by Mew Maibax..,

= Export List...
Wiew

Refrash

@ Help

Administrator

| Disable

(4]

Remove

Move Mailbox, ..

Enable Urified Messaging. ..
Manage Send As Permissi. ..
Manage Full Access Permi. ..

Properties

B F & B B

Help

© 2009 Cisco Systems, Inc. All rights reserved.
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MS Exchange User Properties

BBYTGOO Properties Ei

Account I tdember OF I E-tail Addreszes
tailbox Settings I b ail Flows Settings I Mailbox Features
General | |Jzer Information I Addrezz and Phone I Qrganization

Organizational unit:  iotlab comd/U zers

Last logged on by: IO TLABMBESADMIM

Total items: 23
Size [KE]: 23
Exchange server rim-x2007

Mailbox database:  First Storage GroupiMailbox D atabase
todified: Saturday, March 27, 2010 3:10:47 A

Alias:
[BEVTGOO

[” Hide from Exchange address lists

Wiew and modify cuzstorn attnbutes., LCuztom Attnbutes... |

)8 I Cancel | Lpply | Help |

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server

BlackBerry® Enterprise Server version

ﬁ Add or Remove Programs ;lglil
Currently installed programs: [T show updates Sort by IName vl

B EBlackBerry Device Communication Companents Size  10,39MB 2
A BlackBerry Enterprise Server for Microsoft Exchange Size  395.00MB
Click here For support information. Used rarely
To remove this program From your computer, click Remowve. FemiEe |
ﬁ! Component Checker Size 0,96ME
b
(2] Java(TH) 6 Update Lt AR = See  97.66ME
BlackBerry Enterprise Server for Microsoft Exchange
| £ JavalTM) & Update Size  168.00MB
Use the Following information to get technical support For ]
| £ Java(TM) 5E Devel  glackBerry Enterprise Server For Microsoft Exchange iz 133.00MB
[B] Mcafee AntiSpywa  publisher: Research In Motion Size  141.00MB
Version: 5.0.1 (Bundle 70}
E Mcafee Wirusscan E Size 45.31MEB
{5 Messaging AFT and Siee  5.23MB
5 Microsaft MET Frai Size  157.00MB

|j Microsoft SGL Server 2005 Size  385.00MBE
ﬁ Micrasaft SOL Server 2008 Native Client Size 4,43MB
|j Microsoft SQL Server Management Studio Express Size £1.45ME
|j Microsaft 3QL Server Mative Client Size 4,13MEB
|j Microsoft SQL Server Setup Support Files (English) Size  21,92ME
[ Mirrosnft SO0 Serer WSS Writer iz nETME

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server General Information

@ View reconciliation event status
[ wireless activations
Wiew activations
@ Device activation seftings

Servers and components

[=] BlackBerry Solution topology
[l BlackBerry Domain
[l server view
E BES-I0T
@Bas
® BES-I0T
- @ BES-I0T_POLC
[ server view
(= BES-I0T
@ Bas
@ BES-IOT
s @ BES-I0T_POLC
[ server view
E BES-10T
@Bas
@ BES-I0T
_ @ BES-I0T_POLC
[ Server view
(& BES-IOT
®Bss
@ BES-I0T
. @ BES-I0T_POLC
[ Server view
(& BES-IOT
@Bss
@ BES-I0T
_ @ BES-I0T_POLC
= server view
& BES-I0T
®@Bas
@ BES-I0T
e @ BES-I0T_POLC
E server view
[ BES-I0T
®Bss
@ BES-IOT
@ BES-I0T_POLC
® BES-IOT_SYNC
@ BES-IOT_ALRT
@ BES-I0T_LOG 1
@ BES-IOT_CTR_1
@ BES-IOT_EMAIL
@ BES-IOT_AC_EMAIL_13
@ BES-IOT_AC_MDS-
Cs_12
@ BES-I0T_AS_11
@ BES-I0T_MDS-CS_1
& Componert view
[ BlackBerry Administration
Service
@ BAS on BES-IOT
[ BlackBerry Erterprise
Server
@ BES-IOT on BES-IOT
& Policy
@ BES-IOT_POLC on BES-

Instances

[&lBlackBeny Solution topslogy » BlackBerry Domain >

BESADMIN
Log out | Home | Help

erverview > BES-IOT » View (BES-IOT)

You can view the name and computer information for the BlackBerry® Enterprise Server instance, and see if it is running.

‘ Instance information

Supported MDS Connection Service instances

Instance information
Instance name:
Friendly description:
Component:

BES-IOT Friendly name:
Component category:

Installation server:

BlackBerry Enterprise Server

BlackBerry Enterprise Server BES-IOT

Statistical information

MNumber of users:

Instance status
Status:

Running Availabilty state: Primary

BlackBerry Dispatcher version: 501.30

Security information

Encryption algorithm:

3DES and AES

SRP information
SRP ID:
Authentication key:

Default SRP port number
from all components to the
router:

544861880 SRP status:

ajxg-gsgu-Berd-dmid-zg34-ighg-fect-bdrk- Host routing information:
23wvg-pkim
30

Connected

External services turned on Yes

SRP addresses

localhost

Port override

0 Edit instance
e Yieww components list

& Creste a user on instance
[y Send message to users

Manage BlackBerry Enterprise Server users
e View BlackBerry Enterprise Server membership

Status

(%) Stopinstance

(@) Restart instance

@ Change primary instance to standby instance

Copyright @ 1997 - 2010 Research In Mation Limited. Al ights reserved

10T ﬁl
| of d

<
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BlackBerry Enterprise Server Manager Role for User and Device

BESADMIN
e | Help

& fRiole = Manage roles = Wiew role {Enterprise Administrator) =
Manage roles
ou can add more permissions to & role or deny existing permissions, copy a role to create a new one, delete a role, viewy users azsociated with 2
cle, and more.
[ User
@ Creste a user e N
@ Manage users Role information User and device Topology | BlackBerry Administration Service setup | Organizations Mizcellaneous
= Group
@ Creste a graup =
© Manage oroups
El Role Creste a group Granted
® Creste arole Delete & aroup Granted j—
@ Manage roles Wiewy @ group Granted All groups
Edlit & group Grarted Al groups
" | Creste & user Granted
Delete o user Granted
\ ), Wiewy a user Granted All groups
Edit & user Granted All groups
Wiew a device Granted All groups
Edit & device Grarted Al groups
Wiewy device activation settings Granted
Edit device activation zettings Granted
Wireless activations Creste an [T palicy Granted
. 4 Delete an 1T policy Granted
Wi an IT palicy Granted
n Impiort an 1T policy Granted
[E] BlackBerry Solution t.opolog\,-' Export an T policy ranted
B BlackBerry Dormzin Create a user-defined T policy template Granted
Bl Server view Delete & user-defined IT policy template Granted
Bl BES-10T Resend data to devices Granted All groups
®pas bl [ R P i
0 | LH il | _>l_I

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Instance Information

BESADMIH
Log out | Home | Help

I=1 BlackBerry Soiution tapalagy 7 T S S
[ BlackBerry Domain
Server view

B Componert view | Instance information Supported MDS Connection Setvice instances
[ BlackBerry &dministration
Service
@ LS on BES-IOT Instance information
SE BlackBstry Erterprise Instance name: BES-I10T Friendly name:
==l
® BESIOT on BES-IOT Friendly description: Component cateary: BlackBerry Erterprise Sarver
Policy Component: BlackBerry Erterprize Server Installstion server: BES-1OT

Synchronization
Alert

Logging Statistical information
Corntroller

Ermil

Attachment

MOS Connection Service

Mumber of users:

Instance status

; ’ Funning Availabilty state: Primary
=] My setup General
| @ Manage my profie ) BlackBerry Dispstcher version:

Security information

Encryption algorithm: 3DES and AES

SRP information

SRPID: 544561880 SRP status: Connectecd
Authertication key: ajxg-g3gu-Gord-dmid-zg34-ighg-feci-bdrk-  Host routing information:
23weg-pkim

Defautt SRP port number 310

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Wi-Fi Profile

BESADMIN
Log out | Home | Help

Quick user search ;IPoIic;r = Wii-Fi canfiguration = Manage Wi-Fi profiles

Wi-Fi profiles

ou can viewe and edit the information that the BlackBerry® Enterprise Server uses to configure Wi-Fi® profiles for users . Wi-Fi profiles permit you
0 puzh different Wi-Fi® profiles to BlackBerry devices and sssociste VolP and WP profiles to Wi-Fig profiles.

Software Hame Description

= Palicy cizco-iot
@ creste an 1T prolicy
[©)] Manage 1T policies
@ Creste an T policy rule
©] Manage 1T palicy rules
[E] wi-Fi configuration
@ Creste WiFi prafie
@ Manzge Vi-Fi profiles
@ Creste VPN profile
@ Manage WPM profiles
@ creste volP profile e
@ Manage WalP prafiles
Administrator user

Copywright @ 1997 - 2010 Research In hiotion Limited. Al dghts reservad.
“wersion: 5.0.1.58

Atached devices
eployment jobs
Wireless activations

Servers and components

[E] BlackBerry Solution topolagy
I=1 AlarkFiere Mnmsin | _Iﬂ
*

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Wi-Fi Profile Configurations (1 of 2)

Wi-Fi profiles

You can viewy and edit the information that the BlackBerry® Enterprize Server uses to configure Wi-Fig profiles for users. Wi-Fi€ profiles permit you
to push different Wi-Fi® profiles to BlackBerry devices and azsociate YolP and “PH profiles to Wi-Fig profiles.

Wi-Fi profile information Wi-Fi profile settings |

Profile settings Value
WI-Fi Allowy Handheld Changes Yes

WWi-Fi Link Security EAP-FAST
Wi-Fi S50 Fitm

Wi-Fi Default Key D

WWi-Fi WEP ey 1

Wui-Fi WEF Key 2

WI-FiWEP Key 3

WWi-FiWEP Key 4

Wi-Fi Preshared Key

Wi-Fi Uzer Mame cizco
Wi-Fi Uzer Passward cizco
Wi-Fi DHCP Configuration Yes

Description

Thiz rule iz obsolete a5 of BlackBerry Enterprize
Server version More..

Specifies the type of security reguired for WWi-Fi
network access. (Open, WEP, More.

Type the network name of the Wi-Fi network and
its access points.

Thiz rule More. ..
Type the Default WEP Key ID.

Mote: The WEP ey ID must match the desired
WER Mare...

Type the password for WEP key 1 using the
farmmat = xe xe wawx,

Alloveahle Mare...

Type the password for WEP key 2 using the
FOrmmEt w0 mm i,

Alloweshle More .

Type the password for WEP key 3 using the
FarmmiEt xo wo W K w,

Alloweahle Mare..

Type the password for WEP key 4 using the
format xo o= xxx.

Alloveahle Mare...
Type the pre-shared key.

Thiz rule applies only to Java-based BlackBerry
hore...

Type the uzer name for EAP-PEAP or EAP-LEAP
secyrity access onthe BlackBerry More, .

Type the user password for EAP-PEAP or EAP-
LEAP zecurity access onthe More..

Specify whether or not Dyynamic Host
Configuration Protocol (DHCP) is used for More.

© 2009 Cisco Systems, Inc. All rights reserved.
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CISCO.

Wi-Fi Profile Configurations (2 of 2)

wWi-Fi IP Address Type the IP addres=s in IP address format (for
example 10.0.0.1) for use if More ..

Wi-Fi Subnet Mask Type the subnet mask in dotted format (for
example, 10.0.0.17 for use if More. ..

WYWi-Fi Prinary DRSS Type the primary DRSS in IP address format (for
example, 10.0.0.1) if the DHCF More. .

YWi-Fi Secondary DRSS Type the =econdary DS in dotted format (for
example, 10.0.0.17) if the DHCP is bMore .

WI-Fi Default Gateway Type the default gatewsay in IP address format
(for exampls, 10,0017 if the More. ..

WYWi-Fi Minimal EAP-TLS Certificate Encryption ey Thi= rule is obsolete as of BlackBerry Enterprize

Security Lewvel Server version More. .

wWi-Fi Enable Authentication Page Thi=s rule iz ob=solete as of BlackBerry Enterprize

Server version 4.1 .4

Set to More .

YWi-Fi Hard Token Reguired Set to YWes if a hard token (e.g., RS54 SecurlD) is
required as part of the More ..

Wi-Fi Token Serial Mumber Zerial number of the soft token provisioned to the
device if a soft token is More_ .

Wi-Fi Profile “isikility Full wisikility Specify whether the user may view the settings
of this WWi-Fi profile.

Full kore .

Wi-Fi Profile Editakility Full editakility Specify whether the user may edit the settings of
this WWi-Fi profile.

Full hore .

WI-Fi Allowy Password Save ez Specify whether users can sawve Wi-Fi
passwwords on the BlackBerry device.

Set More .

YWi-Fi Roaming Threshold Ato The roaming threshold determines how often the
Wi-Fi radio shall s=can for More.

WiI-Fi Server Subject Type the substring used to match the "Subject”
field of the server's Mores ..

Wi-Fi Server SAan Type the substring used to match
the "SubjectaitMame" (SAM) field of the More ..

YWi-Fi Inner Authentication Mode EAP-M=CHAPY 2 Specify the authentication mode for tunneled EARP
security . One of: Mone, kMore .

RESERYWED for Wi-Fi Protected Access Crederntial RESERED FOR FUTURE USE

Hey
Thi=s rule applies only to Java-based BlackBerry
hore .

WI-Fi Domain Suffix Type the internal domain name suffix using the
FaDr format, for use if the DHCP More. ..

Wi-Fi Alloser AP to AP Handowver Yes Set to Yes to enable Wi-Fi handovers between
access points for this profile. More ..

YWi-Fi Band Type S02.11 atig Specify the band type or types, which access
point of a particular S50 are More. .

Wi-Fi EAP-FAST Provisioning method Boath Specify the type of provisioning method used far
EAP-FAST PAC More. ..

Wi-Fi Disable Server Cedificate Walidstion "es This setting is applicakle to Wi-Fi security types
wehich require CA certificate More ..

wWi-Fi BlackBerry Infrastructure wWi-Fi Access Access does not require PR Specifty whether BlackBerry device can use

hlocle BlackBerry Infrastructure over a More ..

Azzociated Certificate Authority Configuration A Ca configuration is a set of credertials that is

used to contact your More.

Description

Azzociated WP Profile Plorne Defined Cortains the name of the associated WPMN Profile.
Thiz iz & hidden hMore. ..
Azzociated WolP Profils Mone Defined Contains the name of the associated ““olP Profile.

Thi= iz & hidden hMore. .

€7 Edit profile
oy Wiews Wi-Fi profiles list

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Manage User

BlackBerry® Enterprise Server User List

BESADMIN
Log out | Hame | Help

Showing 1 - 23 of 23
Mame: I Q Sorting: Display name

X Digplay name IT policy Device model Last contact date
BlackBerry solution management Administrator Defaut More..

[ User BBYTGOD 30DCD4ES Detaut 9530 BI22M0 41902 AM More...
@ Creste a user BBYTGO1 JODCAEF? Defautt 8530 B/24101:10:34 PM Mare...
@ hanage users BBYTGO2 212DBF36 Defaut 9700 BHMMO 54526 AM More...
Graup BBYTGO3 20014458 Defaut 3000 BHMSM0 83504 AM More...
Fole BBYTGO4 2128B2E2 Defaut 3700 BMM0 92538 AW Marz...
Software BBYTGDS 30DCD2C1 Defaut 9530 Bi21M0 9:53:07 P More...
Policy BBYTGDG Defaut &M 2M010:46:03 AM More...
Administratar user BBYTGO? Defaut 41210 11:07:50 AM Mare..
" J BEBYTGOS Default Mare...
BBYTGOY Default Mare...
BBYTGAD 2004 Adad Detaut 3000 Bi24M01:25:31 P More...
BBYTGI1 212DC1F? Defaut 9700 Bi20M0 43410 P More...
Atached devices BBYTGA2 30DCBSEY Detault 9550 EMEAD 65337 P More...
Deployment jobs BBYTGA3 2001AA39 Defaut 3000 £r24M0 1:58:28 PM Mare...
Wireless activations BBYTG14 30DC1EG Default 8530 624010 1:51:28 Pht Mare...
- /| BBYTG15 J0DC336 Defaut 8530 52410 2:01:26 PM More...
BESADMIN More...
Servers and components BESADMIN Default hore...
BlackBerry Solution topology
Preferences
Wy setup
\ J Showeing 1 - 23 of 23

Sorting: Display name

g:j Manage muttiple uzers -
4] |

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 18 of 117



atfean]e
CISCO.

BlackBerry® Enterprise Server Manage Users (1 of 2)

BESADMIN
Log out | Heme | Help

Quick user search User = Manage users = View uzer (BBYTGOD)
Mame: I Q Manage users

“ou must search for a user to manage. You can update user information, add or change the groups and roles that & user is assigned ta, and delete

BlackBerry solution management Uzers.

[E] User
@ Create a user
@ Manage uzers P .
Graup User Information Groups Roles Wi-Fi prafiles WPM profiles WalP profiles Software tokens
Rale
Software Component information Access control rules Software configuration Policies
Palicy
[+1 é)riminiﬂ‘trmnr LRRE

ANEGE USErs . .
Groug User information

.

Role Dizplay natme: BEYTGO0 User ID: 21
Software
Palicy
Administrator user Authentication type User name Password

- g Active Directory The ertered data retrieved a user idertification from the Active Directory system. The

_ authentication will use the associsted Active Directory credertials.

Attached devices

Deploymert jobs Associated device properties
Wireless activations

L ) FIN S0DCD4E4 Device madel 9550
Home Carrier Yerizon Wireless Current Carrier
Servers and components Phane numker 4052023926 Saftweare version 500507 (Platform 4.2.0.275)
BlackBerry Solution topology Aszzocisted BlackBerry BES-IOT
- . Enterprize Server
Device IT policy Default Device IT policy time 4/5M06:23: 49 PM
P =R Geued IT policy status Applied successfully
My setup Last cortact date BrZ2A10 4:19:02 At Last message sent BI2200 4:19:02 AM
’ l Result of last transactionto  Delivered to device
the device

4 [ »l
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BlackBerry Enterprise Server Manage Users (2 of 2)

BESADMIH
ut | Home | Help

Mame: I q
BlackBerry solution management
[ user

@ Creste a user
@ Manane users

Palicy
= r
™ it nse
Grolp

Palicy

[+ inistratne ser
éﬁ"ﬂ:'l'anage LZers

Group

Policy

I+ ini=trator Lser
éﬁjm‘anage USErs

Group

Palicy
™ it re
Group

Palicy
[F1 Administeatnr user

Attached devices
Deployment jobs
Wireless activations

Servers and components

BlackBerry Solution topology

Preferences
My =stup

User » hManage users = View user {BEY TG00}
Manage users

“Fou must search for & user to manage. You can update user informstion, sdd or change the groups and roles that 2 user is assigned to, and delete
USEFS.

Uszer Infarmation Groups

Roles | Wi-Fi profiles | WP profiles | “olP profiles | Software tokens

Component information Access control rules Software configuration Policies

BlackBerry Enterprizse Server information

Associgted BlackBerry BES-1OT

Enterprize Server:

Association date: 302810 1:42:31 P

External services turned on - Yes

Generste keys
automatically:

es zimum key generstion u]

attempts;

|

Forwarded messages: 4
Pending data packets: 1]
Expired messages:

Sert messages:

Fitered messages:

Mail information

Uszer state: Running Email address: BBEYTGO0@ictlab.com
‘Wireless message Enabled ‘Wireless calendar: Enabled
reconciliation:
Lser natme: BENVTGOO Messaging server: Jo=Cizco-RIMiou=Exchange Sdminizstrative
Groug
[FYDIBOHF 23SPDL T won=Configurationscn
=Serversicn=RIM-X2007 fon=tMicrosoft
Private MDEB
Mailkyoz; fo=Cizco-Riiou=Exchange Administrative
Graup
(FYDIBOHF235POLT Men=Recipients/on=0
BY TG00
Turn on static mailbox Mo Mailbox agert 10 1

agent:

%) Eclit user

@ Back to zearch
@ Back to previous search results

Statistics
(D) Export statistics for device
I8y Clear statistics for device

Organizer data synchronization
"_.} Clear backed up data for organizer data synchronization

Copyright E 1997 - 2010 Research In histion Limited. Al dghts reserved.
“wersion: 5.0.1.58

4| I &
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BlackBerry Mobile Voice System
BlackBerry® Mobile Voice System Version

® Add or Remove Programs _— ‘-‘J-glﬂ
—

%]‘ Currently installed programs: [T Show updates Sort by: IName vl
CE;';%?,; : &2 BlackBerry Mobile Yoice System Size  29.42MB A
Kouens Click here for support information. Used rarely

?& To remove this program from your computer, click Remove., Remove I
;‘gz:-:_’f:; | £ Java(TM) 6 Update 16 Size  97.66MB

‘- &} LiveUpdate BlackBerry Mobile Yoice System Size 1.37MB

Ac‘ﬁﬁdeor:u?e [€] Mcafee AntiSpyware Use the followiqg infprmation to get technical support for Size  141,00MB
tants E s rescanEl BlackBerry Mobile Voice System oo 48.A1ME
Publisher: Research In Motion
5 Microsoft \NET Fram Version: 5.0.0 (Bundle 52) Size  137.00MB
‘a Microsoft SQL Serve Size  82.70MB
[ MSXML 6.0 Parser M Size  1.31MB
ﬁj PL-2303 USB-to-Serial Size 2.37MB
@j Real-Time Monitoring Tool 8.5 Size  98.05MB
Snagit 9.1.3 Size  59.45MB
@ Symantec Procomm Plus Size  31.41MB
E YNC Free Edition 4.1.3 Size 1.56MB
5 winPcap 4.0.1 Siee  0.19MB
W wireshark 1.99.6a Siza____AQ QI:MQ__v.l
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BlackBerry Mobile VVoice System Configurations
BlackBerry® Mobile Voice System Telephony Connector to the UCM

:-:: BlackBerW(l User: sysadmin About | Change Password | Log Off

\ ’ /. BlackBerry® Mobile Yoice System Thursday, April 22, 2010

Edit Telephony Connector - UCM8_0
Dashboard

Display Name |ucms [i] *
System Configuration Type | Cisco Unified Communications Manager 7.0/7.1 | *
E]mSe_ssion Managers IP Address |172_20.99.253 *
- fdd

Host Name |172.20.89.253 %
‘Manage
“High Availability LineRor [sos0 &
El-Telephony Connectors Trunk Port |soso *

e add Registration Timeout [+z00 i

~-Manage
& '-°?at'°d": PBX Initiated Calling
Caller Identification Number *

Manage .
- Yoice Mail Connectors Number Action
o pdd [ 1

“-Manage 14085551212 @
User Management Phone Number Translation

E-Users |Location I = |
- add
.:.:::3: Savel Cancel I
E***Templates
. ieadd
: g~---'Manage
E-Class of Service
- add
o Manage
S--~Administrative Roles
j—----Add
i -Manage
= Administrators
- add
é-----Manage
Services Reporting
- CDR Viewer
Copyright @ 2010 Research In Motion Limited
« ' : | o
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BlackBerry® Mobile Voice System Session Manager for the UCM

*2:BlackBerry. ssar: sysadmin about | ch

’ ~ BlackBerr:
Dashboard

1obile ¥Yoice System f

Edit Session Manager - mvs-iot

E- Session Managers
b iidd
-Manage
“High Availability
E-Telephony Connectors
b pidd

- Manage

[ Locations

e add

“-Manage

[#Voice Mail Connectors

System Configuration

= Templates

A dd

Enable High Awailability O
Imus-iot ok
|1?2.2l3.89.251 i

Instance Mame

SIP IP Address

Line Port |5DE|CI i
Trunk Port ISDSU #*

DID/DDI number for BlackBerry smartphone-initiated calling:

UZME 0 |+14083253?99

BlackBerry Enterprise Servers *

Secure Connection Password
BlackBerry MYS will use the default secure connection pas

Associated Instance Name
2 BES-10T
[ Change the secure connection password that the Blac

User Management

Sauel Cancel |
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BlackBerry Mobile Voice System User Configuration

BlackBerry® Mobile Voice System User List

*2:BlackBerry. e sysadmin Abaut |2 sl

. BlackBerr ® Mobile Yoice System Thursday, April 22, 2010

Manage BlackBerry MVYS Users

Use this page to manage BlackBerry MVS Users that are already configured to use the BlackBerry MVS.
Search for existing BlackBerry MVS Users by specifying the search criteria below.

em Configuration

B Session Managers Search Criteria
i pdd User Name | Telephony Connector I-Search All- ;]
‘Manage Extension [ Yoice Mail Connector |-Search All- =
High-Availability BlackBerry Enterprise Server |-Search All- »| Class of Service | -search All- =
= Telephony Connectors
- pdd
E-""Manage Search I CIearI
=~ Locations
Search Results
selected users
B User Name Extension Class of Service MYS Service
T BBWYTGOO 4000 ANI Enabled
i M 3
ekl bl [~ BEVTGOL 4001 ANI Enabled
E-Users
e [T BEVTGOZ 4002 ANI Enabled
v Manage [T BBYTGO3 4003 ANI Enabled
i = Import
El-Templates [T BBYTGOD4 4004 ANI Enabled
. oadd [T BEWTGOS 4005 ANI Enabled
~~Manage
i 4 2 T BBYTGO6 4006 ANI Enabled
El-Class of Service
- add [T BBVWTGOZ 4007 ANI Enabled
Manage [~ BEVTGOS 4009 ANI Enabled
Administrator Management [T BBYTG10 4010 ANI Enabled
El-'ﬂdministrative Roles 1 2 =>
. -Add
: “Manage Remove MVS User(s) I Change MVS User(s) Settings I
- Adrninistrators
- fdd
“Manage
Services Reporting
"~ CDR Viewer
Copyright @ 2010 Research In Motion Limited
< | ol
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BlackBerry® Mobile Voice System User Information

*2zBlackBerry.

¥® Mobile Voice System

ashboard

System Configuration

[l Session Managers
e add
Manage
High awailability
ETelephony Connectors
e ndd
Manage
El-Locations
add
Manage
F-Woice Mail Connectors

User Management

El-Users
. hdd

E"-Templates

A

Edit User - BBYTGOD

J General || Template Settings || Class of Service |

General Attributes

MVS Service
Extension

Direct Dial Mumber
Mobile Phone Mumber

Desk Phone Murnber

IEnabIed 'I

|4DDD &
|14082D28926

|4DDD ol

Telephony Connector

Telephony Connector

User autharization ID

Password

|ucma_o =] *
|4000
|....

¥Yoice Mail Connector

Yoice Mail Connector

INone vI

Sauel Cancell
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BlackBerry® Mobile Voice System User Template Information

admin

Edit User - BBYTGOO
Dashboard n -
General Template Settings || Class of Service |

System Configuration BlackBerry M¥S Line Configuration
El-Session Managers BlackBerry MWS Line Label [ =

add Default line for outgoing calls: [BlackEerry Mvs Line =]

M.anage e when the BlackBerry MVS
High awailability Line is unawvailable use the

Telephony Connectors Mobile Line: IAsk -I
Default network for Work calls: Im

when Mobile is unavailable,

Locations use Wi-Fi: IYes ’I
: woice Mail Access Nurmber I

Manage MW I Motifications [Ernabled = |
El-woice Mail Connectors

Aadd Caller Restrictions

Manags Caller Restrictian |all Callers Except Blacked x|

User Management M allow calls from unknown numbers

Blocked Callers {ma= limit = 20D}

Number Nanme Action
I I )

Allowed callers {max limit = 20}

| Manage Number MName Action
= Class of Service I I |§|
add
Manage call scheduling {in office time zone)
Office Tirme Zone |amMT-08: 001 Pacific Time [US & Canada) |
Administrator Management
Elrrndrninistrative Roles Day of Week 5 Start of Day (HHFMM) End of Day (HHMM)

Weelly IAIways ;I | |

Manage
=~ Administrators Sunday IAIways j'
Monday IAIways -I
Tuesday IAIways ‘I
s Reporting wednesday IAIways -I
CDOR YWiewer Thursday IAIwa-,-s ’I
Fridaw IAlways vl
Saturday IAIways ‘I

Save I Cancel I

Copyright @ 2010 Research In Motion Lirmited
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Black8erry. 5 ot

. BlackBerr: = Mobile Yoice System Thursday, April 22, 2010

Edit Template - all-mobile
Lipashboard Template Name [sh-mobile  *

System Configuration BlackBerry M¥S Line Configuration
El-Session Managers BlackBerry MVS Line Label |Work *

add Default line for outgoing calls: |3|ack3e"v MVS Line ;l
Manage when the BlackBerry MYS
High availability Line.is u_navailable use the

- Telephony Connectors Mobile Line: Ask B

add Default network for Work calls: IMobiIe vl
“-Manage when Mobile is unavailable,

Bl=Locations use Wi-Fi: |Yes 5|
i add Voice Mail Access Nurnber |

Manage MWI Notifications [Enabled =l
=~ Yoice Mail Connectors
Add Caller Restrictions
~~Manage Caller Restriction |4l Callers Except Blocked «|
lser Management ¥ allow calls from unknown numbers
[?—"“US?"S Blocked callers {max limit = 20)
: Add Number Name Action

Manage
| e | | °
E---Te_mplates
o add

Allowed Callers {(max limit = 20)

Manage Number Name Action
liﬂmclass of Service | I @
- add
Manage call Scheduling (in office time zone)
Office Time Zone | (GMT-08:00) Pacific Time (US & Canada) ~1
E]---Administrative Roles Day of Week Allow Calls Start of Day (HHMM) End of Day (HHMM)
- add Wweekly IAIways _v_l I I
Manage -
B Administrators Sunday IA""a"'s j’

add Monday IAIways vl
Tuesday lm
Services Reporting ednesday lm

..CDR Viewer Thursday lm
Friday m
Saturday lm

Save I Cancel I

Copyright @ 2010 Research In Motion Limited
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BlackBerry® Mobile Voice System Wi-Fi Templates

:,:.' BlackBerryﬁ 5 lsisain boi s | Changs Dass eatd | oa O

] Blackserr,y;@- Mobile:VoicevS!stem Thursday, April 22, 2010

‘-Dashboard

System Configuration

E-Session Managers
- add
~Manage
“High Availability
= Telephony Connectors

~Add
~Manage

Administrator Management

EJ-"Administrative Roles

Services Reporting
" CDR Viewer

<

Edit Template - all-wifi

Template Name

Iall-wiﬁ e

BlackBerry M¥S Line Configuration

BlackBerry MVS Line Label IWOrk *

IBIackBerrv MVS Line ZI

When the BlackBerry MYS
Line is unavailable use the
Mobile Line: Ask -

Default line for outgoing calls:

-add Default network for Work calls: IWi-Fi -]
“Manage When Wi-Fi is unavailable,
BlLocations use Mobile: No v
i add Voice Mail Access Number |
~Manage MW Notifications |Enabled =l
=~ Yoice Mail Connectors
o add caller Restrictions
~~Manage Caller Restriction |All Callers Except Blocked ~ |
User Management ¥ allow calls from unknown numbers
l?l“‘Us:ers Blocked callers {max limit = 20)
--;dd Number Name Action
~Manage
E]"'T
e!'“"ﬁ'\:t:s Allowed Callers (max limit = 20)
. ‘/Manage Number Name Action
E-Class of Service | | @

call Scheduling (in office time zone)

Office Time Zone | (GMT-08:00) Pacific Time (US & Canada)

Day of Week Allow Calls Start of Day (HHMM)  End of Day (HHMM)

- Add Weekly |Always | | |
i “Manage Sunda IAI I
: L ways _»
=~ Administrators L ¥

e pdd Monday IAIways 'I

- Manage Tuesday [always <]

Wednesday m
Thursday Im
Friday m
Saturday Im

_SLueJ Cancel I

Copyright @ 2010 Research In Motion Limited
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BlackBerry® Mobile Voice System Class of Service

Dashboard

System Configuration

E-Session Managers
Add
Manage

igh Availability
E-Telephony Connectors
Add

Manage

= Locations

Add

Manage

= Woice Mail Connectors
Add
Manage

User Management

: Manage
E-Class of Service

Administrator Management

- Adrinistrative Roles

. Manage
- Adrninistrators
FoAdd

Manage

Services Reporting

- CDR Viewer

<

Edit Class of Service - ANI

‘Class of Service Mame

BlackBerry M¥S Call Features

User can transfer a call
User can move a call to the desk phone number
User can move a call to the mobile phone nurmber
User can move a call to a one time number
User can manually move a call from Woice over Wi-Fi to VYoice over Mobile
User can manually move a call from Woice over Mobile to Woice over Wi-Fi

User can have a schedule for incoming calls

AR A

Dewvice can set the mobile phone number

Call Direction

Incoming Calls = pRx BlackBerry Smartphone

& BlackBerry Smartphone — PBX
Outgoing Calls = pRx BlackBerry Smartphone

& BlackBerry Smartphone — PBX

Wi-Fi Profile Control
Allow Voice over Wi-Fi calling on these pushed wi-Fi profiles

¥ cisco-iot

¥ allow Voice aver Wi-Fi calling on user created Wi-Fi profiles

Device Settings

RTP Local Port

|51100 *
g711_u-law
i |

Preferred Order of Device Codecs
g711_s-law
a729
a729b

User Edit Control

User may change the mobile phone number

User may change the call move to desk phone number
User may change the BlackBerry MYS line label
User may change the default line for outgoing calls
User may change the Voice Mail access number

User may change caller restrictions

AR A

User may change the default network for BlackBerry MYS calls

Scheduling Control
Select all - Select Mone
User may

set Monday scheduling
User may set Tuesday scheduling
User may set wednesday scheduling
User may set Thursday scheduling
User may set Friday scheduling

User may set Saturday scheduling

RIIRIRA

User may

Sauel Cancel |

set Sunday scheduling
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Wireless LAN Controllers and APs

This consisted of two Wireless LAN Controllers for mobile device roaming.
Wireless LAN Controller 1

WLC Controller Summary

CISCO

Monitor

Summary
Access Points
Statistics
cDP

* v v v

Rogues
Clients
Multicast

[SYTT T

Multicast

(ST TR

Multicast

(ST T TR

Multicast

Copea Srarems

Controller Summary

Management IP
Address

Service Port IP
Address

Software Version

Emergency Image
Version

Systern Mame
Up Time
Systemn Time

Internal Terperature

§02.11a Metwaork
State

&02.11b/g Metwork
State

Lacal Mahility Group
CPU Usage

Mernory Usage

INTROLLER

172.20.89.200
0.0.0.0
6.0,196.0
6.0.185.0

RIM-4400

116 days, 22 hours, 49

rinutes

wed Jul 21 15:06:08 2010

+39 C
Enabled
Enabled

rrm
0%
54%

Access Point Summary

Total
g0z2.11a/n 1
Radios
s02.11bfa/n
Radios
all aPs 1

Client Summary

Current Clients 14
Excluded Clients 0
Disabled Clients 0

4

Up Down
o1 [ ]
&1 &0
&1 &0

WIREL

Roque Summary

Active Rogue AFs

Active Rogue Clients

Adhoc Rogues

Rogues on Wired MNetworlk

Top WLANS

Profile Marne

Most Recent Traps

onfiguration

HELP

MOCDEL 4404

10z
26

# of Clients

Ping Logout

EEEDE

Detail
Cretail

Detail

Refres

Rogue AP @ 00:15:c7:53a:af:44 removed from Base Radio MAC @ 00:17:df:a7:3d:30

Rogue AP : 00:16:9c:49:40:9f detected on Base Radio MAC @ 00:17:df:a7:3d:30 Inm
Rogue AP ; 00:16:9c:49:40:9d removed from Base Radio MAC ; 00:17:df:a7:3d:30
Rogue AP @ 00:16:9c:48:fd:b0 removed from Base Radio MAC @ 00:17:df:a7:3d:30

Rogue AP : 00:15:c7:ab:7h:e3 removed from Base Radio MAC : 00:17:df:a7:3d:30

Migw All

Detail

Detail

Detail

Detail
Cretail

Detail

This page refreshes every 30 seconds.
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CISCO.

WLC WLANSs

onfiguration  Ping Logout Refresh

MTROLLER  WIRELI HELP  FEED

CISCO MONITOR

Entries 1 - 1 of 1

WLANSs WLANSs
¥ WLANS Current Filter: Mone [Change Filter] [<lear Filter] m Go |
W LANS
F Advanced
r WLAN Admin
D Type Profile MName WLAN S5ID Status Security Policies
i WLAN rim rim Enabled [WPA + WPa2][Auth{B02.1% + C
WLC WLANSs General
vl I Il I [ Configuration  Ping  Logout Refres
CIsSCOo NTROLLER HELP  FEEDE.
WLANS WLANSs > Edit < Back Apply I
- WHILERG General .'|r Security T QoS T Advanced \|
WLANS
b Advanced ) .
Profile Mame rirm
Type W LA M
SEID rirm
Status W Enabled

[WPA + WPAZ][Auth{802.1X + CCKM)]

Security Policies
(Modifications done under security tab will appear after applying the changes.)

Radio Policy all -
Interface Imanagement ‘I
Broadeast SSID ¥ Enabled

WLC WLANSs Security layer 2

N I 1 I I figuration  Ping Logout
CISCO EMEMT HELP  FEED
WLANS WLANs » Edit < Back Apply I
B ( General ‘| Security T QoS T Advanced \|
wiLANS

* Advanced

Layer 2 T Layer 3 T AAA Servers \|

AP Groups

Layer 2 Security Z | WPA+WPRAZ =
™ MAC Filtering

WPA+WPAZ Parameters

WPA Policy 2
WPA Encryption V¥ nes I Ti1p
WeAZ Palicy 73
WPAZ Encryption ¥ sEs M TP

|802.1X+CCKM vl

Auth Key Mgmt
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WLC WLANSs Security AAA
' I ol I N Configuration Ping Logout Refresh
Cisco MO ! s CONTROLLER  WIRI 5 SECURITY  MANAGEMEMT ¢ S HELP  FEEDE:
WLANS WLANs = Edit < Back Apply I =
¥ WLANs | General | Security | QoS | Advanced |
WLANS
» ndvanced | Layer2 | Layer 3 | ALL Servers |
Radius Servers LDAP Servers
Authentication Servers Accounting Servers ferver Im
I Enabled ' Enabled Server
Server 1 |[IP:172,20.89.124, Port:1812 ~ | [None -] 2 [one =]
Server 2 |N0ne ;”None;l gerver lm
Server 3 |N0ne ;”None;l

Local EAP Authentication

Local EAP Authentication [ Enabled

Authentication priority order for
web-auth user

Mot Used Order Used For Authentication —
= | LOCAL Up |
RADIUS
< |

LDAP Diawn | =
| E

4

WLC WLANSs Security Advanced

- I n I T Configuration Ping Logout Refresh
CIsco MONITOR s COMNTROLLER  WIREL SECU AMNA C AMDS  HELP  FEEDE
WLANS WLANSs = Edit < Back Apply I Il
¥ WLANS General I Security I QoS | Advanced
e LANs
» Advanced Il
Allow Ads Override " Enabled DHCP
Coverage Hole Detection W Enabled DHCF Server ¥ override

Enable Session Timeout ] IlSDD_ .
Session Timeout {secs) |1?2.20.89.200

Aironet IE ¥ Enabled DHCP Server IP Addr

Diagnostic Channel O Enabled DHCP Addr. Assignment [ Fequired

IPvE Enable O Management Frame Protection {MFP)

Owerride Interface ACL INone -I
. . - Infrastructure MFP ~ .
PZP Blocking Action IDlsabIed -1 Pratection (Global MFP Disabled)

Client Exclusion £ " Enabled Ef;ei!ieonnts et =
Media Session Snooping v

DTIM Period {in beacon intervals)

Off Channel Scanning Defer

gﬁaopitgefer 01 2 3 4 5 6 7 802.11a/n (1 - 255) |2
rrrrree M 802.11b/a/n (1 - 255) [z -

NALC

Scan Defer
Time{msecs) 100
state [ Enabled
HREAFP

| 1nad RBalancinn and Rand Select [ _ILI
4 » o
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WLC Controller Detail

CISCO

Controller

General
Inventory
Interfaces
Multicast
Network Routes
b Interpal DHCP Server
¥ Mobhility Management
Ports
MNTP
b CDP
b Advanced

MOMITOR W

General

Mame

§02.3x Flow Control Mode
LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Made L

AP Fallback

Apple Talk Bridging

Fast S5ID change

Default Maobility Domain Mame
RF Group Marme

User Idle Timeout (seconds)
ARP Timeout {seconds)
web Radius Authentication
§0Z.3 Bridging

Operating Environment

Internal Temp Alarm Limits

ITROLLER

WIRELI CURITY  MANAGEMEMT HELP

|RIM-d400

[Disabled ]
[Disabled =]
[Disabled -]
[Unicast =]
[Enabled ]
[Disabled -]
[Disabled ]

(LAG Mode is currently disabled).

IDisabIed 'l

Commercial (0 to 40 C)

Oto 65 C

1. H-REAFP supports ‘unicast’ mode only.

WLC Controller Inventory

CIsCo

figuration Ring

EMEMT HELF  EEED

Configuration  Ping

EEEDRA

Refres

Logout

Apply |

Logout

Controller

General
Inventory
Interfaces
Multicast
Network Routes

* Internal DHCP Server
COHCP Scope
DHCP Allocated Leases

¥ Mobility Management
Ports
NTP

b CDP

b Advanced

Inventory

Model Mo,

Burned-in MAC Address

Maximum nurnber of APs suppaorted
Gig Ethernet/Fiber Card

Crypto Accelerator 1

Crypto Accelerator 2

Power Supply 1

Fower Supply 2

FIPS Prerequisite Mode

U]n]

Product Identifier Description
Version Identifier Description
Serial Number

Entity Mame

Entity Description

AIR-WLC4404-100-K9
00:27:00:DE:BG:00
100

Absent

Absent

Absent

Absent,Not Operational
Fresent,Operational

Disable

AIR-WLC4404-100-K9

W0

FOC1345F064

Chassis

4400 Series WLAN Controller:100 APs
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WLC Controller Interfaces

Configuration Ping Logout Refresh

cisco A0 ! 5 C . SECURITY  MANAGEMENT  C )S  HELP  FEEDE:
Controller Interfaces New...
General
Inventory Interface Name ¥LAN Identifier IP Address Interface Type Dynamic AP Management
Interfaces ap-manager g9 172.20.89.201 Static Enabled
Multicast rmanagement 29 172.20.89.200 Static Mot Supported
service-port [ 0.0.0.0 Static Mot Supported

Network Routes

+ Internal DHCP Server wirtual MR 1111 Static Not Supported

DHCP Scope
DHCF allocated Leases

¥ Mobhility Management
Ports
NTP

» CDP

¥ Advanced

WLC Controller Interfaces AP-Manager

' I i I I onfiguration = Ping  Logout Re
CISCO ITOR s CONTROLLER WIRELESS SEC GEMEMT 1 A4MDS  HELP  FEEDBA
Controller Interfaces > Edit < Back apply
General
Inventory .
General Information
Interfaces
Multicast Interface Mame ap-manager
MNetwork Routes MAC Address 00:27:0d:ide:bé:03

¥ Internal DHCP Server
- Physical Information
¥ Mobility Management

Ports Port Number Il
NTP Backup Port ID
et e s e s Active Port 1
¥ Mobility Management
v g Enable Dynamic AF Management W
Ports
MNTP Interface Address
b CDP WLAN Identifier |89
b Advanced

IF Address Il?2.20.89.201
MNetmask |255.255.255.U
Gateway |1?2.2D.89.1

DHCP Information

Primary DHCP Server Il?2.20.89.200
Secaondary DHCP Server I

Access Control List

ACL Mame Inone 'l
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WLC Controller Interfaces Manager

Cisco

Controller

General
Inventory
Interfaces
Multicast
MNetwork Routes

¥ Internal DHCP Server
DHZF Scope
CHCP Allocated Leases

» Maobility Management
Ports

DHCP Scope
DHCP Allocated Leases

-

Mobility Management
Ports
E)H(EP .;.I_Ié;‘;ted Leases
¥ Mobility Management
Ports
NTP
b CDP

-

Advanced

Wireless AP

Clisco

Interfaces > Edit

General Information

Interface Mame

MAC Address

Configuration

ranagement

00:27:0d:de:bs:00

Quarantine -

Guarantine Wlan Id

Interface Address

VLAN Identifier
IP Address
Metmask

Gateway

Physical Information

—_—

Port Mumber
Backup Port

Active Port

DHCP Information

.
T

Primary DHCP Server

Secondary DHCP Server

Access Control List

|1?2.2EI.89.200
ID.D.D.D

ACL Mame

II'IDHB 'I

WGEMEMT

nfiguration

HELP

Ping

FEEDBS

< Back I

Logout

Refres|

Apply

figuration

HELP

Eing

FEEDE:

Logout

Refresh

Wireless

¥ Access Points
all aps
= Radios
802.11a/n
802.11bsa/n
Global Configuration

» Advanced
Mesh

HREAP Groups
802.11a/n
802.11bfg/n

v v

Country
Timers
» QoS

All APs

Current Filter

Number of APs

AP Mame
AP-4400-1250

© 2009 Cisco Systems, Inc. All rights reserved.

Mone

AP MALC
00:1b:d5:13:39:ca

[Change Filter] [Clear Filter]

AP Up Time
569 d, 04 h 29 m40 s

Admin Status
Enabled

Operational
Status

REG

Entries 1 - 1 of 1

Port AP Mode

1
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Wireless AP Detail

CISCO

MOMNITOR My

JTROLLER ~ WIREL

onfiguration  Ping

CURITY  MANAGEMENT

HELF FEEDBA

Logout Re

Wfireless

¥ Access Points
All APs
» Radios
a0z.11a/n
802.11b/g/n
Global Configuration

-

Advanced
Mesh

HREAP Groups
802.11a/n

802.11bfgén
Mesh

HREAP Groups
g02.11a/n

802.11bfa/n
Mesh

HREAP Groups
g02.11a/n

802.11bfa/n
Mesh

HREAP Groups
802.11a/n

802.11bfa/n
802.11a/n

802.11bfa/n

v v

v v

v v

v vv ¥

Country
Timers
¥ QoS

All APs > Details for AP-4400-1250 < Back apply
General | Credentials | Interfaces | High Availability | Inventory | Advanced |
General Yersions
AP Mame |AP-44DD—125EI Software Version 6,0,196.,0
Location |default location Boot Yersion 12.4.10.0

AP MAC Address
Base Radio MAC
Status

AP Mode
Operational Status

Port Nurnber

Hardware Reset

00:1b:ds:13:39:ca
00:17:df:a7:3d:30
[Enable -]

local -
REG

1

10S Version 12.4(Z1a)IHA
Mini I0S Yersion 0.0.0.0

IP Config
IP Address 172.20.589.224
Static IP I

Time Statistics

UP Time
Controller Associated Time

Controller Association Latency

Set to Factory Defaults

69d,08h33maols
69d, 08 h 32 m 07 s
0d,00h00m53s

Perform a hardware reset on this AP

Reset AP Now |

Clear configuration on this AP and reset it to factory

defaults

Clear All Config

Clear Config Except Static IP

Foot Motes

1 Ethernet interfaces statistics will be displaped only for Mesh/Bridged AFs, not for non-mesh AFs
2 DS server IF Address and the Domaln name can be set only after 3 valid static IF is pushed to the AP,
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Wireless Call Admission Control

onfiguration  Ping Logout Refresh

CIsCco WTROLLER.  WIR| ATY  MANA MANDS ~ HELP  FEEDB

Wireless 802.11a > Yoice Parameters Apply |

¥ Access Points
Al APs o
= Radios Call Admission Control (CAC)

802.11a/n
s02.11b/a/n Adrmission Control (ACM) V¥ Enabled

Global Configuration Load-based CAC M Enabled
» Advanced Max RF Bandwidth (5-85)(%) [s

Blesh Reserved Roaming Bandwidth (%) |6

HREAP Groups . .
Expedited bandwidth I
¥ g02.11a/n
Metworlk
= RRM
RF Grouping
TRC
DCa
Coverage
General
Client Roaming
Voice
Video
EDCA Pararneters
DFS (802.11h)
High Throughput
(@02.11n})

b B02.11bfg/n

Country

Traffic Stream Metrics

Metrics Collection =

Timers

* QoS
Praofiles
Roles

Ll
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Wireless Data Rates

ol I ' I s onfiguration ~ Ping  Logout Refresh
CIsCco MO WTROLLER.  WIR| ATY  MANA MANDS ~ HELP  FEEDB
n a
LULEEED 802.11n (5 GHz) High Throughput apply |
¥ Access Points
all APs A
= Radios General MCS (Data Rate 1) Settings
802.11a/n
802.11bsg/n 11n Maode ¥ Enahbled 0 (7 Mhps) W supported
Global Configuration 1 (14 Mbps) ~ supported
¥ Advanced
2 (21 Mbps) W supported
Mesh
3 {29 Mbps) W supported
HREAP Groups
4 (43 Mbps) M supported
w 802.11a/n
Metwark 5 (58 Mbps) M supported
= RRM
RF Grouping & (65 Mbps) v Supported
TPC 7072 Mbps) M supported
DCa
Coverage 8 (14 Mbps) M supported
G |
Clie;n:gming % (29 Mbps) M supported
aice 10 (43 Mbps) M supported
Video
EDCA Parammeters 11 (58 Mbps) M supported
o (0 o suane
(goz.1in) 13 ( 116 Mbps) W Supported
» .
802.11b/g/n 14 { 130 Mbps) V' supported
Countr
4 15 { 144 Mbps) M supported
Timers
* QoS 1 Datafates are calculzted for 20 MHz Channel width
Profiles 2 WM and open or AES security showld be enabled to support higher 110 rates
Roles —
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Wireless AP Radios

CIsCo

Maonitor

Summary

¥ Access Points

= Radios
g02.11a/n
802.11b/a/n

b Statistics

» CDP

» Rogues
Clients
Multicast

MONITOR NTROLLER

802.11bigin Radios
Mane

Current Filter:

AF Mame
AP-4400-1250

Wireless AP Radios 802.11b/g/n (1 of 2)

Radio Slot#

0

AGEMENT

Base Radio MAC
00:17:df1a7:3d:30
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HELF  FEEDE.
Entries 1 - 1 of 1

[Change Filter] [Clear Filter]
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CISCO.

CISCO

Monitor

Summary

* Access Points

w» Radios
802.11a/n
a02.11bsa/n

-

Statistics
» CDP

-

Rogues
clients

Multicast

» Rogues
Clients
Multicast

¥ Rogues
Clients

Multicast

» Rogues
Clients

Multicast

¥ Rogues
Clients

Multicast

S r v
¥ Rogues
Clients

Multicast

T r oL

Save Configuration  Ping Logout Refres
MOMNITOR M| JIMTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANMDS HELP  FEEDBA
Radio > Statistics < Back | Text View
Click the Refresh button to obtain the latest statistics
Statistics: ¥ Profile Information W Rx Meighbors W 802,11 MAC Counters [V Band Select Statistics
AP Mame AP-4400-1250
Base Radio MAC 00:17:dfra7:3d:30
AP IP Address 172.20.89.224
Radio Type a0z.11b/g/n
Cperational Status up
Monitor Only Mode Local
Channel Mumber 1
Slot # i
YoIP Stats
Cumnulative Number of calls a
Cumnulative Time of calls Ohomos
Profile Information
MNoise Profile Passed Interference Profile Passed Load Profile Passed Coverage Profile Passed

Moise ws, Channel
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Wireless AP Radios 802.11b/g/n (2 of 2)

¥ Rogues Interference by Channel
Clients =0
o
Multicast 50 Fo%
Sower 70 B0%,
» Rogues r
=0 40%
Clients -90
q - 20%:
_ Multicast 10
roowr
} Rogues 1 2 3 4 5 6 7 & 9 1011
Clients
Multicast o
e Load Statistics
} Rogues Rz Utilization 1] Tx Utilization 4 Channel Utilization 15 Attached Client Count 0
Clients
Multicast % Client Count vs % Client Count ws SNR
e RSSI
100
» Rogues 100
an 1]
Clients &
Multicast o
ulticas
S owwr 40 40
0
» Rogues e
Clients -100-92 -84 -76 -68 -60 -52 05 A0 15 Es 30 S5 A0 s
Multicast
Tr wwr
» Rogues
Clients R Neighbors Information
Multicast M&AC address RF Group-Leader IP Address Channel No E:I\":Ifznjne' Wwidth RSSI (dBm)
Tr wwr
AP 00:27:0d:07:ca:b0 Interface 172.20.80.202 1 0 [r—
» Rogues 1]
clients -1z20-100 -80 -60 -40 -20
Rllticast 802.11 MAC Counters
Tr wwr
Tx Fragment Count 1323748 Multicast Tx Frame Count 298606
¥ Rogues
clients Tx Failed Count 10443074 Retry Count 14611039
mMulticast Multiple Retry Count 210675 Frarme Duplicate Count 0
Clients RTS Success Count i RTS Failure Count i
Multicast ACK Failure Count 11243982 Rx Fragment Count 0
Multicast Rx Frame Count a FCS Error Count 289107790
Tx Frarme Count 1323748 WEP Undecryptable Count [

Band Select Statistics

Murnber of dual band client 1]
Murmber of dual band client added i]
Murnber of dual band client exipred a
MNurnber of dual band client replaced i}
Murnber of dual band client detected i]
Murnber of suppressed client a
Nurnber of suppressed client expired i}
Murnber of suppressed client replaced i}
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Wireless AP Radios 802.11b/g/n Call Admission Control

=¥ Caonfiguration Ping Logout Refre
] . Bing Logout R

CISCO MOMNITOR  WLANS CONTROLLER ! 55 SECURITY MANAGEMENT COMMANDS HELF FEEDBRAL
Wireless 802.11b > Voice Parameters Apply |

¥ Access Points

All AR Call Admission Control (CAC)
» Radios
302.11a/n s
Admission Contral (ACM W
d0z.11b/gsm { ] Enabled
Global Configuration Load-based CAC ¥ Enabled
¥ Advanced Max RF Bandwidth (5-85){%) |?5
Mesh Reserved Roaming Bandwidth (%) IG
HREAP Groups Expedited bandwidth -
F B02.11a/n
~ g02.11b/g/n Traffic Stream Metrics
Metwork . .
- RRM Metrics Collection I~
RF Grouping
TRC
DA
Coverage
General
Client Roaming
Voice
Video

EDCA Parameters
High Throughput
(g0z.11n}

Country
Timers
F Qos
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Wireless AP Radios 802.11b/g/n Call Admission Control

. I ') I " Save Configuration  Ping Logout  Refr
CISCO MOMITOR  W/LAMNS NAGEMENT  COMMAMDS  HELP  FEEDBA)
Wireless 802.11blg Global Parameters Apply |
w Access Points
All APs General Data Rates**
w» Radios
&02.11a/n 802.11b/q Metwark Status ~ 1 Mbps [Mandatary =]
502.11b/a/n d Enabled p Y
Global Configuration 802.11g Support ¥ Enabled Z Mbps IMandatnr\,r -I
b Advanced Beacon Period (millisecs) 100 5.5 Mhps IMandatnr\,r -I
Mesh Short Preamhble ¥ Enabled 6 Mbps ISuppor‘ted -I

HREAP Groups Egzggzj?ntation Threshald |_2346 9 Mbps ISuppor‘ted _I

b 802.11a/n CTPC Support. ¥ Enabled 11 Mbps IMandatnr\,r -I

-
B2, ), 1o 12 Mbps ISuppDr‘ted "I

Metwork 11n Parameters
- RRM 18 Mbps [Supported =]
RF Grouping ClientLink r | :I
o Enabled 24 Mbps Supported =
DCh I ]
Coverage CCX Location Measurement 38 Mbps Supported

Genaral -
Made 45 Mbps ISuppDr‘ted I

Client Roaming I Enabled

Voice 54 Mbps ISuppDr‘ted "I

Video
EDCA Farameters ** Nata Hate ‘Mandatory’ imolies that clients who do not supoort that
High Throughput speciic rate will not be able to associate, Datz Rate Supported”
(802.11n) implies that any associsted client that also supports that same rate
may communicate with the AP using that rate. But it is not required
Country that & client be able to use the rates marked supported in order to
Timers gssoctate, The actual data rates that are supported depend on the
channel selected as aifferent channels may have aiferent
b Qos bandwidths, The reason is that we show Jdata rates and alow the user

to select the data rates, But in reality, the AP will pick the next lower
data rate affowed for that channel if the chosen data rate is not
supoorted,
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CISCO.

Wireless LAN Controller 2
WLC Controller Summary

' I W I " nfiguration  Ping Logout
CISCO \ WLANS TROLLER SECLRITY AN A SNDS  HELP  EEEDBA
Monitor Summary
Summary 12 Access Points Suppaorted
¥ Access Points e Cigco 5500 Series Wireless Controller
b Statistics
F CDP Model 5508
¥ Rogues
) Controller Summary Rogue Summary
Clients " ‘1
anagemen
Multicast address 172.20.89.202 &ctive Rogus APs 138 Cretail
igg‘;:::spm Ir 0.0.0.0 Active Rogue Clients 3 Detail
Software WVersion 6.0.196.0 Adhoc Rogues 0 Detail
LRSS Field Recavery Image . ;155 ¢ Rogues on Wired Network 0
A Version o '
Multicast
License Level base
Systern Marme RIM-5500 Top WLANSs
PTT=ITTS Up Time 117 days, 4 hours, 25 . .
inutes Profile Name # of Clients
Multicast Systern Time wed Jul 21 20:33:59 2010
Internal Temperature  +39 C
07 .11a Network Erablod Most Recent Traps
(SITT-TTE State .
i &02.11b/g Metwork Enabled Rogue AP : 00:15:c7:84:d3:73 detected on Base Radio MAC : 00:27:0d:07:ca:b0 Ir
Multicast State !
- Rogue AP @ 00:16:9c:4a:41:73 detected on Base Radio MAC @ 00:27:0d4:07:ca:b0 Ir
Lacal Mahility Group rem
Rogue AP : 00:15:c7:aa:ac:30 detected on Base Radio MAC @ 00:27:0d:07:ca:b0 Ir
CPU{s) Usage 0% :
s 0%/ 2%, D%/0%, D%/ 0%, Rogue AP ; 00:16:9c:49:40:92 detected on Base Radio MAC : 00:27:0d:07:ca;b0 Ir
. [ 0%/ 0%, 0%/0%, 0%/ 0% Rogue AP @ 00:26:0b:6e:9e:b? detected on Base Radio MAC @ 00:27:0d:07:ca:bd )
Multicast Individual CPU Usage o o forinon, nm/n, k.
0%/0% iew Al
Memory Usage 33%

This page refreshes every 30 seconds.

Access Point Summary

Total Up Ciown
g02.11a/n )
Radios 1 1 &0 Detail
202.11b/g/n -
Radios 1 &1 ® 0 Dretail
all APs 1 &1 @0 Detail

Client Summary

Current Clients a Detail
Excluded Clients 0 Detail
Disabled Clients 0 Cretail
4 | ol
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WLC WLANSs

onfiguration  Ping Logout Refresh

MTROLLER  WIRELI HELP  FEED

CISCO MONITOR

Entries 1 - 1 of 1

WLANSs WLANSs
¥ WLANS Current Filter: Mone [Change Filter] [<lear Filter] m Go |
W LANS
F Advanced
r WLAN Admin
D Type Profile MName WLAN S5ID Status Security Policies
i WLAN rim rim Enabled [WPA + WPa2][Auth{B02.1% + C
WLC WLANSs General
vl I Il I [ Configuration  Ping  Logout Refres
CIsSCOo NTROLLER HELP  FEEDE.
WLANS WLANSs > Edit < Back Apply I
- WHILERG General .'|r Security T QoS T Advanced \|
WLANS
b Advanced ) .
Profile Mame rirm
Type W LA M
SEID rirm
Status W Enabled

[WPA + WPAZ][Auth{802.1X + CCKM)]

Security Policies
(Modifications done under security tab will appear after applying the changes.)

Radio Policy all -
Interface Imanagement ‘I
Broadeast SSID ¥ Enabled

WLC WLANSs Security layer 2

N I 1 I I figuration  Ping Logout
CISCO EMEMT HELP  FEED
WLANS WLANs » Edit < Back Apply I
B ( General ‘| Security T QoS T Advanced \|
wiLANS

* Advanced

Layer 2 T Layer 3 T AAA Servers \|

AP Groups

Layer 2 Security Z | WPA+WPRAZ =
™ MAC Filtering

WPA+WPAZ Parameters

WPA Policy 2
WPA Encryption V¥ nes I Ti1p
WeAZ Palicy 73
WPAZ Encryption ¥ sEs M TP

|802.1X+CCKM vl

Auth Key Mgmt
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SECURITY

Configuration Ping

MANAGEMENT

HELP

EEEDE:

Logout  Refresh

< Back

apply | —

WLC WLANS Security AAA
afvaln
cisco CONTROLLER
WLANSs WLANs » Edit
* WLANSs r - 5 -.
L General | Security | QoS | Advanced |
» ndvanced | Layer2 | Layer 3 | ALL Servers |

Radius Servers

LDAP Servers

Authentication Servers

Accounting Servers

Local EAP Authentication

I Enabled ' Enabled
Server 1 |[IP:172,20.89.124, Port:1812 ~ | [None -]
Server 2 |N0ne ;”None;l
Server 3 |N0ne ;”None;l

Local EAP Authentication

web-auth user

™ Enabled

Authentication priority order for

Server

1 INone 'i
Server
> INone 'I
Server
3 INone 'I

Mot Used

Order Used For Authentication

4

=

LOCAL _up |
RADIUS
Loap _Down |

WLC WLANSs Security Advance

Refresh

¥ I W I ¥ Configuration Ping Logout
cisco MONITOR HELFTEEEDE:

WLANS WLANSs = Edit < Back I Apply
¥ WLANs " General | Security | QoS | Advanced |

WLANS

-

¥ Advanced —

AP Groups Allow AdA Override ™ Enabled DHCP

Coverage Hole Detection W Enabled DHCP Server ¥ override

Enable Session Timeout

Aironet IE

Diagnostic Channel
IPvE Enable

Override Interface ACL
P2P Blocking Action
Client Exclusion 2
Media Session Snooping

Off Channel Scanning Defer

¥ IlBDD

Session Timeout {secs)
I Enabled

™ Enabled
r
" Enabled
v

Scan Defer 01 2
Priority

Scan Defer

Time(msecs) 100

HREAP

4]

3 4 5 6 7

I I W A A i i

|1?2.20.89.202

DHCP Server IP addr
DHCP Addr. Assignment [ Reguired

Management Frame Protection {MFP)

Infrastructure MFP ~

o N g (Global MFP Disabled)

IOptionaI vl

DTIM Period (in beacon intervals)

80z.11a/n (1-255) |2
802.11b/g/n (1 - 255) |2

NALC

MFP Client
Protection £

state [ Enabled

ILnad Balanrinn and Rand Salart
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WLC Controller Detail

CIsCo

COMTROLLER

Configuration Ping Logout Refresh

SECURITY M AGEMENT )5S HELP  EEEDB:

Controller

General
Inventory
Interfaces
Multicast
Metwork Routes
¥ Internal DHCP Server
» Mobhility Management
Ports
NTP
» CDP
» Advanced

General

Marme

802.3x Flow Control Mode
LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Mode &

AP Fallback

Fast S5ID change

Default Mobility Dormain Mame

RF Group Name

User Idle Timeout {seconds)
ARP Timeout {seconds)
Web Radius Authentication
Operating Environment

Internal Temp Alarm Limits

Apply |

|RIM-5500

[Disabled =]
[Disabled x]
[unicast =]
[Enabled =]

(LAG Mode is currently disabled).

Commercial {0 to 40 C)

Oto 65 C

1. H-REAF supports ‘unicast mode only.

WLC Controller Inventory

CIsCo

CONTROLLER

Ping Logout Refresh

WIRELES SECURITY  MAMAGEMENT C ANDS  HELP  EEEDE:

Controller

General
Inventory
Interfaces
Multicast
Network Routes
¥ Internal DHCP Server
¥ Mobhility Management
Ports
NTP
b CDP
» Advanced

Inventory

Maodel Mo,
Burned-in MAC Address

Maximum nurber of APs supported

FIFS Prerequisite Mode

uDI :

Product Identifier Description
Wersion Identifier Description
Serial Mumber

Entity Mame

Entity Description

AIR-CTS508-K9
0027005458460
1z

Disable

AIR-CTS508-K9
Vol
FCW1347L00%
Chassis

Cisco Wireless Controller
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WLC Controller Interfaces

ol I ' I I onfiguration ~ Ping = Logout Refresh
CISCO I WLANS  CONTROLLER — WIREL ATY  MANAGEMENT ANDS  HELP  FEED
Controller Interfaces New...

General

Inventory Interface Name ¥LAN Identifier IP Address Interface Type Dynamic AP Management

Interfaces rmanagement g9 172.20.89.202 Static Enabled

Multicast service-port MAA 0.0.0.0 Static Mot Supported

Network Routes wirtual M/ A 1111 Static Mot Supported

¥ Internal DHCP Server
» Mobility Management
Ports
NTP
» CDP
b Advanced
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WLC Controller Interfaces Manager

CISCO

MOMNITOR My

JTROLLER ~ WIREL CURITY  MAMAGEMEMNT

onfiguration  Ping

HELF FEEDBA

Logout Re

Controller

-

-

-

v

v v

General
Inventory
Interfaces
Multicast
MNetwork Routes

Internal DHCP Server
DHCP Scope
DHCP Allocated Leases

Mohility Management

Ports

DHCP Scope
DHCP Allocated Leases

Mohility Management
Ports

DHCP Scope
DHCP Allocated Leases

Mobhility Management

Ports
DHIZP Scope
DHCP Allocated Leases

Mobility Management
Ports

NTP

cDP

Advanced

Interfaces » Edit

General Information

Interface Mame

MAC Address

Configuration

ranagerent

00:27:0d:45:8a:60

Quarantine

Quarantine Vlan Id

MAT Address

Enable NAT Address

Interface Address

VLaM Identifier
IP Address
Metmask

Gateway

Physical Information

e

Port Mumber
Backup Port

Active Port

Enable Dynamic AP
Management

DHCP Information

il

Primary DHCP Server

Secondary DHCFP Server

Access Control List

|1?2.20.89.ZD2
IU.D.D.D

ACL Mame

Inone 'I

Note: Changing the Interface parameters causes the WLANS to be
temporatily disabled and thus may result in loss of connectivity for

sorme clients,
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WLC Wireless AP

CiIsCo

CONTROLLER

SECURITY M

WGEMENT MANDS

= Configuration

HELF

Ping

EEELE:

Logout

Refresh

Wireless

¥ Access Points
all APs
= Radios
802.11a/n
502.11bfa/n
Global Configuration

b Advanced
Mesh
HREAP Groups
» 802.11a/n
b 802.11bfg/n

WLC Wireless AP Detail

CISCO

Wireless

¥ Access Points
Al aPs
= Radios
802.11a/n
a02.11bsa/n
Glabal Canfiguration

-

Advanced
Mesh

HREAP Groups
g02.11a/n

802.11bfgén
Mesh

HREAP Groups
802.11a/n

802.11bfafn
Mesh

HREAP Groups
g02.11a/n

802.11bfgfn
Mesh

HREAP Groups
g02.11a/n

802.11bfafn
g02.11a/n

802.11bfgfn

v v

v v

v w

v wvwvY w

Country
Timers
F Qos

All APs

Current Filter

Number of APs

AP Mame
AP-5500

Mone

AP MAC
00:22:bd:1b:35:46

[Change Filter] [Clear Filter]

Entries 1 - 1 of 1

Operational

AP Up Time
69d,11 hod m4l s

Admin Status
Enabled

Status
REG

Port AP Mode

1 Local

Configuration  Ping Logout Refres
JITOR, INTROLLER  WIRELESS GEMEMNT AMDS  HELP  FEEDBA
All APs > Details for AP-£500 < Back apply
General | Credentials | Interfaces | High Availability | Inventory | Advanced |
General Yersions
AP Marme |AP-SSDD Software Version 6.0.196.0
Location |default location Boot Yersion 12.4.15.0

AP MAC Address
Base Radio MAC
Status

AP Mode
Cperational Status

Port Nurnber

Hardware Reset

00:22:bd:1b:35:46
00:27:0d:07:ca:b0
[Enable -]

local -
REG

1

105 Version 1z.4{21a)IHA
Mini 105 WYersion 3.0.51.0

IP Config
IP Address 172.20.89.210
Static IP [

Time Statistics

UP Tirme
Controller Associated Time

Contraller Association Latency

Set to Factory Defaults

69d,11 h06m 355
69d,11h05m4d s
0d,00h00msS0s

Performn a hardware reset on this ap

Reset AP Now I

Clear configuration on this AF and reset it to factory

defaults

Clear all Config

Clear Config Except Static IP
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Wireless Call Admission Control

onfiguration  Ping Logout Refresh

CIsCco WTROLLER.  WIR| ATY  MANA MANDS ~ HELP  FEEDB

Wireless 802.11a > Yoice Parameters Apply |

¥ Access Points

A P call Admission Control (CAC)
* Radios

802.11a/n adrission Contral {ACM) v
Enabled
802.11b/g/n nawie
Global Configuration Load-based CAC M Enabled

¥ Advanced Max RF Bandwidth {5-85)(%) I?S
Mesh Reserved Roaming Bandwidth (%) |6

HREAP Groups Expedited bandwidth r

w 802.11a/n
Metwark Traffic Stream Metrics
w RRM

RF Grouping Metrics Collection =
TRC
DCa
Coverage
General

Client Roaming

Woice

Video

EDCA Parameters

DFS (80Z.11h}

High Throughput

(g0z.11n)

b B02.11bfg/n

Country

Timers
¥ QoS
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Wireless Data Rates

' I ol I R onfiguration  Ping Logout Refresh
CIsCo MOk MTROLLER  WIR AT MANA MANDS  HELP  EEEDB
Wireless 802.11n (5 GHz) High Throughput Apply |
¥ Access Points
All AFs General MCS (Data Rate 1) Settings
= Radios
g02.11a/n 11n Mode ¥ Enabled 0 (7 Mbps W
502.11b/a/n [ ps) Supported
Global Configuration 1 (14 Mbps) M supported
» Advanced 2z (21 Mbps) W supported
Mesh 3 (29 Mhps) W supported
HREAP Groups 4 {43 Mbps) Ird Supported
¥ 802.11a/n 5 (58 Mbps) M supported
Metwork
- RRM & [ 65 Mhps) M supported
RF Grouping
TP 7 {72 Mbps) M supported
DCA & (14 Mbps) M supported
Coverage
General 9 (29 Mbps) M supported
Client Roaming
Viglies 10 (43 Mbps) M supported
widen 11 { 56 Mbps) M supported
EDCA Parameters
DFS (802.11h) 1z { 87 Mbps) M supported
High Throughput
{802.11n) 13 { 116 Mbps) M supported
» 802.11b/g/n 14 { 130 Mbps) M supported
Country 15 ( 144 Mbps) W' supported
Timers
1 Datafates are calculzted for 20 MHz Channel width
¥ QoS 2 WM and open or AES security showld be enabled to support higher 110 rates

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 52 of 117



atfean]e
CISCO.

WLC Wireless AP Radios

CISCo

Monitor 802.11bigin Radios

Summary Mone

Current Filter:

¥ Access Points
» Radias
802.11a/n

g02.11b/a/n AP Name

b Statistics AP-5500
b CDP
¥ Rogues

Clients

Multicast

WLC Wireless AP Radios 802.11b/g/n (1 of 2)

CisCco JITOR  WWLANS

Monitor Radio > Statistics

Summary

¥ Access Points

COMNTROLLER

SECURITY M

Radio Slot# Base Radio MAC

a 00:27:0d:07:ca:b0

TROLLER  '"WIRELESS CLURITY  MAMAGEMENT

Click the Refresh button to obtain the latest statistics

Configuration  Ping Logout

HELF  EEEDB

Entries 1 - 1 of 1

[Change Filter] [Clear Filter]

Operational

Status

P

Load Moise Interference C
Profile Profile Profile
Passed Passed Passed

onfiguration  Ping  Logout

HELF  EEEDBA

= Back Text Yiew

Refresh

Refres

* Radios

502 11a/n Statistics: W Profile Information [ Rx Meighbars
g02.11b/g/n AP Mame AP-5500
b Statistics Base Radio MAC 00:27:0d:07:ca:b0
b CDP AP TP Address 172.20,89,210
} Rogues Radic Type g02.11b/g/n
Clients Operational Status Up
Multicast Maonitor Only Mode Lacal
roowr
} Rogues Channel Mumber 1
Clients Slot # 0
Multicast
. YoIP Stats
roeLr
¥ Rogues i
Curnulative Mumber of calls 0
Clients
) Curnulative Tirme of calls Ohomos
Multicast

T v

Profile Information

-

Rogues
Moise Profile Passed

Clients
Multicast

T oL

Moise vs. Channel

Interference Profile Passed Load Profile

v

Rogues
Clients
Multicast

T r wwr

v

Rogues
Clients
Multicast 1

Tr wwr

g 9 10 11

© 2009 Cisco Systems, Inc. All rights reserved.
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Passed

¥ Band Select Statistics

Coverage Profile Passed
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WLC Wireless AP Radios 802.11b/g/n (2 of 2)

¥ Rogues Interference by Channel
Clients =0
5
Multicast 50 [F0%
Sower 70 B0%.
¥ Rogues E
&0 405
Clients -30
5
Multicast Lo 0%
» Rogues 1 2 3 4 5 6 7 85 9 1011
Clients
Multicast L
. Load Statistics
rovr
} Rogues Rx Utilization i} Tx Utilization 2 Channel utilization 10 Attached Client Count 0
Clients
Multicast gc:sg}ient Count vs % Client Count vs SHR
T
100
F Rogues 100
an a0
Clients &0
q Bl
Multicast an
- o 20
¥ Rogues 20
Clients -100-92 -84 -76 -6G -60 -52 D5 A0 15 e 2s 3 55 40 A4S
Multicast
» Rogues
Clients R% Neighbors Information
Multicast MAC Address RF Group-Leader IP Address Channel Mo E:h?ﬁg)nel Width RSSI (dBm)
Tr wwr
AP 00:17:df:1a7:3d:30 Interface 172.20.80.202 1 20 I
» Rogues 1]
Clients -l120-100 -0 -e0 40 -20
Sl s 802.11 MAC Counters
T
Tx Fragment Count 3521783 Multicast Tx Frame Count 297818
¥ Rogues
clients Tx Failed Count 12713025 Retry Count 19348113
Multicast Multiple Retry Count 45102 Frame Duplicate Count ]
Clients RTS Success Count ] RTS Failure Count 0
Multicast ACK Failure Count 12963456 Ry Fragrment Count 0
Multicast Rx Frame Count a FCS Error Count 534553997
Tx Frame Count 3521763 WEP Undecryptable Count [
Band Select Statistics
Murnber of dual band client a
Murnber of dual band client added a
Murnber of dual band client exipred i}
Murnber of dual band client replaced a
Murber of dual band client detected 1]
Murnber of suppressed client i}
Murmber of suppressed client expired a
Nurnber of suppressed client replaced i}
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Configuring the Cisco Unified Communications Manager

Cisco Unified Communications Manager Version

aliili  Cisco Unified CM Administration EMEREA) Cisco Unified CM Adrministration ~ |

cisco For Cisco Unified Communications Solutions

administrator Search Documentation About Logout

System W Call Routing Media Resources w Advanced Features W Device W Application W Uzer Management W Help

Cisco Unified CM Administration

System version: 8.0,2,.30000-1

Last Successful Logon: Jul 14, 2010 11:52:48 AM

Copyright © 1999 - 2009 Cisco Systems, Inc,
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws gaverning import, export, transfer and use.
Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute ar use encryption. Importers, exparters,
distributors and users are responsible far compliance with WS, and local country laws. By using this product wou agree to camply with applicable
laws and regulations, If you are unable to comply with W.5. and local laws, return this product immediately.

A& summary of U5, laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site,

For infarmation about Cisco Unified Communications Manager please visit our Unified Cormrunications Systerm Documentation web site,

For Cisco Technical Support please visit our Technical Support web site,
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COP File and Installation
Make sure the BlackBerry Mobile Voice System COP file has been installed into UCM before configuring your BlackBerry devices.

Follow the link to download the COP file
https://www.blackberry.com/Downloads/entry.do?code=62F91CE9B820A491EE78C108636DB089

Cisco Unified OS Administration

albialie  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Cisco Unified Operating System

Administration

Copyright @ 1999 - 2009 Cisco Systems, Inc,
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of
Cisco cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S, and local country laws. By using this product you agree to comply with applicable laws and regulations. If
you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report weh site.

For information about Cisco Unified Communications Manager please visit our Unified Communications Swstem Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.
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Software Upgrades->Install/Upgrade

Select the COP file on the next window and click continue...

alln  Cisco Unified Operating System Administration
cIsco

For Cisco Unified Communications Solutions

Show w Settings w Security W Software Upgrades w Senrices w Help w

Software InstallationfUpgrade
@ Cancel . Mext

— Status

@ Statusz: Ready

— Software Location

Source* Rermote Filesystern -
B *®
Directory fautofipcbu-builds2-published/ < COP file>
*
Server 10.192.162.1
User Name)t drseus
User Password e
*®
Transfer Protocol SFTP -

~ (Goneat) (i)
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Media Termination Point Configurations

Media Resources -> Media Termination Point

aliah.  Cisco Unified CM Administration
cisco

¥l ig.a tion

For Cisco Unified Communications Solutions o
administrator

System W Call Routing w Media Resources w  Advanced Features w Device w  Application W  Uzer Management w  Help w

Find and List Media Termination Points

. — —
E& Add New % Select All Clear All * Delete Selactad % Reset Selected £ Apply Config to Selected

= Status

@ 2 records found

Media Termination Point (1-20f2)

Rows per Page S0 -

Find Media Termination Point where Marme w bagins with - Clear Filter E

[ Nome & Desciiptian Davice Faal Slalz 1P fadie=s Capy
MR MTP 2 MTP_CM-RIM Default Registerad with CM-RIM 172.20.89.254 Mot Allowed
bﬁ' MTP 2 MTP_CM-RIM-SUB1 Default Unknown Urknown Mot Allowed

U Cisco Unified CM Administration Navigation
cisco

For Cisco Unified Communications Solutions

administrator rch Docurnentation

System W Call Routing = Media Resources W Advanced Features w [Cevice w Application User Management w Help w

Media Termination Point Configuration

B Save %l Reset z Apply Config

— Status

@ Status: Ready

— Media Termination Point Information
Regiztration

Related Links:

Registered with Cizco Unified Communications Manager CM-RIM
IP Address 172.20.89.254

Media Termination Point -|—.’.|:,E’R Cisco Media Termination Point Software
Host Seruer* ERERIT]
Media Termination Point Name* MTP_2

Description MTP_CM-RIM

Cavice F‘ool* Default

D Trustad Relay Point

= [Saue] [Reset] [ Apply Config

@ Ll indicates required itern,
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Conference Bridge Configurations

Media Resources -> Conference Bridge

aliln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions ini
administrator

System W Call Routing Media Resources w Advanced Features w D evice W Application W User Management w Help W

nference Bridges

q} Add New % Selact &ll % Clear all % Delate Selected % Reset Selected z Apply Config to Selectad

— Status

® 2 recaords found

Conference Bridges {1-20f2)

Rows per Page S0 -

Find Conference Bridges where Mame + begins with - Clear Filter E
- plLx E u:
I_ Canference Bridge Narme Dazziiplan Daviza Paal Clalux [P Badia=s Capy
CFB 2 CFB_CM-RIM Default Fegistered with CM-RIM 172.20.59,254 E
CFB 3 CFBE_CM-RIM-SURL Default Unknown Unknown E
Add Mew ] [ Selact all ] [ Clear all ] [ Delate Selacted ][ Reset Selacted ][ Apply Config to Selected ]
alinhi.  Cisco Unified CM Administration Nawvigat Cisco Unified CM administration
cisco For Cisco Unified Communications Solutions _ i
administ-ator urnentati
Systern w  Call Routing w  hedia Resources w  Adwanced Features w  Device w  Application w  User Management w  Help w

Conference Bridge Configuration

B Sawve % Reset z Apply Config

GRS LN Back To Find/List

— Status

® Status: Ready

— conference Bridge Information
Conference Bridge : CFB_2 (CFB_CM-RIM)

Registration F.egisteraed with Cisco Unified Cormmunications Manager CM-RIM
IP Address 172.20.29.254

— Software Conference Bridge Info

Conferance Bridge Type ™ Cisco Conference Bridge Software
Host Seruer CM-RIM

& Device is not trusted

Conference Bridge Narne,B CFB_Z2

Description CFB_CM-RIM

Device Pool® Default
Commaon Device Configuration - yone o

Location ™ Hub_Mone

Use Trusted Ralay Point™® Default

— |[save] [Reset] [ Apply Config |

® *_ indicates required item.
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Resource Group Configurations
UCM Announciator for Blackberry Devices
Media Resources -> Resource Group

alinlin  Cisco Unified CM Administration
cisco

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

administrator Seatch Docurnentation About

System w  Call Routing w  Media Resources w  Advanced Features w  Device w  Application w  UserManagement w  Help w

Media Resource Group Configuration CEIEVELNETE Back To Find/List

B Save x Delete Copy E:} Add Hew

— Media Resource Group Information

Marme * MR.G-MWE

Cescription

— Devices for this Group

Available Media Resources ¥ F [ ann_z
ANN_3

v A

Selected Media Resources* CFB_2 (CFR)
CFB_Z (CFR)
MOH_2 (MOH)
MOH_3 (MOH)
MTE_Z (MTP)

1 m| »

l:l Usze Multi-cast for MOH Audio (If at least one multi-cast MOH resource is available)

— [celete | [copy| [ add bew |

UCM Annunciator for IP Phones

v, €Cisco Unified CM Administration ISEEETasal Cisco Unified CM administration
cisco

For Cisco Unified Communications Solutions P
administrator

Systern w  Call Routing w  Media Resources w  Advanced Faatures w  Dewice w  Application w  UserManagement w  Help w

Media Resource Group Configuration GEETEGRENTEE Back To Find/AList
— Status

@ Ststus: Ready

— mMedia Resource Group Status
Media Resource Group: MRG (used by 24 dewices)

— mMedia e Group Inf ion
Marme ¥ MRG

Cescription

— Devices for this Group

Ausilable Media Resources ¥ ¥

A

Selected Media Resources © AMN_Z (ANM]
AMN_Z CAMMI
CFE_Z [(CFB)
CFBE_3 (CFBRI
MOH_Z (FMOH]

i

[T Use Multi-cast for MoH Audic (If at l=ast one multi-cast MOH rescurce is available]

— [pelete | [copy | [ Add Mew |
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UCM User
User Config (1 of 2)
User Management->End User

alialin  Cisco Unified CM Administration

cisco For Gisco Unified Communications Solutions

Swystem w Call Routing w Media Resources w Advanced Features w Device w Application W Uszar hMManagement w Help w

End User Configuration
Q Sawve x Dealets E:% Add Hew

— Status

@ Status: Ready

— User Information

Usar ID’t 4000

Password R —— Edit Credential

Confirm Password

L T T T T YT T YTy

PIN AL LSS Edit Credential

Confirm PIM

L T T T T YT T YTy

Last narne:E EBLTGOO
Middle name

First nare

Telzphone Murnber

Mail ID

Manager User ID

Departrment

User Locale = Mone =
Aszsociated PG
Digest Credentials ceetesssstsesessstsessstssesttosetsssetnsore.

Confirm Digest Credentials |, eeessessssersscsssessscosssensenssnnns:

— Dewice Information

Controlled Devices

[ Device Association ]

Available Profiles

CTI Controlled Device Profiles

¢
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User Config (2 of 2)

— Extension Mobility
Auailable Profiles

v
Contralled Profiles
v
L
Default Profile -- Mot Selected -- -
Praesence Group* Standard Presence group -
SUBSCRIBE Calling Search Space =+ pggne = -
Y| sllow Control of Device from CTI
Enable Extension Mobility Cross Cluster
— Directory Number Associations
Primary Extension .+ yope = -
— Mobility Information
Enable Mability
Primary User Davice = Mone > -

Enable Mobile Yoice Access
Maxirnurn Wait Tirne for Desk Pickup* 10000

Fermote Destination Limit* 4

Rermote Destination Profiles

Wiew Details

— CAPF Information
Aszociated CAPF Profiles

Wiew Details

— Permissions Information

Groups
| Add to User Group
| Remove from User Group
Wiew Details
Rales
View Details
— |Saue| | Delste | | Add Mew
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MGCP Gateway Configurations

Device -> Gateway

wlialie  Cisco Unified CM Administration WEWEELEGY Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

administrator Search Docurnentation About Logout

System W Call Routing w Media Resources w Advanced Features w Device W Application w User Management w Help w

Find and List Gateway
El‘} Add New % Selact All @ Clear All % Delete Selected % Reset Selected z Apply Config to Selectad

— Status
@ 3 recards faund
Gateways {7-30f3) Rows per Page 00 b

Find Gateways where Marme + hbeqgins with - Hide w andpaints Clear Filter E

Selact itermn or enter search text  w

|_ Bievice Narme Em=miaibm Devios Faal Calling Seaicn Space Devios Type Slaluz IF Adidiemss
I— 172,27, 28,50 h223 gateway SUB1 DevicePool H.223 Gateway Unknown 172.27.28.30
H.323
I— [5 Z845E1 32845E1 BRIZ Cigco 38495 See Endpoints
3845
I— B 'i c2811 MGCP MGCP GW ISDM-PRI Cisgco 2811 See Endpoints
28
[ Add New ] [ Selec All ] [ Clear All ] [ Delete Selecked ][ Reset Selected ][ Apply Config to Selaced ]
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MGCP Gateway Detail Configurations (1 of 3)

T Cisco Unified CM Administration SEMfeEltaa Cisco Unified CH Administration «

Ccisco q - q 5 q
For Cisco Unified Communications Solutions administrator Search Docurnentation About

System w  Call Routing %  Media Resourses % Advanced Features w  Device w  Application w  UserManagement w  Help w

Gateway Configuration Related
lB Save x Delete % Resat Z Apply Canfig EDH Add Mewn
— Status
® Status: Ready
— G y Det; il
Praduct Cisco 2811
Gateway CZ2811 MGCP
Pratacal MGCP
& Device is not trusted
Dormain Hame® cz811_M&ECP
Ce=crption MGCP GW ISDN-PRI
Cisco Unified Communications Manager Group®  SUBL_MVS -
— Configured Slots, ¥ICs and Endpoint:
Madule in Slok 0 L avwlc-MBRD -
Subunit 0 yyrc-1MFT-T1 =
of0f 0 TiPR
Subunit 1 wicz-2F8s I, & A
o1 o RS ory 1 o
Subunit 2 < one = -
Subunit 2 yone = -
Module in Slot 1 yp-HDw -
Subunit 0 - aMFT-TL - =5 I,
17070 "d 17001 iR
— Product Specific C: -ation Layout
3
Global ISDN Switch Type PP - DTMF Relay must be set to “Out of
5y . e
e s p—— - Band _for better 1pteroperab1hty,
Switchback uptime-delay (min) 15 otherwise, user will hear DTMF tones
Switchback schedule (hhirnm) 17:00 durlng Ca” Setup'
Type Of DTMF Relay® Out of Band
Madem Passthrough™® Ensble -
@ (Fegs Relay = Disable -
T38 Fax Relay* Dizable -
RTP Package Capability ™ Erable -
MT Package Capability ® Cisable -
RES Package Capablllty* Dizable -
PRE Package Capability ® Enable -
55T Package Capability® Erable -
RTP Unreachable onof™ Enable -
RTP Unreachable timeaut (ms)* 1000
RTCP Repart Interval (secs) 0
. *
Sirnple SDP Enable -
— [celete | [Reset| [ apply Confia | [ Add Hew

® *. indicates required iter.
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MGCP Gateway Detail Configurations (2 of 3)

cisco

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

System w  Call Routing

Gateway Configuration

Media Resources W

Advanced Features w

Device W

User M it -

Related Links:

G Save xDelete % Resat z Apply Config ED; Add New

— Status
® Status: Ready

— Daevice i
Product Cisca MGCP T1 Port
Gateway c2811_MaEcP

Device Protocsl
Registration
IF Address
& Device is not trusted
End-Point Narme
Description
Device Pool®
Common Device Configuration
call Claseification ™
NetwarklLocale

*
Packet Capture Mods
Packet Capture Duration

Media Resource Group List

Location ¥
AR Group

Load Information

Use Trusted Relay Paint®

Route Class Signaling Enabled™

Drigital Access PRI
Unknown

Unknown

51/5U0/DS1-1@c2811_M&ECP
51/5U0/051-1@c2811_MECP
SUBL_DevicePool

< Mone >

Use System Default

< Hone =

Mone

0

MRGL

Hub_Hone

= MNone >

Drefault

Off

[T Transmit UTF-8 for Calling Party Name

[ viso (subsety

PETH Access

— Multilevel Precedence and Preemption (MLPP) Information

MLPR Dornain < Mone =

MLPP Indicstion  popaule

MLPF Presmption [efoul

— Interface Information

PRI Protocol Typa ¥
QEIG Variar\t*
ASH.1 ROSE OID En(Dd\ng*
Pratocol Side *

*
Channel Selection Crder
Channel IE Type ©

peM Type

PRI 4ESS
Mo Changes

Mo changes

User

Bottom Up

Use Mumber when 1B

p-law

Delay for first restart (1/8 sec ticks)™ 32

Delay betwaen restarks (1/8 sec ticks) © 4

Inhibit restarts at PRI initialization

[ Ensble status poll
[F unattended Port

[F Enable @.clear

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
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MGCP Gateway Detail information (3 of 3)

— can ; i ion - Inbound calls
Significant Digits © Al -
Calling Search Space = Mone = =)
AAR Calling Search Space = none o -
Prefix DN

— can ; i ion - Outbound Calls
calling Party Presentation T Dafault -
Calling Party Salaction™ Sriginatar -
Called party IE nurnbar typs unknown® | Cisco CallManager -
Galling party IE number type unknown ™  Gisco CallManager -
Called Murmbering Plan® Cizco CallManager - |
Calling Murmbering Plan® Cisco CallManager -
Mumber of digits to strip © o -
Caller ID DM

*

SMDI Base Port o
Called Party Transformation C5S = Mone > -]

¥l Use Davice Pool Called Party Transformation CS5

Calling Party Transformation C55 = Mone = -

¥l Use Device Pool Calling Party Transformnation CS55

— PRI 1 Type i 13 ]
| pisplay IE Delivery
V| Redirecting Number IE Delivery - Sutbound

Y| Redirecting Nurnber IE Delivery - Inbound

Send Extra Leading Character in Display IE® * F

Setup non-ISDM Progress Indicator IE Enable * * %%

MEDN Channal Nurnber Extansion Bit Sat o Zaro T ©

send Calling Marm= In Facility IE

Interface Identifier Present ™ *

Irterface Identifier valus ™ ¥

Connected Line ID Presentation (G516 Inbound cald™® | cefaun

— UUIE L i

Passing Precedence Level Through UUIE

Security Access Laval ©

— Intercompany hMadia Engine (IME)

E.164 Transformation Profile - pone > -

— Incoming calling Party

If the administrator s=ts the prefix to Dafault this indicates call processing will use prefix at the next level setting (DevicePocol/Service Parametar). Gtharwise, the

valus configured is used as the prefix unless the field is =mpty in which cas= thare is no prefix assigned.

Claar Prafix i I Prafix § ]
Number Tyae Prefic Strig Digits Calling Search Space Use Device Padl €55
Hational Number Default = Mone > b 7
International Number Cefault < Mone = - 7
Unknown Murmbar Cefault = Mone > - 7
Subseriber Number Cefault < Mone = - 7
= d ific C jon Layout
[
f " *
Line Coding BEZS -
Frarming * ESF -
cloek ® Extarnal -
" *
Input Gain (-6..14 db) o
Cutput Attenuation (-6..14 db1* o
Echo Cancallation Enable™ Enabls -
Echo Cancellation Coverage (ms)™ 64 -
- 1 o .
Geolocation = Hone = -
Geolocation Filter - yone = -
— [save| [ Delete | [Reset| [ Apply config | [ Add Mew
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CUCM SIP Trunk Detail Configuration (1 of 3 )

aliili,  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

System w

Trunk Configuration

Cal Roufing = Media Resources

Advanced Fesfures » Device »  Applcation »  User Management

L save P peite DpResst o agpy Contiy GE Addew

administrator

Help -

Navigation

Search Documentation About

Related Links: [EQR AT

=Device Information
Product:
Device Protocol:
Trunk Service Type
Device Name™®

Description

Device Pool™®

Common Device Configuration
Call Classification™

Media Resource Group List
Location™

AAR Group

Packet Capture Mode®

Packet Capture Duration

™ Media Termination Point Required

W Retry Video Call as Audia

[ Transmit UTF-8 for Calling Party Name

[ Unattended Port

SIP Trunk
SIF
None(Drefault)

|suB1_TO_TC1

[SUB1_Devicepool =l
| < Mone = E
IUsc Systern Default EI
[CER |
| Hub_Nane = |
| < Mone = =
|Mone =l
o

[T seTP allowed - When this flag is checked, Encrypted TLS needs to be configured in the netwark to provide end to end security. Failure to do so will expose keys and

other information.
Route Class Signaling Enablad ®

Use Trusted Relay Point*

W PSTH Access

|Default

=]

| Default

=l
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CUCM SIP Trunk Detail Configuration (2 of 3 )

= Intercompany Media Engine {IME)
E 164 Transformation Profile l{ Mare = d

—Multilevel Precedence and Preemption (MLPP) Information

MLFF Domain|{ None > |

[—Call Routing Information
™ Remate-Party-Id

W asserted-1dentity
Asserted-Type* [Dafaul

L

SIP Privaey®  [Default

—Inbound Calls

Significant Digits"t [,u,|| EI
Connected Line 1D Presentation® | Default 5 |
Connected Narme Presentation |Defau|t ;l
Calling Search Space [< mMone = =l
AAR Calling Search Space [{ Mone = ;I
Prefix DN [

r Redirecting Diversion Header Delivery - Inbound

— Incoming Calling Party Settings

Clear Prefix Settings |

Default Prefix Settings

Number Type Prafic Strip Digits

talling Search Space

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level seting (DevicePool/Service Parameter). Otherwise, the
value configured is used as the prefiz unless the field 15 empty In which case thers is no prefix assigned.

Use Davice Pool CSS

Incorming Number |Def“aurt | ] |< Nong =

—Connected Party Settings

Connected Party Transformation 55 [< Mone »

¥ Use Device Poal Connected Party Transformation CSS

— Outhound Calls

Called Party Transformation C55 I" None >

L

M Use Device Pool Called Party Transformation C55

Calling Party Transformation CSS|¢ Mone = ;l
W Use Devica Pool Calling Party Transformation CS5

Calling Party Selection® |0riu.namr _;J
Calling Line ID Presentation™® |Defau|t ;I
Calling Name Presentation™® IDgfgult H
Caller ID DN |14085551212

Caller Name |

V¥ Redirecting Diversion Header Delivery - Outhound

© 2009 Cisco Systems, Inc. All rights reserved.
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CUCM SIP Trunk Detail Configuration (3 of 3 )

—S&IP Information

Drestination Address |172.20.89.251

Destination Address [PvE |

" Destination Addrass is an SRY

Cestination Part® [eoe0

MTP Preferred Originating Codec® |_-11 law =]
Presence Group® [Ztandard Presence group =]
SIP Trunk Security Profila® [Mys SIP Security Profile |
Rerouting Calling Search Space [« mone = |
Out-0f-Dialog Reter Calling Search Spacelt Mone = ;I
SUBECRIBE Calling Search Space I.; Wone = ;I
SIP Profile® [Ztandard S1P Profie =1
CTHMF Signaling Mathed* |08 and RFC 2333 |

—Geolocation Configuration
Gealacation [« Hone =

Led 14}

Seolacation Fll'h:r| < None =

I zend Geolocation Information

= saval Dalﬂai Rasatl Apply Config ] Add Nawl

@ ¥- indicates required item,

@ ¥*. Device reset is not required for changes to Packet Capture Made and Facket Capture Duration
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Call Route Pattern

Call Routing -> Route/Hunt-> Route Pattern

ahuln  Cisco Unified CM Administration Navig Cisca Unified CM Administration

cisco For Cisco Unified Communications Solutions

administrator Searcl About

System ¥ Call Routing %  hiedia Resources % Adwanced Features % Device w  Applicaion %  UserManagement % Help w

Find and List Route Patterns
# Add Mewn @ Select All @ Clear Al @ Delete Selacted

— Status
@ & records found
Route Patterns {1 - 6 of &) Rows perPage 50 ¥
Find Routs Patterns where Pattern v begins with ¥ [Find] [_clear Filter E
[ pattarn Desciiptian Paititian Raule Fillr fmmacisiea Device Capy
I— 14083253799 DMIS nurnber for BB initiated call to MYS Server SUBLl To TC1 m
I— 1408KRERRRK PBX Initiated ©utbound Call SUB1-PSTH-SIP m
I— 1650RKERRKE PB¥ Initiaked CQutbound Call SUB1-PSTH-SIP m
I— 19T ZHRERERE PBX Initiated Outhound Call SUB1-PSTH-SIF m
I— 40SHEHERER SUBL1-PSTH-SIP m
I— 2@ PBX Initiated Outbound Call SUB1-PSTM-SIP m

[ add Mew |[ selectall | [ clearall |[ Delete Selected
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Call Routing -> Route/Hunt-> Route Pattern Detail

WENEllel® Cisco Unified CM Administration

aliilie  Cisco Unified CM Administration
CISCO

For Gisco Unified Gommunications Solutions -
administrator

urnern

System w  Call Routing %  Media Resources w  Advanced Features w  Device w  Applicaion w  UserManagement w  Halp w
Route Pattern Configuration SRS Back To Find/List
LB Sae x Delets Copy [ Add New

— Status
® Ststus: Ready

— Pattern Definiti
Foute Pattern 14DERHHKHNK
Route Partition < Hone = -
DESShPtich B Initisted Outbound Call
Hurnbering Plan -~ Mot Selected -
Route Filter = Hone =
MLEP Precedance ® Default B
Resource Priority Mamespace Metwork Domain < jone = -
Route Class ¥ Default -
Gateway/Route List™ SUBL-PSTH-SIP B (Edit)

Route Option
Route this pattern

Block this pattern Me Error -

call Classification ™ offiet -
[T allow Davice Override [ provide Gutside Dial Tone | Allow Sverlap Sending || Urgent Briority

D Require Forced Autharization Code

Authorization Leuela o

O] Require cliant Mattar code

— calling Party fi

Use Calling Party's External Phone Humber Mask
Calling Party Transform Mask

Prefix Digits (Qutgoing Calls)

Calling Line 10 DrEEEI’!tEt\DH* Cefault -

Calling Harme Presertation ™ Default -

calling Party Number Type ¥ Cizco CallManager -

Calling Party Nurnbering Plan™®  Cisco CallManager -
— Connected Party ‘ i

Conneced Line 1D F‘resentat\on* Default -

Connected Name I:‘resantaticm’R Default -
— called Party Transf i

Dizcard Digits = Hone =

Called Party Transforrn Mask
Prefix Digits (Qutgoing Galls)
Called Party Murnber Type ™ Cisco CallManager -

Called Party Humbering Plan®  Cisco CallManager -

— ISDN Network-Specific Faciliies Inf i {!

Metwork Service Protocol - Nok Selected -- -
Catrier Identification Code

Metwork Service Service Pararneter Marme Service Parameter Value

-- Mot Selected -~ w* | |[< Mot Exist >

[pelete | [ Add Hew |
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Cisco IP Phones and BlackBerry Devices

Device -> Phone

Cisco Unified CM Administration NEWREAEN Cisco Unified CM Administration

For Cisco Uni

il
cisco

ed Communications Solutions

administrator urmentation

System w  Call Routing w  hedia Resources W Advanced Features w  Device w  Application w  UserManagement w  Help w

d and List Phones CEIETEGNET S Actively Logged In Device Report Go
E% Add New @ Select All @ Clear All % Delete Selected % Reset Selected 2 Apply Config to Selected
-~
— Status 7
® 24 records found
Phone (F - 24 of 24) Rows per Page S0 -
1
Find Phone where Device Name + begins with - Clear Filter E i
Select itern or enter search text
|_ B - Dazciiplan Device Faal Davica Pialacal Slaluz P 8d e Capy Super Capy
I— X Bl Berry MU liam 4000 BBVWTGEO0 - 4000 SUB1 DevicePool SIP Registered with CM-RIM-SUB1 172,20,89.251 E v
I— % Bl Berry MUSC liam 4001 BBVWTGOL - 4001 SUB1 DevicePool SIP Registered with CM-RIM-SUB1 172,20,89.251 E v
I— - BlackBery MVS Cliert 4002 BBWTGE0Z - 4002 5UB1 DevicePool SIP Unknown Unknown B ”
I— x Blackerey MV C liert 4003 BEWTGEOS - 4003 SUB1 DewicePool SIP Registered with CM-RIM-SUB1 172.20.89.251 E ”
I— X Blzkerny MV G lier 4004 BBWTGEO4 - 4004 SUB1 DavicePool sIP Unknown Unknawn E v
I— x BlackBery MV G lier 4005 BBWTGEOS - 4005 SUB1 DavicePool sIP Registerad with CM-RIM-SUBL 172.20.89.251 E v
r 5 Oectnr Wcian 4010 BEVTGE10 SUB1 DevicePool sIp Registered with CM-RIM-SUB1 172,20,89,251 5 2
I— @ SEPODICSEFIBBEE Auto 4017 Default SCCP Unknown Unknown E H
Fa62
I— @ SEPONIDTOSFEFFF Auto 4012 SUB1 DewvicePool SCCP Registered with CM-RIM-SUBL 172.20.83.106 E ”
7971
I— @ SERPOD1LFOSF0SE 4001 SUB1 DevicePool SCCP Registered with CM-RIM-SUB1 172,20,89,105 E v
7471
I— SEPOO1E4ASFIZEL Auto 401l Default SCCP Unknown Unknaown E ” o
7970
I— SEPODZ3335CANZT 4011 5UB1 DevicePool SIP Fegistered with CM-RIM-5UB1 172.20,538.103 B v
7475
I— @ SEPOOZ2323233CA110 Auto 4002 SUB1 DevicePool sIP Registerad with CM-RIM-SUBL 172,20,29,102 E v
7975
I_ @ SEPONZACRIBRS40 4003 SUB1 DewvicePool SIP Registered with CM-RIM-SUB1 172.20.83.108 m ”
7951 |
I— @ SEPODZ26CRIBEE4C 4000 SUB1 DevicePool SCCP Fegistered with CM-RIM-SUB1 172,20,89,101 E H T
7461
I— SEPOOZECBIBEAOF Auto 4013 SUB1 DavicePool sIP Registerad with CM-RIM-SUBL 172.20.£39.107 E v
7961
I— SEPOD26CRIBBDOTF Auto 4010 SUB1 DevicePool SCCP Registered with CM-RIM-5UB1 172,20.89.104 E v
Tas1
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BlackBerry MVS Client
BlackBerry® MVS Client Configurations (1 of 2)

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

|I|I|I|I|
cisco

Cisco Unified CM Administration

MNawvigation

administrator

System W Call Routing W Madia Resources w Advanced Featurez w Device w

Phone Configuration

Application w

User Management w  Hzlp w

CEIETELNRT S Back To Find/List

lB Save x Delete Copy % Resat 2 Apply Config ED; Add New

— Status

® Status: Ready

Association ation — Phone Type

Product Type:

Madify Butten Items

Device Protocol: SIP

BlackBerry MV¥5 Client

1 T2 Line [1]- 4000 (no partition)

— Device Information

2 -::5 Line [2] - Add a new DN

Registration
IP Address

.= Device iz Active
& Cevice is not

trusted

Device Mame s

Description

Cevice Poo|*
Common Device
Canfiguration

Phone Button
Ternplate

Cormmeon Phone
Profile

Calling Search Space
AAR Calling Search
Space

Media Resource
Group List

User Hold MOH Audio
Source

Metwork Hold MOH
Audio Source

Location *

AAR Group
Usar Locale

Metwork Locale

Priuacy*

Device Mobility
Mode

Cwner User ID
Jdoin Across Lines

Use Trusted Relay
Paoint

BLF Audible alert
Setting (Phone Idle)¥®

BLF Audible Alert
Setting (Phane

Busy)

Always Use Prime
Line

Always Use Prime Line
far Voice Message

Calling Party
Transformation CS5

Geolocation

Unknown

Unknown

The “device name” value must equal the
DN configured on UCM. In order to
register a device, the DN value on
CUCM must match with DN value on

4000

BEVTSOO0 - 4000

SUBl_DevicePool

< Hane » MVS Server

Standard BlackBerry MWVS Client Button Termplate -
Standard Cormrmon Phone Profile -
=< Mone > - [
= Mone = -
MR GL-FWE -
1-SarmpleaudioSource -
1-sampleAaudioSource -
Hub_Mone -
<= Mone = -
= Mone = -
= Mone > -
Default

Dafault This is User ID for CUCM
Cevice Mobility Settings User

4000 ——

Default -
Default -
Default -
Default -
Default -
Default -
< Mone = -
= Mone = -
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BlackBerry MVS Client Configurations (2 of 2)

Y| Use Device Pocl Calling Party Transformation ©58
V| Retry video Call a5 Audio
1 1grore presentation 1ndicators (intarnal calls anly)
Y| Logged Inte Hunt Group

Remote Device

— Protocol Specific Information

Packet Capturs Mode ™ None -
Packet Capture Duration o
EroSERE @D standard Presence group -

MTP Preferred Originating Cadec™ | 711ulan

Device Security PVOY:”E* BlackBerry MWS Client - Standard SIP Mon-Secure Profile -
Rerouting Calling Search Space < wone = .
SUBSCRIBE Calling Search Space - yona » -
s1p profile® Standard SIP Prafile -
Digast User < None = =

Media Termination Point Required
Unattended Port

Require GTMF Reczption

[ MLEP Information
MLFP Camain « Mone = =

MLPP Ir\d\catlon* Off -

— Do Mot Disturb

Do Mot Disturb

OND Gption ™ Ringer Off -
DND Incoming Call Alert ¢ yon. » -
— |save| | Delete | | copy | |Reset| | apply Confis | | Add Hew
. Al
- indicates required item,
® ¥ ¥ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration,
kK ) " . ) .
Mote: Security Profile Contains Addition CAPF Settings,
L] ! .
Mote: A new Softkey termplate without supplementary service Softkeys must be used for a protected phone,
EEEEES ’ . i .
Mote: A custorn Softkey template without supplementary service Softkeys must be used for a Hot line Device,
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Directory Number Configuration (1 of 2)

Cisco Unified CM administration

alinln  Cisco Unified CM Administration
cisco

igation

For Cisco Unified Communications Solutions o
administrator

System w  Call Routing w  Madia Resources w  Advanced Features w  Device w  Application w  UserManagement w  Help w

Directory Number Configuration G ETCL RN Configure Device (4000) »

lB Save x Delete %l Reset Z Apply Config Eﬂi Add New

— Status

® Status: Ready

b £ 5

— Directory
Diractory Humber® 4000
Route Partition < Mone =
Description
Alerting Name SUBL 0O[Alert]

ASCII Alerting Mame SUBL 0O[Alert]

Allaw Control of Davice fram CTI

Associated Devices [ gepnozeceaspsac
4000 Edit De: e

[ Edit Line Appearance |

Dissociate Devices

— Directory b Setlings
Woice Mail Profile Default ¥ (Choose <Hone> to use system default)

Calling Search Space P
Presence Group ® Standard Presence group -
User Hold MOH Audio Source < Mone >

Metwork Hold MOH Audio Source - yope = -

— AAR Settings

Waice Mail AAR Destination Math AAR Group

AAR = or < Mone > -

Retain this dastination in the call forvarding histary ‘

— call Forward and call

ickup Settings

Waice Mail Destinatian Calling Search Space
Calling Search Space Activation Policy Use Systern Default - ‘

Forward All B o = Mone > -

Secondsry Calling Search Space for Forward All < None > -

Forward Busy Internal B or < None > -

Forward Busy External D ar = None > -

Forward Mo Answer Internal = Mone = -

ar

Forward Ma Answer External = Mone > -

ar

Forward Mo Coverage Internal = MNone > -

ar

Forward Mo Coverage External Mane > -

ar

Forward on CTI Failure = Mone = -

ar

Forward Unregistered Internal = Mone > -

ar

Forward Unregistered External = MNone > -

OO0OO0oOoooOoaQ
M

ar

Mo Answer Ring Duration (seconds) o

Call Pickup Group « Mone >
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Bk, Missateaing Forvard Ho Ratriave « Hona =

= & blenk vabes Maand o call
Dastination Frtamal

tha packar's lna,
Bark Mzratoning Pervard Ho Ratriave B.. < Hona > = & blank vabes maans te call
Gaitiaation inbeenal kha paders Bna,

Prark Haonitering Ravarsion Tirmar & blaek vabes wil e vabos sat in Dark Honiassg Revarsien Timar sardos parsmales

— HLPP Atemate Party Settings

Target [ Daitnptien)
MLPP Callng Bearch Spece

MLPP R Anpwas R Darwtion (reconds)

— Linw & o Al D
Hold Resarrion Ring Durstion {reconde)

Eatting the Hold Resarsion Ring Duation 1o fem will digsbls the festure
Hold Resarsion Hobficabion Ertaraal (pecsrds])

Pasty Intrance Tons ™ Cafsult

Eatting tha Hold Ravarcdion Raboamses Intaral 13 pare oill diiabla tha Taabera

= Linw | oo Devics 4000

Eaplay [ Evtarssl [ 230 Display vaxt for & lise appaarsnce i intanded foe didplayeg taxt dsth a1 & narma @rtasd of & D
Caller 10} diractory numb-ar foe intarmnad calla. IF you apadfy @ reambar, tha pencn maaiving a call may not daa tha proper idansty of the callar.

ASC1E Dinplay B 00 [ai}
[Intgamal Callar D00

Uxtarnial Phona 40B3IZ3I700 F
Bumbar Maghk

Monkoring Callng £ Rada > -

Samrch Space

——— [ Feaae sand |
The busy trigger value must set to 3 or greater
— il Call/Cal a Sattings on Davice 4488 for MVS devices. If this value is not set, some
Fata I Tha rengh ta saluck tha Max Humbas of cals a1 1-19 scenarios of move call or call transfer will fail.
Macxinrum Mambar of Calls® .
lu-'hp"-r' 3 [Ladd tham o wdasl 1o M. Calls)

— Formarded Call IrdformnsBan Dapl vy om Devics 4000

P: Callar Hama
) cattar mumbar
¥ hadiractnd Humbar

¥ pislad murbar

= I A wrinh Lines

I A iadiate End Uien I

— [fava) [Daate] [Raset] [ assh conha | [addnew |

@ o indicatad radpsired Aarm

@ X, changes to Line or Diractory Humber settings raquins restar
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Cisco IP Phone

Cisco IP Phone SCCP 7961 (1 of 3)

alihe  Cisco Unified CM Administration
cisco

Cisco Unified CM Administration -

For Cisco Unified Communications Solutions -
administrator

System w  Call Routing W Media Resources % Advanced Features w  Device W Application % UserManagemant w  Help w

Phone Configuration PEETEN RIS Back To Find/List

B Save x Delete Copy % Reset z Apply Confia EDH Add Hew

— Status

® Status: Resdy

— Phone Type
Product Type: Cisco 7061
Modify Buttan Ttems N
Device Protocol: SCCP
1 -::' Line [1] - 4000 (no partition
— Deavice Infy
: Line [2] - 4003 (no partition]
2 ®iniLline [2] - 4002 (no partition Registration Registered with Cisco Unified Communications Manager CM-RIM-SUB1
D dd IP Address 172.20.89.101
9 add 2 new SD Active Load 1D SCCP41.9-0-28R18
4 B add = new SD .5 Device iz Active
5 =3 add 5 new 5D .5 Device is trusted
*
B MAC Address D025CBIBEA4C
6 Add 5 new 50 :
s Description 2000
- Unassigned Associated Iterns --- Device Poal® SUBL_DevicePool v Wiew Details
7 ®in8 Line [9] - dd @ new ON Gornrnon Device Gonfiguration < Mone = ~ Miew Details
_ *
o R 4dd 2 new 50 Phone Button Template Standard 7961 SCCP - ‘
Softkey Termnplate RIM Test Feature -
9 [ Add 2 new SURL *
% Comman Phone Profile Standard Commen Phone Profile -
10 Add s new BLF SD Galling Search Space < Mone = -
; ‘
AAR Calling Search Space -
11 ®msadd = new BLF Directed Call Park B B < Hans >
Lol Media Resource @roup List MRGL -
iz calleack ;
User Hold MOH Audio Source 1-SampleAudioSourcs -
iy | &l Park Metwork Hold MOH Audio Source 1-SampleaudioSourcs - ‘
a &l P Loaton Hub_MHans -
15 Ceonference List AfR Group = Mone > -
16 Conference User Locale = Mone > -
17 Do Mot Disturb Metwork Locale = Nome = -
1z End call Built In Bridga ® Defsult -
*
12 Forward all Privacy off
20 Graup Call Pickup Drevice Mobility Mode® Defsult + Miew Current Device Mobilit
21 Hold Cwner User 1D -
22 Hunt Group Logout Phane Personalization ® Default -
23 #Tblntercom [1] - Add & new Intercom Services Provisioning * Default -
Phone Load Mame
24 Malicious Call Identification
single Button Barge
25  Meet Me Conference Default =]
Join Across Lines Dafault -
26 Mability
Use Trusted Relay Paint® Default -
27 Mew Call
BLF Audible Alart Setting (Phone Idie)®  Defaule
28 Other Pickup
BLF #udible Alert Setting (Phone Default -
29 Quality Reporting Taol Busy)
9  Rodd Always Use Prime Line ® Dafault -
) Always Use Prime Line for Woice Default -
31 Remous Last Participant Hessee
8 Themelw Calling Party Transformation 55 = Mone = -
33 video Mode Geolocation = Mone = -
a4 Privacy Use Dewice Pool Calling Party Transformation CSS5
£ | Rons Retry Video Call as Audio
[T tgnore presentation Indicators (internal calls anly) ‘
Allow Control of Device from CTI
Logged Into Hunt Group ‘
[T Ramots Davice
[ protected Davica * ¥ **
[T Hot line Davica ¥ ¥ ***
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Cisco IP Phone 7961 SCCP Configuration (2 of 3)

o _

— Protocol Specific

Packet Captura Moda ® None -
Packet Capture Duration a

Presence Group ™ Standard Presence group -
Device Security Pr’o\ci|e* Cisco 7961 - Standard SCCP Mon-Secure Profile -
SUBSCRIBE Calling Search Space  « yane = =

Unattended Port

Require DTMF Reception

RFC2833 Disabled

— Certification Authority Proxy Function (CAPF) Infq

Certificate Operation™ Mo Pending Operstion -

Authentication Mode® By Mull String

Authentication String

Key Size (Bits)® 1024
Gperation Complates By (MM DD tHH)

Certificate Operation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

— Expansion Module Information

Module 1 < one > -
Module 1 Laad Mame
Module 2 < Mone > -

Module 2 Laad Name

— External Data Lacations Information (Leave blank to use default)
Information

Directary
Messages

Services

Authentication Server
Proxy Server

Idle

Idle Timer (zeconds)
Secure Authentication URL
Secure Directory URL
Secure Idle URL

Secure Information URL
Secure Messages URL

Secure Services URL

r— Extension Information

Enable Extansion Mobility

Log Out Prafile . |jce Current Device Settings -- -

Log in Time = Mone >

Log out Time < Mone >
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Cisco IP Phone 7961 SCCP Configuration (3 of 3)

— MLeR
MLPP Domain < Home > -
MLPP Indication®  Default -
MLPP Presmption®  Default -
— Do Not Disturb
Do Mot Disturb
o option Ringer OFF -
DND Incoming Call Alert < yona = -
(— Secure Shell
Secure Shell User
Secure Shell Password
(— Product specific Configuration Layout
rararm overriae comman
Disable $peakerphans
Dissble Speskerphone and Headset
Forwarding DE‘E‘:'* Disabled -
pe part ¥ Enabled -
Settings Access ¥ Enabled -
Gratuitous ARP* Disabled -
PG vaice VLAN Access ® Enabled -
video Capabilities® Disabled -
Auto Line Selact™ Dis abled -
web Access ™ Disabled -
$pan to PC Port™ Disabled -
Logging DISD|3‘/* PC Controlled -
Losd serer
* :
Recording Tens Dis abled -
Rerdling Tems o) Wk 100
Recording Tane Remete Valuma™ s0
Recording Tane Duration
rrce® Dissbled -
"rnora” Soft Kay Timar s
Auto call Select™ Enabled -
Log Semer
Advertise G.722 Codec® Use System Default -
‘Wideband Headset UI CEI'VQFD‘* Enabled -
Wideband Handset UI Gontral Enabled -
Wideband Headset® Enabled -
wideband Handset™ Use Phone Default -
Peer Firmuare Shaning® Disabled -
Cisca Discovary Pratocal (CDP: Suitch Part™ Enabled -
Cisea Discovary Protocsl (CDR): BC Port™® Enablad -
Link Laysr Discousry Protocol - Madia Endpoint Discousr (LLDP-MED) Enabled -
Switch Port
Link Layer Discovary Pratocal (LLDP): PC Port™ Enabled -
LLDP Asset 1D
LLDP Pawer Briority * Unknown -
Display Refrash Rate ™ Normal -
1Pu6 Losd Server
IPuE Lag Server
*
802.1x Authentication User Contralled -
Datact Unified CM Connection Failure ® Normmal -
Minimurn Ring Valums * 0-silent -
Headset Sidetone LEUE‘* Use Phone Default -
HTTPS Server® hitp and hittps Ensbled -
Enblac Dialing ® Enabled -

— [save] [pelste | [copy]| [Reset]| [ Apply Config Add New
@ ©, it soapiod) B
@ **_ Device rasat is not rquired for changes to Packst Capturs Mods and Packet Capturs Durstion.
EEES
Mote: Security Profile Contains Addition CAPF Settings,
@ FX XX iote) A naw Softkey templste witheut supplementary service Softkays must be used for a protactad phons.
HHEEK ’
Mote: A customn Softkey template without supplementary service Softkeys must be used for a Hot line Device.
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Phone Button Key Template
Phone Button Key Template (1 of 4)

Device -> Device Settings-> Phone Button Template

aliah.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

ntation

System w  Call Routing ¥  Media Resources w  Advanced Features w  Dewvice w  Application %  User Management w  Help w

Softkey Template Con Related L Configure Softkey Layout

lB Sawe x Delete % Reset Z Apply Config

— Status

@ Status: Ready

— softkey Template Information

Nar\’\e)R RIM Test Feature

Creseription RIM Test Softkey Ternplate for CM Combined F
Applications ™

Add Application

[ Remove Application ]

[ pefault softkey Ternplate

— [save| [pelete | [copy| [ AddmMew | [Reset| [ Apply Confia |

® L mlesfirs roepived) Rem

vliali,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

urmentation

System w  Call Routing w Media Resources w  Advanced Features w Device w  Application w User blanagement w Help w

Softkey Temp Softkey Termplate Configuration

lg Sawve %l Feset z Apply Config

Softkeys in the systemn even though not all phones support all Softkeys. For information about the supported Softkeys for a particular phone, refer to the -
administration guide for the phone. If you choose a Softkey that is not supported by the phone, the Softkey will not display on the phone aven if vou
configured it in this list

— softey Layout Configuration
Softkey Template: RIM Test Feature —

Select a call state to configure

Ursslected Scftkeys Selected Softkeys (ordered by position)**

Zall Back (CallBack) Redial (Redial)
Confersnce List (ConfList) **nawCall (Nawcall)
Direct Transfar [DirTrr) Forward all {Cfedall)
Group Pick Up (GPickUp)

HLog (HLag)

Irmrnediate Divert (iDivert)

Join (Joind >
Meet Me [Mestie) =
Mability (Mobility) <
Other Pickup (oPickup)

Pick Up [PickUp)

Quality Report Tool (QRT)

Rermoue Last Conference Party [RrLstC)

Seleck (Selact)

Toggle Do Mot Disturb (DHD) P
Undefined (Undefinaed)

| »
m

<>

— [save| [Reset| [ Apply confia | -~
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Phone Button Key Template (2 of 4)

Device -> Device Settings-> Phone Button Template

ah. Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions _
administrator
System W Call Routing w  hledia Resources w  Advanced Features w  Device w  Application w  Userhblanagement w  Help w
Softkey Template Configuration SN N RIS Softkey Termplate Configuration
lB Sawe % Reset Z Apply Config
-
— Status Tl
® Status: Ready
— HNotes
Use this window to specify the Softkeys and their relative order for any phone models that support downloadable Softkey templates. This window lists all the Softkeys
in the system =ven though not all phones support all Softkeys. For information about the supported Softkeys for a particular phone, refer to the administration guide
for the phone. If you choose a Softkey that is not supporked by the phone, the Softkey will not display on the phone even if you configured it in this list
— Softkey Layout Configuration
Softkey Termnplate: RIM Test Feature =
Select a call state to configure -
Unselected Softkays Selected Softkeys (orderad by position)**
HLog (HLog) Hold (Hald)
<uality Report Tool (QRT) End <all (EndSall)
Record (Record) Transfer (Trnsfer)
Toggle Do Mot Disturb (DMD) Park [(Fark]
Undefined (Undefined) Conference (Confrnd
Conference List (ConfList)
> | s=lect (3elect) ~
Join (Joind
€ | Dot Tramsfer (DirTrfrn) “
Toggle Malicious Call Trace (MCID)
Remove Last Conference Parky (RrmblstS) b
wvideo Mode Command (VidMode)
Irmmediate Divert (iDivert)
Mobility [Mobility)
-

ah. Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

administ-ator

umentation

System W Call Routing w Media Resources w  Adwvanced Features w Device w  Application w User Management w Healp w

Softkey Termplate Configuration

B Sawe % Feset z Apply Config

— Status

@ Status: Ready

— Notes

Use this window to specify the Softkeys and their relative order for any phone modsls that support downlosdable Softkey ternplates. This window lists all the Softkeys
in the spstern even though mot all phones suppaort all Softkeys, For informiation about the supported Softkeys for a particular phone, refer to the adrministration guide
for the phone. If you choose a Softkey that is not supported by the phone. the Softkey will not display on the phone suven if yeu configured it in this list.

— softkey Layout Configuration

Softkey Template: RIM Test Feature

Select a call state to configure

Unsslacted Softkays Selected Softheys (ordered by position)®*
Immediate Divert (iDivert) **Rasume [(Resumel
Toaale Do Mot Disturh (DHDY Mewcall (MewCall)
Undefined (Undefined) Direct Transfer (CirTrfr)

Select (Selact)
Join (dain)

Av
<>
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Phone Button Key Template (3 of 4)

Device -> Device Settings-> Phone Button Template

I Cisco Unified CM Administration ¥ B Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

urne About

System w  Call Routing %  Media Resources w  Advanced Features w  Device W Application W  User Management w  Halp w

Softkey Template Configura

B save %Resel J #esly cantia

— Status

@ Status: Ready

— Notes

Use this window to spexify the Softkeys and their relative order for any phone medels that support downloadable Softkey templates, This window lists all the Softkeys in the system even thoush not all phanes support all Seftkeys, For information about the supported Softheys
for a particular phane, refer to the administration guide for the phone, If you choose a Softkey that is not supparted by the phone, the Softkey will not display on the phone even if you configured it in this list,

n

— Softkey Layout
goftkey Template: RIM Test Feature

Select a call state to configure hd £
Unsslected Softkeys Selected Softkeys (ordered by position)**
Undsfined (Undefined) Answer (Answar]

Immediate Divert (iDivert)
Toggle Da Mot Disturk (DHE)

A
<>

Apply Config

alimli Cisco Unified CM Administration y M Cisco Unified CM Administration =
cisco

For Cisco Unified Communications Solutions Abeuts

Syftem w  Call Routing W  Media Resources w  Advanced Features w  Device W Application W  UserManagement w  Help w

Softkey Template Configural

g = %lnm. /ooty conng

— status

— Notes
Use this windaw to specify the Softkeys and their relative order for any phone models that suppart downloadsble Softkey templates. This window lists all the Softkeys in the system even though not all phanes suppart all Softkeys. For infarmation about the supported Softkeys
for a particular phone, refer to the administration guide for the phone, If you choose a Softkey that is not supported by the phone, the Softkey will not display on the phone even if you configured it in this list,

n

— Softkey Layaut
Softkey Template: RIM Test Feature

Select a call state to configure ERETIIII—

m

Unsalactad Softkeys Selacted Softkays (ardarad by pasition)*

Abbreviated Dial (AbbrDial) Rredial (Redial)

Cancel Call Waiting (CW OFF) End Call (EndCall)

Hiag (HLag) Foruard All (CfudAll)

Other Pickup (aPickup) Pick Up (PickUp)

Togale Do Not Disturb (DND) Group Pick Up (GPickUp)

Undefined (Undefined) Meet Me (MeetMe)
> ~
< v

Apply Config
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Phone Button Key Template (4 of 4)

Device -> Device Settings-> Phone Button Template

I Cisco Unified CM Administration ¥ B Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

urne About

System w  Call Routing %  Media Resources w  Advanced Features w  Device W Application W  User Management w  Halp w

n

Softkey Template Configura

B save %Resel § #enly cantia

— Status

@ Status: Ready

— Notes
Use this window to spexify the Softkeys and their relative order for any phone medels that support downloadable Softkey templates, This window lists all the Softkeys in the system even thoush not all phanes support all Seftkeys, For information about the supported Softheys
for a particular phane, refer to the administration guide for the phone, If you choose a Softkey that is not supparted by the phone, the Softkey will not display on the phone even if you configured it in this list,

— Softkey Layout
goftkey Template: RIM Test Feature

Select a call state to configure

m

Unsslected Softkeys Selected Softkeys (ordered by position)**
Call Back (CallBack) Undefined (Undefined)
Quality Report Tool (QRT) End Call (Endcall)
Toggle Da Mot Disturh (DHD) *4Transfer (Trmsfer)

Undefined (Undefined)

A
<>

Apply Config

aliml Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System w  Call Routing %  Media Resources w  Advanced Features w  Device W Application W  User Management w  Halp w

o Related Softkey Template Configuration

Softkey Template Configura

B Save %Rm‘ Z Apply Config

— status

@ Status: Ready

— Notes
Use this window to specify the Softkeys and their relative order for any phone models that support downloadable Softkey templates, This windon lists =l the Softkeys in the system even though not all phanes support all Seftkeys, For information about the supported Softheys
far a particular phone, refer to the administration guide for the phone. If you choase a Softkey that is nat supported by the phone, the Softkey will not display on the phone even if you configured it in this list.

>

— Softkey Layout
Softkey Template: RIM Test Feature

Select a call state to configure

m

Unselected Softkeys Selected Softkeys (orderad by position)*
Conference Bargs (cBarge) Barge (Barge)
Undefined (Undefined) NewCall (Mewall)
> ~
< v

#pply Config
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Calling line name and number restriction configuration

Call Routing->Translation Pattern

Cisco Unified CM Administration

allin  Cisco Unified CM Administration
¢cIsco

For Gisco Unified Gommunications Solutions -
administrator

System ¥  Call Routing ¥ Media Resources ¥ Advanced Festures % Device ¥  Application % UserManagement ¥ Help ¥

Translation Pattern Configur-

ol o 3 oo

Copy l:ga #dd Neww

— status
® Status: Ready

— Pattern
Translation Pattern 150K
Partition < Mone = -

Dascriptian

Nurmbering Plan < Mone >
Routs Filtar < hone >

*

MLPP Precedence Default -

Rescurce Priority Namespace Network Domain < jane >

Route Class® Default -
Galling Search Space < Hone > -
External Call Control Profile < Mane = -
Route Option @
@ Route this pattern
© Black this pattern N0 Emor |=J

rovide Outside Dial Tens
Urgent Priority

[T] Route Next Hop By Calling Party Humber

— Calling Party
[T Use calling Party's Extarnal Bhons Humber Mask
Galling Party Transform Mask

Prafix Digits (Outgeing Calls)

Calling Line ID Presentation®  Restricted -

Calling Hame Presentation®  Default o

Calling Party Number Type® Ciseo CallManager -

Calling Party Humbering Plan®  Cisco CallManager -
— Party

Connacted Lins ID Presentation ™ Default -

Connectad Hame Presentation®  Default -
— talled Party

Discard Digits pyT—

Called Party Transform Mask 4o
Prefix Digits (Cutgeing Calls)

Called Party Humber Type ®  Gisco callManager -
*

Called Party Humbering Plan™  Cisca CallManager -

@ B R are e ired]ite Y
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Cisco Voice Gateway Configuration

Gateway Version

Cisco 10S Software, 2800 Software (C2800NM-IPVOICE-M), Version 15.0(1)M2, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright © 1986-2010 by Cisco Systems, Inc.

Compiled Wed 10-Mar-10 22:59 by prod_rel_team

ROM: System Bootstrap, Version 12.4(1r) [hgluong 1r], RELEASE SOFTWARE (fcl)

€2811_MGCP uptime is 5 days, 12 hours, 19 minutes

System returned to ROM by power-on

System image file is “flash:c2800nm-ipvoice-mz.150-1.M2.bin”
Last reload type: Normal Reload

Cisco 2811 (revision 53.50) with 247808K/14336K bytes of memory.
Processor board ID FHK0946FOMZ

2 FastEthernet interfaces

48 Serial interfaces

3 Channelized T1/PRI ports

2 Voice FXS interfaces

DRAM configuration is 64 bits wide with parity enabled.

239K bytes of non-volatile configuration memory.

62592K bytes of ATA CompactFlash (Read/Write)

Device# PID SN

*0 CISCO2811 FHKO0946FOMZ

Configuration register is 0x2
Gateway Configurations

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

Hostname c2811 MGCP

!

boot-start-marker
boot-end-marker

!

logging message-counter syslog
enable secret 5 $1$G.N2$g/Nbhv3IsTFL6DahIL4aQ0
!

no aaa new-model
network-clock-participate slot 1
network-clock-participate wic 0
network-clock-select 1 T1 1/0/1
!

voice-card 0

!

voice-card 1

dspfarm
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1
ip source-route
1

!

ip cef

I

1
ip host cm-rim-subl 172.25.67.202
ip name-server 172.20.89.253
no ipv6 cef
multilink bundle-name authenticated

1

|

!
isdn switch-type primary-4ess

1

!
username 86isco privilege 15 secret 5 $1$KgEv$251s/LbFvOR4joo0xKVvhl
archive

log config

hidekeys

|

!
controller T1 0/0/0

pri-group timeslots 1-24 service mgcp

1

controller T1 1/0/0

|

controller T1 1/0/1

pri-group timeslots 1-24 service mgcp
I

!

interface TunnelO

ip address 192.168.1.1 255.255.255.0
tunnel source FastEthernet0/0
tunnel destination 172.24.112.14
|

interface FastEthernet0/0

ip address 172.27.28.50 255.255.255.224
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

I

interface Serial0/0/0:23

no ip address

encapsulation hdlc

isdn switch-type primary-ni

isdn incoming-voice voice

isdn bind-13 ccm-manager

no cdp enable

I

interface Serial1/0/1:23

no ip address

encapsulation hdlc
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isdn switch-type primary-4ess

isdn incoming-voice voice

isdn bind-13 ccm-manager

no cdp enable

I

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 172.27.28.33

ip route 172.20.89.0 255.255.255.0 Tunnel0
1

!

no ip http server

!

!

control-plane

!

!

voice-port 0/0/0:23
echo-cancel coverage 64
1

\-/oice-port 0/1/0
ring cadence pattern01
I

voice-port 0/1/1

!

voice-port 1/0/1:23
1

ccm-manager mgcep

no ccm-manager fax protocol 87isco
ccm-manager music-on-hold
ccm-manager config server cm-rim-subl

ccm-manager config
1

mgcp

mgcp call-agent CM-RIM-SUBL 2427 service-type mgcp version 0.1
mgcp dtmf-relay voip codec all mode out-of-band
mgcp rtp unreachable timeout 1000 action notify
mgcp modem passthrough voip mode nse

mgcp package-capability rtp-package

mgcp package-capability sst-package

mgcp package-capability pre-package

no mgcp package-capability res-package

no mgcp timer receive-rtcp

mgcp sdp simple

mgcp fax t38 ecm

mgcp fax t38 inhibit

|

DTMF Relay must be set to “Out of
Band” for better interoperability;
otherwise, user will hear DTMF tones
during call setup.

ﬁwgcp profile default
!

|

!

dial-peer voice 999011 pots
service mgcpapp
port 0/1/1

I

dial-peer voice 100 pots
service mgcpapp

port 0/0/0:23

|

dial-peer voice 999010 pots
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service mgcpapp
port 0/1/0

!

!

line con 0

line aux 0
linevty 0 4
password 88isco
login

!

scheduler allocate 20000 1000
end

Gateway Chassis Info

Slot 0:
C2811 Motherboard with 2FE and integrated VPN Port adapter, 2 ports
Port adapter is analyzed
Port adapter insertion time 5d12h ago
EEPROM contents at hardware discovery:
PCB Serial Number : FOC09412RJIX

Hardware Revision :1.0

Top Assy. Part Number : 800-21849-03
Board Revision - A0

Deviation Number :0

Fab Version : 03

RMA Test History : 00

RMA Number : 0-0-0-0

RMA History : 00

Processor type 187

Hardware date code : 20051019
Chassis Serial Number : FHK0946FOMZ
Chassis MAC Address  : 0015.63c3.4f60
MAC Address block size :24

CLEI Code : CNMJ7NOBRB
Product (FRU) Number : CISC0O2811
Part Number : 73-10258-03

Version ldentifier 1 V02

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF C1 8B 46 4F 43 30 39 34 31 32 52 4A 58 40
0x10: 03 E7 41 01 00 CO 46 03 20 00 55 59 03 42 41 30
0x20: 88 00 00 00 00 02 03 03 00 81 00 00 00 00 04 00
0x30: 09 87 83 01 31 F4 4B C2 8B 46 48 4B 30 39 34 36
0x40: 46 30 4D 5A C3 06 00 15 63 C3 4F 60 43 00 18 C6
0x50: 8A 43 4E 4D 4A 37 4E 30 4252 42 CB 8F 43 49 53
0x60: 43 4F 323831312020 2020202082492812
0x70: 03 89 56 30 32 20 D9 02 40 C1 FF FF FF FF FF FF

PVDM Slot 0:

48-channel (G.711) Voice/Fax PVDMII DSP SIMM PVDM daughter card
Hardware Revision :2.0

Part Number 1 73-8848-02

Board Revision .02

Deviation Number :0-0

Fab Version 102

PCB Serial Number : FOC08030CCP

RMA Test History : 00

RMA Number 1 0-0-0-0

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 88 of 117



T
CISCO.

RMA History 100

Processor type 100

Product (FRU) Number : PVDM2-T1-DSP-TRIO

Version Identifier " NA

CLEI Code :TDB

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 03 ED 41 02 00 82 49 22 90 02 42 30 32
0x10: 80 00 00 00 00 02 02 C1 8B 46 4F 43 30 38 30 33
0x20: 30 43 43 50 03 00 81 00 00 00 00 04 00 09 00 CB
0x30: 91 50 56 44 4D 32 2D 54 31 2D 44 53 50 2D 54 52
0x40: 49 4F 89 4E 41 00 E6 C6 8A 54 44 42 00 00 00 00
0x50: 00 00 00 D9 02 40 C1 FF FF FF FF FF FF FF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

WIC Slot 0:
T1 (1 port) Multi-Flex Trunk WAN daughter card
Hardware revision 1.0 Board revision BO

Serial number 28253554  Part number 800-03568-03
FRU Part Number VWIC-1MFT-T1=
Test history  0x0 RMA number  00-00-00
Connector type PCI
EEPROM format version 1
EEPROM contents (hex):
0x20: 01 20 01 00 01 AF 1D 72 50 0D F0 03 00 00 00 00
0x30: 58 00 00 00 02 07 15 00 FF FF FF FF FF FF FF FF

WIC Slot 1:

2" generation — FXS Voice daughter card (2 port)
Hardware Revision :3.1

Top Assy. Part Number : 800-21341-01
Board Revision :EO

Deviation Number :0-0

Fab Version ;01

PCB Serial Number : FOC083928Q2
RMA Test History : 00

RMA Number 1 0-0-0-0

RMA History :00

Version ldentifier 'V

Product (FRU) Number : VIC2-2FXS=

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 00 47 41 03 01 C0 46 03 20 00 53 5D 01
0x10: 42 45 30 80 00 00 00 00 02 01 C1 8B 46 4F 43 30
0x20: 38 33 39 32 38 51 32 03 00 81 00 00 00 00 04 00
0x30: 89 56 00 00 00 FF FF FF FF FF FF FF FF FF FF FF
0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Slot 1:
High Density Voice Port adapter
Port adapter is analyzed
Port adapter insertion time 5d12h ago
EEPROM contents at hardware discovery:
Hardware Revision 111
Top Assy. Part Number : 800-03567-01
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Board Revision :HO

Deviation Number :0-0

Fab Version 102

PCB Serial Number 1 JAEO820HALA
RMA Test History : 00

RMA Number 1 0-0-0-0

RMA History 100

Product (FRU) Number : NM-HDV=

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 00 CC 41 01 01 C0 46 03 20 00 0D EF 01
0x10: 42 48 30 80 00 00 00 00 02 02 C1 8B 4A 41 45 30
0x20: 38 32 30 48 41 4C 41 03 00 81 00 00 00 00 04 00
0x30: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

HDV SIMMs: Product (FRU) Number: PVDM-12=
SIMM slot 0: PVDM-12 SIMM present.
SIMM slot 1: PVDM-12 SIMM present.
SIMM slot 2: PVDM-12 SIMM present.
SIMM slot 3: PVDM-12 SIMM present.
SIMM slot 4: PVDM-12 SIMM present.

WIC Slot 0:
T1 (2 Port) Multi-Flex Trunk (Drop&Insert) WAN Daughter Card
Hardware revision 1.0 Board revision DO

Serial number 32051319  Part number 800-04614-03
FRU Part Number  VWIC-2MFT-T1-DI=
Test history  0x0 RMA number  00-00-00
Connector type PCI
EEPROM format version 1
EEPROM contents (hex):
0x20: 01 24 01 00 01 E9 10 77 50 12 06 03 00 00 00 00
0x30: 68 00 00 00 04 04 22 00 FF FF FF FF FF FF FF FF

HDV firmware: Compiled Fri 19-Nov-04 14:23 by michen
HDV memory size 524280 heap free 167869

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 90 of 117



atfean]e
CISCO.

Configuring the Cisco Unified Communications Manager - H323 and SIP trunking configurations

This section is a supplement to the previous Environments and Configurations section. This section contains configuration menus and
commands and describes configuration sequences and tasks. This section contains screenshots of the content that would be different for
configuring on H323 and SIP. The previous section on MGCP will not be duplicated below.

Cisco Unified Communications Manager Version

almiliy  Cisco Unified CM Administration

CISCO £y Cisco Unified Communications Solutions.

System v  CallRouting v Media Resources v  Advanced Features v  Device v  Application =  User ~  BulkAdministration v  Help

Cisco Unified CM Administration

System version: 8.0.3.20000-2

Please visit the License Report Page for more details.

VMware Installation: 1 vCPU Intel(R) Xeon{R) CPU E5420 @ 2.50GHz, disk 1: 80Gbytes, 2056Mbytes RAM

Last Successful Logon: Oct 27, 2010 10:25:31 AM

Copyright © 1999 - 2009 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party autherity to
import, export, distribute or use encryption. Importers, exporters, distributers and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable te comply with U.5. and lecal laws, return this preduct immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For infermation about Cisco Unified Communications Manager please visit our Unified Communications System Decumentatien web site.

For Cisco Technical Support please visit our Technical Support web site.

Done & Internet 100%
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H.323 Gateway

Device -> Gateway

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

(WEWREUY Cisco Unified CM Administration |+ |l Go

pankaj Search Documentation About Logout
System » CallRouting = Media Resources »  Advanced Fealures =  Device « pplication «  User ~ Buk i ion

Help =

Find and List Gateway

Status
’7 2 records found ‘

Gateways (1 - 2of2)

Rows per Page 50 v |

Find Gateways where | Name | begins with = Hide v |endpoints (Find] [__Clear Filter =]
| select item or enter search text v/
r Device Name * Description Device Poal Calling Search Space Device Type Status 1P Address
r 10.192.1 7 10.192.1 Default CS= 10T SIP MVS CALLS H.323 Gateway Unknown 10.192.128.227
=
r B Cciscoow Cisco_GW 10.192.130.230 Cisco 3845 See Endpoints Unknown
Done & meernet F00% -
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H.323 Gateway Detail Configurations (1 of 3)

(BNt Cisco Unified CM Administration v | Go

alwil  Cisco Unified CM Administration

€ISCO®  ror Cisco Unified Communications Solutions

pankaj mentation

System v CallRouting v Media Resources v  Advanced Featurss v  Device v  Application =  User ~  BulkAdministration v  Help

CERCTRETTES Back To Find/List Gol|

Gateway Confiy

Status 2
( Status: Ready
— Device Information
Product H.323 Gateway
Device Protocol H.225
Registration Unknown
IP Address 10.192.128.227
1\ Device is not trusted
*
Device Name [10.192.128.227 |
DescriBhon [10.132.128.227 ]
Device Pool* | Default v
Common Device Configuration ‘ = None = v|
Call Classification® | Use system Default v
Media Resource Group List ‘ MRGL_CM8 v|
Packet Capture Mode™® [None v
Packet Capture Duration o |
Location™ [Hub_none v|
AAR Group [« None = v|
Tunneled Protocel* [None v
QsIG Variant® -
ASN.1 ROSE OID Encoding® lo Cha
Use Trusted Relay Point* [Default ~|
Signaling Port*® [1720 |
[IMedia Termination Point Required
etry Video Call As Audio
Wait for Far End H.245 Terminal Capability Set
Path Replacement Support
[JTransmit UTF-8 for Calling Party Name
I SRTP Allowed - When this flag is checked, IPSec needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.
[JH.235 Pass Through Allowed
— Multilevel Precedence and Preemption (MLPP) Information
MLPP Domain < None = v
MLPP Indication Not available on this device
MLPP Preemption Not available on this device
call Routing Information - Inbound Calls
(S\gmficant Digits* Al - @

Done € Internet 100% T
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H.323 Gateway Detail Configurations (2 of 3)

alml,  Cisco Unified CM Administration (EWEERENY Cisco Unified CM Administration v GO
cisco i s S .
For Cisco Unified Communications Solutions Tt T Abouk
System =  CallRouting = Media Resources =  Advanced Features v Device v Application ~  User ~  Bulk Admi ion ~  Help
Gateway Configuration R NG Back To Find/List
~
— Call Routing Information - Inbound Calls T
Significant Digits* |m| v‘
Calling Search Space | cz=_to1_s1p_mvs_caLLs ~
AAR Calling Search Space | < None > v
Prefix DN | ‘
[ redirecting Number IE Delivery - Inbound
[JEnable Inbound FastStart
— Call Routing Information - Outbound Calls
Calling Party Selection® |originator v
Calling Party Presentation® ‘ Default v|
Called party IE number type unknown* ‘ Ciseo CallManager v|
Calling party IE number type unknown* ‘ Ciseo CallManager v|
Called Numbering Plan* [Cisco CallManager v
Calling Numbering Plan™® | Cisco callManager v
Caller ID DN I |
O bisplay IE Delivery
[ redirecting Number IE Delivery - Outbound
[Jenable Outbound FastStart
Codec For Qutbound FastStart G711 u-law 64
Called Party Transformation CS5 ‘ < None = v|
Use Device Pool Called Party Transformation CS5
Calling Party Transformation CS5 [< None = v
se Device Pool Calling Party Transformation CS5
— Geolocation Configuration
Geolocation |- Mot selected - ~|
Gesolocation Filter | < None = ~|
Intercompany Media Engine (IME)
’7E.164 Transformation Pmﬁle‘ = None = - ||
— Incoming Calling Party Settings
If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter). Otherwise, the value configured is used as the prefix unless the
field is empty in which case there is no prefix assigned.
| clear Prefix Settings __|[___ Default Prefix Settings |
Number Type Prafix Strip Digits Calling Search Space Use Device Pool €55
Natienal Number Default [o | | = none = ~|
International Number Default [o ] | < none > ~| v

Done € Internet #100% T
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H.323 Gateway Detail information (3 of 3)

alwil  Cisco Unified CM Administration

(BNt Cisco Unified CM Administration v | Go

|

cisco i i icati i
For Cisco Unified Communications Solutions Tt T

System v  CalRouting  Media Resources »  Advanced Features » Device »  Application w ~  Bulk Admi ion w  Help =
Gateway Confi Related |"&3) Back To Find/List

[JEnable Outbound FastStart

Codec For Qutbound FastStart G 5

Called Party Transformation CS5 [< Mone >

Use Device Pool Called Party Transformation C55

Calling Party Transformation CS5 [ < None =

se Device Pool Calling Party Transformation C55

— Geolocation Configuration

Geolocation |- Mot Selected - ~|

Geolocation Filter [ < None > v

164 Transformation Profile | < none >

’, Intercompany Media Engine (IME)
E.

— Incoming Calling Party Settings

field is empty in which case there is no prefix assigned.

Number Type

National Number Default

International Number Default
Unknown Number Default

Subscriber Number Default

IIIIi

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter). Otherwise, the value configured is used as the prefix unless the

L

Clear Prefix Settings

][ Default Prefix Settings |

T ] [cnenes ]
[ ] | = none > v
[ ] | < Mone = ~|
[ | [< none = ~|

— Incoming Called Party Settings

field is empty in which case there is no prefix assigned.

Number Type

National Number Default

International Mumber Default

Unknown Number Default

IIIIi

Subscriber Number Default

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter). Otherwise, the value configured is used as the prefix unless the

L

Clear Prefix Settings

|| Default Prefix Settings |

[0 | [ one = v
C | [evene 5]
C | [« None > v
C | [evenes v

@ *_ indicates required item.

@ **. Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration.

=

Drane:

#100%

€ Internet
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CUCM SIP Trunk to Gateway Detail Configuration (1 of 2)

Cisco Unified CM Administration

il
€l

For Cisco Unified Communications Solutions i | |
= AdvancedFestwres ~ Device™ Appication ~ UserMansgement ~ BulkAdministation =  Help =
Related Links: 3
~
Status =
’V Status: Ready ‘
Device Information
Product: SIPTrunk
Devics Protocol: sIp
Trunk Service Type Nons{Default)
Davice Name* [steTo_Gw_tz= 2z ]
Description [Stotrunk to 128 237 for 10T testing |
Device Paal¥ [Defaulr ~
Common Device Configuration [<Nens > ~]
Call Classificatior® [Use System Default ~
Media Resource Group List [MRreL cme ~
Location® [Hub None v
AAR Graup [<mone > |
Packst Capture Mode* [Nene ~|
Packet Capture Duration [o |
[ madia Termination Point Required
[#] Retry Video Call as Audio
[ Transmit UTF-& for Calling Party Name
[ unattended Port
[ SRTP Allowed - When this flagis checked, Encryptad TLS naeds to b configurad in the network to provide end to end security. Failurs to do so will expose keys and otherinformation.
Routs Clazs Signzling Enzbled* | Default ~| 5
Use Trusted Relay Point® [Defaule ~
O esTN Accass
Intercompany Media Engine (IME)
£.164 Transformation Profile] < none > v ‘
Multilevel Precedence and Preemption [MLPP) Information
’VMLPPDamEiﬂ‘ < None > v ‘
— Call Routing Information
[ Remote-party-1d
[¥] Assertzd-Tdentity
Assarted Type* [ Dafauls =
steprivacy®  [pefaul ~
TInbound Calls
Significant Digit=" [an |
ConnectadLine 1D Pr * [ Default ~|
Connected Name Py * [Default ~|
Calling Search Space [css10T_s1P_Mus_caLLs ~|
AR Calling Search Space [<Mone > ~|
Prefix DN [ |
[ rediracting Diversion Header Delivery - Inbound

Drane:

€ Internet

EEen v

CUCM SIP Trunk to Gateway Detail Configuration (2 of 2)

© 2009 Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 96 of 117



atfean]e
CISCO.

alili.  Cisco Unified CM Administration

€IS€0 g Cisco Unified Communications Solutions

Medis Resources = Advanced Festwres = Devics =

| =mane >

|

[ Redirecting Diversion Hesder Delivery - Inbound

Application = UserManagement ~  Bulk Administration =

Help =

Related Links: T REL AN

[ Incoming Calling Party Settings

is no prefix assigned.

Clear Prefix Settings

I

Default

If the administrator sets the prefix to Default this indicates call pracessing will use prefix st the next level setting (DevicePool/Service Parameter). Othervise, the value configurad is used a5 the prefix unless the field is empty inwhich case there

[¥] Use Device Pool Connectad Party Transformation CSS

PR - S — Gieosice s
reaming Number | <one> o] @
— Connected Party Settings
Connected Party Transformation CS5 | < Nane > v

Called Party Transformation CSS | nane >

[#] use Device Pool Called Party Transfarmation CSS.

Calling Party Transformation CSS \ < None>

[ Use Device Pocl Calling Party Transformation €55

Calling Party Selaction* Originator ]
Calling Line ID Presentatien® Default ~|
Calling Name Presentation® | Default ~|

Caller IDDN [

Cazller Name ‘

[ rediracting Diversion Hezder Delivery - Quthound

SIP Information

Destinztion Addrass [101%.12827

Dastination Addrass IPvE [

[ Destination Address is an SRV

Destinstion Port* [s0s0

MTE Preferred Originating Codec® 71iulz

Presence Group®

[ Standard presence aroun v|
SIP Trunk Security Profila* [Non Secure 1P Trunk Profil= |
Rerouting Calling Search Space [css 10T s1P MVS CALLS ~
Out-OF-Dialog Refer Calling Search Space [ < nane > |
SUBSCRIBE Cslling Search Space <None> v
S1P Profile* [Standard S1P Profile ~|
DTMF Signaling Method* [ Mo Preference ~

(e

Geolocation [« None > =

Geolacation Filt=i] < yone ¥

[send Geolocation Infarmation

Drane:

Call Route Pattern
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Call Routing -> Route/Hunt-> Route Pattern

alialie  Cisco Unified CM Administration 'wm AT D
cisco

For Cisco Unified Communications Solutions | I

System = - - w Device Appicaton » UserManagement w  GukAdminstaton »  Help w
— Status
@) « records founc
Route Patterns(1 - 4 of 4) Rows per Page 50 V|

Find Route Patterns where | Patter v beains with ¥ | Clear Filter =)
" Pattern * Descrgton Patiaon Route Fiter Assocated Device Copy
r 12000000000 Long Distance Dialing 1+10 BT iali BL PSTN LD CAULS [}
f= 12000000000¢ Long Distance Dialing 1+10 BT TAHOE CALLS BL PSTI A [}
r 1200000000 Long Distance Dialing 1+10 PT IOT H. T 7 o
r 1200000000 Long Distance Dialing 1+10 BT 10T SIP - RL SIP Gw 1 7 s}
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SIP Route Pattern Details

Call Routing -> Route/Hunt-> Route Pattern Detail

bl Cisco Unified CM Administration [ Cisco Unifess CM Administration | (]

€ISC0  £or Cisco Unified Communications Solutions —

System ing Devicew Applicatior  UserMansgement  Bulk Administraten  Help - -

Route Pattern Configura [EMPETTEE Back To Find/List v

[~ Pattern Definition

Routs Pattern ¥ [moocoacoooc ]
Routs Partition [pT_107_s1p_tOCAL_LD_CALLS v
Description [Long Dismne Dialing 1+ 10 |

Numbering Plan ol

Route Filter. e
MLPP Pracadence™® [ Default )
[<None > |
Route Class* [Default |
Gateway/Route List ¥ [RL_s1P_cw_128_227 v (Edi
Route Option @ Route this pattern
O elockeispavem [NoError v
Call Classification* [offner |

[ Allow Device Override P{¥}ide Outside Dial Tone Allow {Jrlap Sending Urgent Priol_}

[ Require Forced Authorization Code
Authorization Level * [0 ]

[ Require Client Matter Code

[ Calling Party
Use Calling Party's External Phone Number Mask
Calling Party Transform Mask [

PrefixDigits (Outgoing Calls) [

]
Calling Line ID Presentation * |Defaule v
Calling Name Presentation * [ Dafaulc |
Calling Party NumberType *  [Gisco CallManager ]
Calling Party Numbering Plan * | Gisco CallManager )]
d Party
Connected Line 10 Presentation * [Defaule vl
Connacted Name Presentation * [pafaule |
[— Called Party
Discard Digits =
Called Party Transform Mask | ]
Prefix Digits (Outgoing Calls) | ]
Called Party Number Type * [ Cisco CallManager &
Called Party Numbering Plan * [ Cisco CallManager ¥
— ISDN k-Specific Facilities ion Element
Network Service Protocol | —- Not Salacted - ~
Carrier Identification Code | ]
Network Service Service Parameter Name Service Parameter Value =
- Not Selacted-- 8] [< noc s
Done € Internet 0% -

SIP Route List
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UEWEENLLY Cisco Unified CM Administration (v

Search Documentation ~ About  Logout

TS Back To Find/List v [{Go

Cisco Unified CM Administration
pankaj

alln
€IS€O  Eor Cisco Unified Communications Solutions
Help +

System v  CallRouting v Media Resources v  Advanced Features v Device v  Application v  User Management v  Buk Administration v

Route List Configuration

Status
’( Status: Ready
— Route List ti
Device is trusted
N I
s [RL 4
Description [RL_sIP_GW_128_227
Cisco Unified Communications Manager Group™* [ ccms v
Enable this Route List (change effective on Save; no reset required)
— Route List Member i
Selected Groups**  [RG_s1P_GW_128_227
X [(Add Route Group

vA

Removed Groups***

Route List Details
rﬁks SIP GW 128 227

@ *_ indicates required item.
@ **Ordered by highest priority

@ **%will be removed from Route List when you click Save

€ Internet #®100% -

Done.

H.323 Route Pattern Details

Call Routing -> Route/Hunt-> Route Pattern Detail
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il Cisco Unified CM Administration Navigation
€ISC€O  £or Cisco Unified Communications Solutions

System = CallRouting » MediaResources = AdvancedFestures ~ Devios ~ Application > UserManagement v  BukAdministration = Help =

Configuration Related

— Pattern Def
Route Pattern * [mooocooococ ]

ition

Route Partition [PT_Mvs_pSTN_caLLS ~|

Description |tong Diszne Dialing 1+ 10 ]

Numbering Plan

Route Filter =

MLPP Precedence® [Defaule ®|

R Priority rkDomain [ < None > v

Route Class* [Defaule ~|

Gataway/Route List * [RL_H323_TO_128 227 | (Edit)

Route Option @ Route this pattern

© Blockthis pattern [No Error |

Call Classification* Offiet |

[ AllowDevice Override P

ide Outside Dial Tone Allow {Jerlap Sending Urgent Priol_}

[ Require Forced Autherization Code
Authorization Level * o ]

[ Require Client Matter Code

— Calling Party
Use Calling Party's External Phone Number Mask
Calling Party Transform Mask | |

Prefix Digits (Outgoing Calls) | ]

Calling Line 1D Presentation * [pafault v

Calling Name Presentation * [ pafaule Ml

Calling Party Number Type * [ Cisco CallManager ™l

Calling Party ing Plan *[Cisco C: |

— Connected Party
Connected Line ID Presentation * pefaule v

Connected Name Presentation [Defaule ~|

[ Called Party
Discard Digits

Called Party Transform Mask. [ I

PrefixDigits (Outgoing Calls) | ]

Called Party NumberType * [ Gisco CallManager v/

Called Party Numbering Plan * | Cisco CallManager v/

— ISDN Network-Specific Facilities Information Element
Network Service Protocol | -- Not Selected -- v

Carrier Identification Code | ]

Network Service Service Parameter Name Service Parameter Value
-~ Not Selected - ™|[=noc e

Done & Internet Ho0% -

H.323 Route List
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wlaln Cisco Unified CM Administration igation
cisco For Cisco Unified Communications Solutions " - -

System > CalRouting v MedisResources > AdvancedFestwres ~ Davice > Appicstion > UserMansgement w  BukAdministaton »  Help ~

[EFP PN Back To Find/List v s

Route List Configuration

Status

@ Status: Ready

— Route List

Device s trusted
Name ¥ [RL_H323_TO_128 227 |

Description RL_H323_TO_128_227

Cisco Unified Communications Mansger Group * [ ccw vl

ble this Routs L fis Saveino

— Route List Member
Selected Groups **  [RG 70 _Haz3_128_227

v
P —|

A

Removed Groups ***

Route List Details
ﬁns TO H323 128 227

@ *- indicates required item.
@ *¥Orderad by highest priority

@ *¥¥will be removed from Route Listwhen you click Save

& Internet H90% v

Done
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Cisco Voice IOS Gateway Configuration
5.0 SIP - 10S Gateway Configurations

version 15.0

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname Cisco_2811 GW
!
boot-start-marker
boot-end-marker
!
logging buffered 51200 warnings
enable secret 5 $1$dLRq$IPysM6Xks82mXRj6xJIvxL/
!
no aaa new-model
!
!
!
no network-clock-participate slot 1
network-clock-participate wic 2
network-clock-select 1 T1 0/2/0
!
dot11 syslog
ip source-route
!
!
ip cef
!
!
no ipvé6 cef
!
multilink bundle-name authenticated
!
!
!
!
isdn switch-type primary-ni
!
!
voice call send-alert
voice rtp send-recv
!
voice service voip
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
h323
ip circuit max-calls 64
ip circuit default only
modem passthrough nse codec g711ulaw

sip
!
voice class codec 1

codec preference 1 g711lulaw
!
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voice class h323 1
h225 timeout tcp establish 3
telephony-service ccm-compatible
ccm-compatible

1

1

!

voice translation-rule 1

rule 1 /849/ /49/

1

!

voice translation-profile Profilel
translate called 1

1

1

voice-card O

dspfarm

dsp services dspfarm

1

voice-card 1
1
1
|
|
1

license udi pid CISC0O2811 sn FTX1124A18N
archive
log config
hidekeys
username cisco privilege 15 secret 5 $1$lirB$WgDFb9CtxJ1zd2grofWRV1
|
redundancy
1
1
controller T1 0/2/0
pri-group timeslots 1-24
description PSTN PRI DIDs 650-264-5xxx incoming and outgoing
1

i:ontroller T10/2/1
pri-group timeslots 1-24

interface FastEthernet0/0

description $ETH-LANS$SETH-SW-LAUNCHS$S$INTF-INFO-FE 0/0$
ip address 10.192.128.227 255.255.255.0

duplex full

speed 100

no mop enabled

|

1

interface FastEthernet0/1

no ip address
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shutdown
duplex auto
speed auto
!
!
interface FastEthernet0/1/0
shutdown
!
!
interface FastEthernet0/1/1
shutdown
!
!
interface FastEthernet0/1/2
shutdown
!
!
interface FastEthernet0/1/3
shutdown
!
!
interface FastEthernet0/1/4
shutdown
!
!
interface FastEthernet0/1/5
shutdown
!
!
interface FastEthernet0/1/6
shutdown
!
!
interface FastEthernet0/1/7
shutdown
!
!
interface FastEthernet0/1/8
shutdown
!
!
interface Serial0/2/0:23
no ip address
encapsulation hdlc
isdn switch-type primary-ni
isdn protocol-emulate network
isdn incoming-voice voice
no cdp enable
!
!
interface Serial0/2/1:23
no ip address
encapsulation hdlc
isdn switch-type primary-ni
isdn incoming-voice voice
no cdp enable
!
!
interface Vlanl
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no ip address

shutdown

!

!

no ip forward-protocol nd
ip http server

ip http access-class 23

ip http authentication local
no ip http secure-server
ip http timeout-policy idle 60 life 86400 requests 10000
1

!
ip route 0.0.0.0 0.0.0.0 10.192.128.1
!

no cdp run
|
|
|
|
|
|

control-plane
!
!
!
voice-port 0/2/0:23
1

i/oice-port 0/2/1:23
;/oice-port 0/3/0
iloice-port 0/3/1
i/oice-port 0/3/2
i/oice-port 0/3/3
i/oice-port 1/0/0
;/oice-port 1/0/1

ccm-manager redundant-host 10.192.128.221
ccm-manager mgcep

no ccm-manager fax protocol cisco
ccm-manager music-on-hold

ccm-manager config server 10.192.128.221
ccm-manager config

|

sccp local FastEthernet0/0

scep cecm 10.192.128.222 identifier 1 version 5.0.1
sccp ip precedence 3

scep

|

sccp ccm group 992

associate ccm 1 priority 1

associate profile 1 register HWMTPLAB

|

dspfarm profile 1 mtp
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description MTP DSP resources
codec g711lulaw

maximum sessions hardware 1
maximum sessions software 500
associate application SCCP
1

!
dial-peer voice 600 pots
description Dial Peer for Local Calls to PSTN
destination-pattern 650[2-9]......
incoming called-number .

port 0/2/1:23

forward-digits all

1

dial-peer voice 602 pots
description Dial Peer for National Long Distance
destination-pattern 1[2-9].........
direct-inward-dial

port 0/2/1:23

prefix 1

1

dial-peer voice 700 pots
incoming called-number 4...
direct-inward-dial
|
dial-peer voice 2001 voip
description Calls to GW 130 230 fro IOT
destination-pattern 484.
session protocol sipv2

session target ipv4:10.192.131.227
session transport udp
voice-class codec 1

dtmf-relay sip-kpml sip-notify
no vad

|

dial-peer voice 1 voip

session protocol sipv2

session target sip-server
incoming called-number .%
voice-class codec 1

dtmf-relay sip-kpml

|

1

gateway

timer receive-rtp 1200

|

sip-ua

sip-server ipv4:10.192.128.227
|

1
banner login

Cisco Router and Security Device Manager (SDM) is installed on this device.
This feature requires the one-time use of the username "cisco"
with the password "cisco". The default username and password have a privilege level of 15.

Please change these publicly known initial credentials using SDM or the 10S CLI.

Here are the Cisco IOS commands.
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username <myuser> privilege 15 secret 0 <mypassword>
no username cisco

Replace <myuser> and <mypassword> with the username and password you want to use

For more information about SDM please follow the instructions in the QUICK START

GUIDE for your router or go to http://www.cisco.com/go/sdm

~C

!

line con 0

login local

line aux O
linevty 0 4
exec-timeout 0 0
logout-warning O
login local

|

scheduler allocate 20000 1000
end
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6.0 H323 — 10S Gateway Configuration

version 15.0

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname Cisco_2811 GW

!

boot-start-marker
boot-end-marker

!

logging buffered 51200 warnings
enable secret 5 $1$dLRq$IPysM6Xks82mXRj6xJIvxL/
enable password switch4u

!

no aaa new-model

!

!

!

no network-clock-participate slot 1
network-clock-participate wic 2
network-clock-select 1 T1 0/2/0

!

dot11 syslog

ip source-route

!

!

ip cef

!

!

no ipvé6 cef

!

multilink bundle-name authenticated
!

!

!

!

isdn switch-type primary-ni

|

|
voice call send-alert
voice rtp send-recv
|
voice service voip
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
h323

ip circuit max-calls 64

ip circuit default only

modem passthrough nse codec g711ulaw

sip
!
voice class codec 1

codec preference 1 g711lulaw
|
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voice class h323 1
h225 timeout tcp establish 3
telephony-service ccm-compatible
ccm-compatible

1

1

!

voice translation-rule 1

rule 1 /849/ /49/

1

!

voice translation-profile Profilel
translate called 1

1

1

voice-card O

dspfarm

dsp services dspfarm

1

voice-card 1
1
1
|
|
1

license udi pid CISC0O2811 sn FTX1124A18N
archive
log config
hidekeys
username cisco privilege 15 secret 5 $1$lirB$WgDFb9CtxJ1zd2grofWRV1
|
redundancy
1
1
controller T1 0/2/0
pri-group timeslots 1-24
description PSTN PRI DIDs 650-264-5xxx incoming and outgoing
1

i:ontroller T10/2/1
pri-group timeslots 1-24

interface FastEthernet0/0

description $ETH-LAN$$ETH-SW-LAUNCHS$S$INTF-INFO-FE 0/0%
ip address 10.192.128.227 255.255.255.0

duplex full

speed 100

no mop enabled

h323-gateway voip interface

h323-gateway voip bind srcaddr 10.192.128.227

|
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interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto
|
!
interface FastEthernet0/1/0
shutdown
|
!
interface FastEthernet0/1/1
shutdown
|
!
interface FastEthernet0/1/2
shutdown
|
!
interface FastEthernet0/1/3
shutdown
|
!
interface FastEthernet0/1/4
shutdown
|
!
interface FastEthernet0/1/5
shutdown
|
!
interface FastEthernet0/1/6
shutdown
|
!
interface FastEthernet0/1/7
shutdown
|
!
interface FastEthernet0/1/8
shutdown
|
!
interface Serial0/2/0:23
no ip address
encapsulation hdlc
isdn switch-type primary-ni
isdn protocol-emulate network
isdn incoming-voice voice
no cdp enable
|
!
interface Serial0/2/1:23
no ip address
encapsulation hdlc
isdn switch-type primary-ni
isdn incoming-voice voice

no cdp enable
!
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1
interface Vlanl
no ip address
shutdown
!
!
no ip forward-protocol nd
ip http server
ip http access-class 23
ip http authentication local
no ip http secure-server
ip http timeout-policy idle 60 life 86400 requests 10000
1
!
ip route 0.0.0.0 0.0.0.0 10.192.128.1
|

no cdp run
1
1
1
1
|
|

control-plane

!

!

!

voice-port 0/2/0:23
1

;/oice-port 0/2/1:23
iloice-port 0/3/0
i/oice-port 0/3/1
i/oice-port 0/3/2
i/oice-port 0/3/3
i/oice-port 1/0/0
;/oice-port 1/0/1

ccm-manager redundant-host 10.192.128.221
ccm-manager mgcep

no ccm-manager fax protocol cisco
ccm-manager music-on-hold

ccm-manager config server 10.192.128.221
ccm-manager config

|

sccp local FastEthernet0/0

scep cecm 10.192.128.222 identifier 1 version 5.0.1
sccp ip precedence 3

scep

|

sccp ccm group 992
associate ccm 1 priority 1
associate profile 1 register HWMTPLAB
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dspfarm profile 1 mtp

description MTP DSP resources
codec g711lulaw

maximum sessions hardware 1
maximum sessions software 500
associate application SCCP

|

dial-peer voice 600 pots

description Dial Peer for Local Calls to PSTN
destination-pattern 650[2-9]......

incoming called-number .

port 0/2/1:23

forward-digits all

|

dial-peer voice 602 pots

description Dial Peer for National Long Distance
destination-pattern 1[2-9].........
direct-inward-dial

port 0/2/1:23

prefix 1

1

dial-peer voice 700 pots
incoming called-number 4...
direct-inward-dial

!

dial-peer voice 2011 voip
destination-pattern 484.
session target ipv4:10.192.131.227
voice-class codec 1
dtmf-relay h245-alphanumeric
!

dial-peer voice 2 voip
incoming called-number .%
voice-class codec 1
dtmf-relay h245-alphanumeric
!

|

gateway

timer receive-rtp 1200

!

sip-ua

sip-server ipv4:10.192.128.227
|

DTMF Relay must be set to “Out of
Band” for better interoperability;
otherwise, user will hear DTMF tones
during call setup.

!
banner login *CC

Cisco Router and Security Device Manager (SDM) is installed on this device.

This feature requires the one-time use of the username "cisco"

with the password "cisco”. The default username and password have a privilege le
vel of 15.

Please change these publicly known initial credentials using SDM or the IOS CLI.
Here are the Cisco I0S commands.

username <myuser> privilege 15 secret 0 <mypassword>
no username cisco
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Replace <myuser> and <mypassword> with the username and password you want to use

For more information about SDM please follow the instructions in the QUICK START

GUIDE for your router or go to http://www.cisco.com/go/sdm

~C

!

line con 0

login local

line aux 0

linevty 0 4
exec-timeout 0 0
logout-warning 0
login local

1

scheduler allocate 20000 1000
end
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Acronyms

Acronym Definition

Pass The test case passed with no exceptions

Fail The test case failed — details of the failure are noted in the Comments column

Conditional Pass

Test case pass for feature tested but fail with certain DUT or exhibit abnormal behavior.

N/A

The test case is not applicable to the product under test. Justification must be provided in the
Comments column.

N/S Not supported. While the feature tested by this test case generally would be considered a
standard feature for this product category, this specific product (or this specific release) does not
support the feature.

N/T Not tested. The feature is supported by the product under test, but external factors (lab
configuration, e.g.) prevented execution of the test. Justification must be provided in the
Comments column.

Blocked Other test case failures prevented the execution of this test. Reference to the corresponding
failed test case must be provided in the Comments column.

MVS BlackBerry® Mobile Voice System

BES BlackBerry® Enterprise Server

DUT Device under Test

RIM Research In Motion®

CSP Cisco Skinny Phone

CSIPP CSIPP — Cisco SIP Phone

WLAN Wireless LAN

wLC Wireless LAN Controller

Wi-Fi Wireless Fidelity (IEEE 802.11)

MGCP Media Gateway Control Protocol

SIP Session Initiation Protocol
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Important Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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