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Application Note

Overview

Using F5 BI G-1P® traffic management and
load balancing in a Cisco Unified Customer
Voice Portal Solution

Aug 19, 2013

The Cisco Unified Customer Voice Portal (Unified CVP) leverages a VXML based architecture. The
VXML browser can access the VXML server and media servers directly, but for larger deployments it
may benefit from leveraging an HTTP load balancer.

Typicaly in alarge Unified CVP solution deployment, Cisco load balancers are used to load-balance
incoming http and https traffic. The F5 BIG-1P® (Load Balancer) can also provide the functionality
required to load balance the Unified CVP http and https traffic. The Unified CVP solution can be
deployed with the BIG-IP load balancer in both Standalone and Comprehensive deployment models,
where the BIG-1P can perform the following functions:

+ HTTPIload balancing with CVP VXML Servers
» HTTPS load balancing with CVP VXML Servers
— SSL offloading at F5-LTM
— End-to-End HTTPS
« Mediaserver load balancing

To validate the interworking of F5 BIG-I1P® with the Unified CV P, the parameters can be adjusted based
on the physical, virtual, or cloud deployment.

This Application Note details the use for connectivity of F5 BIG-1P® with CVP. It serves as guidance
for integration. However, it does not guarantee interoperability for every use case. Under the same
conditions, this document may al so be leveraged with different component versions and different service
providers. Asin any third-party interoperability, Cisco provides support for its own components, but
may not be able to fully assist in end-to-end troubleshooting or provide timely diagnostics and fixes.
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Note  TheBig-1Pload balancer can also be used to load balance requeststo enterprise systems (like having the

Call Server in VR mode only). The load balancing of SIP protocol though BIG-1P is nhot supported for
CV P components.

Versions of productsused in testing

» Cisco ISR G2 3945E Version 15.3(3)M version of the |OS (gateway).
» Unified Customer Voice Portal 9.0 and 10.0 (CVP)

» Unified Communications Manager 9.0 (CUCM)

« BIG-IP 11.3.0 (F5 Load Balancer)

Tested Features

To validate the interworking of the F5 load balancer with the Cisco Unified CVP, the following
functional areas have been tested in the Standalone mode:

» HTTPIload balancing with CVP VXML Servers (Refer Figure 1 for the network topology)
» HTTPS load balancing with CVP VXML Servers

— SSL offloading (Refer Figure 2 for the network topol ogy)

— End-to-End HTTPS traffic (Refer Figure 3 for the network topology)
« Mediaserver load balancing (Refer Figure 4 for the network topology)

n. © 2013 Cisco Systems, Inc. All rights reserved. |
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VXML HTTP load balancing with Unified CVP

Figurel
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Figure2 VXML HTTPS load balancing — SSL offload
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Figure3 VXML HTTPS load balancing — HTTPS load balancing
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Figure4 Media server load balancing
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Note  All the above features tested with Redirect = true / false in CVP Server (Session Based / Non Session
Based)

Table 1l The following table provides information on the load balancing scenarios for http / https protocols that were
tested.

Configuration of
Component Protocol Port Internal port on F5 |Comments

Media Server TCP 80 HTTP 80

Voice Gateway to Unified |[TCP7000 |HTTP 7000
CVP VXML Server

Voice Gateway to Unified |TCP 7443 |HTTPS |7443 Both End-to-End HTTPS
CVP VXML Server and SSL off-loading at F5
scenarios have been tested.

n. © 2013 Cisco Systems, Inc. All rights reserved.
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Note

Note

Caveats

The scope of the document islimited for testing HTTP and HTTPS|oad balancing of CVPV XML Server
and CVP Media Server. The load balancing of Speech Serversis not covered as a part of this document.
For speech server load balancing, it is recommended to work with the Speech Server vendor and F5 for
support.

In the Comprehensive deployment mode, the VXML browser also fetches pages from the IVR Service
in the Call Server using ports 8000/8443. This interaction must not be load balanced as the http request
must use the same Call server that is handling the SIP signaling for the call.

» The Oneconnect feature in the F5 load balancer cannot be used while using load balancing with
CVP.

» Only the 7443 port of the F5 load balancer can be used for HTTPS connections.

S,
Note  The OneConnect profile is a configuration tool in F5 to enable connection pooling. By enabling
Oneconnect profile, client requests try to utilize existing server-side connections. Since both, Gateway
and CVP server prefer "connection = close" header in their http requests /responses, it is recommended
to disable the Oneconnect feature in the F5 load balancer. However, session persistence is maintained
through HTTP cookies.
Configurations

This section provides information on configuration of various components that were used to test the F5
load balancer with the Cisco CVP.

| P Configurations

The BIG-1P® VE virtual machine needs an IP address assigned to its virtual management port.
1. From the main vSphere Client screen, click the Administration menu.
2. Inthe resources pane, select the virtual machine you want to assign the management I P address.

3. Click the Console tab. After afew seconds, the login prompt is displayed.

© 2013 Cisco Systems, Inc. All rights reserved. .n
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Figure5 Login Prompt

BIG-IP ¥E 11.3.0.2806.0

BIG-IP 11.3.8 Build 2806.8
Kernel 2.6.32-228.el6.f5.x86 64 on an x86 64
localhost login: _

4. At the login prompt, type root and press Enter.
5. At the Password prompt, type default. and press Enter.
6. Type config and press Enter. The F5 Management Port Setup screen is displayed.

Figure 6 Management Port Setup screen

BIG-IP ¥E 11.3.0.2806.0_New

F5 Management Port Setup

Confirm Configuration
Accept these settings?

IP Address: 18.78.26. 142
Netmask: 255.255.255.8
Default Route: 1@.78.26.254
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7. Click Yesif youwant DHCP to automatically assign an | P address for the management port, or click
No to manually assign an | P address and Netmask for the management port.

F5BIG IP Load Balancer Configuration

1. Open browser and type https://mgmt-ip of F5. The F5 Login page is displayed.

Figure7 F5 Login page

f5 IT Agllity, Your gy ™ '-... e .. : T ion '-':I'”il-l'.'-'I

ST N Welcome fo the BIS-IP Configuration Utility
vl CiSCo,com

Lo Irnwili wour usemame and password using the nelds on the len
IP Buddiress:
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Username

Password

Log in |

{£) Copyright 1998-201 2, F5 Networks, Inc., Seatlls, Washington. All rights resenved,
FS Metwarks, inc. Legal hotices

2. Typeadmin in the Username field and admin in the Password field.
3. Click Login. The F5 General Properties page is displayed.
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Figure8
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4. Click Next. The Current Resource Allocation page is displayed.
5. Click Next.
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Figure9 The Management IP page
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6. Select Manual option, so that big-1P does not reset to default 1P address.

Automatic (DHCP) @ Manual

IP Address{fprefi]: | 10.72.26.142
Network Mask: 25525852550
Management Route:| 10.75.26.254

testyml.cisco.com

| Use Managernent PortIP Address |Z|

|A5iaICa|cutta E|

Password: | sesessses

Canfirm: | seesesssen

Password:

Canfirm:

Y| Enabled

= Al Addresses [ ]

7. TypethelP addressin the IP Address[/Prefix] field and click Next.
8. TheF5login pageis displayed again. After login, the Network Configuration page is displayed.

255.255.255.0 | » |
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Figure 10 Network Configuration page
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Figure1l The Redundant Device Wizard options
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10. Clear the Config Sync option, and click Next. The network configuration page is displayed.
You can configure both internal and external |P address.

.
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Figure 12 Internal Network Configuration
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11. Inthe Self IP, type the IP address and Netmask as mentioned in the Figure 12 for internal
configuration.

12. Click Next. The external configuration page is displayed.
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Figure 13 External | P configuration
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13. Inthe Self IP, type the IP address and the Netmask as mentioned in the Figure 13 for internal
configuration.

14. Click Finished. The F5 IP configuration is completed.

HTTP Configuration

HTTP Gateway Configuration - Dial-peer configuration at gateway (Standalone
configuration)

Application
service helloworld flash:CVPSelfService.tcl
paramspace english index 0
paramspace english language en
paramspace english location flash
param CVPSelfService-app HelloWorld
param CVPPrimaryVXMLServer 10.78.91.242 ( F5 Virtual IP Address)

param CVPSelfService-port 7000

“. © 2013 Cisco Systems, Inc. All rights reserved.
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dial-peer voice 8778778 voip
service helloworld

incoming called-number 8778778
codec g7l1llulaw

exit

HTTP F5BIG IP Load Balancer Configuration

The following are the steps to configure F5 for HTTP.

Create a monitor (probe) for CVP

1. Login to the F5 system.

2. Click the Local Traffic tab on left pane and select Monitor from thelist. The Monitors page displays
the list of monitorsin the right pane.

Figure 14 Monitor page
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3. Click Create. The New Monitor page is displayed.
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Figure 15 New Monitor page
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4. Enter amonitor name and description in the respective fields.
5. From the Type drop-own list, select http.
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Figure 16 Monitor Configuration page
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6. Under Configuration section, in the Send String text box, enter
GET /CVP/Server?probe=true HTTP/1.0\r\n\r\n command.

7. Click Update. The monitor is created successfully.

Createavirtual server for CVP

1. Login to the F5 system.
2. Inthe main page, click iApp tab on the left pane.
3. Select Application servers from the list.

I © 2013 Cisco Systems, Inc. All rights reserved.
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Figure 17 iApp page to create virtual server for CVP
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4. Click Create.The new application service page is displayed.

Figure 18 New Application Service page
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5. Enter the server
6. From the Templ

Figure 19 F5

I HMiin lﬂp

g Striisars

3 e

Eppiealun Haraces

Tanipialzs

== Dovico Wanagomen
ol ek
[17%] swstem

Hpp i Ajgdiestine SanacHg

Templale Selpchur Easc
Eme

i Tarrpista

\ricoee: 1o Hie HTTF bemplate
| FlroheHan

| ok e i patas

|
| Fraran.dshaz

| £Hnel fashivas aeaikahis

| xRl lesuies gmibbiz

551 Lyl Quss i

| D2 we vernlthz Bl F 2sztem
| ¥ ian S50 peResint o
| ¥B -TTF =2nmre?

B Unmstens
Ll 1P sddress dopou e
A (i thes s ilisl =ar-a"

| Wzl pan g vou sk e

i Fir siriia aarmrt

| Dol HOTF sermm s

I miufa backs asgliezton slanks

| ma ez L= H wpeleen

|

| Wl wmd hide 1 Shias G4, 0D

| sl Aluns be sl s
wou Al naad bo andar atlzas

L R T e LT TR TR R

conachzns

| ¥ uze LM 2uf-erdcaton®

7. Under the Virtual Server Creations, type the IP address that you want to use for the virtual server.

o

| &ealhe HTTF LS R T

name in the Name field.

ate drop-down list, select “f5.http”. The F5 template for HTTP is displayed.
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8. Enter the port number you want to use for the virtual server.

Figure 20
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Disable Oneconnent

9. Under HTTP Server Pool, Load Balancing, and Service Monitor Questions section,

a. Tocreateanew server pool, select Create New Pool from the “ Do you want to create anew pool
use an existing one?’ drop-down list.

b. Enter the CVP server |P address and enter Port number.
10. Click Finished. The HTTP virtual server for CVP is created.

1. To disable Oneconnect, click Local Traffic tab on the left pane.
2. Select Virtual Machine from the list. The Virtual Machine page displays with the configuration.

3. Under Configuration section, set the Oneconnect option to None. This disables the Oneconnect
option.

HTTPS Configuration

HTTPS Configuration for CVP Server

Note

Note

» Thefollowing certificates are available for HTTPS configuration with CVP;

— Call server self-signed certificate (callserver.crt) and keys (callserver.key) located in
$CVP_HOME/conf/security

— VXML server self-signed certificate (vxml.crt) and key (vxml.key) located in
$CVP_HOM E/conf/security

» Call Server running HTTPS listens (accepting connections) on port 8443
« VXML Server running HTTPS listens (accepting connections) on port 7443.

Certificates must be signed by a Certificate Authority (CA) prior to use on the F5 or 10S gateway.

« Torequest for acertificate enter the following command
openssl req -new -key <keyfiles>.key -out <certrequests>.csr

» Certificate is then signed by the CA using the .csr file.
» Signed certificate returned by the CA is put in place of the self-signed .crt file.

The CVP VXML and Call Server must be restarted when signed certificate is installed.

Example,

MIIGTzCCBTegAwIBAgIKJozFswAAAAAACTANBgkghkiGIw0OBAQUFADCBVDEJAMBSG
CSQGSIb3DQEJARYOC3BhbUBjaXNjby5jb20xCzAIBgNVBAYTALVTMRYwFAYDVQQT

MKkYIfimRAD1U3AH61iPczbi+ryUMsmvel9fTng/DiaKgDSAo=

© 2013 Cisco Systems, Inc. All rights reserved.
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Note  Certificate file should be in base 64 encoded format, before uploading to F5.

Gateway Configuration for HTTPS

To apply certificates to the |OS gateway use the following command:
crypto pki trustpoint <name>

enroll terminal

exit

crypto pki authenticate <names>

<paste in contents of the previously copied cert file>

Note Certificates must be applied to the |OS gateway for F5 load balancer system using HTTPS.

To display certificates configured on a gateway use the following command
show crypto pki certificates

For better performance, it is recommended to use the following configuration on the Cisco |0S
VoiceXML Gateway with HTTPS option:

http client connection persistent
http client cache memory pool 15000
http client cache memory file 1000

Dial-peer configuration at gateway (Standalone configuration)

Application

service Secure flash:CVPSelfService.tcl

paramspace english index 0

paramspace english language en

paramspace english location flash

param CVPSelfService-app Test GD_DTMF

param CVPPrimaryVXMLServer 10.78.91.242 (F5 Virtual IP)
param CVPSelfService-port 7443

param CVPSelfService-SSL 1

dial-peer voice 4586797 voip
service Secure
incoming called-number 4586797
codec g7llulaw

exit
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HTTPSF5BIG IP Configuration

Prerequisitesfor HTTPS configuration at F5

The following are the steps to configure F5 for HTTPS to create SSL offloading and end to end HTTPS
traffic.

1. Import certificates (.Key and .CSR) files using Local Traffic -> SSL Certificates.

Figure 21 SSL Certificate Loading Page

|| OHLINE (ACTIVE)

System »» Device Certificates : Device Certificate » Device Certificate

— S5L Certificate/Key Source
iApp P — e
Import Type ;_Cemﬂcate and Key [ZI
Local Traffic Cerificate Mame sener
@ Upload File ) Paste Text

i Cedificate Source
=1 Device Managerment Choose File | wrmi237 car
Metwork @ Upload File ) Paste Text
key Source : -

choose File | weml. key

em
Sk Free Space on Disk 24 mB

Configuratian

Device Cerificates

From the Import Type drop-down list, select Certificate and Key option.
To upload a certificate (.csr file), select Upload File and then click Choose File.

To upload the Key(.key file), select Upload option and then click Choose File.
Click Import.

a ~ 0D
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Hostname: [P Address:
10.33.64.100

fs J unit: Active

Figure 22 SSl Certificate and key is displayed

User: Role:
Administrator

Date: May 8, 2012
PM (PDT)

Local Tratfic » SSL Certificates
1+ -~ Certificate List

Overview
—|
Accass statistics, performance

graphs, and links to helpful tools.

|| Search

Partition: jieflyiuil}

Templates and Wizards

Create common application traffic [+]| = Name | = Contents + Common Name + Organization | + Expiration

B HEPmoonOons [ Digicert Certilicate DigiCert High Assurance ... DigiCertlnc  Apr 2, 2022

Local Tratfic (] ca-bundle Certilicate Bundie Dec 31, 1969 - Jan 18, 2038
Network Map [ default Certificate & Key  localhost.localdomain MyCompany  Nov 11, 2021
Virtual Servers | ] example-com-wildcard *.example.com Example Inc.  Apr 8, 2015

Profiles

iRAules

Pools

Nodes
Manitars

Traffic Class

Create SSL profile

Note

Both|Certificate,and|Key,

After the SSL certificate is uploaded to the load balancer, create an SSL profile to use the certificate.

The following are the steps to create SSL profile:
1. Start F5 console.
2. Click Local Traffic in the left pane.

3. Click Profiles, select SSL, and then select Client. The New Client SSL Client page is displayed.

traffic between your CVP VXML servers and the load balancer).

The term "Client" is the traffic between the gateway and the load balancer (conversely "Server" means

© 2013 Cisco Systems, Inc. All rights reserved.
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Figure 23 New SSL Profile Configuration

| OHLINE (ACTIVE)

Local Traffic » Profiles : S5L : Client :;» Mew Client S5L Profile...

General Properties

iApp ?
Mame WHMICHentSEL
Local Traffic Parent Profile _' tlientssl E]

Metwark Wa I :
i Configuration: | Basic EI

Yirtual Servers

— Cerificate [vemiza7 E[

iRules Key wml23T [

Foals Enabled Options

Mades |Dontinsert empty fragments
Monitors
Traffic Class

4. From the Certificate and Key fields, select the certificate and key you want to use.
5. Click Finished.

Create Virtual Server for SSL Offloading at F5

1. Open F5 console.

2. Click iIAPP in the left pane, and select Application Services.
3. Select Template.
4

Inthe Application Services page, under SSL Encryption Questions section, set the Do you want the
Bl G-I P system to offload SSL processing from the HT TP servers? option to “Yes'.

5. Select the SSL certificate (.crt file) from the Which certificate do you want the BI G-I P system to
use to authenticate the server ? (You may need to import a certificate before deploying this
Template.) option.

6. Select the key from the Which key do you want the BI G-I P system to usefor encryption? (You may
need to import a key before deploying this Template.) option.

~

Note  These certificates can be mapped to the install certificates on the |OS gateway.
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I Main I Help I About idpp s Application Senvices »» vmiserver

‘ |*’h—i Statistics
| 4 1App
Application Semvices

‘ Templates

! D’ﬂ Local Traffic

=

E Device Management

Application Services Setting

Template Selection: Advancad E

I Mame hitps_offloadserver
Template ‘ 5.http E

[¥]Inherit device group from current partition / path

Device Graup

[¥]Inhetit trafiic group from current partition / path

Traffic Grou
. |trafﬂc-gr0up-1 (floating) ]

m

Welcome to the HTTP template

Intraduction | This template supports most simple web server implementations

Check for updates 201 2-10-12. Check for newer varsions anline atthe AskFa Knowledge Base
(hitp:isupport f5.comikbien-usizolutionsipublic! 2000/400/s011 3422 himl).

Preraguisites
Local Traffic == 35L Certificate List.

Additional features availahle | Frovisioning AYR will enable additional options in this template.

Additional features available | Pravisioning Wah will enable addiional options in this template.

Ensure you are using the most recenttemplate befare continuing. This template was released on

you heed to import an S5L certificate and key that correspaond to all fully-gualified DMS hames that

[fyou plan on using this template to configure the BIG-IP system for processing encrypted traffic,
you are using for the traffic. Importing 351 cerificates and keys is nota part of this ternplate; see

SSL Encryption Questions

Do yol weant the BIG-IP systern
to offload S5L processing from | | Yes E
the HTTF servers?

Which cerificate doyou want
the BIG-IP systern to use to
authenticate the server? (rou |

may need to impor a cerificate wmi237 ot E
hefore deploying this
Template.)

Which key do you wantthe BIG-
IF system to use for encryption? | ;
(rou may need to import a key wml237 key E
hefore deploying this
Templata)
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Figure 25 Application Services Setting Cont...

Yirtual Server Questions

What IP address do you want to
I use Tor this viual server? 10.78.91.242
Wihat port do you want to use for 7443

this virtual server?

Do you want ta redirect traffic that | [ - =]
cames inas HTTP ta HTTRS?

Do the HTTP servers have a
route back to application clients || Mo [=|
wia this BIG-IP system?

Will vou have mare than 64,000
connections at one time? If =0,

you will need to enter at least Mo E|
one I[P address for each 64,000
connections.

Are the HTTP servers configured Mo El
to use WNTLM authentication?
HTTP Server Pool, Load Balancing, and Service Monitor Guestions

Do you want to create a new

pool or use an existing one? reate Mew Pool El

Which load balancing methaod .

do you want to use? Round Rokin =]

Wihich servers do you want this Address Part Connectian Limit B e
wirtual server ta reference? (The 10.78.81.237 oo o ) E
wirtual server will not be address | 10.78.91.236 Port| 7ooo Connection Limit| g (]

available until at least one 1 —

server is added.) fdd)

Do you want the BIG-IP to M El

queus TCP requests?

Do you want to create a new
health ranitar or use an Use Monitor... [+]
existing one?

Choose g manitor from the list

of available monitors. hitpstestServer [=]

7. Enter F5 virtual IP address (The same |P address that was configured for Dial-Peer Configure at
gateway)

8. Enter the port you want to use the virtual server.
9. Click Finished.

Note Leave all the other fieldsin its default values.

After you creating the HTTPS Application Service for SSL Offloading, configure the virtual server by
following these steps:

1. From the Local Traffic > Virtual Servers options, select the virtual server that is created.

2. Under Configuration settings, set the Oneconnect profile option to None.

3. From SSL Profile (Client) option, select a client profile that is listed and click Add.

4. Click Update. The F5 configuration for HTTPS Application Service - SSL Offloading is completed.
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Figure 26 F5 configuration for HTTPS Application Service - SSL Offloading
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Configuration of Endto End HTTPS at F5

The following are the steps to configure end to end HTTPS traffic at F5:

CreateVirtual Server for End to End HTTPS Traffic

1. Open F5 console.

2. Click iAPPin the left pane, and select Application Services.
3. Select HTTP Template.
4

In the Application Services page, under SSL Encryption Questions section, set the Do you want the
BIG-IP system to offload SSL processing from the HTTP servers? option to “No”. The default
setting of this option is “No”

Figure 27 Application Services configuration for end to end HTTPStraffic
II Main F 1  Abou iApp » Application Senaces « womihiips
i_'d Statistics Template Selection: | Advanced [+
|
m ihpp I pame wmihitps
| Ternpiate | 5 it B

Application Services

| [¥]inherit device group from current partition / path

Templatas Device Group | [Nn*"iem_'l
= {
{7 Local Traffic Teate | [#]inherit traffic group from curent partition / path
raffic Group [

| [tramfe-aroup-1 (oating) - |

:é Device Management

—_ Welcome to the HTTP template
= Natwork L iz edirohlT e
.-_-_-;). Introduction This termplate suppors most simple webh sener implementalions
:5_‘;.] System Ensure you are wsing the most recent template before continuing. This tamplate was rale
= Check for updates on 2012-10-12. Check for newer versions online at the AskF5 Knowledge Base
| (hitpeirsuppor /5 comvkblen-usisolutionsipublic’! 3000040005011 3422 MM
if vou plan on using this template fo configure the BIG-IP system for processing encrypten
Prerstuisites traffic, you need fo import an S50 cerificate and key that corespond to all fulh-qualified C
i narnes that you are using for the fraffic. Importing SSL cenificales and keys is nola part o
template; see Local Traffic == SEL Cerificate List
Additional features available | Provisioning AYR will enable additional options in this femplate
Additional features available Pravisioning YWAM will enable additional options in this template
SSL Encryption Questions
Do you want the BIG-IP system '
to offioad SEL processing from | Mo (=]
the HTTP semrvers? |
€ | — = — - _r|| »
— ——— . —
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Note

Figure 28

Virtual Server Questions

What IP address do you wantto |
I use for this virtual server? 10.78.91.242
What port do you wantto use for 7443

this wirlual server?

Application Services configuration for end to end HTTPS traffic Cont...

HTTP Server Pool, Load Balancing, and Service Monitor Questions

Do the HTTP seniers have a
route back to application clients
via thig BIG-IP system?

NDE

Will yvau have maore than 64,000
connections at one time? If o,
you will need fo enter at least
one IP address for each 64,000
connections.

No [v]

Are the HTTF servers conflgured | | - 3]
ta use NTLM authertication? —

Do youwantio create a new T

pool or use an existing ona? Create New Pool (=

Which load balancing method —_ =
do you want to use? Round Robin =]

Which servers doyou wantthis | 8 aq4recs | 40,70 91 237 Port 7443 Connection Limit g (%]

vitual server to refarence? (The

virtual server will not be Address | 10.78.91 236 Port 7443 Connection Limit g |i
available until at leasi one =

senveris added) Add

Do youwant the BIG-IF to

guaue TCP requests? e El

Do youwant to create a new

health monitor or use an Use Manitor. Z|

exlsting one?

Choose a monitor from the list hitpstestServer z|

of available monitors,

Enter F5 virtual |P address (The same | P address that was configured for Dial-Peer Configure at
gateway)

In the Which servers do you want thisvirtual server to reference? (Thevirtual server will not
be available until at least one server isadded.) field, enter the |P address of CVP server. Also,
configure the Port to 7443 for virtual server.

From the Do you want to create a new health monitor or use an existing one? list, select Use
Monitor.

Click Finished.

Leave all the other fields in its default values.

After you creating the HTTPS Application Service for end to end traffic , configure the virtual server by
following these steps:

1. From the Local Traffic > Virtual Servers options, select the virtual server that is created.

"
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2. Under Configuration settings, set the Oneconnect profile option to None.

Figure 29 F5 configuration for HTTPS Application Service - SSL Offloading
= Configuration: | Basic  [+| 3
| . :
d Device Management
Protocal TcP [+ .
-'(=_=1 HENIO OneConnect Profile Mane E
(%] system NTLM Conn Pool
HTTF Profile hitpsserer_hittp_prafile E
HTTF Compression Profile MNaone E| Jiv..
Weh Acceleration Profile hitpsserer_caching_profile E
SPDY Profile MNone [«
FTF Profile
RTSP Profile
Selected Availahle
- /Common B
551 Profile (Cliend clientsskinsecure-compatible
BxAMmple_new
|>__>| pallavas i
ki wiom-default-clientss! ”
Selected Pvailahle
JCommon " JCommon -
S5L Prafile (Server) : b
serverss|
serverssl-insecure-compatible
b wiom-default-serverssl hd
SMTP Profile
WLAM and Tunnel Traffic AllVLANS and Tunnels |z|
Source Address Translation At Map E
Update

3. From SSL Profile (Client) option, select a client profile that is listed and click Add.
4. Click Update. The F5 configuration for HTTPS Application Service end to end traffic is completed.
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Figure 30
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