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Success Strategies for Deploying a
Citywide Outdoor Wireless LAN

This paper describes relevant standards and best practices for the Cisco Outdoor Wireless Solution in hotspots, hot zones,
and pervasive outdoor wireless deployments.

CHALLENGE

Municipal governments must meet rising needs fiyr srvices on ever tightening budgets. For matigscivith a reduced tax base and federal or
state subsidies, the challenge is to maintain prawe basic services and public safety with fewesspnnel. As in any enterprise, efficient access
to data, network resources and the Internet isasséty, not an option, for improving productiwtyth fewer resources. One significant difference
between municipal governments and many enterpitigegever, is that many city services are performadoors. Tasks such as the following are
performed outside of a city government building enehaccess to a reliable network is not a given:

¢ Building and fire code inspections

¢ City parks and recreational facility upkeep

¢ Code enforcement

¢ City maintenance

« Traffic monitoring, community policing, and otheulgic safety duties

Delivering reliable, high-speed network access oots is much more problematic than providing thiglkof access inside a building. Adding to
the challenge is the desire of many local goverrismengo beyond baseline services and do moré&r titizens and community. Initiatives to
stimulate economic development, making technolagpessible to more constituents, or encourage touaie widespread, based on the principle
that a vibrant local economy and residential bailémprove the financial health of the city.

One common theme of these initiatives is affordétedband access—in downtown areas where econewifalization is the goal, in residential
neighborhoods where the current broadband offariag not be within the means of lower-income farsilignd in business districts that want to
attract conferences, business travelers, and teuBst delivering this access is another matteuinbent service providers may not provide
affordable access to all areas. In some casedjimsod access may not be available at all, espgaidibwer-income or less populated areas.

Delivering network connectivity to mobile publicfety and city personnel raises a whole new sehaflenges. With no fixed location, users face
two choices: either return to an office to gainwark access or use wireless cellular wide area orsM\WANS). Having to return to the office is
not efficient—the time and travel required from fledd to a building for network connectivity resiit undue delays. The effectiveness of WANs
depends upon the application and data needs. WA ldad and upload speeds are typically much sldiagr LAN speeds. For tasks that require
large files, pictures, and video, using a WAN cantien may be more frustrating than returning taféfice.

SOLUTION

An alternative method of providing cellular commeation services is to deploy high-speed wirele$aorks based on the IEEE 802.11
standards, also known as wireless LANs (WLANSs) a+FiVWhen multiple access points are used to cowdoor areas, they are commonly
referred to as wireless mesh networks. Howeveipgiagent of a wireless mesh network may raise qoestabout the ability to extend the city’s
network outdoors and keep it secure. While theledemedium has specific unique characteristiceédhagers can take comfort in the fact that
essential WLAN security measures are not very diffefrom those required to build strong wired ratasecurity. Thus, by employing the proper
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WLAN security measures, IT administrators can naimtorporate privacy. This paper discusses diffewsers, applications, and deployment
models for wireless technology for outdoor wirelassvork deployments

OUTDOOR WIRELESS NETWORK APPLICATIONS AND USER TYPES

Understanding the different users and the antiegbapplications for a wireless network is an imgotfirst step in any discussion of security
measures. As with an indoor enterprise networkewiit types of users and applications necesglititrent security measures. In general, there
are three basic usage models for outdoor wirelesganks:

« Municipality and city agency applications
« Public safety applications
« Public use applications, including use by residamisinesses, and tourists

Municipality and City Employee Applications

For many cities, streamlining workflow in the figlepresents an enormous potential reduction in maapand increase in productivity. A primary
goal is enabling employees to remain in the fiaktéad of having to return to a central officedoeaive the next job or modify their route as altesu
of changing conditions. Using wirelessly enabledABDr laptops allows city personnel to receive gsBignments, plans, or research material or
equipment databases while in the field. Bar-co@msers can be used for asset or service trackithgam provide instant updates to other team
members. With wireless mobility, city personnel t&tome more responsive to ad-hoc assignment change

Another important application is automatic metexdiag, which is currently a time-intensive taskwieless network can aggregate data from
automatic meter reading (AMR) solutions in areaa oity where a fiber network may not be availableis eliminates the need for manual reading,
which is not only expensive, but may also be atgafsk for meter reading personnel. Even if meéading is currently accomplished wirelessly

by personnel in the field, significant time and ragrtan be saved by eliminating this step. Anotiseraf AMR is the real-time monitoring of water
and electricity usage data, creating more visibitito consumption. With real-time monitoring, ages can determine if a high usage of electricity
or water at any given time could be a result oftfaim the system, such as water leakage from lorpiges. A quick response can improve customer
satisfaction with the agencies’ performance in g@ecy situations.

Public Safety Applications

Public safety applications cover a broad spectrfipotential users: police, fire, emergency medssavices, 911 centers, airports, and transit
agencies. These users need levels of system ceveaggacity, security, and control that commerdatier systems often cannot achieve. What's
more, public safety agencies are often accustomeéeloying and managing their own private systedusne examples of applications that
improve the effectiveness of public safety ageniciekide the following:

« Mobile data access—Immediate full-text access to DMV records, warramsg shots, criminal records, and Amber AlertglfRpriority
bulletins about missing children) to speed decisimking and increase safety

» Streaming video and digital images—Video surveillance from government buildings andibasses to gauge the nature of the response needed
< Building schematics and plans—Immediate access to schematics and plans as kaititto fire safety personnel in search and resperations
« Ad-hoc wireless networ ks—Critical for facilitating local communication amomgnergency responders

Mobile devices, such as laptops and PDAs, are owemonly used for these applications. The deviceganerally used in response vehicles, or
“ruggedized” for use outside the vehicle. Becaush® highly sensitive nature of much of the infation, security measures for these applications
must be much more stringent than for municipaluslic usage applications.
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Public Use Applications

Public use applications represent the most widelgu$sed area of outdoor wireless networks basaflidri. The permutations range from free,
pervasive outdoor deployment in city centers fa@ log anyone to daily fee-based systems to monthigaiptions for businesses and residents
in select areas. Applications using the networketfoge will be broad, but in general, the primaoabis to provide a high-speed broadband
connection with the security of that connection igf to the user. While the laptop is currently piienary device for connecting to the network,
a wide range of devices that are designed to canagublic Wi-Fi networks are becoming availatitgamples include mobile data devices such
as the RIM Blackberry, phones that operate as Wi even cameras that are enabled with embeddektsa LAN clients.

MULTIUSE NETWORKS ARE BECOMING STANDARD

An initial network deployment may begin with a dgser and application type to prove out the dedigt will likely quickly migrate to a
multiuse scenario. Even if this is not specificgdlgnned for, the impact Wi-Fi has on outdoors igmthe same as indoors. Once awareness of
an outdoor WLAN exists, there is an almost immedaxsire by multiple constituencies to use it. ifglication for those planning and designing
the network is enormous: the infrastructure mustlide to support multiple users with varying endpalievices that will likely require different
authentication and security methods.

OUTDOOR WIRELESS DEPLOYMENT ARCHITECTURES

A few highly publicized plans to cover entire citiwith Wi-Fi have received significant attentiomvever, multiple deployment models exist.
Outdoor wireless LAN deployments fall into one loffde distinct categories: hotspots, hot zones,pareasive wireless deployment. Each type
of deployment has distinct requirements that CBgstem$ addresses through a range of Cisco Unified Wisdestwork products and
autonomous wireless solutions.

Hotspots

Hotspots are characterized by a deployment ofgleseiccess point. The term is commonly used ta tefa single wireless LAN access point
within a café or restaurant, but it is also apfileavhen that access point is deployed outdoor&diy many cities find the simplest entry point

into an outdoor wireless network is to create hotispf coverage outdoors around government buitdiAfire stations, police stations, courthouses,
field service depots, and so on—allowing city persdrio gain high-speed connectivity at various fimees around town without having to return

to headquarters.
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Cisco Wireless Network Solution for Hotspots: Cisco Aironet 1300 Series Outdoor Access Point

The Cisco Wireless Network solves the challengeuwitiple hotspot deployments through the Cisco A& 1300 Series Outdoor Access Point.
Engineered specifically for harsh environments,Giezo Aironet 1300 Series is ideal for outdoorspots (Figure 1). The Cisco Aironet 1300
Series supports the innovative features availalitle @isco Aironet and Cisco Compatible client degic

Figure 1. Cisco Aironet 1300 Series Outdoor Access Point Deployment

Government Buildings

City Hall

Library

Point-to-Point
Bridging

Point-to-Multipoint
Bridging

1 |
{1
f
/j g
F —

- .Hot Zones

Hotspots

The Cisco Aironet 1300 Series supports the IEEEXBOPstandard providing 54 Mbps data rates withoagn, secure technology while
maintaining full backward compatibility with lega&p2.11b devices. Two models are available—one aritintegrated high-gain antenna,
and a second with external antenna connectors.

The Cisco Aironet 1300 Series has an RP-TNC coond#uéit allows the deployment of omni-directiorsactor, or high-gain dish antennas to
optimize and increase coverage for specific envirents. In addition to supporting several antenwagable from Cisco, the Cisco Aironet 1300
Series has different mounting options. These optiorounting kits are available for mounting to afravall, or pole. The quick-hang mounting
bracket allows for a simple, one-person instaltatio
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Hot Zones and Pervasive Wireless Deployments

Deploying multiple access points to create a sioglgiguous coverage area creates a hot zone.ddeszypically concentrate a wider coverage

in dense areas with a higher capacity to supponlyraers. Downtown business districts, city goveanntampuses, recreational parks and venues,
and harbors or marinas are all common location$¥bAN hot zones. Pervasive wireless deploymentsanply extensions of hot zones across

an entire municipality or a significant portionibfAside from the obvious increase in access paigieded with a larger deployment, the main
difference between a hot zone deployment and sapem wireless deployment is the requirement foremiackhaul points of broadband
connectivity to the edge access points, allowing daffic to move more quickly to the Internet aeducing congestion at the access level.

Because hot zones and pervasive wireless deplogmensist of multiple access points, these deploysmaust support two requirements:

« Uninterrupted roaming of mobile devices across iplgltsubnets
« Easy backhaul connectivity for the access points

Uninterrupted Roaming of Mobile Devices Across Multiple Subnets

Larger outdoor wireless deployments are likelylacp access points across subnet boundaries. Stméa indoor wireless LAN deployment,
outdoor wireless deployments require the infrastmecto support uninterrupted connectivity as a ileadevice roams across a subnet boundary.
Cisco offers a Mobile VPN client for handheld desdo facilitate uninterrupted roaming between \\stbnets. The software client allows
applications to stay active when a user travelawéen wireless (Wi-Fi or cellular) coverage areasice, fire, and emergency responders
requiring real-time data or video feeds and trartspion system telemetry are all examples of sibuatin which devices need to maintain
mobile connectivity across large geographic diganc

Easy Backhaul Connectivity

There are multiple reasons for limiting the requieat for backhaul to each access point when demjogihot zone or pervasive Wi-Fi network.
Wireless access points typically have a range 6016 2000 feet outdoors, depending on the deo$ibwildings, foliage, and other obstacles; as
a result, they must be placed fairly close togeth@reate pervasive coverage. A good average &stifor many suburban cities is 20 to 25 access
points per square mile. The higher the access mjpiaced, the better its range will be. Desirabtainting sites include utility poles, water towers
and the top of city buildings. Existing backhautlase types of sites is highly unlikely. And tlostcof providing network connectivity to these
sites is much higher than pulling cable inside iding. To address this problem, linking accessmover the wireless medium, also known as
mesh networking, allows significant reduction ie tiumber of backhaul points, dramatically redu¢hgcost of a hot zone or pervasive wireless
network.
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Cisco Unified Wireless Network Solution for Hot Zones and Pervasive Outdoor Wireless Deployments: Cisco Aironet 1500
Series Lightweight Outdoor Mesh Access Point

The Cisco Unified Wireless Network meets the twahtecal requirements for hot zone and pervasiveless deployments through the
Cisco Aironet 1500 Series lightweight outdoor masbtess points, Cisco wireless LAN controllers, gredCisco Wireless Control System.
Figure 2 illustrates the Cisco Aironet 1500 Sedesloor mesh deployment. Figure 3 shows an imagfeeo€isco Aironet 1500 Series.

Figure 2. Cisco Aironet 1500 Series Outdoor Access Point Deployment

Government Buildings

Government Buildings City Hall

Point-to-Multipoint

Wireless Mesh
Access Points

Citywide Wi-Fi
Hot Zones

Hotspots ﬁ Hot Zones

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 6 of 10



The Cisco Aironet 1500 Series delivers robust cotiviey for outdoor wireless LANs. With dual-bangsimultaneous support for IEEE 802.11a
and 802.11b/g standards, the Cisco Aironet 150@$Semploys a patent-pending Adaptive Wireless Patiocol to form a dynamic wireless mesh
network between remote access points, and delbeensre wireless access to any Wi-Fi-compliant tli€ompliant with IEEE 802.11i and Wi-Fi
Protected Access 2 (WPA2) and employing hardwased&dvanced Encryption Standard (AES) encryptiemvben wireless nodes, the Cisco
Aironet 1500 Series provides end-to-end security.

Figure 3. Cisco Aironet 1500 Series Lightweight Outdoor Mesh Access Point

The Cisco Aironet 1500 Series Lightweight Outdoadi Access Point can be installed anywhere povasraigable, without the need for a
network connection, thus solving the requirementda-cost backhaul connectivity. Intelligent wiesk routing based on the patent-pending
Adaptive Wireless Path Protocol, which was desigsmetifically for wireless environments, enablesraote access point to dynamically optimize
the best route to the connected network withimtiesh, providing resiliency to interference and imglensure high network capacity. Deployment
and management costs for the Cisco Aironet 150@$Sare reduced through support of zero-configomadieployments and through the ability of
the access points to self-heal in response tofamterce or outages.

The Cisco Aironet 1500 Series dedicates a radiadoess-point-to-access-point communications, aligwhe mesh network to maximize use of
the total available channels and minimize the aernge of interference. This results in more capabin is available with solutions that use only
a single radio.

UNIFIED APPROACH FOR INDOOR AND OUTDOOR WIRELESS LAN DEPLOYMENTS

Only Cisco offers a unified approach to deployinddor and outdoor wireless LANs. The Cisco Unifi#dteless Network provides a single
platform for management through Cisco wireless Legwtrollers and the Cisco Wireless Control SystEigure 4). City and municipal buildings
that deploy a wireless LAN indoors can now extendRi\toverage outdoors to their own campuses auhout the city itself while maintaining
a single interface for monitoring, updates, andltieshooting. Furthermore, only Cisco offers siigaifitly improved total cost of ownership
(TCO) benefits by integrating wireless LAN conteslfunctions in high-performance Cisco routing folahs. Government agencies that already
have deployed Cisco Cataly$500 Series switches or Cisco integrated servmgters can take further advantage of their investsiby adding
wireless LAN controller capabilities to these eixigtplatforms.

For more information on reducing TCO with the Cistaified Wireless Network, see the white paReducing Large-Scale Enterprise Wireless
LAN TCO at: http://www.cisco.com/en/US/netsol/ns340/ns394/n&3®7/networking_solutions_white_paper0900aecd883B.shtml
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Figure 4. A Single Management Platform for Indoor and Outdoor Wireless LAN Deployments

Catalyst 6500
(with WiSM) Prevent
i Internal Attack

City Hall

Cisco Wireless
Control System (WCS)

s

Wireless Location

Verify User Identity
_at Each Access Point
8 Prevent Intrusion

Appliance and Contain Threats .
Wireless
Mesh Network
Cisco 4400 Series
Go_ve_rnment X WLAN Controller
Buildings

Downtown Area

Endpoint Securities (Cisco NAC Appliance, Cisco Security Agent, Cisco Trust Agent)

CONCLUSION

Outdoor wireless networks based on IEEE 802.11pcavide a simple, low-cost method for cities antljusafety agencies to improve
productivity and operate more efficiently, whilaghng within budget. A variety of applications amsers can securely and simultaneously exist
on the network, ensuring the fastest possible metarinvestment. The wireless network deliversifiedh consistent set of network features that
allow customers to bring wireless to their existimiged Cisco solutions and to extend intelligertivak features and capabilities to mobile users
across the city. The Cisco Unified Wireless Netwiodreases the ease of deploying and maintainitdoou wireless networks, helping to justify
the investment for local governments of all sizes.
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