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Introduction

The purpose of this guide is to provide the details necessary for configuring and testing the Cisco®
Network Admission Control (NAC) and Microsoft Network Access Protection (NAP) integration
solution (referred to here as NAC-NAP). This guide provide configuration details for all
components of the NAC-NAP solution, including the Microsoft Vista client, Cisco Secure Access
Control Server (ACS) for Windows, Cisco network access devices (NADs), Microsoft Network
Policy Server (NPS), and required components.

Cisco Network Admission Control and Microsoft Netwo rk Access Protection
Integration Overview

The Cisco NAC and Microsoft NAP solutions together provide the capability to gather identity and
posture information from an endpoint, determine the security policy compliance of the endpoint,
provide remediation services, and enforce network access policies based on the compliance of the
endpoint.

With the integration of these two solutions, an administrator can verify the health status of a
Microsoft Vista client, provide remediation capabilities, and provide dynamic policy enforcement on
the network infrastructure.

The NAC-NAP solution components include Cisco Secure Access Control System (ACS) version
4.2, Cisco 802.1X-capable Catalyst Switches, Microsoft Network Policy Server (NPS), and
Microsoft NAP-enabled Vista operating system. The Cisco NAC Appliance does not support NAP
at this time and is not part of the solution.

e For additional information about the Cisco NAC solution, see http://www.cisco.com/go/nac.

e For additional information about the Microsoft NAP solution, see
http://www.microsoft.com/nap.

Topology

The initial deployment examples include the following components for NAC-NAP (Figure 1):
Microsoft Windows 2003 Server running Cisco Secure ACS, Microsoft Active Directory, certificate
authority (CA), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), a
Cisco switch, a Microsoft Vista client, and Microsoft Windows Server 2008 running Microsoft NPS,
Host Credential Authorization Protocol (HCAP), and Microsoft Internet Information Server (IIS).
This setup includes support for IEEE 802.1x assessment methods and HCAP integration between
Cisco Secure ACS and Microsoft NPS. Note that when the HCAP server is installed on Windows
Server 2008, the Microsoft NPS and 1IS components are also installed.

This topology also includes support for IEEE 802.1x (NAC Layer 2 IEEE 802.1x) network
connection methods. Cisco Secure ACS acts as the Cisco network policy server. The Microsoft
NPS acts as the posture validation server. The Microsoft NPS and the Cisco Secure ACS
communicate posture data through HCAP.
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Figure 1. Basic Topology for NAC-NAP Interoperability Architecture
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Configuration Scenarios

IEEE 802.1x Method

The IEEE 802.1x deployment scenario uses |IEEE 802.1x with Extensible Authentication Protocol—
Flexible Authentication via Secure Tunneling (EAP-FAST) as the assessment method and
provides policy enforcement through dynamic VLAN assignment on the switch. Initially, two VLANS
will be configured on the switch for support with IEEE 802.1x: a healthy VLAN and a quarantine

VLAN (Figure 2).

Figure 2. IEEE 802.1x Method Setup
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After the client is connected to the switch port, IEEE 802.1x authentication will occur when a link is
detected and before the IP address is assigned to the client. After the initial IEEE 802.1x
authentication between the client and the switch, the client will authenticate to Cisco Secure ACS
using the EAP-FAST protocol. Cisco Secure ACS will be configured to receive the Windows health
information using EAP-FAST and will send this to the Microsoft NPS over the HCAP protocol.

The initial policy to determine client health will be evaluation of whether Microsoft Windows
Firewall is enabled on the Vista client. If Microsoft NPS determines that the firewall is enabled, a
posture state of healthy is reported to the Cisco Secure ACS over HCAP. Because the host is
deemed to be compliant, or “healthy,” the healthy policy will be assigned to the client. With this
policy, the client will dynamically be placed in the healthy VLAN and granted full network access. If
Microsoft NPS determines that the firewall is disabled, two options are available. The host can be
quarantined indefinitely, until the firewall is manually reenabled and the client health state changes
to healthy; or the firewall can be enabled automatically through Microsoft NPS remediation, and
the client status will change from quarantine to healthy automatically.
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NAC-NAP Network Hardware Requirements

Supported Cisco Catalyst Switch Platforms
Table 1 lists the Cisco Catalyst® switch platforms that NAC-NAP supports.

Table 1. Switch Platforms Supported by NAC-NAP

Platform (Supervisor) OS Type OS Version

Cisco Catalyst 6500 Series Supervisor Engines 32 Cisco 10S® Software Cisco 10S Software 12.2 (33) SXH or
and 720 later

Cisco Catalyst 6500 Series Supervisor Engines 2, Cisco Catalyst OS Cisco Catalyst OS 8.6 (1) or later

32, and 720

Cisco Catalyst 4500 Series Supervisor Engine II- Cisco 10S® Software Cisco 10S Software 12.2 (37) SG or later
Plus, II-Plus-TS, II-Plus-10GE, IV, V, and V-10GE

Cisco Catalyst 4900 Series Switches Cisco 10S® Software Cisco 10S Software 12.2 (35) SE or later
Cisco Catalyst 3570 and 3560 Series Switches Cisco 10S® Software Cisco I0S Software 12.2 (35) SE or later
Cisco Catalyst 2960 Series Switches Cisco 10S® Software Cisco 10S Software 12.2 (35) SE or later

For more information, please refer to following release note
http://www.cisco.com/en/US/netsol/ns812/networking_solutions sub_solution_home.html.

NAC-NAP Client Requirements
Table 2 lists the requirements for NAC-NAP clients.

Table 2. Client Requirements
Platform Version Cisco Requirement | Comments
Windows Vista (Business, Service Pack 1 is a prerequisite for the NAC-NAP interoperability
Enterprise, Ultimate) architecture. Service Pack 1 adds critical enhancement to
supplicants, and those features are required for NAC-NAP
interoperation.

Cisco EAP-FAST For the NAC-NAP interoperability architecture, Windows Vista
Module must have the Cisco EAP-FAST software module installed.

Note: Cisco Trust Agent is not required for clients with the Microsoft Vista OS.

NAC-NAP Server Requirements

The minimum number of computers need for this testing is three. The recommended machine
configurations are summarized in Table 3. The addition of more machines can make testing and
debugging easier.

Table 3. Server Requirements

Server Type oS Function

Domain Windows Server 2003 or 2008 The domain controller provides Microsoft Active Directory policy,

controller DHCP server, DNS server, and root CA.

Microsoft NPS Windows Server 2008 Microsoft NPS is the policy configuration point for NAP health

validation.

Cisco Secure Cisco Secure ACS installed on a Cisco Secure ACS is the central policy configuration point for

ACS 4.2 domain member server running on NAC-NAP integration. Cisco Secure ACS will provide secure
Microsoft Windows 2000 Server, connection to clients and proxy health information to Microsoft
Windows Server 2003, Windows NPS.
Server 2008, or Cisco Secure ACS
Solution Engine Version 4.2
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Admission Control Predeployment Checklist

This checklist provides a guide to the components, technologies, and organizational efforts
required for a successful NAC-NAP deployment.

Security Policy Creation and Maintenance

What are your current security policies for each of these domains?

Who (and what) is responsible for policy creation? Policy enforcement?
What is the quorum for making changes?

Will network access authorizations be based on identity or posture, or both?

What is your policy on unmanaged and nonstandard machines on your network (labs,
guests, consultants, extranets, kiosks, etc.)?

How will you handle acquisitions that may have a different network infrastructure and
policy?

Public Key Infrastructure

Have you already deployed an enterprise public key infrastructure (PKI)? Windows 2000
Server or later, a CA vendor, or other?

If not, will you install and manage one or purchase individual certificates from a CA vendor?

Do you understand the long-term support, migration, and scaling requirements of self-
signed certificates?

Directory Services

Do you or will you require identity for network authorization?
Have you already deployed directory services: Microsoft Active Directory, LDAP, or other?

Will your existing installation scale to support the added queries or are more servers
needed?

Network Access Devices

A NAD acts as a policy-enforcement point for the authorized network access privileges that
are granted to a host. Does your existing hardware support the desired NAC functions? Do
you need to upgrade?

Is a new Cisco 10S Software or Cisco Catalyst OS license required for the security (crypto)
images?

Do these NADs have enough memory for the larger Cisco 10S Software security images?
Do you need a memory upgrade?

Can these NADs run the NAC-supported versions of Cisco I0S Software and Cisco
Catalyst OS or is another NAD required?

Hosts and Other Network-Attached Devices

Do you already use IEEE 802.1x supplicants from Microsoft, Cisco, or some other vendor
on a platform other than Windows Vista?

Will an IEEE 802.1x upgrade require a supplicant purchase, OS upgrade, or hardware
upgrade (printers, etc)?

Do you need wired or wireless IEEE 802.1x supplicant functions? (The Cisco free
supplicant is wired only.)
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Which authentication types are required? (The NAC-NAP Version 1 solution supports only
EAP-FAST with EAP—Transport Layer Security [EAP-TLS], EAP—Generic Token Card
[EAP-GTC], and EAP—Microsoft Challenge-Handshake Authentication Protocol Version 2
[EAP-MSCHAPV2] inner authorization methods.)

Nonresponsive Hosts

Do you have nonresponsive hosts (NRHs)? Generally, an NRH is a host that does not have
an IEEE 802.1x supplicant or NAP agent running to perform posture validation.

Have you identified all of the NRH device types in your network:

o No IEEE 802.1x supplicant (unsupported or hardened OS)

o NAP agent disabled or not supported (unsupported OS or network boots)
o Otherwise unmanaged or uncontrolled devices (guests, labs, etc.)

What is your authorization strategy for NRHs?

Do you need to upgrade to IEEE 802.1x capabilities in your hardware or OS?

Will you use whitelisting in Cisco Secure ACS (MAC authentication bypass [MAP] and MAC
or IP wildcards)?

Do you know the administrative and management costs of a MAP, host registration, and
guest system?

Cisco Secure ACS

Do you already use Cisco Secure ACS? Will you need to upgrade or purchase it?

How many Cisco Secure ACSs will you need to scale the deployment based on your
organization size, availability requirements, revalidation frequency, and policy size?

How will you replicate the Cisco Secure ACS database and configuration changes:
manually, periodically, scheduled, or instantly?

Will any load-balancing hardware or software be necessary to handle a high volume of
concurrent authorizations?

Third-Party Software Integration

What existing desktop security software do you want to integrate with NAC-NAP?
What new client software do you want to deploy because of NAC-NAP?

Do you have the required version for NAC integration? Or is an upgrade, new purchase, or
replacement required?

Patch Management

What update, patch, or remediation software do you currently use, if any?
Does this update software integrate with NAC-NAP?

Will you have a remediation website for communicating the posture status to unhealthy or
nonresponsive hosts?

Will you distribute software to employees and guests from this site? How will you handle
licensing?

Monitoring, Reporting, and Troubleshooting

What is your existing monitoring and reporting framework?
Will NAC logs and events integrate? Or is something additional needed?

Do you have sufficient long-term storage space for all of these new logs and events?
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Communications
e Have you communicated the solution to the organization for the various stages: awareness
(need and benefits), readiness (what and when), and adoption (monitoring and
enforcement)?

e How will you communicate: email, internal news, remediation website, support desk, etc.?

Support Desk
e Have you set up staff training for the new technology and processes?

o How will the support staff troubleshoot support calls related to NAC-NAP?
o What application development is required to resolve NAC-related issues?

e Have you reviewed the troubleshooting steps (list of required logs for opening cases, etc.)?

Configuration for NAC-NAP Integration

The following sections provide the details necessary for configuring all the Cisco NAC and
Microsoft NAP solution components in the scenarios described here.

The following servers and other hardware are required and will need to be installed and configured
for the NAC-NAP interoperability solution:

e Cisco Secure ACS 4.2 for Windows (Microsoft Windows Server 2008, Windows Server
2003, or Windows 2000 Server)

¢ Microsoft Windows Server 2008 (HCAP server including Microsoft NPS and IIS)
e Microsoft Windows Vista (Service Pack 1 is required)

e NAC-compatible Cisco Catalyst switch (such as the Cisco Catalyst 3750 Series Switch)

In addition, the network device will need to be configured to support the NAC-NAP solution. In the
lab, a switch will be used for to implement IEEE 802.1x for wired connections.

Cisco Secure ACS Base Configuration

The NAC-NAP configuration will begin with the Cisco Secure ACS to establish the base functions
to develop policies for the solution. After installing Cisco Secure ACS, use the following steps to
create the Cisco Secure ACS configuration for NAC-NAP.

Network Configuration

Task 1: Configure AAA Clients

On the Network Configuration page, you can add and configure authentication, authorization, and
accounting (AAA) clients (network access devices, such as switches and wireless access points)
and remote AAA servers.

Step 1. On the Network Configuration screen, click the hyperlink under Network Device
Group . Click (Not Assigned) and move to the (Not Assigned) AAA Client screen

Step 2. Configure the AAA clients by clicking the Add Entry button. You can define all NADs as a
single AAA client using IP address wildcards. Shared Secret is an identical key string
that you define for a switch RADIUS configuration. For Authenticate Using, be sure to
select RADIUS (Cisco I0S/PIX 6.0) . The following screenshot shows a sample
configuration.
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AAA Client Setup for

EEE
Add Client IP Address
Shared Secret ciscol23
MNetwork Device Group (Mot Assigned) v
RADIUS Key Wrap
Key Encryption Key 00000000000000000000000000000000

Message Authenticator Code Key 0000000000000000000000000000000000000000

Key Input Format O ASCH @ Hexadecimal

Authenticate Using RADIUS (Cisco I05/PIX 6.0) v
[ single Connect TACACS+ Aaa Client {(Record stop in accounting on failure)
Log Update/Wwatchdog Packets from this ass Client
Log RADIUS Tunneling Packets from this aas Client
[ replace RADIUS Port infa with Username from this aas Client

[ Match Framed-IP-Address with user IP address far accounting packets from this AaA Client

Step 3. Click Submit + Apply to save the changes.

Note: AAA client definitions with wildcards cannot overlap with other AAA client definitions,
regardless of the authentication types. When adding more AAA clients with a different
authentication type, avoid using wildcards and specify the AAA client IP address as needed.

Task 2: Configure AAA Servers

The AAA server information is populated with the hostname and IP address of the device on which
Cisco Secure ACS is installed. In this configuration guide, the server name id-acs and IP address
10.1.100.2 are configured. If the server has been assigned a different name, it will be displayed as
the AAA server name with current active IP address.

Note: Your AAA server is automatically populated during the installation of Cisco Secure ACS,
using the hostname assigned to the host operating system.

Step 1. Configure the Key setting for the AAA server as shown in the following screenshot.
Choose Network Configuration > Network Device Group > (Not Assigned) and click
the AAA server name hyperlink id-acs . This shared secret key is used by the remote AAA
server and Cisco Secure ACS to encrypt the data. The key must be configured identically
in the remote AAA server and the local Cisco Secure ACS, including case sensitivity.

AAA Server Setup for

id-acs
Add Server IP Address 10.1.100.2
Key ciscol23
Metwork Device Group (Mot Assigned) v

[ Log Update/Watchdog Packets from this remaote A44 Server

sas Server Type CiscoSecure ACS »
Traffic Type inbound/outbound >
Apds Server RADIUS Authentication Port 1645
Agg Server RADIUS Accaunting Port 1646

Note: You can optionally assign the Cisco Secure ACS to a previously configured network
device group (NDG). When adding a Cisco Secure ACS to a network device group, make sure that
shared secret for NDG matches the Cisco Secure ACS’s shared secret.
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Interface Configuration

In the Interface Configuration section, you can configure options such as the RADIUS attribute
dictionary, NDG, replication, and the HCAP interface for communication with Microsoft NPS
running on Windows Server 2008. The items configured in the Interface Configuration section,
such as RADIUS attributes, must be enabled here to be available in other parts of the Cisco
Secure ACS configuration.

Task 1: Configure RADIUS Attributes
You configure the RADIUS attributes in the Interface Configuration section. Note that the RADIUS

Cisco IOS/PI1X6.0 menu appears only after you add the AAA client with the RADIUS Cisco
I0S/PIX6.0 authentication type on the Network Configuration screen.

Step 1. Choose Interface Configuration from the main menu, choose RADIUS (IETF), and
select the attributes shown in the screenshot. Then choose RADIUS Cisco IOS/PIX6.0
and select the attribute shown in the screenshot. Only the attributes checked are
necessary for NAC. All other attributes should by unchecked to save time in later
configuration steps.

Options
RADIUS (IETF) [027] Session-Timeout

[029] Termination-Action

[064] Tunnel-Type

[065] Tunnel-Medium-Type

[081] Tunnel-Private-Group-ID

RADIUS (Cisco I0S/PIX6.0) [026/009/001] cisco-av-pair

Note: Attributes 64, 65, and 81 are necessary only for VLAN assignments. Attributes 27 and 29
are used for IEEE 802.1X reauthentication.

Step 2. Choose Interface Configuration > Advanced Options and enable the attributes shown
here.

Advanced Options

Default Time-of-Day / Day-of-Week Specification

Group-Level Shared Network Access Restrictions

Group-Level Network Access Restrictions

Group-Level Password Aging

Network Access Filtering

Max Sessions

ACS internal database Replication

RDBMS Synchronization

Network Device Groups

Microsoft Network Access Protection Settings

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 9 of 94



Configuration and Troubleshooting Guide

Advanced Options ?

Note: Only the selected options will appear in the user
interface.

[T Per-user TACACS+/RADIUS Attributes
User-Level Shared Metwork Access Restrictions
User-Level Network Access Restrictions

User-Leve| Downloadable ACLs

O00

Default Time-of-Day / Day-of-Week Specification

<l

Group-Level Shared Network Access Restrictions

<l

Group-Level Network Access Restrictions

Group-Level Downloadable ACLs

<7

Group-Level Passwaord Aging

<l

MNetwork Access Filtering

<l

May Sessions

Usage Quatas

Distributed System Settings

ACS internal database Replication
EDEMS SynRﬁrnnizatinn

1P Pools

U |

7

Network Device Groups

Voice-over-1P (YolP) Group Settings

0O

Vaice-over-1P (VolIP) Accounting Configuration

El

Microsoft Metwork Access Protection Settings |

Note: Microsoft Network Access Protection Settings needs to be checked in this section to
enable the HCAPV2 interface so you can configure the Microsoft NPS address.

System Configuration

Task 1: Set Up Cisco Secure ACS Certificate and Root CA Certificate

Configure Cisco Secure ACS with a server certificate for establishing client trust when challenging
the client for its credentials. For authenticated in-band PAC provisioning for EAP-FAST, the client
must have a certificate that matches the one installed in Cisco Secure ACS.

Note: Using a production PKI and certificates signed by a production CA or registration
authority is highly recommended for the most scalable NAC deployments. This part of NAC
implementation has been significantly compressed and abbreviated; you will need to use an
existing PKI (internal or outsourced) to securely identify the Cisco Secure ACS infrastructure to
endpoint devices.

The following steps show how to request the Cisco Secure ACS certificate from a locally
configured Microsoft root CA server and install it on Cisco Secure ACS as the server certificate. If
the CA server is not available in the testing environment, Cisco Secure ACS can generate a self-
signed certificate. Please proceed to Step 14 if you want to use a self-signed server certificate
generated on Cisco Secure ACS. Step 14 shows how to create and install a self-signed certificate.
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Step 1. Choose System Configuration > ACS Certificate Setup > Gene rate Certificate
Signing Request . Fill out the required field as shown here and click the Submit button.

Generate new request ?
Certificate subject ch=id-acs
Private key file cihcertshid-acs.pwk
Private key password sssssses
Retype private key password TTTTTTT]
Key length 2048 hits v
Digest to sign with SHAL |+

Examples of field values for the certificate signing request (CSR) are shown here.

Generate Certificate Signing Request

Certificate subject cn=your_acs_ name

Private key file C:\%your_cert_dir%your_private_key_name
Private key password your_private_key_password

Retype private key password your_private_key_password

Key length 2048 bits

Digest to sign with SHA1

After you submit your request, your CSR is displayed in the right frame of your browser

console.

Nowe your certificate signing request is ready. You can copy/paste it to any

certification authority enrollment tool.

HMIICuzCCAaMCAQAWETEPHAOGAIUEAKNGATQUYWNzNIIEI ) ANEgkahkiGOwOEAQEF
AAOCAQZAMIIBCYECAQEAVTARGYr EJulTAbNwnDOvEBeaF 0/ cd+pShveUEIBraFPE
FNFRn61WG3 +Hh+dNvtEs Y3008 T1008C IawlMMAS g4 T UHE+Er EQp2mppHa 2 EVTVe
EQJ1KLW/ ceYeThe+kPUpF U1 YU7 X8 fowxRNSGEPWDa+hNhGI W IpLFhYkinKjea2 Vv
OECzomrvLSmySsRLFNLEPhiVaQWIDRITOEAD zovl4+nKerJ 12w/ BJiKZnMibIRva e
rEe6aXRsol?vPICOVERLCFAYiy] lrndGaqOBedXg/mTeURYEGrxpo520e93Civied
SGtTpEoiSSPEOTRhREYE98 laghSnh PEgSECiGur4eguIDAQARBOGUwTw Y IKD £ Ihvel
AQkOMUYuV D ALBgNVHOSEE AMCBa AwHOYDVROOBEYEFNo S0 +5ea0sHN 1T/ 75V g G Cwr
2AcIMBMGAITATQOMMACGCCsGAQUF BEwMEMEEGCWCGS AGG+E TE AQOE Aw TGOD ANB gk
hkiGIwlBAQUFALOCAQEAT+3LaTKkEPTwFOAGt MELDtDEx VEMAr +f Edanix wix A ull
adro3nvITIonrgxitgTulzUb42z7r D71y ACoRxxDnhGIrBSobvWd+/refp23cnH
3gOgyS8TpAIN1SPgEYGeBp iz IcOZaCESTE L1 X sgub N6 gV T2 +EvGEe 1Jd0nsTh
OR/+LdnTCFoE6hN6FpEQ/ 0630428 A3mIDhI 76/ ApG1lGDeTxwIpJ LUgWOh2 Gwnd +
L53b4UONTEXE3xkRULIS 60 C/ 1MqLpsIPy/ y+hxmE i 04 iH1gnuITRQWNES 6  kKmC
INF TxNRSyockadVxTAvEYEvnStUES11£ 90Gok7?nZur Q==

Step 2. Now send the CSR to the Microsoft CA server. Copy your CSR to a temporary text file.
Then access your CA server using Microsoft Internet Explorer (IE). The local Microsoft CA
server can be accessed through the following URL: http://your_ca_server/certsrv/

Welcome

certificate revocation list (CRL), or to view the status of a pending request

Select a task:
Request & corificate
“iew the status of 4 pending cedificate request
Download a CA certificate, cetificate chain, or CRL

Use this Web site to request a certificate for your Web browser, e-mail client, or other prograrm. By using a
cerificate, you can verify your identity to people you communicate with over the YWeb, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks

You can also use this Web site to download a cerificate authority (CA) certificate, cerificate chain, or

For more information about Certificate Services, see Cerificate Senices Docurentation.
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Step 3. Click Request a certificate > advanced certificate reques  t > Submit a certificate
request by using a base-64-3ncoded CMS or PKCS #10,  or submit a renewal
request by using a base-64-encoded PKCS #7 file

Step 4. Paste your copied CSR from the Cisco Secure ACS web console to the Saved Request
text box. For Certificate Template , choose Web Server ; then click Submit .

T ————— "

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-6d-encaded CMC or PKCS #10 certificate request or PKCS # renewal request
generated by an extemnal source (such as a Web sewer) in the Saved Request box

Saved Redquest:

Base-B4-encoded | MIICWDCCAagC AQAWF JETNE IGALUEARNLANQL TNz =
certificate request | DOEBAQUARS IBDwAwguEKA0 TEAQC/ ON/ OXx3zATLE

(CMC ar |MB7PgZTFESpdlaj41GooPvmiETSAL1TL/ rhg98us
PKCE#100r  |FyHoyk7HO3 PgnRatOsogvPNEOrmFd/ FSkagE07v4
PKCE #7). £/calZsymlgiGozRORUjusgkEpecPiuku?Tifuh ¥
| 2]
Browese for a file to insen
Certificate Template:
Web Server i

Additional Attiiaites:

Aftributes.

Step 5. Select DER encoded to download your Distinguished Encoding Rules (DER) encoded
certificate to your certificate directory on Cisco Secure ACS (or you may need to
download the certificate to your Cisco Secure ACS Solution Engine server). Name the
downloaded certificate to distinguish it from the root CA server of this Microsoft CA
server. Alternatively, you may want to save the CA certificate in both DER and Base 64
encoding methods and then save them both with appropriate names.

Certificate Issued

The cedificate you requested was issued to you

(@ DER encoded or O Base B4 encoded

Tord Download cedificate
L=d Download ceificate chain

Step 6. (Optional) When you are accessing the CA web enrollment console, we recommend that
you download the CA server root certificate and save it along with the Cisco Secure ACS
certificate for future use. To download the CA root certificate, access your CA server with
IE and click Download a CA certificate, certificate chain, or CR L under Select a task
section of Welcome page.

Step 7. Make sure you choose the current CA server and then click Download certificate

Step 8. Now you have a root CA certificate, Cisco Secure ACS certificate, and associated private
key saved on your Cisco Secure ACS. You have to install those certificates and the
private key on Cisco Secure ACS. First install the root CA certificate on Cisco Secure
ACS. Choose System Configuration > ACS Certificate Setup > ACS  Certification
Authority Setup . Specify the location of the CA certificate and click the Submit button.
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ACS Certification Authority Setup

CA Operations P I
Add new Ca certificate to local certificate storage

CA certificate file cihcerts\ID-CA-DER.ce

Step 9. After you add the new CA certificate, restart Cisco Secure ACS. Choose System
Configuration > Service Control  and click Restart .

Step 10. After installing the CA certificate, you should add it to the certificate trust list (CTL) as a
trusted authority. To do this, select the Edit Certificate Trust List  link from the ACS
Certificate Setup screen, locate the name of your CA in the list, and check the box next
to it and click Submit to save the changes.

Edit the Certificate Trust List (CTL)
ID-CA

Step 11. Changing the CTL requires a Cisco Secure ACS restart; choose System Configuration
> Service Control and click the Restart button.

Step 12. Choose Install Certificate . Specify the location of the Cisco Secure ACS certificate and
click the Submit button.

Install New Certificate

Read certificate from file

Certificate file: c:\certs\id-acs.cer
Private key file: c:\certs\id-acs.pvk
Private key password: ciscol23

Install ACS Certificate

Installed Certificate Information _?_|
Issued to: id-acs
Issued by: ID-CA
valid from: February 21 2008 at 11:08:08
Valid to: February 20 2010 at 11:08:05
Validity: oK

Step 13. After a successful installation of the Cisco Secure ACS certificate, you must restart Cisco
Secure ACS. Choose System Configuration from the main menu, select Service
Control , and click the Restart button. This completes the Cisco Secure ACS certificate
installation process.

Step 14. (Optional) Choose System Configuration > ACS Certificate Setup > Gene rate
Certificate Signing Request . Fill out the required fields as shown here and click the
Submit button.
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Generate Self-Signed Certificate

Generate new self-signed certificate ﬂ
Certificate subject chn=id-acs
Certificate file shcertshid-acs-self.cer
Private key file sheertshid-acs-self.pvk
Private key password sssesess
Retype private key password sssssses
Key length 2048 bits v
Digest to sign with SHAL :_V._
Install generated certificate

Note: Self-signed server certificates generated on Cisco Secure ACS should be used for lab
testing purposes only. This certificate is valid for one year only, and the administrator is advised to
not deploy a self-signed certificate for any production use.

Task 2: Set Up Global Authentication

Cisco Secure ACS supports many protocols for securely transferring credentials from the host to
the Cisco Secure ACS for authentication and authorization. You must tell Cisco Secure ACS which
protocols are allowed and what the default settings are for each protocol.

Note: Unless you have a limited deployment environment or specific security concerns, we
highly recommend that you enable all protocols globally. You will have an opportunity to limit the
actual protocol options later when you create the network access profiles for NAC, but if they are
not enabled here, they will not be available in the network access profiles.

Step 1. Choose System Configuration > Global Authentication Setup.

Step 2. Select the global authentication parameters shown here to make them available for the
network access profile authentication configuration. Note that Protected EAP (PEAP) and
its inner authentication methods are also selected. PEAP is not required for NAC-NAP
integration. Those methods can be disabled in the network access profile.
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Global Authentication Setup

EAP Configuration . ﬂ
PEAP
[¥] &llow EAP-MECHAPYZ
¥ allow E&P-GTC
[¥ &llaw Posture Yalidation

¥ allow EAP-TLS

Select one or more of the following options:
¥ certificate S4M comparison
[V Certificate CM comparison
[¥] Certificate Binary comparison

EAP-TLS session timeout (minutes): [120

Cisco client initial message:

PEAP session timeout {minutes): 120
Enable Fast Reconnect:
EAP-FAST

EAP-FAST Configuration

EAP-TLS

M allow EAP-TLS

Select one or more of the following options:
[¥] certificate SAN comparison
¥ certificate CN comparisan
[¥] certificate Binary comparison

E&AP-TLS session timeout {minutes): 120

Select one of the following options for setting username
during authentication:

®Use Outer Identity
O Use CN as Identity
O Use SAN as Identity

LEAP
Ol allaw LEAP (Far Aironet only)

EAP-MD5
[#] allow EAP-MDE

AP EAP request timeout {seconds): |20

MS-CHAP Configuration E

[¥] allow MS-CHAP version 1 authentication
[¥] allowe MS-CHAP Yersion 2 Authentication
Step 3. Click Submit + Restart to save these changes.

Step 4. Choose EAP-FAST Configuration to open the EAP-FAST Configuration page. Select
the parameters shown here
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EAP-FAST Configuration

EAP-FAST Settings E
EAP-FAST -
[¥] sllow EAP-FAST
Active master key TTL 1 ;mun.ths ?_V-,
Retired master key TTL 3 _munths :-_V'
Tunnel PAC TTL 1 ;weéks vl

Client initial message:
Authority 1D Info: CISCO
[¥] &llow full TLS renegotiation in case of Invalid PAC
[¥] allow anonymaus in-band PAC pravisioning
[“]Enable anonymous TLS reneqotiation
[¥] &llow authenticated in-band PAC provisioning
[] accept client an authenticated provisioning

[“lrequire client certificate for pravisioning

Wwhen receiving client certificate, select one of the
following lookup methods:

O Certificate SaM lookup

@ Certificate CM lookup
[¥] allow Machine authentication

Machine PAC TTL 1 |[weeks [v]
[¥] &llow Stateless session resume

Authorization PAC TTL i, _hours :-_v'
allowed inner methods

[ EAP-GTC

[“]EAP-MEBCHAPY2

EAP-TLS

Select one or more of the following EAP-TLS comparison
methods:

[ Certificate SAM comparison
[ Certificate CN comparisan
[“] Certificate Binary comparison

EAP-TLS session timeout (minutes) |120

[FIEAP-FAST master server
Actual EAP-FAST server status Master

Step 5. Click Submit + Restart to save these changes.

Task 3: Configure Attributes for Logging

In this task, you will turn on the Cisco Secure ACS logs needed for monitoring and troubleshooting.
Cisco Secure ACS logs provides records of access requests from clients and hints about why
authentication failed if something goes wrong. You should always turn on the appropriate log
options when initially configuring Cisco Secure ACS.

Note: To log any attribute values from hosts other than NAC attribute values, you must first
import the attribute definitions into Cisco Secure ACS and then select them for logging.

Step 1. To specify which log files are enabled and which event attributes are recorded within
them, choose System Configuration > Logging
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The recommended log files and their logged attributes for NAC are shown here. Make
sure logging for CSV Failed Attempts, CSV Passed Authentications, an d CSV
RADIUS Accounting are all turned on.

CSV Failed Attempts

CSV Passed Authentications

CSV RADIUS Accounting

Logged Attributes
® Message-Type
® User-Name
® Caller-ID
® Authen-Failure-Code
® NAS-Port
NAS-IP-Address
® AAA Server
® Network Device Group
® Access Device
® PEAP/EAP-FAST-Clear-Name
® EAP Type
® EAP Type Name
® Network Access Profile Name
® Shared RAC
® Downloadable ACL
® System-Posture-Token
® Application-Posture-Token
® Reason

Logged Attributes

® Message-Type
User-Name
Caller-ID
NAS-Port
NAS-IP-Address
® AAA Server
Filter Information

Network Device Group

® Access Device
PEAP/EAP-FAST-Clear-Name
EAP Type

EAP Type Name

Network Access Profile Name
Outbound Class

Shared RAC

Downloadable ACL
System-Posture-Token
Application-Posture-Token
Reason

Logged Attributes
® User-Name
® Group-Name
® Calling-Station-ld
® Acct-Status-Type
® Acct-Session-Id
® Acct-Session-Time
® Acct-Input-Octets
® Acct-Output-Octets
® Acct-Input-Packets
® Acct-Output-Packets
® Framed-IP-Address
® NAS-Port
NAS-IP-Address
® Class

Termination-Action
Called-Station-1d

® Acct-Delay-Time

® Acct-Authentic

® Acct-Terminate-Cause

Event-Timestamp
NAS-Port-Type

NAS-Port-Id

® AAA Server

ExtDB Info

® Network Access Profile Name

cisco-av-pair
® Access Device

Administration Control Configuration

Task 1: Add Remote Administrator Access
To remotely administer your Cisco Secure ACS from a web browser, you must enable this feature

by choosing Administration Control

can log in to your Cisco Secure ACS with HTTP.

Step 1. Choose Add Administrator

information shown here.

from the main menu. By adding one or more accounts, you

and in the Administration Control  section add the

Add Administrator

Administrator Name:

administrator

Password:

ciscol23

Administrator Privilege:

Grant All

Shared Profile Components Configuration

Shared profile components are configurations that can be reused across many different network
access profiles for filtering within Cisco Secure ACS or for network authorization within RADIUS.
These need to be defined before you configure the network access profiles.
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Note:
create and map individual authentication, posture validation, and authorization components

Network access profiles are introduced in Cisco Secure ACS 4.0. They enable you to

depending on the access method being used.

Among the most useful shared profile components are the RADIUS authorization components
(RACs).

Task 1: Configure RADIUS Authorization Components

RACs are sets of RADIUS attributes that are applied to NADs during network authorization. After
you group a set of RADIUS attributes in a RAC, you can make the RAC available when configuring
network access profiles and use it as an enforcement command for the NAD, sent in the RADIUS
Access Accept packet.

Step 1. To configure RACs, choose Shared Profile Components > RADIUS Authorization
Components and click the Add button for each new RAC you want to create. Each RAC
can contain one or more vendor RADIUS attributes, including Cisco IOS/PIX 6.0 and
IETF.

Note:
Secure ACS performance. We strongly recommended that you adjust the timeout value for the

The session timeout value used for NAC deployments can significantly affect Cisco

scale of your network and the Cisco Secure ACS transaction capacity.

Step 2. Specify RAC entries, attribute assignments, and values. Create these RAC configurations
for a IEEE 802.1x scenario (NAC Layer 2 IEEE 802.1x).

Attribute Vendor Use Case Definition
Session Timeout (27) IETF IEEE 802.1x Reauthentication timer value in second
Termination Action (29) IETF IEEE 802.1x RADIUS-Request (1) means that posture revalidation takes place
without any session termination. If this value is set to Default (0)
or not sent, the session is terminated upon revalidation timer
expiration.
Tunnel-Type IETF IEEE 802.1x Tunnel-Type (802) defined in RFC 3580
Tunnel-Medium-Type IETF IEEE 802.1x Tunnel-Medium-Type (VLAN) defined in RFC 3580
Tunnel-Private-Group-ID IETF IEEE 802.1x Tunnel-Private-Group-ID defined in RFC 3580. This attribute is
used to tell the NAD which local VLAN the switch should assign
to a port to which a user is connected. Cisco NADs accept both
strings (VLAN name) and integers (VLAN ID) in this attribute.
This attribute needs to be sent along with attributes 64 and 65.
RAC Name Vendor Assigned Attributes Value
802.1x_Compliant_User IETF Session-Timeout (27) 3600
IETF Termination-Action (29) RADIUS-Request
IETF Tunnel-Type (64) VLAN
IETF Tunnel-Medium-Type (65) 802
IETF Tunnel-Private-Group-ID (81) healthy
802.1x_Compliant_Machine IETF Session-Timeout (27) 3600
IETF Termination-Action (29) RADIUS-Request
IETF Tunnel-Type (64) VLAN
IETF Tunnel-Medium-Type (65) 802
IETF Tunnel-Private-Group-ID (81) asset
802.1x_Quarantine IETF Session-Timeout (27) 60
IETF Termination-Action (29) RADIUS-Request
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RAC Name Vendor Assigned Attributes Value
IETF Tunnel-Type (64) VLAN
IETF Tunnel-Medium-Type (65) 802
IETF Tunnel-Private-Group-ID (81) quarantine

Step 3. For the IEEE 802.1x scenario, you should have three RACs total. Now the Cisco Secure
ACS service needs to compile those RACs. Choose System Configuration > Service
Control > Restart to compile the RACs.

RADIUS Authorization Components ﬂ

Name Description
|1802.1% Compliant Machine

Ze_u_z.lx Compliant User

802.1x Quarantine

Group Setup Configuration

Cisco Secure ACS can enforce policy for users by applying authorization rules (dynamic VLAN
assignment) per group. You can configure these groups locally on the Cisco Secure ACS;
however, they can be mapped to a set of groups in an external database, such as Active Directory.
For instance, if userl belongs to the Active Directory Domain user group, this user can be
assigned to VLAN 10 if authentication succeeds. If user2 belongs to the Cisco Secure ACS local
database, this user can be assigned to VLAN 30 in the same way. There is also a way to assign
policy per user; however, this method does not scale in a large enterprise environment.

Task 1: Set Up User Groups

This documentation uses an Active Directory environment as the user authentication database;
therefore, in this test you will create three Cisco Secure ACS local groups, with two of them
mapped to Active Directory user groups.

Step 1. By default, Cisco Secure ACS already has 500 user groups. You will start by renaming
four of these groups. Choose Group Setup from the main Cisco Secure ACS menu.
From the Group pull-down menu, choose 1: Group 1 and click Rename Group . Type
AD_User and click Submit . Repeat those steps for each of the other groups using the
group names shown here.

Group Number Group Name
1: Group 1 AD_User
2: Group 2 AD_Asset
4: Group 4 Local_User
5: Group 5 Quarantine
Group @ | 1: AD_User s
A0 Default Group |~
sars in il g £
[_Users in 4ot Befadt 2
EE: AD_Asset
3 Guest
4: Local_User
B Quarantine
&: IPPhone
Vi Group 7
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Task 2: Set Up Users
Although the user is authenticated against Active Directory, a user account can be created locally
on Cisco Secure ACS.

Step 1. Choose User Setup , for User, enter Vista, and click the Add/Edit button. Under User
Setup for User: vista (New User) , enter ciscol23 as the user’s password.

Step 2. In the Group to which the user is assigned  drop-down menu, assign the user to the
Local_User group. Scroll to the bottom and click the Submit button.

Note: The individual RADIUS attributes will be configured and applied in the Network Access
Profile section and do not need to be configured for each individual group.

External User Database Configuration

For Cisco Secure ACS to authenticate the user and device against Active Directory, Cisco Secure
ACS needs to be running on a domain member server. Active Directory in the Windows domain
can be configured in the external user database. In this section, you will set up three items: you will
configure unknown-user policy, map the Cisco Secure ACS local group to the Active Directory
security group, and set up Windows database options in detail.

Task 1: Configure Unknown-User Policy

In this task, unknown-user policy is configured to find the correct database when a user is not
found in the Cisco Secure ACS local database.

Step 1. Choose External User Database > Unknown User Policy
Step 2. Click Check the following external user database

Step 3. Use the arrow button to move Windows Database from the External Databases box to
the Selected Database and then click Submit .

Task 2: Map Database Groups
In this task, Cisco Secure ACS local groups are mapped to Active Directory user groups on in a
domain.

Step 1. Choose External User Database > Database Group Mappings
Step 2. Under Unknown User Group Mappings , click Windows Database .

Step 3. Click New configuration to select your domain. In this task, use domain name ID, so in
the Detected Domains list, select ID (or your domain) and click Submit .

Step 4. Click ID and start Cisco Secure ACS local group and NT group mappings. Click Add
mapping and under NT Groups select Domain User and then click Add to selected . In
the ACS group list, select AD_User and click Submit .

Step 5. Repeat these steps with the entries shown here to map the NT groups to Cisco Secure
ACS local groups.

NT Groups Cisco Secure ACS Groups

Domain Computers AD_Asset

Note: Domain computer accounts are used to authenticate devices using IEEE 802.1x against
Active Directory.
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Task 3: Configure External User Database

In this task, more detailed options for the specific user database are configured.

Step 1.

Step 2.

Note:

Choose External User Database > Database Configuration > W indows Database and

click the Configure button to configure more detailed options for the Windows Active
Directory database.

Under Windows User Database Configuration , unselect Verify that “Grant dialin
permission to user” setting has been enabled from w ithin the Windows User
Manager for users configured for Windows User Datab  ase authentication

With this option disabled, Cisco Secure ACS will not check the Allow access remote
access permission in the Active Directory user account properties. The following

screenshot shows the user account properties on the Active Directory Users and
Computers management console.

This feature is disabled here for testing purpose only. You should revisit and evaluate this

setting when deploying Cisco Secure ACS to a production network.

Remote control I Teminal Services Profile I COk+
General I Address | Account I Prafile I Telephones | Organization
Mermber OF Diakin Erwironment Sessions

— Remote Access Permizsion [Dial-in or YPN]
" Deny access
{7 Bontrol acoess thaugh Hemote Aocess Balicy
= ety CalleriD I
— Callback Dption:
(¢ Mo Callback
" Set by Caller [Routing and Flemate Access Service only]
" Always Callback. to: |
[T fesigna Static [P Addiess I
= Lpply Static Boutes
Diefine routes ta enable for thiz Dial-in e
connection. b
ak, I Cancel I Loply I

Step 3.

Step 4.

Note:

Select Use the next sequential External Database in the Se
case of an “External DB user invalid or bad passwor

lected Databases list in
d” error .

Under Configure Domain List , use the arrow button to move your domain name, in this

case, the domain name ID, from the Available Domains list to Domain List .

If you are in a single domain, this operation is optional.
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Gonfigure Domain List E

Povzilable Domains Domain List
ALOCAL o

[

o i

Step 5. Under MS-CHAP Settings , select both MS-CHAP version 1 and MS-CHAP version 2 .

Step 6. Under Windows EAP Settings , select Enable password change inside PEAP or EAP-
FAST.

windows EAP Settings a

Enable password change inside PEAP or EAP-FAST.

Machine Authentication.
Enable PEAP machine authentication.
Enable EAP-TLS machine authentication.
[0 Enable machine access restrictions.
Aging time (hours): 12

Group map for successful user authentication without machine ; ,
authentication: |=Mo Acoess: v

User Groups that are exempt from passing machine authentication:

Awailable User Groups Selected User Groups
{Default Group |
emp_grp =

gquest_grp

temp_grp j
asset_grp

mab_arp ;J
woice

Group T

Group 8

Group 9 V

These settings can be used to enable or disable specific Windows EAP functionality

Step 7. Under Windows Authentication Configuration , select Default: “CISCO” as the
workstation name and select Enable nested group evaluation during group mapping

Windows Authentication Configuration ﬂ

Use this table to configure a different workstation name rather than a CISCO waorkstation
account for ACS authentications to Windows Active Directory.

® Default: "CISCO"

O Local: id-acs

User defined workstation name

Enable nested group evaluation during group mapping.

Subrmit
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Posture Validation Configuration

Microsoft NPS provides posture validation and basic remediation services for the NAC-NAP
solution. All statement of health (SoH) information from the client will be received by Cisco Secure
ACS and forwarded to Microsoft NPS over HCAP for compliance checking. The result of the
compliance check in Microsoft NPS will be sent back to Cisco Secure ACS over HCAP, and a NAC
policy will be assigned based on the result.

Task 1: Set Up Cisco Secure ACS External Posture Validation
External posture server validation will be configured to forward Microsoft Vista client statement of
health information from Cisco Secure ACS to Microsoft NPS for posture validation.

Step 1. Choose Posture Validation > External Posture Validation Se  tup.
Step 2. Under External Posture AAA Servers |, click Add Server .

Note: Be sure to select External Posture AAA Servers, not External Posture Servers. External
Posture Servers allows you to configure posture servers, which are HCAPv1 capable. External
Posture AAA Servers provides an interface to the Microsoft NPS which is HCAPv2 compliant.

Step 3. In the Name field, add the hostname of the Microsoft NPS. In this example, the name for
the Microsoft NPS is ID-NPS.

Step 4. Select Primary Server Configuration

Step 5. Enter the URL (https://x.x.x.x/hcap/hcapext.dll) that will be used for communication
between Cisco Secure ACS and the Microsoft NPS. In this example, the URL has been
configured as the following: https://10.1.100.10/hcap/hcapext.dll

Step 6. Do not configure any username or password. The username and password are optional
and should be used if these credentials are required by the IIS server.

Step 7. The default Timeout (Sec) value of 10 can be used. This value sets the interval between
primary server failure and failover to the secondary server.

Step 8. To enable encrypted communication between Cisco Secure ACS and Microsoft NPS, an
HTTPS connection can be established using a server certificate. Select the trusted root
CA used for both Cisco Secure ACS and Microsoft NPS. In this example, the Trusted
Root CA value is ID-CA. In the test environment, Secure Sockets Layer (SSL)
communication can be turned off by changing the URL as described in Step 5 to
http://x.x.x.x/hcap/hcapext.dll (the “s” is removed from https://).

Step 9. Select all the attributes in the Available Fwd Attributes  box and use the arrow button to
move them to the Selected Fwd Attributes  box. The attributes include Endpoint-ID,
Endpoint-IP-Address, Endpoint-Location, User-Group, and User-Name.
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Name

Description

| 4l Primary Server
|configuration

| Csecondary Server
|configuration

Add/Edit External Posture AAA Server

ID-NPS

External NPS Server

.URL https://10.1.100.10/hcap/hcapext.dil

Username

Password
Tirmeout
(Sec)
Trusted
Root CA

10
ID-Ca

LURL
Username

Password|
Tirmeout
(Sec)

Trusted
Root CA

10

| --- none selected ---

Available Fwd Attributes Selected Fwd Attributes

|Endpoint-Im
|Endpoint-IP-Address
{Endpoint-Location
UserGroup
Uzar-Hame

._,]
:_J

[ Submit ][ Delete ][ Cancel ]

The following table shows the available attributes used in NAC-NAP IA and their
definitions.

Attributes

Definition

Endpoint-1D

End host MAC address

Endpoint-IP-Address

End host IP address if available

Endpoint-Location

Flag to differentiate policy on Microsoft NPS; Location-Group can be configured in the
network access profile on Cisco Secure ACS when configuring posture

User-Group

assigned

Cisco Secure ACS local group name that specifies the group to which the user is

User-Name

Authenticated username

Completion of Common Cisco Secure ACS Configuration for IEEE 802.1x Scenario
Initial Cisco Secure ACS configuration for IEEE 802.1x is now complete. Additional configuration,
including posture validation setup for IEEE 802.1x network access profiles, is discussed in the

following sections.

Task 1: Complete the Configuration

Before proceeding to the next configuration discussion, change the logging level on Cisco Secure
ACS and restart Cisco Secure ACS service.

Step 1. Choose System Configuration > Service Configuration

. Under Services Log File

Configuration , change the level of detail to Full . Click the Restart button to restart all
Cisco Secure ACS services.
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Windows Server 2008 Configuration
In this document ID-NPS runs on Windows Server 2008 and hosts Microsoft NPS and the HCAP
server, which provides client health validation for Cisco Secure ACS.

Note: In this document, Active Directory is running on Windows Server 2003. The CA service
runs on the same server. Because some of the operations in this document require certificates for
Windows Vista or Windows Server 2008 through web enrollment, we have applied the following
hotfix on Windows Server 2003: http://support.microsoft.com/kb/922706

Task 1: Obtain a Computer Certificate for SSL

To provide SSL authentication for HCAP, the server running Microsoft NPS uses a computer
certificate that is stored in its local computer certificate store. Microsoft Certificate Manager will be
used to obtain a computer certificate. Do not perform this procedure if your server already has a
certificate for SSL encryption.

Note: To request an SSL certificate using the following procedure, the server must be joined to

a domain with an available enterprise CA.

Step 1. Choose Start > Run, and in the Open field enter mmc. This operation opens a window
called Consolel .

Step 2. From the File menu, choose Add/Remove Snap-in .

Step 3. Inthe Add or Remove Snap-ins dialog box, click Certificates , click Add, select
Computer account , click Next, and then click Finish . Then click OK to close the dialog
box.

Step 4. In the left pane, double-click Certificate , right-click Personal , point to All Tasks , and
then choose Request New Certificate .

Step 5. The Certificate Enrollment dialog box, opens. Click Next.

Step 6. Select the Computer check box as shown here and then click Enroll .

B Certificate Enrollment Nl g [m]

| Certificate Enrollment

Request Certificates

‘You can request the following types of certificates, Select the certificates you want to request, and then dick Enroll.

J¥ Computer 1) STATUS: Available Detais(¥!

™ Show all templates
Learn more about certificate types

carce

Step 7. Verify that Succeeded is displayed to indicate the status of certificate installation and
then click Finish .
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Step 8. Close the Consolel window.

Note: Your server may have more than one certificate in the local certificate store. Before
choosing an SSL certificate, you can view the properties of these certificate by clicking a certificate
in the list, then clicking Properties , and then clicking the Detail tab. A certificate used for SSL
authentication must have a Subject field value that corresponds to the fully qualified domain name
of the HCAP server (for example, ID-NPS.id.local ), and an Enhanced Key Usage (EKU) field
value of Server Authentication . The certificate must also be sent from a root CA that is trusted by
the client computer. The computer certificate provisioned in this procedure meets these
requirements.

Task 2: Run the Role Management Tool to Install the HCAP Server
This Role Management Tool (RMT) also installs the Microsoft NPS and 1IS components. The
screenshots in this section show the RMT installation of the HCAP server.

Step 1. To activate the RMT wizard, click Add Roles in the server manager user interface. The
following screenshot shows the wizard’s introductory page. Click Next to see the roles
that can be installed on the server.

Add Roles Wizard x|

E%b Before You Begin

B eain This wizard helps you install roles an this server, You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hasting a Web site,

Server Roles.
Confitmaton Before you continue, verify that:
Progress « The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Results + The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

™ skip this page by default

= ~| Next > I Inistall | Cancel |

Step 2. The following screenshot shows the roles that can be selected on the server. Select the
Network Policy and Access Services  role and click Next.
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Select one or more roles to install on this server,
Roles:

Description:
Metwork Policy and Access Services [ Active Directory Certificate Services Network Policy and Access Services

ovides support for routing LAN and
Active Directory Domain Services & s

WAN network traffic, creating and
Active Directory Federation Services enfording network access polices, and
Confirm Installation Selections 7l

Active Directory Lightweight Directory Services accessing network resources over YPN
Installation Frogress Active Directory Rights Management Services and dial-up comnections.
Application Server
DHCP Server
DNS Server
Fax Server
File Server

Role Services.

Installation Results

Onooooooo

Print Services

Streaming Media Services
Terminal Services

UDDI Services

Web Server {IIS)

Windows Deployment Services
[] Windows SharePaint Services

o [

More about server roles

<previous || nexts |

Step 3. The following screenshot shows the introductory page for the Network Policy and
Access Services role. Click Next.

Add Roles Wizard

g)g Network Policy and Access Services

Before You Begin

Introduction to Network Policy and Access Services

Select Server Roles

Network Pelicy and Access Services delivers a variety of methods to provide users with local and remote
network connectivity, to connect network segments, and to allow netwark administrators to centrally manage
network access and dient health policies. With Network Policy and Access Services, you can deploy VPN
servers, dial-up servers, routers, and 802. 11 protected wireless access. You can also deploy RADIUS servers

and proxies, and use Connection Manager Kit to create remote access profiles that allow dient computers to
Confirm Installztion Selections connect to your network,

Installation Progress Things to Note

Netwark Policy Server (NPS), a component of Network Palicy and Access Services, is configurable as a
Remote Dial-In User Service (RADIUS) server and proxy. You can configure authentication and
authorization policies in NPS. In addition, Network Access Protection (NAP) is deployed using NPS. After
running the role installation wizard, you can further configure these features using the NPS Microsoft
Management Console (MMC) snap-in.

Routing and Remote Access, also a component of Network Policy and Access Services, is configurable as a
VPN server, a dial-up server, and a LAN or WAN router, After running the role installation wizard, you can

further configure these features using the Routing and Remote Access Microsoft Management Console
(MMC) snap-n.

Installation Results

Additional Information

C of Network P and Access Services
Requirements for Network Policy and Access Services
Managing the Metwork Policy and Access Services server role
Network Py Server

Routing and Remote Access

<previous || next> |

| cancel |

Step 4. Select Host Credential Authorization Protocol  to install the HCAP server.
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Add Roles Wizard

Q Select Role Services

Select Server Roles Role services:

Confirm Instaliztion Selections

Instalation Progress

Installation Results

] Network Policy Server

=[] Routing and Remote Access Services
[] Remote Access Service

[[] Routing

More about role services

< Previous: I

Select the role services to install for Network Policy and Access Services:

Description:

Host Credential Authorization Protocal
(HCAP) behaves as a connection point
between Cisco Access Control Server
and the Microsoft Network Policy
Server, allowing the Microsoft Network
Policy Server to validate the machine's

posture in a Cisco 802, 1X environment.

INext > I Tristall | Cancel |

Step 5. Selecting Host Credential Authorization Protocol

Add Roles Wizard

;l Select Role Services

Select Server Roles Role services:

Server Authentication Certificate
Web Server {II5)

Role Services
Confirm Installztion Selections
Installation Progress
Installation Results

a

MNetwork Policy Server

[] Routing and Remate Access Services
[] Remote Access Service
[[] Routing

[] Health Registration Authority

B Host Credential Authorization Protocol

More about role services

Select the role services to install for Netwerk Policy and Access Services:

Description:
Host Credential Authorization Protocol
(HCAP) behaves as a connection point
between Cisco Access Control Server
and the Microsoft Network Policy
Server, allowing the Microsoft Network
Palicy Server to validate the machine's

posture in a Cisco 802, 1X environment.

'<Premous| Next = I Install | Cancel |

x|

automatically selects Microsoft NPS.

Step 6. Installation of HCAP requires dependent role services and features that will be installed

automatically for the administrator. The following screenshot shows the dialog box listing

all the dependent role services and features required for the HCAP server. Click Add

Required Role Services
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Add Roles Wizard

--"I"_'f Add role services and features required for
#¥=| Host Credential Authorization Protocol?

*fou cannot install Host Credential Authorization Protocol unless the
following role services and features are also installed:
= Web Server {II15)
Web Server
Management Tools
[ Network Policy and Access Services
Metwork Policy Server
= Windows Process Activation Service (WPAS)
Process Model
Configuration APls

[ Add Required Role Servicss | Cancel |

® Why are these role services and features required?
4

Step 7. The following screenshot shows the Server Authentication Certificate  page, which
allows the administrator to use an existing certificate. Select ID-NPS.id.local from the

existing certificate list and click Next.

Add Roles Wizard — x|
ﬁ:‘:" Choose a Server Authentication Certificate for SSL Encryption
Before You Begin When communicating with clients, HCAP can use the Secure Sockets Layer (S5L) protocol to encrypt network
P traffic, Choose @ server authentication certificate sultable for SSL encryption to add to the default site in
Internet Information Services (IS

Network Policy and Access Services
% Choose an existing certificate for S5L encryption (recommended)

Role Services
i This eption s recommendsd for most oroduction scenarios. You should use a certficate issued by an
Server Authentication Certificate external certification autharity {CA); or ¥ou can use a certificate issued by your own internal CA if the
= = CA is trusted by clients connecting to this server, The subject name of the certificate must match the
e e host name of this server,

| Froperties
Import

Refrash
€ Create a seif-signed certificate for 5L enaryption

This option Is recommended for small-scale deployments or test scenarios only. After instaling HCAR, you
musst manually install the certificate on dlients that communicate with s server.

Role Seryices

Expiration Date | Intended Purpose
ID-MPS.id.local ID-CA 7/4/2009 Client Authentication,...

Confirmation
Progress

Resuits

" Don't use SSL or choose a certificate for SSL engryption later
This option is recommended if you don't want to use S5L, or if you plan to request a certificate from a CA
and importitlater.

More about choosing a certificate for S5 encryption

| e |

<pravious | nepe |

Step 8. Click Next on the Web Server (1IS) screen to get to the Select Role Services page.

Add Roles Wizard = x|
%g Web Server (IIS)
Before You Begin Introduction to Web Server (115)
Select Server Roles The Web Server (IIS) role enables sharing of information on the Internet, an intranet, or an extranet. Itisa

unified Wieb platform that integrates 115 7.0 ASP.NET, Windows Communication Foundation, and Windows
Network Policy and Access Services SharePoint Services. 115 7.0 also features enhanced security, simplified diagnostics, and delegated
administration.
Role Services.
Server Authentication Certificate Things to Note
i 1 Using Windows System Resource Management (WSRM) can help ensure equitable servicng of web server
traffic espacially when there are multiple roles or workloads on this computer.

Role Services.
Confirm Installation Selections
Installation Progress

Installation Results

<previous |[_next> |

Cancel
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Step 9. The following screenshot shows the role services that are being installed on the server.
Click Next.

Add Roles Wizard

Server Authentication Certificate
Web Server (IS)

Confirm Installation Selections

Instalation Progress
Instalation Results

Select the role services to install for Web Server (TIS):
Role services:

&l [¥] Commen HTTP Features
[¥] Static Content

[¥] Default Document

Directory Browsing

HTTP Errors

[¥] HTTP Rediraction

= [E Application Development.

[] Asp.NET

[ .NET Extensibility

[] asp

[ car

[V] ISAPI Extensions

[] 154PI Filters

[] server Side Indludes

&l [E Health and Diagnostics

[4] HTTP Logding

[¥] Logging Tools

[¥] Request Monitor

=

]
5

[ Custom Logging

["] ODBC Loaging |
More about role services

<Prevmus| Iext > I

Desaiption:

= | Veb Server pravides suppart for HTML
=1 [ Web Server Web sites and optional support for
ASP.NET, ASP, and Web server
extensions, You can use the Web
Server to host an internal or external
Vieb site or to provide an environment
for developers to reate Web-based
applications.

| e |

Step 10. The following screenshot shows the confirmation page before installation begins. Click
Install to start the installation.

Add Roles Wizard

gg Confirm Installation Selections

Server Authentication Certificate
Web Server (IS)
Role Services

Instalation Progress

Installation Results

To install the following roles, role services, or features, dick Install.

% Network Policy and Access Services
Network Policy Server
Host Credential Authorization Protocol
S5l Certficate: Use selectsd certificate

* Web Server (IIS)
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
ISAPI Extensions
Heslth and Diagnostics
HTTP Logging
Logging Tooks
Request Monitor
Tradng
Security
Basic Authentication

Print, e-mail, or save this information

'<PrEvinus| Next > | Instal I Cancel |

Step 11. The following screenshot shows the installation progress.
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Add Roles Wizard

gg Installation Progress

Before You Begin
Select Server Roles
Network Policy and Access Services
Role Servicss
Server Authentication Certificate
Web Server (I15)
Role Services

Confirm Instalation Selections

Instaliation Results

The following roles, role services, or features are being installed:

Hetwork Policy and Access Services I
Web server (IIS)
Windows Process Activation Service (o

(WPAS)

Overall progress: I
Instaling roles, role services, and features...

Step 12. The following screenshot shows that the installation has succeeded and that the HCAP
server and its dependent components are installed.

Add Roles Wizard

gg Installation Results

Before You Begin
Select Server Roles
Network Policy and Access Services
Role Services
Server Authentication Certificate
Web Server (IT5)
Role Services

Confirm Instalaton Selections

Instalation Progress

The following roles, role services, or features were installed successfully:

Windaws automatic updating is not enabled, To install the latest updates, use Windows Lpdate ir
Contral Panel to check for updatss.

“ Network Policy and Access Services (@ Installation succeeded

The following role services were installec
Hetwork Policy Server
Host Credential Authorization Protocol
 web Server (1IS) @ 1mstallation succeeded
The following role services were installed:
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redrection
Application Development
ISAPI Extensions
Health and Diagnostics
HTTP Logging

‘Print, e-mail, or save the installation report

| Next > |

Close

: 5

Step 13. Open the Microsoft NPS Management Console, choose Start > Run , and in the Open
field enter nps.msc . Then click OK. The following screenshot shows NPS Management

Console.

Acton Yew el

Hetwork Policy Server

Ligixi

NP5 (Local)
£ (] RADIUS Clients and Servers
5| RADIUS Clients
Remote RADIUS Server Groups

‘Connection Request Policies
| Network Polces
"] Health Policies
= W Network Access Protection
= System Health Validstors
7| Remediation Server Groups
B, Accounting

e r=HD

Connection Request Policies

Connection request policies alow youto designate whether are processed locally or forwarded &
remote: RADIUS servers. For NAP VPN or 802.1X. you must configure PEAP authentication in connection request palicy.

B3 Corfigure Connection Request Policies B leammore

Network Policies

Network policies allow you to desianate who is authorized to connect to the network and the circumstances under which
they can or cannot connect

B3 Corfigure Network Policies B Leammore

Health Policies

Heaith policies allow you to designate the configuration required for NAP-capable dlient computers to access the
netwark. Deploy heath poiicy by corfiguring System Heath Valdators, creating a health policy. and then adding the
heath poicy to the Health Policies condition in network policy.

B3 Configure Health Policies. B teammore
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Network Policy Server Configuration
The Microsoft NPS service on Microsoft NPS needs to be configured for the test lab. There are
four configuration steps:

e Configure connection request policy (CRP)
o Configure system health validators (SHVSs)
e Configure health policies

e Configure network policies

All configuration steps are performed using the Microsoft NPS Microsoft Management Console.

Task 1: Configure Connection Request Policy

Client authentication methods are evaluated in CRP for this test lab.

Step 1. Double-click Connection Request Processing and then click Connection Request
Policies .

Step 2. In the middle pane, under Name, right-click Use Windows authentication for all users
and then click Delete. When a dialog box appears asking you to confirm the deletion,
click OK. You will create a new connection request policy.

Step 3. Right-click Connection Request Policies , point to New, and then choose Custom .

Step 4. In the New Connection Request Policy Properties  box, on the Overview tab, for Policy
name, type HACP. From the Type of network access server pull-down menu, choose
HCAP Server . Your screen should look like the following screenshot. Click Next.
|
J , Specify Connection Request Policy Name and Connection Type

You can specify a name for your connection request policy and thetype of connections to which the policy is

= S applisd,

Policy name:
[Hcap

Network connection method
Select the type of network access server that sends the connection request to NP5, You can select either the network access server
type or Vendor speciic

* Type of network access server:

Pevicus |[ Nt || Fnin | Caneal |

Step 5. In the New Connection Request Policy Properties  box, click Add to add the conditions
for the CRP to match.
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New Connection Request Policy x|

Specify Conditions
'
"d Specify the conditions that determine whether this connection request policy is evaluated for a connection request.

A minimum of one condition is required.

G _
‘ Condition | Walue

Condition description:

add. || Bt || Bemae |

Previous | Hewt | Eirish | Cancel |

Step 6. In the Select Conditions dialog box that opens, you can select the conditions for the
CRP. For this task, select the Day and Time Restriction condition to permit connections.

Select condition x|

Select a condition, and then click Add.

Tunnel Type
W? The Tunnel Type condition restricts the policy to only clients that create a specific type of tunnel, such as PPTP or L2TP.

Day and time restrictions

ons ify the days and tim nnection attempts are and are not allowed. These
one where the N s located
|dentity Type
¢ Identity T
.:@ The |dentity Type condition restricts the policy to only clients that can beidentified through th ified mechanism, such

as NAP statement of health (SoH)
BADIUS Client Properties

_ Calling Station ID
50 The Calling Station ID condition specifies the network access server telephone number dialed by the access client.

Step 7. The Day and time restrictions dialog box that opens permits all requests from the Cisco
Secure ACS. Select a range as shown in the screenshot, click Permitted , and click OK.

Note: Thisis an example, and administrators can use whatever conditions apply to their specific

deployments.
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Day and time restrictions |

|:;| J '.;
12-2-4-6-8:10:12-2-4-6-8-10:12
Cancel

il

|_ ™ Denied

Sunday through Saturday from 12:00 AM to 12:00 AM

Step 8. Click the Add button again and this time choose HCAP Location Groups ; then click
Add .

Select condition i x|

Select a condition, and then click Add

¥  Location Groups
PP The HCAP Location Groups condition specifies the Host Credential Autharization Protocol (HCAP) location groups

required to match this p protocal is uses -ommunication between NPS and some third party
e your NAS documentstion before using this condition.

network access servers

;1 User Name
The user name that is used by the access client in the RADIUS message. This attribute is a character string that

"~ typically contsins a realm name and a user account name.
Connection

B Access Client IPv4 Address
W= The Access Client IPv4 Address condition specifies the IPv4 address of the Access Client that is reguesting access

== from the RADIUS client

p L' Access Client IPv6 Address
I The Access Client IPVG Sddress il ifies the |PvE address of the Sccess Client that is ing 5 R

Step 9. In the Location Groups window, type the HCAP location group name: for example, NAC-
NAP-IA. Microsoft NPS can use the HCAP location group name to identify HCAP
requests by the specific Cisco Secure ACS. The same string is configured in the Posture
section of the network access profile in the Cisco Secure ACS configuration.

Location Groups N __Jﬂ

Specify the name of the Host Credential Authorization Protocol (HCAP) location
groups required to match this policy.

[NAC-NAP-IA

oK I Cancel

Step 10. This task set up two conditions. Make sure you have the two entries for Conditions and

then click Next.
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New Connection Request Policy B 1'

Specify Conditions
]
* Specify the conditions that determine whetherthis connection request policy is evaluated for a connection request,

A minimum of one condition is required.

Conditions:
[ Condtion | Vale [
% Location Groups NAC-NAP-IA

] Day and time regtrictions ~ Sunday 00,00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:00-24:00 Thursd..

Condition description:

Add... I Edits | Hemowe |

Previous | HNext Firish | Cancel |

Step 11. Select Authenticate requests on this server  as shown here.

New Connection Request Policy x|

! Specify Connection Request Forwarding
]

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
remote RADIUS server group.

If the policy conditions match the connection request, these settings are applied.

Settings:
Forsering Comeriion Specy whether cornect s sed locally. are forwarded to remot
W RADILS serves foravthertication,or e accepled wahod atherticatien,
lg»fmuntmg * Authenticate requests on this server
€ Foward requests to the following remote RADIUS server group for authentication:
[znet canfigured> =l New .
" Accept users without validating credentials
Previows |[ Met | Frit | cancd |
Step 12. Ensure that Override network policy authentication settings is not checked. The

authentication settings should be set up in the network policies.
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|
‘ Specify Authentication Methods

' ]
= | Configure one or more authentication methods required forthe connection request to match this palicy. For EAP
- authentication, you must canfigure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP.

I Dvenmide network policy authertication settings

These authentication seftings afe used rather than the constiants and authentication settings in netwark polict Faor VBN ard 8027
cornections witt NAE. you st corfigure PEAF authertication hete

EAP typies ate negotisted betwesr MPS and Hie elient in the aiderin st they are fisted

EAP Types:
Move Up |
Miove Down |
Add. Edit. Bemove

Less secure authentication methods:
™ Micrmsott Encrppted duthentization wersion 2 (MS-EHAP-2]
[ et carchanoe passward after it Hias shpiied
I Microsoft Enerppted duthentication (ME-CHAR]
[T User can change password afterit has cxpred
I™ | Encipted authentization [EHAR]
I Urencmpted authentication [PAF, SPAR]
I &liowclients to connectwithout negotiating & authentication method

Pevious |[ Net | G | conce |

Step 13. On the Configure Settings page, click Next. Click Finish to complete the configuration
of the CRP.

Task 2: Configure System Health Validators

Network health requirements are defined by SHVs. For the test lab, the Windows Security Health
Validator will require only that Windows Firewall is enabled.

Step 1. Double-click Network Access Protection and then click System Health Validators
Step 2. In the middle pane, under Name, double-click Windows Security Health Validator
Step 3. In the Windows Security Health Validator Properties dialog box, click Configure .

Step 4. Clear all check boxes except A firewall is enabled for all network connections , as
shown in the following screenshot.

Windows Security Health Yalidator [71x]
Windows Vista |Wmdgws x|
Use the settings below bo define a Windows Security Health Yalidator policy. Your selections define the requirements for client computers connecting

ta your network,
Learn more...

Firawal
I¥ & Freval is enabled For all network connections ‘

Yirus Protection
™ &n antivirus application is on I~ | arttivirsis upto date |

Spyware Protection
{l‘ An antispyware application is on I | &intispyiare is i fo date |

~fukomatic Updating
™ automatic updating is enablsd ‘

Security Update Protection

I Restrict access for cliets that do not have all avaiable sscurity updates installsd

ropcrtant and sbove

Speciy the minimum number of hours allawed since the disnt has checked Far new security updates: =

|

By default; clisnts can recsive security Updates from Micrasoft Updats. 1F additionsl sources are required For your deployment, select orie or
both of the Fallowing saurces.

™ Window Server Update Services I¥ Windows Update

ok | ceel | e |

Step 5. Click OK to close the Windows Security Health Validator  dialog box and then click OK
to close the Windows Security Health Validator Properties dialog box.
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Task 3: Configure Health Policies

Health policies classify the client health status. The test lab defines a compliant and noncompliant

health state.

Step 1. Double-click Network Access Protection

Step 2. Right-click System Health Validator Templates and then click New.

Step 3. In the Create New SHV Template dialog box, under Name, type Compliant .

Step 4. Under Template type , verify that Client passes all SHV checks s selected.

Step 5. Under Select which SHVs must pass , select the Windows Security Health Validator
check box, as shown in the following screenshot.

Create New SHV Template
Settings |

Create a health validation template for a network policy.

Name:

|Compliant

Template type

IChem passes all SHY checks j

Select which SHVs must pass

Name
Windows Security Health Validat.

x|

oK I Cancel Apply

Step 6.
Step 7.
Step 8.

Step 9.

Click OK.

Right-click System Health Validator Templates and then click New.

In the Create New SHV Template dialog box, under Name, type Noncompliant .

Under Template Type , choose Client fails one or more SHV checks

Step 10. Under Select desired SHVs , select the Windows Security Health Validator  check box,

as shown in the following screenshot.

Create New SHY Template E
Settings |

Create a health validation templats for a nstwork policy.

Name:

|Noncompham

Template type:

ICIientlai\s one or more SHV checks j

Select desired SHVs

Name

Windows Security Health Validat...

x|

OK I Cancel Ppply

Step 11.

Click OK.
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Task 4: Configure Network Policies

Network policies evaluate information contained in client authorization requests and grant network
access based on the results. Network policy determines whether a client complies with health
policy and returns the appropriate posture token to Cisco Secure ACS using HCAP. If the client is
determined to be noncompliant with health policy, then a quarantine state is sent to Cisco Secure
ACS, which can optionally be updated to a compliant state.

Step 1. Click Network Policies

Step 2. Delete the two default policies under Name by right-clicking the policies and then
choosing Delete. Click OK to confirm each deletion.

Step 3. Right-click Network Policies , point to New, and choose New Network Policy .

Step 4. In the New Network Policy window , under Policy name , name the new network policy;
in this example, type Full-Access . Select Type of network access server and choose
HCAP Server from the pull-down menu. Then click Next.

e hebworkpoicy X
‘ Specify Network Policy Name and Connection Type

_ = | You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
IFu\I-Access

[~ Network connection method

Select the type of network access server that sends the connection request to NPS. You can select ether the network access server
type or Vendor specific.

¥ Type of network access server:

Brevicus | Next I Einist | Cancel |

Step 5. In the Specify Condition window, click the Add button and choose Health Policies .
=

Select a condtion, and then click Add
Health Policies

The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health

'u' NAP-Capable
The MAP-Capable Computers condition specifies that connecting computers either are or are not capable of
= participating in MAP, This capability is determined by whether the client computer sends a statement of health to
iy Crerotraanien . : N . :
f§ | The Operating System condition specifies the operating system, role, and architecture reguired fer client computer
configuration to match this policy

iy Policy Expirstion

I )| The Palicy Expiration condition specifies when the network policy expires and is no longer evaluated by NFS. This

ks condition is used with the MAP Enforcement setting that allows clients full network access for a limited time. If used
for this policy, configure another MAP network policy for after the expiration time.

Connection

Al Access Client IPvA Address G
;5"_‘-‘ Tha 1\ CMiget 1Pod Adds ity ifige tha 1004 sddeace of tha A Cligot that o

Step 6. From the Health Policies pull-down menu, choose Compliant , which was created in the
previous task (Task 3). Click OK to go back to the Select Condition page and click Next.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 38 of 94



Configuration and Troubleshooting Guide

Step 7. In the Specify Access Permission  window, choose Access granted and click Next.
Step 8. In the Configure Authentication Methods  window, deselect everything and select
Perform machine health check only . Note that Microsoft NPS is used as the HCAP
server, not the authentication server. Microsoft NPS is only performing a health check.
New Network Policy I 1 LI

£

EAP types are negotiated between NPS and the client in the order in which they are listed

EAP Types:

Configure Authentication Methods

Configure one or more authentication methods required forthe connection request to match this policy. For EAR
authentication, you must configure an EAP type. If you deploy NAP with 02,1% or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

Add

I Edit,. Hemowe:

toweln I
ove Dowr |

Less secure authentication methods:
I™ Microscft Encrypted Authentication version 2 (MS-CHAP-v2)
™| User zar change password after ithas eanied
I~ Microsoft Encrypted Authentication (M5-CHAP)
I User car change passiord after it has expied
™ Engrypted authentication [CHAP)
I™ Unencrypted authertication (PAF, SPAF)
™ Mllow clients to connect without negotiating an authentication method.
¥ Perform machine health check orly

Previous I Next I FEinfshr I Cancel |

Step 9. In the Configure Constraints window, click Next and leave all options unchanged.

Step 10. In the Configure Settings window, first remove all predefined Standard RADIUS
attributes (Framed-Protocol and Service-Type ). Microsoft NPS communicates to Cisco
Secure ACS using the HCAP protocol; therefore, no RADIUS attributes are involved.
Then click NAP Enforcement in the settings list on the left side of the window. In NAP
Enforcement settings pane that appears on the right, select Allow full network access
and leave everything else deselected.

Hew Network Policy e x|

vy

Configure the settings for this network policy.
I conditions and constraints match the connection request and the policy grants access, settings are applied

Settings:

Configure Settings

NPS applies settings to the connection requestif all of the network policy conditions and constraints forthe policy
are matched.

RADIUS Attributes

@ Standard

[#] Vender Specific

AP Enforcement " Mlow full network access for a limited time

. Alows unrestricted network access until the specified date and time. After the specfied
" p p
#EA Extended Siate date and time, health policy is enforced and non-compliant computers can access only
Routing and Remote the restricted network.
Access
@ Multilink and Date: Time: 8:26:59FM 53
Bandwidth Allocation
Protocol (BAF) € Allow limited access
Non-compliant clients are alowed access only to a restricted network for updates i
8, IP Filters
= : o Remediation Server Group and Troubleshooting URL
:ii' Encryption To configure a Remediation Server Group, a Troubleshooting URL, or both, click
[#] P Setings Ll Corfigure. . . LI

-
=1 | Specify whether you want to enforce Network Access Protection for this policy. =

" Allow full network access

Allows unrestricted network access for clients when the connection request matches

Network Access the policy. Use this option for reporting mode.
Protection Sy & poring

T Nt [[Foh | Caned |
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Step 11. Click Next and then click Finish to complete the Full-Access network policy.

Step 12. Repeat Steps 1 through 9 for a network policy named Restricted-Access . In the
Specify Condition window, select Health Policies and then choose Noncompliant ,
which was created in the previous task (Task 3).

Step 13. In the Configure Settings window for a network policy named Restricted-Access,
remove all predefined standard RADIUS attributes (Framed-Protocol and Service-
Type). In the NAP Enforcement settings pane, select Allow limited access , and in the
Auto remediation section, deselect Enable auto-remediation of client computers . Be
sure to deselect the autoremediation in this section; otherwise, the NAP system changes
the computer state (firewall state) immediately after IEEE 802.1x connection, and
checking the switch port state (healthy or changed to quarantine VLAN ) is difficult.

x|

‘ " Configure Settings

NPS applies settings to the connection requestif all of the network policy conditions and constraints forthe policy
are matched.

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied

Settings:
SRS Bl 24| € Mlow full network access for a imited time &
@ Standard Alows unrestricted network access until the specified date and time. After the specfiied

e date and time, health policy is enforced and non-compliant computers can access only
[+ Vendor Specific the restricted network.
Network Access
Protection

Date Time:

3 NAP Enforcement

" Mlow limited access
|8 Extended State Non-compliant clients are allowed access only to a restricted netwark for updates
Routing and Remote
Access Remediation Server Group and Troubleshooting URL

@ Mutslink and To configure a Remediation Server Group, a Troubleshooting URL, or bath, click

Bandwidth Allocation Corfygns.
Protocol (BAP) Corfiguie;
8, 1P Filters Auto remediation
; = x = [T Enable autoemediation of client comptters
y Encryption

Automatically remediate computers that do not meet health requirements defined
[¥7] IP Settings Ll in this policy.

[«]

Previous | Nexd I Firist | Cancel |

Step 14. After configuring the Configure Settings window options, click Next and then click
Finish to complete network policy configuration. This completes the Microsoft NPS setup.

Windows Vista Client Configuration
NAC-NAP interoperability architecture requires a client computer running Windows Vista. The
Windows Vista configuration consists of three steps:

e Enable Network Access Protection Agent and Wired Autoconfiguration Service
« Enable EAP enforcement client and Windows Security Center

e Install and configure the Cisco EAP-FAST Module

Task 1: Enable Network Access Protection Agent and Wired AutoConfig Service

The Network Access Protection Agent and Wired AutoConfig Services are the two main services
that need to be enabled for NAP using IEEE 802.1x technologies. By default, these services are
turned off and need to be manually turned on. Also, the service type needs to be set to Automatic
so that these services are enabled on the next reboot of Windows Vista. Follow these steps to
enable both NAP Agent and Wired AutoConfig services.
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Step 1. Choose Start > All Programs > Accessories |, right-click Command Prompt , and
choose Run as Administrator

Step 2. Type services.msc and press the Enter key. This operation opens a Services window.

Step 3. In the list of services, right-click Network Access Protection Agent and choose
Properties .

Step 4. For Startup type , choose Automatic .

Step 5. Under Service status , click Start, wait for the service to start, and then click OK.
Step 6. In the list of services, right-click Wired AutoConfig and choose Properties .

Step 7. For Startup type , choose Automatic .

Step 8. Under Services status , click Start, wait for the service to start, and then click OK.
Step 9. Close the services window.

Task 2: Enable EAP Quarantine Enforcement Client and Windows Security Center

In addition to NAP Agent and Wired AutoConfig, EAP Quarantine Enforcement Client and
Windows Security Center need to be enabled. The following steps show how to enable these
essential clients.

Step 1. Choose Start > All Programs, Accessories , right-click Command Prompt , and choose
Run as Administrator .]

Step 2. Type mmc and press the Enter key. This operation opens a window called Consolel.
Step 3. From the File menu, choose Add/Remove Snap-in .
Step 4. Select NAP Client Configuration and then click Add .

Step 5. In the NAP Client Configuration dialog box, click OK to accept the default selection
Local computer (the computer on which this console is running) .

Step 6. Select Group Policy Object Editor and then click Add .
Step 7. Click Finish to accept the default Group Policy Object selection Local Computer .
Step 8. In the Add or Remove Snap-ins dialog box, click OK.

Step 9. In the left pane of the Consolel window, double-click NAP Client Configuration (Local
Computer) and then click Enforcement Clients .

Step 10. In the middle pane, right-click EAP Quarantine Enforcement Client  and then click
Enable.

Step 11. In the left pane, double-click Local Computer Policy , double-click Computer
Configuration , double-click Administrative Templates , double-click Windows
Components, and then click Security Center .

Step 12. In the middle pane, double-click Turn on Security Center (Domain PCs only)
Step 13. Select Enabled and then click OK.
Step 14. Close the Consolel window.

Step 15. Click No when prompted to save the console settings.
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Note: Enable the NAP agent service on Vista. At the command prompt, enter the following
command: net start napagent.

Note: Enable the NAP quarantine enforcement client (QEC) on Vista. At the command prompt,
enter the following command: netsh nap cli set enforcement ID = 79623 ADMIN = "ENABLE".

Task 3: Install and Configure the Cisco EAP-FAST Module
These are the steps required to install and enable the Cisco EAP-FAST Module (IEEE 802.1x) on
the Vista client.

Step 1. First, obtain EAP-FAST Module through Microsoft Windows Update. The EAP-FAST files
will be installed in C:\program files\Cisco Systems\Cisco EAP-FAST Module.

Step 2. Choose Start > All Programs, Accessories , right-click Command Prompt , and choose
Run as Administrator

Step 3. Next to Open, type control netconnections  and then click OK.

Step 4. Right-click Local Area Connection on the Network Connections screen and select
properties .

Step 5. Select the Authentication tab.

Note: This tab becomes available only when Wired AutoConfig service is started. If you do not
see the Authentication tab, check the service status.

Step 6. Select the Enable IEEE 802.1x authentication check box.
Step 7. Under Choose a network authentication method |, select Cisco EAP-FAST .

Step 8. On the Connection tab, select Use anonymous outer identity —and use the default
identity of anonymous .

Step 9. Select the Use Protected Access Credential  option and select Allow automatic PAC
provisioning . A protected access credential (PAC) authority will not be available at this
point. You will first need to provision a PAC during the initial client authentication,

Step 10. Select Validate Server Certificate and select the appropriate CA from the Trusted Root
CA drop-down list. If your trusted root CA is not in the list, select the Validate Server
Certificate check box and deselect the Do not prompt user to authorize new servers
or trusted certification authorities check box. The next time the user is authenticated
successfully, the trusted root CA certificate will be provisioned, with a prompt to verify the
provisioned certificate.

Step 11. On the User Credentials tab, the default setting Use Windows user name and
password should be selected. If you are testing with a username and password that
differs from the one used in the Windows logon, choose Prompt automatically for
username and password

Step 12. Select the Authentication tab. For Authentication method , select EAP-MSCHAPV2 .
Also select the Allow fast reconnect and Enable posture validation options.
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Configuration of IEEE 802.1x on the Cisco 10S Softw  are Switch
In this section, you will configure the components to enable the base functions of IEEE 802.1x on a
switch running Cisco 10S Software.

Task 1: Configure AAA onthe NAD

Follow these steps to enable AAA for NAC Layer 2 802.1x on a Cisco IOS Software switch for
NAC.

Step 1. Enable AAA on the switch service using the aaa new-model global configuration
command.

Cat3560(config)#aaa new model

Step 2. Configure the switch to use RADIUS for IEEE 802.1x authentication using the aaa
authentication dotlx default group radius command.

Cat3560(config)#aaa authentication dotlx default group radius

Step 3. Configure the switch to run authorization for all network-related service requests using the
aaa authorization network default group radius command.

Cat3560(config)#aaa authorization network default group radius

Step 4. Configure the switch to use RADIUS for IEEE 802.1x accounting using the aaa
accounting dotlx default start-stop group radius command.

Cat3560(config)#aaa accounting dotlx default start-stop group radius

Step 5. Verify that the VLANs and VLAN interfaces listed here have been preconfigured on the
switch for NAC L2 802.1x.

VLAN Name VLAN Subnets

healthy 10 10.1.10.x/24

guest 20 10.1.20.x/24

quarantine 40 10.1.40/x/24

asset 50 10.1.50.x/24

voice 99 10.1.99.x/24
vlan 10

name healthy
!
vlan 20

name guest
|
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vlan 40

name quarantine

!
vlan 50

name asset

!
vlan 99

name voice

!

interface Vlan10

description healthy VLAN

ip address 10.1.10.254 255.255.255.0
ip helper-address 10.1.200.1

|

interface Vlan20

description guest VLAN

ip address 10.1.20.254 255.255.255.0
ip helper-address 10.1.200.1

1

interface Vlan40

description quarantine VLAN

ip address 10.1.40.254 255.255.255.0
ip helper-address 10.1.200.1

|

interface Vlan50

description asset VLAN

ip address 10.1.50.254 255.255.255.0
ip helper-address 10.1.200.1

1

interface Vlan99

description voice VLAN

ip address 10.1.99.254 255.255.255.0
ip helper-address 10.1.200.1

Step 6. Enable IEEE 802.1x using the dotlx system-auth-control global configuration command.

Cat3560(config)#dotlx system-auth-control

Step 7. Enable IEEE 802.1x on Fast Ethernet 1/1.

Cat3560(config-ify#dot1x port-control auto
Cat3560(config-ify#dotlx pae authenticator
Cat3560(config-if}#dotlx timeout reauth-period server
Cat3560(config-ify#dotlx reauthentication
Cat3560(config-if}#spanning-tree portfast
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Network Access Profile Configuration for NAC L2 802  .1x
In the following section, you will configure a network access profile (authentication, posture
validation, and authorization) to support NAC L2 802.1x. Cisco Secure ACS supports two methods
of configuring network access profiles.

o Add an empty profile and configure all the necessary information.

e Use the template profiles to customize the network access profile desired with the base
information included in the template.

Cisco Secure ACE provides eight predefined network access profile templates:

e NACL3IP
e NACL2IP
e NAC L2 802.1x
* Microsoft IEEE 802.1x
o Wireless (NAC L2 802.1x)
e Agentless Host for L2 (802.1x fallback)
e Agentless Host for L3
e Agentless Host for L2 and L3
Task 1: Create the NAC L2 802.1x Profile from the Template

In this section of the lab, you use the NAC L2 802.1x network access profile template to create a
base profile; you then make the necessary changes to customize this template.

Step 1. Choose Network Access Profiles  from the main menu and select Add Template
Profile .

Step 2. Create a Network Access Profile for IEEE 802.1x by selecting the NAC L2 802.1x
template from the Template drop-down menu. Select Active to enable the profile.

Create Profile from Template ﬂ
Mame: MAC-B02. 1x
Description:
Template: NAC L2 802.1% [l
Active:

Step 3. Click Submit .

Task 2: Configure the Profile
Now you can configure the NAC-802.1x network access profile.

Step 1. On the Network Access Profiles  screen, select the NAC-802.1x link for the new IEEE
802.1x profile.
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Network Access Profiles ﬂ
Name Policies Description | Active

Protocols

| Authentication
O |NAC-802.1% i YES
| Posture Yalidation

Authorization

Step 2. Verify that the profile includes the following elements in Rule Elements Table under
Advanced Filtering

[026/009/001]cisco-av-pair not-exist aaa:service
[006]Service-Type =10

These elements should be automatically populated when the profile is created from the
template.

:Ad'\.ramced' l':ilt'erimg

Rule Elements Table:

[026/009/001 |cisco-av-pair not-exist aza:service
[00B]Service-Type =10

Attribute [[01]User-Name
Operator |=

Lol

Value |

Step 3. On the Network Access Profiles screen, select the Protocols link for the new IEEE
802.1x profile.

Step 4. Notice that a portion of the EAP-FAST configuration is already selected as part of the
base template. Leave the default EAP-FAST configuration as is except under Posture
Validation , select Optional and choose Quarantine as the token from the drop-down list.

Note: This setting is very important; if a Vista client requests access and can provide only a
user or machine identity credential and cannot provide SoH information (for instance, the NAP
agent is not running), then this setting can still give the user access to the quarantine VLAN,
instead of rejecting network access entirely.

Protocols Settings for NAC-802.1x ﬂ

| Populate from Global |

Authentication Protocols
O allow pap
O allaw cHAR
O allow MS-CHAPv1
O allow MS-CHARv2

[ allaw sgentless Request Processing
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EAP Cunl?igura.tiun

O allow RADIUS Key Wrap

PEAP
O allow EAP-MSCHAPY2
O allow EAP-GTC

[ allow Posture Yalidation
O allow EAP-TLS

EAP-FAST
Allow EAP-FAST
@ Use PACS
[ allow full TLS renegotiation in case of [nvalid PAC
O allaw anonymaus in-band PAC provisioning
[] Enable anonymous TLS renegatiation
Allow authenticated in-band PAC provisioning
Accept client on authenticated provisianing
[ reguire client certificate for provisioning
allow Stateless session resume
Authorization PAC TTL |1 hours :":
© Do Not Use PACs
Require client certificate
Disable Client Certificate Lookup and Comparisons
Assign Group -
VWhen receiving client certificate, select one of the following lookup methods:
O certificate SAN lookup
@ certificate CN lookup
allowed inner methods
FlEsp-GTC
[FlEAP-MSCHAPY2
[JEeap-TLS
Posture Yalidation:
O MNone
O Requirad
® optional - Client may not supply posture data, Use token | Quarantine v

O Posture only

Step 5. Click Submit .

Step 6. Select the Authentication link from the Network Access Profile screen for the profile you
created.

Step 7. Under Credential Validation Databases , use the arrow buttons to move Windows
Database from Available Databases to Selected Databases . You are going to
authenticate the user and machine using the IEEE 802.1x protocol against Microsoft
Active Directory.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 47 of 94



Configuration and Troubleshooting Guide

authentication for NACG-802.1x el

Group Filtering For LDAP Database

#vilable Groups Selected Groups
e .
Not Selected ||
= =
Credential ¥Yalidation Databases ?
HAvailable Databases Selected Databases
ACS Internal Database Windows Databazefind

j
j

<

>

[ Populate from Global ]

Authenticate MAC with:

O LDAP Server: Mot Selected v

MAC Addresses I User Group

® Intermnal 4CS DB No MAC Group Mappings

Default Action

If Agentless request was not assigned a user-group: | 0: Default Group | %

OID Comparison
[J Enter OIDs seperated by comma
O Match OIDs for 'AND' condition set
CrMatch 0IDs for 'OR' condition set

Step 8. Click Submit to apply change.

Step 9. On the Network Access Profile screen, select the Posture Validation link for the profile
you created.

Step 10. Under Posture Validation Rule , click NAC-SAMPLE-POSTURE-RULE link and click
Delete. This rule is automatically generated when a NAC-802.1x profile is created using
the template, and you are not going to use this rule in this task.

Step 11. Click the Add Rule button for the Statement of Health Posture Validation Rule

Step 12. In the Name field, type the name of the policy. In this example, the name is ID-NPS.
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Step 13. In the Action section, enter a name for End Point Location . In this example, the name is
NAC-NAP-IA. Remember that this value needs to be match the HCAP location ID that
was configured in the Microsoft NPS connection request policies. Please refer to Network
Policy Server Configuration, Task 1 Step 9 section to make sure the same Location

Group string is used in the NPS configuration.

Step 14.

Select External Posture Validation Server

our Microsoft NPS ID-NPS.

Step 15.

. In this example, the name is the name of

Select the Reject User box. The Failure Posture Token should be dimmed.

Remember that the Reject User option for Failure Action can be turned off when the

selected Microsoft NPS becomes available if Cisco Secure ACS can still send at least a
posture token (in this case, a quarantine token) back to the NAD. For testing purposes,
you will disable this feature and fail authentication when Microsoft NPS is not available.

‘ Statement of Health Posture validation Rule for NAC-802.1x

2

MName:

[nap-soH-POLICY

Action

End Point Location:

[MAC-NAP-1A

Select External Posture Yalidation Server

:Sele[:t |NamE |Descriptinn ‘

Server Details

‘ Failure Action ‘ Failure Posture Token

Primar: https://10.1.100.10/hcap/hcapext.dil

@ ID-NPS ¥ psi// /heap/heap [T Reject User ||Quarantine 'I
Secondary

| System Posture Token Configuration

| System Posture Token | URL Redirect

|Hea\thv ||

IChe:kup ||

|Transwtmn ||

!Quarantlne ||

|Im’ected

!Unknown

Submit | Delete | Cancel |

Step 16. For System Posture Token Configuration

, type your remediation URL under URL

Redirect . Upon quarantine, user HTTP traffic is redirected to this URL for further user

notification purposes.

Step 17. Click the Submit button.

Note:

We recommend the use of Failure Posture Token instead of Reject User in Failure

Action. If the client responds with an empty SoH, meaning that no posture information is available
on Vista, the system returns the configured token instead of rejecting the access request. It is

highly likely that clients will not send SoH if the NAP agent is not configured properly or if dot3svc
starts before NAP service.

Task 3: Configure Authorization section of the NAC-802.1x Profile

In the Authorization section of the profile, you can configure conditional authorization rules for the

profile. For instance, you can configure authorization rule such as if the authentication request is

for a user belongs to group A, and also if the health condition is healthy then apply the healthy
authorization rule, otherwise go to next line for more restricted authorization rule. Following steps
show how to build the conditional authorization rules for NAC-802.1x profile.
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Step 1. Select the Authorization link for the NAC-802.1x profile.

Step 2. Enable authorization as shown in following screenshot. This configuration specifies the
following conditions:

o If the user is successfully authenticated against Active Directory, and if the user’s Active
Directory group is mapped to Cisco Secure ACS local group AD_User, and if SoH
evaluation by Microsoft NPS returns the Healthy token, then send authorization rule
802.1x_Compliant_User .

o If a device is successfully authenticated against Active Directory, and if the device's Active
Directory group is mapped to Cisco Secure ACS local group AD_Machine , and if SoH
evaluation by Microsoft NPS returns the Healthy token, then send authorization rule
802.1x_Compliant_Machine .

o If a user or device is authenticated successfully against Active Directory but SoH evaluation
by Microsoft NPS returns the Quarantine token, then send authorization rule
802.1x_Quarantine.

¢ If none of these conditions match, then reject authentication.

Authorization Rules for NAC-802.1x i|
Condition Action
User Group Hystempostrg Doty Shared RAC Downloadable ACL
Token Access
O || 1: aD_User | | Healthy w E a02.1x_Compliant_User [se] [ |»
O || 2 AD_Asset |»| | Healthy v || g02, 1x_Compliant_Machine || .
@ | any ~| | Quarantine |» H 802.1%_Quarantine Tl [ ||
If a condition is not defined or there is no

matched condition:

[include RADIUS attributes from user's group
[include RADIUS attributes from user recard

I Add Rule ] [ Delete ] @ [ Down ]
The Up/Down buttons submit and save the sort order to the database,

| Submit

Step 3. Click Submit .

Task 6: Test Basic Client Authentication to Cisco Secure ACS

In this task, basic authentication between the client and Cisco Secure ACS will be performed. This
will verify basic user authentication is occurring prior to validating posture information from the
client to Microsoft NPS.

Step 1. On the Windows Vista client, choose Start > All Programs > Accessories |, right-click
Command Prompt , and choose Run as Administrator . In the Command Prompt
console, type control netconnections  to display the Network Connections window.

Step 2. In the Network Connections window, right-click Local Area Connection and select
properties . If the user access control (UAC) asks permission to continue, click Continue
and type your local administrator credential if necessary.

Step 3. Click the Authentication tab. (If this tab is not available, you need to enable the Wired
AutoConfig supplicant service.)

Step 4. Verify that Cisco: EAP-FAST is selected as the network authentication method and then
click the Settings button.
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Step 5. Click the Authentication tab for EAP-FAST Properties.
Step 6. Uncheck Enable Posture Validation

Note: Cisco Secure ACS is configured to accept access from a client that cannot provide any
SoH information but return the quarantine token. If authentication succeeds with a valid user ID

and password, the client PC should be assigned to the quarantine VLAN, in this case VLAN 40,

and DHCP IP address scope 10.1.40.x/24 should be assigned to it.

Step 7. After successful authentication is confirmed, return EAP-FAST configuration to the
original setting; that is, enable Posture Validation on the Authentication tab.

Basic authentication for EAP-FAST is complete.

Testing the NAC IEEE 802.1x Function

This section helps you verify that IEEE 802.1x (NAC L2 802.1x) is configured and functioning
properly. Authentication will occur between the client and Cisco Secure ACS over EAP-FAST. The
health information from the Vista client will be gathered by Cisco Secure ACS and forwarded to
Microsoft NPS over HCAP for verification and compliance checking. On the basis of these results,
a posture token and accompanying policy will be downloaded to the switch from Cisco Secure
ACS and assigned to the client session. With IEEE 802.1x, a specific VLAN quarantine client is
assigned to the port as an enforcement mechanism. (See Figure 2 at the beginning of this guide.)

To be considered healthy and to be placed in the healthy role, the Vista client must correctly return
the required SoH information to Cisco Secure ACS and Microsoft NPS. The system health
requirements specified in Microsoft NPS must be met for the client to be passed an application
posture token of “healthy.” In the example topology, Fast Ethernet port 0/1 is configured for IEEE
802.1x (NAC L2 802.1x).

Task 1: Test Scenario 1
In test scenario 1, shown here, user authentication is performed as well as posture validation for
the client.

Test Scenario 1

Scenario User authentication and posture validation
Description Perform user authentication and posture validation for the client using IEEE 802.1x
Authentication context User
VLAN settings ® Port VLAN: VLAN 1 (default)
® User VLAN: VLAN 10 (VLAN name = healthy)

Step 1. On the Windows Vista Client, choose Start > All Program > Accessories > Command
Prompt . At the Command Prompt console, type control netconnections .

Step 2. In the Network Connections window that opens, right-click Local Area Connection and
select properties . If the UAC asks permission to continue, click Continue and type your
local administrator credential, if necessary.

Step 3. Select the Authentication tab. (If this tab is not available, you need to enable the Wired
AutoConfig supplicant service.)
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Step 4. Verify that Cisco: EAP-FAST is selected as the network authentication method and then
click the Settings button.

Step 5. On the User Credentials tab, select Prompt automatically for username and
password .

Step 6. Connect the client to the switch port Fast Ethernet 0/1. Alternatively, enter the shut and
then the no shut command in the interface. On the client, you should see a credential
request from the supplicant similar to the one in the following screenshot.

Recycle Bin

WGk Additional information is required to cannect to the netwark ™
= Click to provide additional information and connect

CH ) 1516 AM

Step 7. Click the notification icon, and you will be prompted to enter user credentials.

I: >
-

Recycle Bin

EAP-FAST Credentials
Plesse enter your EAP-FAST credentials:

Username:  userl

Pessiiord: | seenevessent]

T 1116 AM

Step 8. Enter the user credentials for authentication. In this example, the username is userl, and
the password is cisco123 .
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Step 9. View the Cisco Secure ACS Passed Authentication log to verify successful client
authentication and policy assignment.
je- User- Group- NAS- MNAS-IP- ’\fcttrve‘;;k annluadahl@i\"Mﬁmm EAP EaH =
Ko | foprie Caller-1D Bt Adiress Profile Shared RAC ACL Posture- Posture- Reason Tupe Type

Name

00-00-60-FC~ canny 101,100,854 NACT

OK IDYuserl AD_User ac-an 802 1%

802.1x_Compliant_User ..

Token Token Name

Posture
State=1
Extended
State=0
returned 43
by

Evaluated

by palicy:
ID-KPS

Healthy ..

Step 10. On the switch, enter the show dotlx interface FastEthernet 0/1 details command to verify

the current status of the client.

Cat3560#show dotlx interface FastEthernet 0/1 details

Dotlx Info for FastEthernet0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Dotl1x Authenticator Client List

Domain = DATA
Supplicant =000d.60fc.9c38
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
ReAuthPeriod = 3600
ReAuthAction = Reauthenticate
TimeToNextReauth = 3593
Authentication Method = Dotlx
Posture = Healthy
Authorized By = Authentication Server
Vlan Policy =10

Step 11. Enter the show vlan command to verify that the switch port has been placed in the

correct VLAN.
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VLAN Name Status Ports

1 default active Fa0/7

10 healthy active Fa0/1, Fa0/2
20 guest active

30 contractor active

40 quarantine active

50 asset active

99 voice active Fa0/1, Fa0/2

Task 2: Test Scenario 2

In test scenario 2, shown here, user authentication is performed as well as posture validation for
the client, but this time you will disable Windows Firewall to verify that the basic quarantine and
remediation functions are working.

Test Scenario 2

Scenario User authentication and noncompliant posture validation

Description Perform user authentication and posture validation for the client using IEEE 802.1x when
Windows Firewall is disabled

Authentication context User

VLAN settings ® Port VLAN: VLAN1 (default)

® User VLAN: VLAN 10 (VLAN name = healthy)
® Quarantine VLAN: VLAN 50 (VLAN name = quarantine)

Step 1. Choose Start > All Programs > Accessories |, right-click Command Prompt , and
choose Run as administrator . Type your administrative credential at the UAC prompt
and click Continue .

Step 2. Type netsh firewall set opmode disable  to disable Windows Firewall. As soon as the
command above is issued, the NAP agent is notified that the health state has changed,
and it will initiate an EAPoL-Start 802.1x control packet to trigger IEEE 802.1x
reauthentication with new health information. As a result of reauthentication, the client is
now considered noncompliant; therefore, it is placed in the quarantine VLAN, and the
user is notified that the computer does not meet the requirements of the network policy,

T——

I\*I This computer does not meet the requirements of this network ™
L7 This computer is being updated.

as shown here.

To o W 1219 PM

Step 3. Click this balloon message. Another window appears detailing why the computer does not
meet the requirements of the network policy.
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1% Metwark Access Protection (===

|?| Your computer is not compliant with the requirements of this network
vy Metwork access will be limited while the computer is being updated,

| [ﬁ Windows Security Health Agent Updating...
Microsoft Corporation
The Windows Security Health Agent checks the compliance of a computer with an
administrator-defined policy.
Version: 1.0, ID 79744

The Windows Security Health Agent is in the process of updating its security state.

Remediation Results:
Windows is attempting to enable the Windows Firewall.

Step 4. In this test, Microsoft NPS is configured to perform autoremediation when Windows
Firewall is disabled. As a result, when Microsoft NPS detects that the client Windows
Firewall is disabled, it tries to reenable the firewall as a remediation process. You will see
this process right after you disable Windows Firewall. When the firewall is forcefully
enabled as a remediation process, the user will be notified that the remediation process is
complete in a balloon message as shown here.
— |

@ This computer meets the requirements of this network ™
= You have full network access,

< B §E. 12200M

Step 5. Click this balloon message. Another window appears detailing the remediation process,
as shown here.

1% Metwark Access Protection (===

§ J | Your computer is compliant with the requirements of this network
k. You have full network access,

| @ wWindows Security Health Agent Updated...100%
Microsoft Corporation
The Windows Security Health Agent checks the compliance of a computer with an
administrator-defined policy.
Version: 1.0, ID 79744

The Windows Security Health Agent has finished updating its security state,

Step 6. View the Cisco Secure ACS Passed Authentication log. You can now see that the client
was quarantined once and then placed back in the healthy VLAN immediately after
Microsoft NPS performed the remediation process.
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Message- User-

* lime Type Name

Name

Group- Caller- NAS-
ID Port

oo-1c-
2008 12:47:41 Authen OK IDYuserl AD_User 25-14- 50001 10.1.100,254
79-E2

oo-1c-
2008 12:47:40 Authen OK IDYuserl AD_User 25-14- 50001 10.1.100.254
79-E2

PEAP/EAP-
EAST-
Clear-
Name

Network
Access
Profile
Name

System- EAP
EAP
Posture- Reason
Token

NAS-IP-
Address

Shared RAC

Posture
State=1
Extended
State=0

Bits returmed 43

802 1% anonymous

802.1x_Compliant_User Healthy
'S

Evaluated
by policy:
ID-NPS
Posture
State=2
Extended
State=0

Quarantine returned 43 maEe

FAST

MAC-

g0z 1y 902.1s_Quarantine

anonymous
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Step 7. Notice in Reason field of the Cisco Secure ACS Passed Authentication log that the
Posture State value changed from 2 to 1. Posture State=2 means that the SoH
information sent from the client PC did not meet the policy requirements configured on
Microsoft NPS. Posture State=1 means that the client passed all health checks on

Microsoft NPS.

Task 3: Test Scenario 3

In test scenario 3, shown here, both computer and user authentication is performed as well as
posture validation for the client. By default, the IEEE 802.1x supplicant on the Vista client will
attempt both machine and user authentication.

Test Scenario 3

Name

Computer and user authentication IEEE 802.1x and posture validation

Description

Perform computer and user authentication and posture validation for the client

Authentication context

machineOrUser (default)

VLAN settings

® Port VLAN: VLAN1 (default)
® Computer VLAN: VLAN50 (VLAN name = asset)
® User VLAN: VLAN 10 (VLAN name = healthy)

Step 1.

Verify that machine authentication is enabled in Cisco Secure ACS by navigating on the

Cisco Secure ACS web console to System Configuration > Global Authentication
Setup > EAP-FAST Configuration

Step 2.

In the EAP-FAST settings, verify that Allow Machine Authentication

is enabled.

Machine PAC TTL

Authorization PAC TTL
Allowed inner methods

ME&P-GTC

[ EAP-MSCHAPYZ

FIEAP-TLS

Allow Machine Authentication

[#] allow Stateless session resume

i, weeks v

i1 hours V

Step 3. Verify that your Vista supplicant configuration is set to perform both machine and user
authentication by entering the following command at the command prompt in Vista:

netsh lan show profile
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Profile on interface Local Area Connection

Applied: User Profile

Profile Version 01

Type : Wired LAN
AutoConfig Version :1

802.1x : Enabled

802.1x : Not Enforced

EAP type : Cisco: EAP-FAST

802.1X auth credential : Machine or user credential
Cache user information : No

Step 4. Reboot your Windows Vista machine and wait for the CTRL + ALT + DELETE message to
appears.

Step 5. On the switch, enter the show dotlx interface FastEthernet 0/1 details = command to
verify the current status of the client.

Cat3560#show dotlx int FastEthernet 0/1 details

Dotlx Info for FastEthernet0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Dotl1x Authenticator Client List

Domain = DATA
Supplicant =000d.60fc.9c38
Auth SM State = AUTHENTICATED

Auth BEND SM State = IDLE

Port Status = AUTHORIZED
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ReAuthPeriod =60

ReAuthAction = Reauthenticate
TimeToNextReauth =50

Authentication Method = Dotlx

Posture = Quarantine

Authorized By = Authentication Server
Vlan Policy =40

Step 6. Enter the show vlan command to verify that the switch port has been placed in the

correct VLAN.
Cat3560#show vlan
VLAN Name Status Ports
1 default active Fa0/7
10 healthy active Fa0/2
20 guest active
30 contractor active
40 quarantine active Fa0O/1
50 asset active
99 voice active Fa0/1, Fa0/2

Step 7. Notice that although machine authentication succeeds, the Vista client is placed in
quarantine VLAN 40. This behavior occurs because the Windows Vista supplicant service
starts much earlier than the NAP agent. When authentication requests SoH information,
the NAP agent is not available, and therefore no SoH information is sent to Cisco Secure
ACS. Cisco Secure ACS performs authentication first against Active Directory; however,
because there is no SoH information, it uses the Posture Optional method and
immediately assigns the Quarantine token.

Posture validation:
O Mane
O Required
& Optional - Client may not supply posture data. Use token 'Quarantine V

O Posture only

This behavior is why the NAD receives the quarantine VLAN for machine authentication.
As soon as the NAP agent starts, it reevaluates the system and tries to reauthenticate the
device. The following are the results of the show dotlx interface FastEthernet0/1 detalil
command after the NAP agent starts upon successful machine authentication, and also
after the successful user authentication.
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Dotlx Info for FastEthernet0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Dotl1x Authenticator Client List

Domain = DATA
Supplicant =000d.60fc.9c38
Auth SM State = AUTHENTICATED

Auth BEND SM State = IDLE

Port Status = AUTHORIZED
ReAuthPeriod = 3600
ReAuthAction = Reauthenticate
TimeToNextReauth =3472
Authentication Method = Dotlx
Posture = Healthy
Authorized By = Authentication Server
Vlan Policy =50

Dotlx Info for FastEthernetO/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0
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Dotlx Authenticator Client List

Auth SM State

Domain = DATA
Supplicant =000d.60fc.9c38

= AUTHENTICATED

Auth BEND SM State = IDLE

Port Status = AUTHORIZED
ReAuthPeriod = 3600

ReAuthAction = Reauthenticate
TimeToNextReauth =3139
Authentication Method = Dotlx

Posture = Healthy

Authorized By = Authentication Server

Vlan Policy =10

Here is the Cisco Secure ACS log showing the flow of those authentications by device

and user.

=

Group- cCaller-
Name 1D

User-Name

=
=3

00-0D-

ac-3g

ao-0D-

ac-3g

00-0D-

ac-ze

AS

IDNuserl AD_User 60-FC- 50001 10.1.100.254 Hats 802.1x_Cormpliant_User et Healthy it returned

host/vistall.id.local AD_Asset 60-FC- 50001 10.1.100.254 HaG™ 802.1x_Compliant_Machine .. Healthy . returned

host/vistadl.id.local AD_Asset 60-FC- 50001 10.1.100.254

_Ip- System- Application-
i e Shared RAC Downloadable Posture- Posture- Reason
Address Profile L

= Token Token

Posture
State=1
Extended
State=0
802.1x by
Evaluated
by policy:
ID-MPS
Posture
State=1
Extended
State=0
802.1x by
Evaluated
by paolicy:
ID-MPS
Posture
State=2
Extended
State=0
802.1x_Quarantine ¥ Quarantine .. returned
by
Evaluated
by policy:
ID-MPS

MAC-
802.1x

Task 4: Test Scenario 4

In test scenario 4, shown here, Fast Ethernet port 0/1 is configured to perform NAC Layer 2 IEEE
802.1x (EAP-FAST) authentication. By default, the IEEE 802.1x supplicant on the client will
attempt both machine and user authentication. The supplicant configuration on the Vista client will

need to be modified to perform only machine authentication.

Test Scenario 4

Name

Computer authentication IEEE 802.1x and posture validation

Description

Perform machine authentication and posture validation

Authentication context

Machine

VLAN settings

® Port VLAN: VLANL1 (default)
® Computer VLAN: VLAN 50 (VLAN name = asset)
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Step 1. The profile can be edited using a text editor or an Extensible Markup Language (XML)
editor. To export the default configuration profile, use following command:

netsh lan export profile folder="path_to_xml_file”
interface="interface_name”
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Example: netsh lan export profile folder="c:\profiles” inter face="LAN”"

Use the following command to reimport the configuration profile after editing is completed:

netsh lan add profile filename="path_to_xml_file”
interface="interface_name”

Example: netsh lan add profile flename="c:\profiles\LAN.xml " interface="LAN"

Step 2. On the Windows Vista Client, choose Start > All Program > Accessories > Command
Prompt . In the command prompt console, type netsh to enter netsh command mode.

Step 3. Type lan and show profile . Verify that the output from the previous task shows the
values shown here.

Profile on interface Local Area Connection

Applied: User Profile

Profile Version 01

Type : Wired LAN
AutoConfig Version :1

802.1x : Enabled

802.1x : Not Enforced

EAP type : Cisco: EAP-FAST

802.1X auth credential : Machine or user credential
Cache user information : No

Step 4. Enter the command shown here to export the profile (for this operation, the wired
interface name is Local Area Connection ; if the name of your interface is different,
change the name here accordingly). After you export the profile, exit the netsh command
line by typing bye and then start editing the XML profile with Notepad or some other text
editor.

netsh lan>export profile folder=. interface="Local*"
Interface: Local Area Connection

Profile File Name: .\Local Area Connection.xml

1 profile(s) were exported successfully.

netsh lan>bye

C:\Users\userl.ID>notepad "Local Area Connection.xml"

Step 5. When editing the Local Area Connection.xml file, add
<authMode>machine</authMode> immediately before the <EAPConfig> elementin
this XML file as shown here.
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--- Skipped ---

<OneX xmins="http://www.microsoft.com/networking/OneX/v1">
<cacheUserData>false</cacheUserData>
<authMode>machine</authMode>

<EAPConfig>

--- Skipped ---

Step 6. After editing the XML file, save the change and close the text editor. Go back to the
command prompt console and enter netsh lan mode.

Step 7. Type the following command to add the edited profile to the interface:

netsh lan>add profile filename="Local Area Connection.xml"
interface="Local*"

The profile was added successfully on the interface Local Area Connection.

Step 8. Verify your change in authMode so that only machine authentication is enabled.

netsh lan>show profile
Profile on interface Local Area Connection

Applied: User Profile

Profile Version 01

Type : Wired LAN
AutoConfig Version : 1

802.1x : Enabled

802.1x : Not Enforced

EAP type : Cisco: EAP-FAST

802.1X auth credential : Machine credential

Cache user information : No

Step 9. Reboot your Windows Vista machine and wait for the CTRL + ALT + DELETE message to
appear.

Step 10. On the switch, enter the show dotlx interface FastEthernet 0/1  details command to
verify the current status of the client.

Cat3560#show dotlx int FastEthernet 0/1 details
Dotlx Info for FastEthernetO/1

PAE = AUTHENTICATOR
PortControl = AUTO

ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled

QuietPeriod =60

ServerTimeout =30
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SuppTimeout =30

ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30

RateLimitPeriod =0

Dotl1x Authenticator Client List

Domain = DATA
Supplicant =000d.60fc.9c38
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
ReAuthPeriod =60
ReAuthAction = Reauthenticate
TimeToNextReauth =50
Authentication Method = Dotlx
Posture = Quarantine
Authorized By = Authentication Server
Vlan Policy =40

Step 11. Enter the show vlan command to verify that the switch port has been placed in the

correct VLAN.
Cat3560#show vian
VLAN Name Status Ports
1 default active FaO0/7
10 healthy active Fa0/2
20 guest active
30 contractor active
40 quarantine active Fa0O/1
50 asset active
99 voice active Fa0/1, Fa0/2

Step 12. Notice that although machine authentication succeeds, the Vista client is placed in
quarantine VLAN 40. This behavior occurs because the Windows Vista supplicant service
starts much earlier than the NAP agent. When authentication requests SoH information,
the NAP agent is not available, and therefore no SoH information is sent to Cisco Secure
ACS. Cisco Secure ACS performs authentication first against Active Directory; however,
because there is no SoH information, it uses the Posture Optional method and
immediately assigns the Quarantine token. This behavior is why the NAD receives the
qguarantine VLAN for machine authentication. As soon as the NAP agent starts, it
reevaluates the system and tries to reauthenticate the machine. Here are the results of
the show dotlx interface FastEthernetO/1 detail command after the NAP agent starts.
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Note: This is the setting for machine authentication only. Therefore, IEEE 802.1x authentication
is not triggered upon Windows user logon.

Dotlx Info for FastEthernet0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Dotlx Authenticator Client List

Domain = DATA
Supplicant =000d.60fc.9c38
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
ReAuthPeriod = 3600
ReAuthAction = Reauthenticate
TimeToNextReauth =3472
Authentication Method = Dotlx
Posture = Healthy
Authorized By = Authentication Server
Vlan Policy =50

Tuning the Windows Vista Supplicant Function

The Single Sign On feature is added to the Windows Vista supplicant on both the wireless
interface (introduced in the release version of Vista) and wired interface (supported on Service
Pack 1 [SP1]). With this feature, supplicant behavior can be optimized to run more synchronously
with the Microsoft Windows startup process, making IEEE 802.1x deployment much easier than
before.

Two types of authentication are introduced with the Single Sign On feature: PreLogon and
PostLogon. With PreLogon, Single Sign On (IEEE 802.1x user authentication using the Windows
domain credential) is performed before the user logs on. With this authentication method,
Windows can make sure that network authentication establishes a network connection with the
user credential before initiating user domain logon.
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With the PostLogon authentication method, Single Sign On (IEEE 802.1x user authentication) is
performed immediately after the user logs on. This type of authentication is preferred for
authentication with a user certificate, since the user certificate is typically stored in a specific user
account, which requires user logon to access.

For information about the options you can use to tune Single Sign On elements, see
http://msdn2.microsoft.com/en-us/library/ms706527.aspx. These elements can be configured by
editing the XML profile, adding singleSignOn elements and subelements.

The following is a sample profile, with singleSignOn set to preLogon mode.

<?xml version="1.0" ?>

- <LANPrdfile
xmIns="http://www.microsoft.com/networking/LAN/profile/v1">

- <MSM>
- <security>
<OneXEnforced>false</OneXEnforced>
<OneXEnabled>true</OneXEnabled>
<OneX xmins="http://www.microsoft.com/networking/OneX/v1">
<cacheUserData>false</cacheUserData>
<supplicantMode>compliant</supplicantMode>
<authMode>machine</authMode>
<singleSignOn>
<type>preLogon</type>
<maxDelay>10</maxDelay>
<allowAdditionalDialogs>true</allowAdditionalDialogs>
<maxDelayWithAdditionalDialogs>10</maxDelayWithAddtionalDialogs>
<userBasedVirtualLan>true</userBasedVirtualLan>
</singleSignOn>
- <EAPConfig>
------- omitted ---------

</EAPConfig>

</OneX>

</security>

</MSM>

</LANProfile>

These elements can also be configured with group policy on Windows Server 2003 or 2008. The
next task describes a feature that allows the administrator to configure supplicant behavior as well
as EAPHost options remotely on Windows Server 2003 or 2008 using group policy. The task
focuses on deployment options for the Cisco EAP-FAST Module.

Task 1: Configure Supplicant with Group Policy

Many elements and options of supplicant as well as EAPHost components (including the Cisco
EAP-FAST Module) can be remotely configured and provisioned using Windows Server 2003 or
2008. This documentation assumes that Active Directory is running on Windows Server 2003. By
default, Windows Server 2003 domain policy does not contain the schema needed to configure the
Windows Vista supplicant and EAPHost. You need to follow the steps presented here to make
those configuration options available on Windows Server 2003.
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Step 1. On a server running Windows Server 2003, copy the adprep directory, located in
<yourDVDdrive>:\sources\adprep on the Windows Server 2008 DVD, to a temporary
directory on your local system. (You can create a temporary directory named temp on
your C drive on a server running Windows Server 2003 and copy adprep to the
directory.)

Step 2. On Windows Server 2003, launch the command prompt (choose Start > All Programs >
Accessories > Command Prompt ) and open the adprep directory you just copied from
Windows Server 2008 DVD (cd c:\temp\adprep ).

Step 3. The adprep directory contains a program called adprep.exe . You will use this program to
extend your Active Directory schema. Note that this command will be applied to your
Active Directory schema, so use this command with caution. We highly recommended
that you test this upgrade in your testing environment first. At the command prompt, enter
the following command:

C:\temp\adprep\adprep.exe /forestprep

Step 4. At the command prompt, you will be asked to confirm the command and change. Confirm
the command by typing C and pressing the Enter key.

Step 5. On the Windows Vista SP1 client where the Cisco EAP-FAST Module is installed, you
need to install another program called Group Policy Management Console (GPMC), so
you can make changes to Active Directory group policy. By default, GPMC is not installed
on Windows Vista SP1. From Windows Vista SP1, GPMC is included in a package called
Remote Server Administrator Tool (RSAP), which can be found as KB941314 at the
Microsoft website. You have to install RSAP first and enable GPMC as a Windows
component. Download the RSAP installer to the desktop. Click Windows6.0-KB941314-
x86 installer and follow the instructions to complete RSAP installation.

Step 6. After installing RSAP, choose Start > Control Panel > Programs > Programs and
Features and select Turn Windows features on or off . Then choose Remote Server
Administration Tools > Feature Administration Tools and select Group Policy
Management Tools . Click OK to enable GPMC.]

Step 7. With GPMC installed, you can browse Group Policy on your Active Directory domain from
Windows Vista SP1. Start GPMC by choosing Start > All Programs > Accessories >
Run and typing gpmc.msc . On the User Account Control screen, click Continue to
display the Group Policy Management screen. (This example assumes that you are
running this program from an account with administrative privileges.)

Step 8. As shown in the following screenshot, browse to your domain and select Default Domain
Policy . On the right pane of the screen, select the Settings tab and right-click Computer
Configuration (Enabled) . In the context menu, choose Edit.
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Step 9. In the Local Group Policy Editor  window, choose Computer Configuration > Windows
Settings > Security Settings  to display the Wireless / Wired Interface Policies pane.

Note: This documentation discusses only wired interface policy and its EAP-FAST

configuration.

Step 10. Right-click Wired Network (IEEE 802.3) Policies in the policy tree and choose Create
a New Windows Vista Policy from the context menu

Step 11. On the General tab, in the Policy Name field, type Wired-802.1x.
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Step 12. On the Security tab, verify that Enable use of IEEE 802.1x authentication for network
access is selected. From the Select a network authentication method pull-down menu,
choose Cisco: EAP-FAST . Change the value for Max Authentication Failures to 3. For
Authentication Mode , choose User re-authentication from the pull-down menu. This
selection will enable both user and machine authentication (equivalent to the
<authMode>userOrMachine</authMode> element in an XML-based profile).

Note: Max Authentication Failure is set to 1 by default. This setting prevents a user from
reentering his or her credentials when invalid credentials are provided at the initial prompt.

Wired-802.1x Properties (2 [t

| General | Searity |

[v Enable use of IEEE 802, 1% authentication for network access

Properties...

Select a network authentication method:

Authentication Mode:

]User re-authentication _:J

Max Authentication Failures: 3 _‘%

Cache user information for subsequent connections

to this network
Adwvanced...

[ QK J[ Cancel ][ Apply ]

Step 13. If you click the Properties button on the Security tab, the EAP-FAST Configuration
screen will appear. You can configure EAP-FAST settings centrally using this group policy
configuration tool. For EAP-FAST settings, follow the steps described in the “Windows
Vista Client Configuration” section earlier in this document.

Step 14. If you click Advanced button on the Security tab, you'll see the available configuration
options for the supplicant. Configure the supplicant as in the following screenshot.
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Advanced security settings
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Sign On
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oK | Cancel ‘

%

Step 15. As described earlier, Single Sign On can be configured in detail, using group policy.
Use the preceding screenshot to configure your group policy setup.

Step 16. After you finish your configuration, exit the GPMC tool.

Step 17. After you finish configuring group policy, you can provision your configuration to the local
Windows Vista machine. To do this, run the gpupdate tool to reflect your policy change
on the domain to your local system.

Troubleshooting the NAC-NAP Solution

This section provides information about how to troubleshoot the Cisco NAC and Microsoft NAP
solution. The section discusses the steps for troubleshooting problems with the client software,
network hardware, and server applications. Troubleshooting guidance is provided for both the EAP
over User Datagram Protocol (UDP) and the IEEE 802.1x deployment scenarios. Detailed
configuration information for each of these scenarios is provided in the previous section of this
document.

NAC-NAP Troubleshooting Overview

To facilitate troubleshooting, you should understand where possible failure points exist in the
architecture. Figure 3 shows the possible failure points in the NAC-NAP solution architecture and
the process for debugging them.
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Figure 3. Possible Failure Points in the NAC-NAP Architecture
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Because the NAC-NAP solution is an integration of technologies from both Cisco and Microsoft,
the architecture includes many components, and failure points can exist in a component itself or in
communication between components.

As shown in Figure 3, the architecture has four major components: the client computer, the
network access devices (NADs), Cisco Secure ACS, and Microsoft NPS. The first component is
the client software running on the Windows Vista operating system. This client software (or agent)
communicates with a NAD, in this case a Cisco switch or wireless access point. The NAD forwards
an authentication and access request to the policy server; Cisco Secure Access Control Server
(ACS) is the policy server, which becomes a broker of both identity and posture information.
Behind the Cisco Secure ACS is another policy server, the Microsoft Network Policy Server (NPS),
where all the access policies are determined. This document discusses how to troubleshoot each
of these components in the access method using IEEE 802.1x.

When troubleshooting the NAC-NAP solution, you should first understand how successful
authentication and posture validation looks like in the log. As you have seen in the IEEE 802.1x
testing section, after client user or machine credentials are authenticated successfully and SoH
values are validated as compliant, the log of the successful session appears in the Cisco Secure
ACS Passed Authentication log. From the Cisco Secure ACS web console, choose Reports and
Activity > Passed Authentications  on the left and click the Passed Authentication active.csv
link. As in the following screenshot, you may see a log of a quarantined user. This user was not
rejected, but was granted limited access to the network. It is very important to remember that both
healthy and quarantined users and machines are listed in Passed Authentication log when
authentication and posture validation succeed. When authentication is performed but you do not
see any log associated with the authentication session, you need to start troubleshooting NAC-
NAP.
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When you troubleshoot the NAC-NAP interoperability architecture, the Cisco Secure ACS log is a
good place to start. Although the Cisco Secure ACS log does not always tell you the exact issue
that is causing the authentication failure, it at least gives you some hints as to where the problem
may be. This section looks at two categories of authentication failure: problems for which the Cisco
Secure ACS log does not show any record of the authentication session, and problems for which
the Cisco Secure ACS log shows a record of the authentication session.

Failure with No Authentication Record in Cisco Secure ACS Log

In some cases, a user may be connected to an IEEE 802.1x—enabled port but there is no Cisco
Secure ACS log associated with authentication. A common cause of such a situation is an error in
the authenticator (NAD) configuration. Following is a checklist of procedures to follow when there
is no authentication record:

e Make sure that required AAA commands are configured properly. Required AAA
commands are listed in the “IEEE 802.1x Network Access Device Configuration” section of
this guide. If AAA commands are not properly configured, there will be no RADIUS
communication between the authenticator and the authentication server, and hence there
will be no record in the Cisco Secure ACS log.

e Make sure on the switch or access point that RADIUS servers are configured with the
correct addresses and port numbers. If the switch or access point (authenticators) is not
sending the authentication request packet to the correct RADIUS server (Cisco Secure
ACS), then there will be no record in the Cisco Secure ACS log. If the IP address and port
numbers of the RADIUS server are correct but the RADIUS shared key is incorrectly
configured, there will be a record in the Cisco Secure ACS Failed Attempt log with the
authentication failure code “Invalid message authenticator in EAP request.”

¢ If you have multiple Cisco Secure ACSs in an authenticator configuration, check them all
for the log. There is a chance that the log is recorded on another Cisco Secure ACS when
multiple Cisco Secure ACSs are running behind a server load-balancing mechanism.

Another common error is that the IEEE 802.1x supplicant is not installed or enabled on the
connecting interface. Check the output of the show command on the authenticator. In this
document, the IEEE 802.1x supplicant is connected on the port Fast Ethernet 0/1. Enter show
dotlx interface FastEthernet 0/1 detail to see whether any other factor is causing the problem. If
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there is a client but no IEEE 802.1x supplicant running or connected, output similar to the following
screenshot will be displayed.

Cat3560#show dotlx int fa0/1 d

Dotlx Info for FastEthernetO/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Guest-Vlan =20

Dotlx Authenticator Client List Empty
Domain = DATA

Port Status = UNAUTHORIZED

If any other fail open IEEE 802.1x feature such as a IEEE 802.1x guest VLAN is configured on the
port, then the output will be similar to the next screenshot. Guest VLAN is a feature of Cisco 10S
Software for the Cisco Catalyst platform of switches; with it, any user without an IEEE 802.1x
supplicant can be placed in a locally predefined VLAN (in the following output, the guest VLAN is
defined as VLAN 20) so that user has at least restricted network access. The guest VLAN feature
is implemented when the switch sends an EAP request and identity packet to the supplicant
(sending request ReAuthMax_count with interval TxPeriod) but does receive a response from the
supplicant. By default, after 90 seconds, if the supplicant does not respond, the switch assumes
that there is no supplicant on the IEEE 802.1x port and assigns a predefined VLAN to this port. No
RADIUS communication is involved in the guest VLAN process; therefore, no log is associated
with this authentication, even though the user is granted guest VLAN access.
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Cat3560#show dotlx int fa0/1 d

Dot1x Info for FastEthernetO/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Guest-Vlan =20

Dotlx Authenticator Client List Empty
Domain = DATA

Port Status = AUTHORIZED
Authorized By = Guest-Vlan
Operational HostMode = MULTI_HOST
Vlan Policy =20

Failure with Authentication Record in Cisco Secure ACS Log

In many situations Cisco Secure ACS provides information about authentication failures. Although
the authentication failure code (AFC; description of possible cause of authentication failure) does
not indicate exactly where the problem is, the AFC makes troubleshooting much easier and helps
you narrow down the root cause of the problem so that you can resolve it. This section examines

possible points of failure in each component based on the Cisco Secure ACS Failed Attempt log

output.

Troubleshooting Client Software

This section examines situations in which software components running on the Windows Vista
client fail. When the NAP-related agent fails to respond to the request by Cisco Secure ACS,
failure information will be reported in the Failed Attempt log on Cisco Secure ACS. The main NAP-
related software running on Windows Vista consists of the supplicant, system health agents, NAP
agent, and enforcement client.

When EAP-FAST Posture Validation Is Not Enabled

By default, the Cisco EAP-FAST Module does have posture validation enabled. When Cisco
Secure ACS requests SoH information and the supplicant is not enabled to send SoH information,
authentication fails. Check the EAP-FAST settings to make sure that Enable Posture Validation
on the Authentication tab is selected.
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AFC Reason

Posture Validation Failure Supplicant is unable to send SoH information. General posture validation failure occurs

(general) when Cisco Secure ACS receives empty SoH. Note that the same AFC can be recorded for
other reasons, such as when NAP agent is not enabled and when EAP QEC is not running.

When NAP Agent Is Not Enabled
By default, the NAP agent service is turned off. When Cisco Secure ACS requests SoH
information and the NAP agent is not running, authentication fails.

AFC Reason
Posture Validation Failure NAP agent is not running. General posture validation failure occurs when Cisco Secure ACS
(general) receives empty SoH. Note that the same AFC can be recorded for other reasons, such as

when the Enable Posture Validation setting for the Cisco EAP-FAST Module is not enabled
and when EAP QEC is not running.

Enter the command shown here at the command prompt to verify that the NAP agent is running. If
it is running, following output is displayed.

C:\Windows\system32>sc query napagent
SERVICE_NAME: napagent
TYPE : 20 WIN32_SHARE_PROCESS
STATE 14 RUNNING

(STOPPABLE, NOT_PAUSABLE,
ACCEPTS_SHUTDOWN)

WIN32_EXIT _CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT_HINT - 0X0

If the NAP agent is not running, the netsh nap client show state command at command prompt
also returns the message “The “Network Access Protection Agent” service is not running.” Enter
the commands shown here at the command prompt to enable the NAP agent.

C:\Windows\system32>sc config napagent start= auto
C:\Windows\system32>net start napagent

When EAP Enforcement Client Is Not Enabled
By default, EAP QEC is turned off. When Cisco Secure ACS requests SoH information and EAP
QEC is not running, authentication fails.

AFC Reason
Posture Validation Failure EAP QEC is unable to send SoH information. General posture validation failure occurs
(general) when Cisco Secure ACS receives empty SoH. Note that the same AFC can be recorded for

other reasons, such as when NAP agent is not enabled and when the Enable Posture
Validation setting for the Cisco EAP-FAST Module configuration is not enabled .
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Enter the command shown here at the command prompt to verify that EAP QEC is running. If it is

running, the following output is displayed.

C:\Windows\system32>netsh nap client show state

---SKIPPED---

Enforcement client state:

Id =79617

Name = DHCP Quarantine Enforcement Client
Description = Provides DHCP based enforcement for NAP
Version =1.0

Vendor name = Microsoft Corporation

Registration date =

Initialized =Yes

Id =79618

Name = Remote Access Quarantine Enforcement Client
Description = Provides the quarantine enforcement for RAS
Client

Version =1.0

Vendor name = Microsoft Corporation

Registration date =

Initialized =Yes

Id =79619

Name = IPSec Relying Party

Description = Provides IPSec based enforcement for
Network Access Pro

tection

Version =1.0

Vendor name = Microsoft Corporation

Registration date =

Initialized =No

Id =79621

Name =TS Gateway Quarantine Enforcement Client
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Description = Provides TS Gateway enforcement for NAP
Version =1.0

Vendor name = Microsoft Corporation

Registration date =

Initialized =Yes

Id =79623

Name = EAP Quarantine Enforcement Client
Description = Provides EAP based enforcement for NAP
Version =1.0

Vendor name = Microsoft Corporation

Registration date =

Initialized =Yes

---SKIPPED---

Enter the commands shown here at the command prompt to enable the NAP agent.

C:\Windows\system32>netsh nap client set enforcement ID = 79623
ADMIN = “ENABLE"

When System Health Agent Is Not Running

When for any reason the System Health Agent (SHA) is not running, the NAP agent will not send

SoH information regarding this specific SHA. In this case, authentication does not fail. Instead, the

user is granted limited network access until the health state becomes compliant.

AFC Reason

Authentication log.

None Authentication does not fail. The information is recorded in the Cisco Secure ACS Passed

Enter the command shown here at the command prompt to identity the SHA that is unable to
obtain health information.

netsh nap client >show state
System health agent (SHA) state:

Id =79744

Name = Windows Security Health Agent
--- skipped ---

Registration date =

Initialized =Yes

Failure category = None

Remediation state = Could not update

Remediation percentage = 0
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Fixup Message = (3237937215) - The Windows Security Health
Agent failed to update the security state of this computer.
Compliance results = (0xCOFFO0001) - A system health component is
not enabled.
(0x00000000) -
(0x00000000) -
(0x00000000) -
(0x00000000) -
(0x00000000) -
(0x00000000) -
(0x00000000) -
Remediation results = (0xCOFF0023) - Windows could not enable the
Windows Firewall. An administrator must start it manually.
---SKIPPED---

A number of client events also provide information about failures. Figure 4 shows the information
events logged on the client when the NAP transaction crosses the component boundaries.

Figure 4. NAP Transaction and Event Log IDs

27 27

NapAgent
29728 2829

QEC QEC
Event ID Description
27 Indicates that an SoH was received from the SHA
28 Indicates that the SoH was received by the quarantine enforcement client indicated in the event
29 Indicates the SoH response from the server; also contains the client health state
18 Indicates a NAP health state change

All events that relate to communication between the NAP agent and SHA are documented at the
following Microsoft website:
http://technet2.microsoft.com/WindowsServer2008/en/library/e85ebe50-e515-4121-84c8-
fcebf8d778d31033.mspx

All events that relate to communication between the NAP agent and the enforcement client are
documented at the following Microsoft website:
http://technet2.microsoft.com/WindowsServer2008/en/library/77685aa1-083d-45dd-89b4-
a8ch67cc58fc1033.mspx
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When troubleshooting, the most reliable source of information is a log from the particular
components. You need to know how to enable logging on a component and where the log is
written.

All NAP logs on the Windows Vista client can be viewed through Event Viewer. Following are the
steps to view logs.

1. Choose Start > All Programs > Administrative Tools and launch Event Viewer .

2. Under Event Viewer (Local) on the left side of the screen, navigate to Applications and
Services Logs > Microsoft > Windows > Network Acces s Protection , right-click
Operational , and choose Filter Current Logs .

3. On the Filter tab, from the Event sources pull-down menu, choose Network Access
Protection.

4. Inthe Include/Excludes Event IDs section, type 6-10, 12, 28, 29 to filter events to those
related to NAP in the text box and click OK.

When Supplicant Fails

As discussed previously, if the supplicant fails to respond to the authentication request, there will
be no report in the Cisco Secure ACS Failed Attempt log, since there will be no IEEE 802.1x
communication if the supplicant does not exist. Enter the commands shown here at the command
prompt to verify that the supplicant service is started and running.

Enter this command to verify the state of EAPHost service:

C:\Windows\system32>sc query eaphost
SERVICE_NAME: eaphost
TYPE : 20 WIN32_SHARE_PROCESS
STATE :4 RUNNING

(STOPPABLE, NOT_PAUSABLE,
ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT - 0x0
WAIT_HINT : X0

Enter this command to verify the state of IEEE 802.1x supplicant service for the wired interface:

C:\Windows\system32>sc query dot3svc
SERVICE_NAME: dot3svc
TYPE : 20 WIN32_SHARE_PROCESS
STATE :4 RUNNING

(STOPPABLE, NOT_PAUSABLE,
ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT - 0x0
WAIT_HINT : X0

Enter this command to verify the state of IEEE 802.1x supplicant service for the wireless interface:
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C:\Windows\system32>sc query wlansvc
SERVICE_NAME: wlansvc
TYPE : 20 WIN32_SHARE_PROCESS
STATE :4 RUNNING

(STOPPABLE, NOT_PAUSABLE,
ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT - 0x0
WAIT_HINT - 0X0

Note: Wired AutoConfig service is disabled by default and must be manually started. The
commands shown here enable the supplicant and configure service so that it starts automatically
when the client PC is booted.

C:\Windows\system32>sc config dot3svc start= auto
C:\Windows\system32>sc config wlansvc start= auto
C:\Windows\system32>net start dot3svc
C:\Windows\system32>net start wlansvc

When EAP-FAST Module Is Not Installed

The Cisco EAP-FAST Module provides additional an EAP method for Windows Vista. EAP-FAST
is the only EAP method that is supported by the NAC-NAP integration architecture. The Cisco
EAP-FAST Module is not shipped with Windows Vista; instead, it is provisioned through Windows
Update. If the EAP-FAST is not installed on the Vista client and the Vista client tries to connect to a
NAC-NAP enabled network, the AFC shown here is reported to the Cisco Secure ACS Failed
Attempt log.

AFC Reason

EAP_PEAP Type The Cisco EAP-FAST Module is not installed; therefore, the supplicant cannot negotiate the EAP type
not configured suggested by Cisco Secure ACS because no other EAP method is enabled on Cisco Secure ACS to
accept the requested access. When the supplicant is enabled on Windows Vista, Microsoft: Protected
EAP (PEAP) is enabled by default.

To view the EAP-FAST settings for IEEE 802.1x, enter control netconnections  at the command
prompt; then open Network Connections |, right-click Local Area Connection , and choose
properties from context menu.

In the Local Area Connection Properties  window, look for Cisco: EAP-FAST on the Choose a
network authentication method  drop-down box on the Authentication tab; if you see it, the
EAP-FAST module is successfully installed. If you do not see the Authentication tab in the Local
Area Connection Properties window, go back to Task 1 in the section “Configuring the Windows
Vista Client” and configure and start Wired AutoConfig service.
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4 Local Area Connection Properties == .

Select this option to provide authenticated network access for
this Ethemet adapter.

|+ Enable IEEE 802.1X authertication

Choose a network authentication method:

Settings...

Cache userinformation for subsequent connections
to this network

o) Com

On the Authentication tab, choose Cisco: EAP-FAST from the Choose a network
authentication method drop-down menu and click the Settings button. The EAP-FAST

Properties window appears.

EAP-FAST Properties J

Connection | User Credentials | Authentcation I About |

@ Use anonymous outer identity  anonymous
[¥] Use Protected Access Credentials (PAC)
[¥] Allow automatic PAC provisioning
PAC Authority:

[Nnne V} l Import...

[7] validate server certificate
[ Connect to only these servers:

'I_'rushed Root Certificate Authority
[ class 3 Public Primary Certification Authority -
[] Equifax Secure Certificate Autharity
[7] GTE CyberTrust Global Roat |
[ m-ca
[] Microsoft Root Autharity |
[ Microsoft Root Certificate Authority
[ Thawte Server CA ¥

[ Do not prompt user to autharize new servers or trusted certification authorities.

[ ok J[ concat |[ hHep |

EAP-FAST will attempt to download a protected access credential (PAC) to the client during the
initial client authentication attempt. Prior to this initial client attempt, you will notice that no PAC is
available for selection in the PAC Authority pull-down menu.

If the initial authentication is successful, a PAC will be provisioned to the client. The user will be
notified in the balloon message that additional information is required to connect to the network.
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WG« Additional information is required to connect to the network s
"= Click to provide additional information and connect

If user clicks this balloon message, another message box appears asking the user if he or she
wants to accept the PAC from the PAC authority. If the user clicks yes, then the PAC will be saved,

and your EAP-FAST Properties window will now show the PAC authority name and the trusted root
CA server.

Connection | User Credentials | Authentication | About |

Use anonymous outer identity  anonymous
[¥] Use Protected Access Credentials (PAC)
Allow automatic PAC provisioning

PAC Authority:

[macs =] [ mmpor..

[¥] validate server certificate
[] Connect to only these servers:
!.
Tru;ted Root Certificate Authority

[ Class 3 Public Primary Certification Authority -
[] Equifax Secure Certificate Authority
[] GTE CyberTrust Global Root

D-CA

[] Microsoft Root Authority

[] Microsoft Root Certificate Authority =
[] Thawte Server A -

i

[ Do not prompt user to authorize new servers or trusted certification authorities.

—

ok [ coeel [ reb |

View the Cisco Secure ACS report to verify successful client authentication and policy assignment.
In the example shown here, the client was successfully authenticated, assigned a PAC, and
assigned a policy of “Healthy” based on the client status.

Motk System- Application gap PEAR
= Application- EAP
User- Group- Caller- NAS- NAS-IP-  Access Downloadable EAP EA
. Shared RAC Posture- Posture- Reason Type
Name Name D Port Address Profile ACL Type Cle
Token Token Name
Name ha
Posture
State=1
Estended
on-1c- NAC- State=0 Eap-
userl AD_User 25-14- 50001 10.1.100.254 802.1x_Compliant_User .. Healthy .. returned 43 anony,
802 .1x F&sT
79-E2 by:
Evaluated
by policy:
ID-MPS
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Troubleshooting IEEE 802.1x Authenticator

IEEE 802.1x provides client authentication to the network devices. The IEEE 802.1x method relies
on EAP-FAST as the transport protocol. When troubleshooting a problem with IEEE 802.1x,
information can be gathered from the Vista client, the network device, Cisco Secure ACS, and
Microsoft NPS.

The IEEE 802.1x method can carry user identification and SoH information between the client and
the network devices and servers in a single transaction. After the client is authenticated, the client
health state is determined and a network access policy is assigned on the network device. In the
case of IEEE 802.1x, this policy is enforced on the NAD through the use of dynamic VLANS, which
are assigned through RADIUS attributes from Cisco Secure ACS to the switch.

IEEE 802.1x Logging and Debugging on a Switch

The IEEE 802.1x log and debugging information on the switch provides a lot of useful information
for troubleshooting and verifying IEEE 802.1x sessions and status. You should enable the RADIUS
IEEE 802.1x Accounting features to log IEEE 802.1x information.

You can view the IEEE 802.1x settings for an interface along with the current IEEE 802.1x state
information for the interface by entering the show dotlx interface x/x/x details command.

Cat3560#show dotlx int fa0/1 d
Dotlx Info for FastEthernet0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = MULTI_HOST
ReAuthentication = Disabled
QuietPeriod =60
ServerTimeout =30
SuppTimeout =30
ReAuthPeriod = (From Authentication Server)
ReAuthMax =2

MaxReq =2

TxPeriod =30
RateLimitPeriod =0

Dotl1x Authenticator Client List

Domain = DATA
Supplicant =0016.41ae.8blb
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
Authentication Method = Dotlx
Posture = Healthy
Authorized By = Authentication Server
Vlan Policy =10
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In the output in the preceding screenshot, you can see that the client connected to interface 0/1
has been authenticated and authorized on the port with a posture of healthy. The VLAN that has
been assigned is 10, the healthy VLAN.

By entering the show vlan command, you can see that interface FastEthernet 0/1 has been

placed in VLAN 10.

Cat3560#show vlan
VLAN Name

Status Ports

1 default
Gio/1

10 healthy
20 contractor
30 guest

40 quarantine
50 asset

99 voice

active

active Fa0/1, Fa0/5, Fa0/6
active

active
active

active

active

Fa0/2, Fa0/3, Fa0/4,

Other useful IEEE 802.1x Cisco 10S Software commands include the following:

debug dotlx {all | errors | events | feature | packets | registry |
state-machine}

no debug dotlx {all | erro rs | events | feature | packets | registry
| state-machine}

Options

Description

all

Display all IEEE 802.1x authentication debug messages

errors

Display IEEE 802.1x errors debug messages

events

Display IEEE 802.1x event debug messages

feature

Display IEEE 802.1x feature debug messages

packets

Display IEEE 802.1x packet debug messages

registry

Display IEEE 802.1x registry invocation debug messages

state-machine

Display debug messages for state-machine-related events

When troubleshooting the RADIUS protocol, the following debug command are useful:

debug radius {accounting | authentication | brief | elog | failover
| retransmit | verbose | <cr>}

no debug radius {accounting | authentication | brief | elog |
failover | retransmit | verbose | <cr>}

Options

Description

accounting

Display RADIUS accounting packet debug message only

authentication

Display RADIUS authentication packet debug message only

brief

Display RADIUS I/O transaction only

elog

Display RADIUS event logging
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Options Description

failover Display debug message on packets sent upon RADIUS failover

retransmit Display debug message on retransmission of RADIUS packet

verbose Display all debug messages including those for nonessential RADIUS debugging

Authorization Failures on Authenticator (Switch)

One common problem that can be difficult to troubleshoot is authorization failure. IEEE 802.1x
authorization occurs when the switch or access point receives the last RADIUS packet, called
access-accept. Usually the RADIUS access-accept packet contains all the RADIUS attributes that
are necessary to enforce authorization on the client PC. RADIUS attributes used for authorization
can be the VLAN ID and name and the reauthentication timer value. Authorization failure occurs
when the RADIUS server sends authorization to an authenticator (switch or access point) and the
authenticator does not understand or is unable to apply enforcement on the port.

The two most common authorization failures result from lack of authorization command and
authorization mismatch.

When Authorization Command Is Not Configured
If the command aaa authorization network default group radius is not configured, all the
authorization criteria carried by the RADIUS attributes will fail. Common RADIUS attributes that will
be ignored are:

e Session-Timeout (27)

e Termination-Action (29)

e Tunnel-Type (64)

e Tunnel-Medium-Type (65)

e Tunnel-Private-Group-ID (81)

If the switch port is configured with IEEE 802.1x and also configured to receive VLAN (through
attributes 64, 65, and 81) and the reauthentication timer (through attributes 27 and 29), the port will
be assigned to VLAN 0, and no reauthentication timer will be assigned to the port: that is,
reauthentication will never happen on this port. The following log shows VLAN assignment failure.

Feb 27 15:55:16.659: dotlx-ev:dotlx_sendRespToServer: Response sent
to the server from 000d.60fc.9¢c38

Feb 27 15:55:16.668: dot1x- ev:dotlx_vlan_assign_authc_success called
on interface FastEthernet0/1

Feb 27 15:55:16.676: dotlx-ev:dotlx_vlan_assign_authc_success:
Successfully assigned VLAN 0 to interface FastEthernet0/1

Feb 27 15:55:16.676: dotlx-ev:dotlx_switch_supplicant_add: Adding
000d.60fc.9¢38 on FastEthernet0/1 in vlan 1, domain is DATA

Feb 27 15:55:16.676: dotlx-ev:dotlx_switch_addr_add: Added MAC
000d.60fc.9¢c38 to vlan 1 on interface FastEthernet0/1

Following is the output of the show dotlx int fa0/1 detail command when authorization failure
occurs. Notice that ReAuthPeriod is now set to 0, and TimeToNextReauth is also 0. VLAN
assignment fails, and VLAN policy becomes inapplicable. Also note that authentication succeeds,
and the port status is AUTHORIZED even if authorization fails.
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ID-3560#show dotlx int fa0/1 d
-- skipped --
Dot1x Authenticator Client List
Domain = DATA
Supplicant =000d.60fc.9c38
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
ReAuthPeriod =0
ReAuthAction = Terminate
TimeToNextReauth =0
Authentication Method = Dotlx
Authorized By = Authentication Server
Vlan Policy =N/A

This type of authorization failure can be easily found by checking the authenticator configuration in
detail. However, this problem is difficult to troubleshoot from the Cisco Secure ACS log, because
the AAA server sends an access-accept packet to its RADIUS client (NAD) but never receives
acknowledgment back from the RADIUS client. That is, after the RADIUS access-accept packet is
sent to the NAD, successful authentication is logged on Cisco Secure ACS, and the network
administrator is usually confused as to why the client cannot get on to the network.

When Authorization Mismatch Occurs

Authorization mismatch occurs when the RADIUS attribute sent from the AAA server cannot be
matched to the value on the NAD. A common scenario of authorization mismatch is VLAN
mismatch upon authorization. For instance, if RADIUS is configured to send the VLAN name
HEALTHY, and if a VLAN named Healthy VLAN exists but not a VLAN named HEALTHY, then
authorization fails because there is no matched VLAN on the local switch. As a result, the port
becomes unauthorized and is closed. Again this authorization failure will never be reported back to
Cisco Secure ACS. The Cisco Secure ACS log shows a successful authentication session.
Currently only Cisco Catalyst 3000 Series Switches with Cisco 10S Software Release 12.2(44)SE
or later will generate a syslog message noting this authorization failure. Other platforms do not
send syslog messages; therefore, you must turn on debugging on the switch for troubleshooting.
Following is the syslog message generated on the Cisco Catalyst 3000 Series with Cisco I0S
Software.

Feb 27 16:39:40.839: %LINEPROTO-5-UPDOWN: Line pro tocol on Interface
FastEthernet0/1, changed state to up

Feb 27 16:39:41.477: %DOT1X_SWITCH-5-ERR_RADIUS_VLAN_NOT_FOUND:
Attempt to assign non-existent VLAN wrong_vlan to dotlx port

FastEthernet0/1

Feb 27 16:39:41.930: %LINK-3-UPDOWN: Interface FastEthernet0/1,

changed state to up
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Failure in Communication with RADIUS Server

The common failures on the authenticator are related to the RADIUS protocol communication
between the authenticator (NAD) and the authentication server (Cisco Secure ACS). A common
problem occurs when an invalid RADIUS shared secret is used on either the NAD or Cisco Secure
ACS. The error code shown here is reported in the Cisco Secure ACS Failed Attempt log.

AFC Reason

Invalid message authenticator Message authenticator (attribute 80) is a hashed checksum of the access-request packet
in EAP request using a shared secret as the key. Invalid message authenticator usually means that the
shared secret configured on either NAD or Cisco Secure ACS is invalid or does not match
on both. Check or r-configure the shared secret on both NAD and Cisco Secure ACS to
resolve the problem.

Troubleshooting with Cisco Secure ACS Passed Authen tication Log

When a client establishes a secure EAP-FAST connection to Cisco Secure ACS and properly
authenticates, an entry is created in the Passed Authentication log. The log entry enables you to
view basic client information such as the username, IP address or MAC address (caller-id),
posture token that is assigned, reason description, network access profile assigned, RAC, and
additional information.

The following screenshot shows an example of the Cisco Secure ACS Passed Authentication log
for a Vista client. In this case, the client has authenticated and matched the IEEE 802.1x network
access profile and has been assigned a healthy posture token and accompanying policy.

Network T EAP PEAP/EAP-
pate % Time Message- User- Group- Caller- NAS- NAS-IP- Access shared RAC J‘I_Pnsture- Reasan ) BB e EAST-
R Type Name Name pis] Port Address Profile P e e R 1, ) Clear-
Token Name
Name Name
Pasture
State=1
Extended
oo-1c- - State=0 EREL
03/17/2008 09:40:15 Authen OK ID\userl AD_User 25-14- 50001 10.1.100.254 802.1x 802.1x_Compliant_User Healthy returned 43 FAST anonymous
: [z}

79-E2 i
Ewaluated

by palicy
ID-NPS

It is possible for a Passed Authentication log entry to be created for a client assigned to a
guarantine state. When the client has authenticated, a log entry is placed in the Passed
Authentication report, but the posture token assigned is a quarantine token. Remember that just
because a client is authenticated does not mean that it should be assigned a healthy policy. In the
following screenshot, the Vista client has authenticated but is assigned a quarantine token. If you
look at the Microsoft NPS policy, it states that the Windows Firewall must be enabled for the client
to be assigned a healthy policy. In this case, the firewall was disabled on the client, and as a result
the client was assigned a quarantine policy.

Network Sustomis EAP PEAP/EAP-
Date ¥ fime Message- User- Group- Caller- NAS- NAS-IP-  Access shared RAGC J‘I_Pnsture- Raasni ERE e EAST-
Type Name Name pis] Port Address Profile Rt Type Clear-
Token Name
Name Name
Pasture
State=1
Extended
0o-1c- ol State=0 SR
03/17/2008 09:40:15 Authen OK IDYuserl aD_User 25-14- 50001 10.1.100.254 802.1x_Compliant_User Healthy returned 43 anonymous
70-E2 202.1x Y FAST
Ewaluated
by policy

ID-NPS

Depending on the configuration options selected in the external posture validation policy created in
the network access profile, a client may also fail authentication when the external posture
validation server (Microsoft NPS) is unavailable, as shown here.
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Network Authen- PEAP/EAP- EAP
; Message- User- Group- Caller- Access .. = — NAS- NAS-IP- FAST-  ExtDB EAP =" - Access
pate % Time o Eailure- Reason Type :
Type Name Name D Profile Port  Address Clear- Info Type Device
Code Name
Name Name
Posture
00-1C- Walidation
n3/17/2008 10:28: 16 Adthen ananymaus Default 5o ;. NAC Failure on 50001 10.1.100.254 .. ! I 43 EAPT ap
failed Gro 802.1x FAST
79-E2 External
Policy

If the Microsoft NPS and the Cisco Secure ACS lose communication, you can select the option to
assign the client a default posture token, which can either grant full or limited network access while
the server communication is unavailable, as shown here.

Network SutTome gap PREAP/EAP-
pate ¥ fime Message- User- Group- Caller- NAS- NAS-IP- Access sharad RAC P_v_usture— Raasai | FE2E g EAST-
S Type Mame Name 1D Port Address Profile PO T TRt Type Clear-
Token Name
Name Narme
Statement
of Health
rule failed
00-1C- e with i
03/17/2008 10:39:16 Authen OK IDYuserl 4D_User 25-14- 50001 10.1.100.254 802.1x 802.1x_Quarantine Quarantine server= 43 FaST anonymous

ID-NPS
return a
defualt
token.

The Cisco Secure ACS Reports and Activities menu brings you to a page where you can find the
available log messages. These logs are useful for viewing both passed authentications and failed
attempts from the Cisco Secure ACS web console. Detailed debug logs are available in the
directories listed here.

AFC Reason

Authentication Logs C:\Program Files\CiscoSecure ACS v4.2\CSAuth\Logs\AUTH.log
RADIUS Logs C:\Program Files\CiscoSecure ACS v4.2\CSRadius\Logs\RDS.log
CSV Files C:\Program Files\CiscoSecure ACS v4.2\Logs\

All the logs that are required for troubleshooting and support can be dumped into a CAB archive
file and saved in the following directory: C:\Program Files\CiscoSecure
ACSv4.2\Utils\Support\Package.Cab

Choose System Configuration > Support  and select Collect Log Files, Collect User Database
and Collect Previous Days Logs and enter the number of days for which you need to collect the
logs. Then click Run Support Now to create the Package.cab archive log file.

When creating the Package.Cab file using this support tool, be aware that all Cisco Secure ACS
services are stopped. Be cautious when exporting log files on Cisco Secure ACS.

Troubleshooting Microsoft Network Policy Server
The NAC-NAP |IEEE 802.1x session will fail if Microsoft NPS is misconfigured. Event logs are
useful for gathering information about and troubleshooting a failure on Microsoft NPS.

Event Logs

The event viewer on Microsoft NPS is used to view logs related to Microsoft NPS events. On
Microsoft NPS, choose Event Viewer (Local) > Custom View > Server Roles >  Network Policy
and Access Services . This custom view will include events for HCAP, Microsoft NPS, and access
auditing. This custom view is created automatically when the Microsoft NPS role is installed.
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[7] Event Viewer (Local) Network Policy and Access Services 2,764 Events.
& [ Custom Viens
Network Policy and Acc.. =
¥ Administrative Events P 2,764 Events
] = OpenSaved Log...
I ks e [ otz maine [Soree e e ] | S O
F Web Server i Information 3/17/2008 12:33:98 FM HCaP 2 None T Create Custom View. .
P e Information 3/17/2008 12:13:06 PM Heap 22 None TR
P res Information 3/17/2008 12:13:06 P Microsoft win 6278 Network Polcy. -
T Hoap Dnformation 3/17/2008 12:13:06 PV Microsoft win 6272 Network Policy. T Filter Current Custo...
Fous Information 3/17/2008 12:13:04PM HCaP 22 None ) ropertes
& [ Windows Logs Information 3/17/2008 12:13:04PM Microsoft Win... 6276 Network Policy... @ Fa
f&] Application JInformation 3/17/2008 12:13:04PM Microsoft Win... 6272 Network Policy... e
m Security Information 3/17/2008 12:12:14PM HCAP 22 Nene H Save Eventsin Cust...
setuy
Q etup. Information 3/17/2008 12:12:14PM Micresoft Win... 6278 Network Policy... Export Custom View...
=] system Information Micrasoft Win... 6272 Network Poicy...
] Forwardedevents Information HeAP 2 Nene Copy Custom View.
1 [ Applications and Services Logs. || (7)rnformation 3/17/2008 12:12:09PM Microsoft Win 6278 Network Policy. kT
Subscriptions Information 3/17/2008 12:12:08PM Microsoft Win, 6272 Network Policy..
Information 3/17/2008 12:12:07PM HCap 22 Nene i i
Information 3/17/2008 12:12:07PM Microsoft Win, 6276 Network Policy.. G Refresh
Information 3/17/2008 12:12:07PM Microsoft Win. 6272 Network Policy..
Informaton 3/17/2008 12:11:54PM Heap 2 None H reo >
Information 3/17/2008 12:11:54PM Microsoft win 6278 Network Policy.. Event 2, HCAP -
Information 3/17/2008 12:11:54PM Microsoft Win... 6272 Network Policy... D e e—
) Information 3/17/2008 12:07:24PM HCAP 22 Nene = e
Information 3/17/2008 12:07:24PM Migrosoft Win... 6278 Network Policy... i ?\z Attach Task To This ...
Event 2, HCAP. % |l SaveSelected Event...
y v
General | Detils | e
- |G Refresh
The HCAP Server stopped successfully. Heb i
Log Name: System
Source: HCAP Logged: 3/17/2008 12:33:49 PM
EventID: 2 Task Category: ~ None T
4 | | — -

The example in the following screenshot shows an entry in the log for the Vista client that was
authenticated successfully and granted full network access (healthy token). An HCAP log is also
generated containing information about the values that are returned to Cisco Secure ACS.

¥l Event Properties - Event 6278, Microsoft Windows security auditing. i x|

General Deta

1+ Friendly View £ XML View

+ System

- EventData
SubjectUserSid 5-1-5-21.3670840749-1484431986-3346267640-1117
SubjectUserName =
SubjectDomainName 1D
FullyQualifiedSubjectUserName ID\us erl
Subjec i 51521 40749-1484431986 -3346287640-1126
SubjectMachineName  Vista03.id.local
FullyQualifiedSubjectMachineName ID\VISTAO3S
Machinelnventory 6.0.6001 1.0 86 Domain Controller
CalledStationID E:
CallingStationID 00-1C-25-14-79-E2
NASIPv4Address 101.100.10

ProxyPolicyName HCAP
NetworkPolicyName Full-Access-Policy
AuthenticationProvider Windows
AuthenficationServer  ID-NPS.id.[ocal
AuthenticationType Unauthenticated

EAPType -

AccountSessionldentifier -

QuarantineState Full Access

ExtendedQuarantineState -

QuarantineSessionID {317A3B89-7572-4D37-9438-4F2F9745D1485] - 20080317
17:56:04 1217

QuarantineHelpURL 5

QuarantineSystemHealthResult Windows Security Health Validator.. Compliant No Data
Mone (040 -} [0%0 - } [0%0 - } {030 - J [Ox0 -} (040 - } (040 -}
(0x0 -]
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- Event 22, HCAP I8 x|

Details |

Successful HCAP Response was returned.

HCAP client host name: -

HCAP client IP address: 10.1.100.2
Request ID: 5

Version: 2

User Name: ID\userl

User Groups:

Endpoint 1D: 00-1C-25-14-79-E2
Endpoint Location: NAC-NAP-IA

Endpuoint IPvd Address: -
Endpoint IPvG Address: -
Posture State returned: 1
Extended State retured: 0
2|
[5]
Log Name: System
Source: HCAP Logged: 3/17/2008 10:56:37 AM
‘EventID: 2 Task Category: Mene
Level: Information Keywords:
User: NT AUTHORITYMUSR Computer; ID-NPS.id.local
OpCode: Info

More Information:  Event Log Online Help

o | e |

In the next example, a log entry for the same Vista client has been created. Because Windows
Firewall was disabled, the client was assigned a restricted access policy (quarantine token) until
the firewall is reenabled.

s - Event 6276, Microsoft Windows security auditing. ] x|

General | Detail

' Friendly View XML View

+ System
EventData

SubjectUserSid §-1-5-21-3670840749-1484431986-3346287640-1117

SubjectUserName e

SubjectDomainName (o3

FullyQualifiedSubjectUserMame ID\userl

SubjectMachineSID §-1-5-21-3670840749-1484431986-3346287640-1126

SubjectMachineName  Vista03.id local

FullyQualifiedSubjectMachineName [D\WISTAO3S

Machinelnventory 6.0.6001 1.0 %36 Domain Controller

CalledStationID -

CallingStationID 00-1C-25-14-79-E2

NASIPv4Address 10.1.100.10

NASIPv6Address -

NASIdentifier -

MNASPoriType -

NASPort -

ClientName -

ClientIPAddress -

ProxyPolicyName HCAP

NetworkPolicyName Restrict-Access-Policy

AuthenficationProvider Windows

AuthenticationServer ID-NPS.id.local

AuthenticationType Unauthenticated

EAPType g

AccountSessionldentifier -

QuarantineState Quarantined

ExtendedQuarantineState -

‘QuarantineSessionID {517A3B89-7372-4D37-9438-4F2F9748D148] - 2008-03-17

17:56:02.1247

QuarantineHelpURL -

QuarantineSystemHealthResult Windows Security Health Validator.. NonCompliant No
Data Mone [0xc0ff0001 - A system health component is
not enabled. .} [0x0 -] {030 -] [0 - ] (0x0 -} [0x0 -] (030 -
1100 -}

al 5l

Copy Close
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{l Event Properties - Event 22, HCAP 1 x|

{General | Detals |

Successful HCAP Response was returned.

HCAP client host name: -

HCAP client IP address: 10.1.100.2
Request ID: 003

Version: 2

User Name: IDuserl

User Groups:

|Endpoint ID: 00-1C-25-14-79-E2
Endpoint Location: NAC-NAP-TA
|Endpoint IPv4 Address: -
Endpoint IPvG Address: -
Posture State returned: 2
Extended State returned: 0

4@
[5]
Log Name: System
Source: HCAP Logged: 3/17/2008 10:56:02 AM
Event ID: 22 Task Categery: Mene
Level: Information Keywords:
User: NT AUTHORITYMUSR Computer: ID-NPS.id.local
OpCode: Info
More Information:  Event Log Online Help
Copy Close

The critical event IDs are 6278 (healthy) and 6276 (quarantined). With those event IDs, you can
identify the health state as well as find detailed information about the client. More information is
available at the following URL:
http://technet2.microsoft.com/windowsserver2008/en/library/3bfa69a6-26a3-4796-a50b-
168f7f5e48731033.mspx?mfr=true

Verification That HCAP Is Running on Microsoft NPS
When a client tries to authenticate, w3wp.exe will be listed in the task list. You can verify the
current state of this service by entering the following command at the command prompt:

tasklist | findstr — w3wp.exe

If this commend does not return any value, repeat it right after authentication occurs and you will
get a result similar to the screenshot shown here.

Administrator: Command Prompt

CisUserssAdninistratorXtasklist | findstr -1 wiup_exe
wivp . _exe 1576 Services

CislisersSAdninistrator?
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Troubleshooting NAP
For NAP-related components, both logging and tracin g information is available for use in

troubleshooting. Tracing information will typically be collected only if you contact Microsoft
for support. This section describes how to find the logs for the NAP components.
Event Logs

NAP logging is enabled by default, and events are stored in the following log:

Event ViewenApplications and Services logs\Microso ft\Windows\Network Access
Protection\Operational

Tracing

NAP tracing files can be created and forwarded to the Microsoft development team to diagnose
problems. To enable tracing, do the following:

1. Open acommand prompt in an elevated mode.

2. If the directory %systemroot%l\tracing\nap does not exist, create it with the command mkdir
%systemroot%l\tracing\nap

3. Atthe command prompt, enter logman start gagentrt -p {p0278a28-76f1-4e15-b1df-
14b209a12613} OXFFFFFFFF 9 -0 %systemroot%\tracing\ nap\gagentrt.etl —ets .

4. Run the scenario to capture the trace.
5. To stop tracing, at the command prompt enter logman stop gagentrt —ets

6. Copy %systemrootd%l\tracing\nap\gagentrt.etl  to another folder so that it can be sent to
Microsoft.

Troubleshooting Microsoft Network Policy Server

Accounting Logs

Accounting log files are enabled by default. The location of the Microsoft NPS accounting logs is
%windir%\system32\logfiles\ . Microsoft NPS accounting can be managed from the accounting
node in the Microsoft NPS snap-in.

Event Logs
Event logging for Microsoft NPS is enabled by default, and events are visible in the system log.
You can send the event log with any other information when a problem occurs.

Tracing

Microsoft NPS tracing files do not require symbol files to read and can be used for troubleshooting.
Tracing files are located in the %windir%\tracing folder and are called ias*.log . To enable
tracing, do the following:

1. Atthe command prompt in an elevated mode, run netsh ras set tracing * enable . This
command will start tracing.

Restart Microsoft NPS.

At the command prompt, enter net stop ias .

At the command prompt, enter net start ias .

Reproduce the problem. This will generate a trace file of the problem.

Copy %windir%\tracing\lAS*.log to another folder so that it can be sent to Microsoft.

N o o M 0D

At the command prompt, enter netsh ras set tracing * disable
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8. Restart Microsoft NPS.
9. Atthe command prompt, enter net stop ias .

10. At the command prompt, enter net start ias .

Troubleshooting HCAP Server

Event Logs
Event logging for HCAP server is enabled by default, and events are visible in the system log. You
can send the event log with any other information when a problem occurs.

Tracing

HCAP server tracing files can be created and forwarded to the Microsoft development team to
diagnose problems. Tracing files are located in the %systemroot%!\tracing\hcapext\  folder and
are called hcapext.etl . To enable tracing, do the following:

1. Atthe elevated command prompt, enter logman start hcapext -p {af000c3b-46¢7-4166-
89ab-de51df2701ee} OXFFFFFFFF 9 -0 %systemroot%l\tra cing\hcapext\hcapext.etl —ets
2. Reproduce the problem. This will generate the trace file of the problem.

3. Copy %systemroot%l\tracing\hcapext\hcapext.etl ~ to another folder so that it can be sent to
Microsoft.

4. To stop tracing, at the command prompt enter logman stop hcapext —ets

Troubleshooting Wireless AutoConfig Service

Event Logs
Wireless AutoConfig event logging is enabled by default, and events are stored in the following
logs:

Event ViewenApplications and Services logs\Microso f\Windows\WLAN-
Autoconfig\Operational

Tracing

WLAN AutoConfig tracing files do not require symbol files to read and can be used for
troubleshooting. Tracing files are located in the C:\Windows\tracing\wireless  folder. To enable
tracing, do the following:

1. From an elevated command prompt, enter netsh WLAN set tracing yes . This will start
tracing.
2. Reproduce your problem.

3. Todisable tracing, at the command prompt enter netsh WLAN set tracing no . After
executing this command, wait for control to return to the command window (postprocessing
converts the files into readable text).

4. Copy the entire C:\Windowsl\tracing\wireless  folder, including all subdirectories, to another
folder so that it can be sent to Microsoft.
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Troubleshooting Wired AutoConfig Service

Event Logs
Wired AutoConfig event logging is enabled by default, and events are stored in the following logs:

Event ViewenApplications and Services logs\Microso f\Windows\Wired-
Autoconfig\Operational

Tracing

Wired AutoConfig tracing files do not require symbol files to read and can be used for
troubleshooting. Tracing files are located in the C:\Windows\tracing\wired folder. To enable
tracing, do the following:

1. From an elevated command prompt, enter Netsh LAN set tracing yes . This will start tracing.

2. Reproduce your problem.

3. Todisable tracing, at the command prompt enter netsh LAN set tracing no . After executing
this command, wait for control to return to the command window (postprocessing converts the
files into readable text).

4. Copy the entire C:\Windows\tracing\wired folder, including subdirectories, to another folder
so that it can be sent to Microsoft.

Troubleshooting Cisco EAP-FAST Module

Tracing
Follow these steps to configure and start logging when gathering logs for the Cisco EAP-FAST
Module:

1. Choose Start > All Programs > Accessories

2. Right-click Command Prompt and choose Run as Administrator

3. Atthe prompt, enter the following command to configure and start logging: wevtutil.exe si
Cisco-EAP-FAST/Debug /e:true Network Policy Server

4. Reproduce the problem with the Cisco EAP-FAST Module.

5. Atthe prompt, enter the following command to stop the logging: wevtutil.exe sl Cisco-EAP-
FAST/Debug /e:false .

6. Browse to C:\Windows\System32\Winevt\Logs\ and you can find the log file Cisco\EAP-
FAST%4Debug.etl .

Note: After the .etlfile is obtained, you can view this log with Event Viewer. After logging is
turned off, all the internal buffers for logs are flushed. Also, you must stop logging before you can
analyze the .etl file. If you must shut down the device on which logging was running before logging
finishes, logging resumes after you reboot. If logging is started either automatically or manually,
however, the logs are cleared.
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