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Voice Security Primer: Protecting the Voice Infrast  ructure,
Call-Management System, Applications, and Endpoints

Security ranks high as a selection criterion for vo ice systems. Whether a company deploys a traditiona | time-division
multiplexing (TDM)-based PBX or an IP telephony sys  tem, IT personnel and voice administrators need to take appropriate
measures to prevent threats such as toll fraud and eavesdropping. Cisco ® Unified Communications systems can be as
secure — or even more secure — than traditional PBX systems. Voice traffic travels over the same IP ne  twork that
companies use for data traffic, and so a company th at has deployed a secure network infrastructure has already made
much of the investment it needs to protect its voic e system, as well. In independent tests by Miercom, Cisco IP telephony
solutions are rated the most secure in the industry !

Executive Summary

Companies of all sizes are adopting unified comigations to boost productivity, increase mobilitgdanhance flexibility in terms of
telephony capabilities. Before adopting unified caumications, however, companies want to take ptemaito secure their call-management
system, applications, and endpoints, as well asitiderlying IP network infrastructure.

Security has been a perpetual concern for voidesgssince the days of party lines, when eavesdrgppas a constant threat. In fact, hacking
got its start with voice systems in the 1970s, wineiividuals used devices to simulate call-consighaling and make free phone calls. Today,
the most common attacks on TDM phone systems, hasviP telephony systems, are denial-of-senid@S) attacks, toll fraud, and
eavesdropping.

The good news is that IP telephony is essentiafiy gnother service running on a network, andfahe security technologies and policies that
companies have deployed for their data networkspecatect voice services, as well. This differergsalP telephony and unified
communications from traditional telephone systemidch often lack general-purpose, cost-effectivausiéy measures that can be easily
adapted as business conditions change.

Security isamong the most important differentiators of Cisco | P telephony solutions. Independent tests by Miercom rate Cisco voice
security as the best in the industry. To date, €&ygstems is the only IP telephony vendor to earn Miercohitghest rating of “Secure” for its
proven ability to defend an IP telephony servicaimgt malicious attacksAn expert team of hackers, assembled and supdrisliercom,
could not disrupt, or even disturb, phone servicteatures after three days of continual, soplastid attacks.

Unlike vendors whose security offerings protecivitlial devices in the voice system, Cisco providesiprehensive, integrated security that
protects the entire network over which voice traffavels. Multiple layers of defense — for theastructure, call management, applications,
and endpoints — protect against known threats efisasw constantly emerging unknown threats.

This white paper, intended for IT personnel and&a@ystem managers in midsize companies, provideserview of today’s voice security
requirements and solutions. It begins by summagittire types of voice security risks, many of whégiply to both TDM and IP telephony
systems. Next it explains how Cisco security sohgiprotect the voice infrastructure, call manageragstem, applications, and endpoints.
The paper concludes with Cisco Websites that peomidre in-depth information on different componeftthe multilayered Cisco voice

1 Miercom, Independent Lab Test Report: Security of CiscdiddnCallManager-based IP Telephony Against Maliciouskeaéttacks, May 2004
2 Miercom
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security solution. Companies interested in impletingrthe network security solutions described is flaper have the option to outsource the
project to Cisco or a Cisco partner, both of whoithfallow the steps in the Cisco Smart Businesa&oap.

Types of Voice Threats

Toll Fraud
Toll fraud refers to internal or external usersgghe corporate phone system to place unauthotatlechlls. Toll fraud can occur with both
TDM and IP-based voice systems.

Denial of Service

In a DoS attack, hackers use automated tools @ aeleluge of nuisance traffic to IP phones, calepssing servers, or infrastructure
elements. The goal is to exhaust network resowseéi3at calls are interrupted or cannot be prodegseommon motive is to distract the IT
group for the purpose of executing other attacks.

Impersonation or “Spoofing”

In impersonation exploits, a hacker steals a legite user’s identity so that the hacker’'s phonis eglpear to come from another user. For
example, someone might pose as an employee of theup and call a company executive to ask foasspord. If a legitimate-seeming
phone number appears as the caller ID, which ig eagccomplish with either TDM or IP telephonyteyss, the victim might be fooled.
Hackers can either spoof an IP address or the Dignidost Configuration Protocol (DHCP) server, whiktributes IP addresses.

Eavesdropping, or Man-in-the-Middle Exploits

In man-in-the-middle attacks, an internal user $ptite IP address of a router or PC to spy
on voice traffic as well as data entered on thengH@ypad during a voice conversation,
such as passwords. After quickly copying the infation, the user forwards the voice

Cisco Earns Highest Security Rating

In independent testing conducted by

i ) o . o Miercom, Cisco Systems proved that it could

traffic to the intended destination so that neitthersender nor the recipient knows that the ) .
build and deploy a Cisco Unified
CallManager-based, IP telephony network
that a sophisticated hacker assault team could
not break — or even noticeably disturb — even
after days of continual assaults, including

Infrastructure Security dozens of the most insidious DoS attacks.

The same proven Cisco integrated security solutioaisprotect data traffic can also be The assault team systematically attacked all

conversation was intercepted. Typical motives idelespionage or harassment.
Eavesdropping has become easier because of widalalale packet-sniffing tools. It is
also relatively easy to prevent.

used to protect voice traffic (see sidebar). Orzgtions that have deployed a Cisco Self-  layers: the Layer 2 infrastructure (MAC-

Defending Network already have the foundation feeeure voice communications level, switches, forwarding), the Layer 3

solution. infrastructure (IP routing level), and then
Layer 4 and above, targeting the voice-over-

Following is a selection of Cisco secure infrastnoe technologies that are especially )
IP (VoIP) and IP telephony infrastructure.

useful for protecting voice systems.
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Virtual LAN

Cisco VLAN technology, built into Cisco routers,s€o Catalyst switches, and Cisco Airorfewireless access points, separate the physical
network into multiple logical networks — for exarapbne each for a company’s HR, sales, marketimgjneering, and finance organizations. A
basic technique for voice security is to createagate VLAN for voice. One advantage is that icafént over the voice VLAN is not visible

to insiders or outsiders connected to data VLANMS, data traffic cannot cross over to the voice VLANother advantage is that IT can assign
a unique class of service for the voice VLAN towesthat voice traffic receives priority over dataffic.

Following are some of the ways that VLANs protéa voice system from security threats:

« Preventing toll fraud — Companies can apply different access contratigsito their voice VLAN; for example, authoriziegployees on
the manufacturing floor to access the data segméntot the voice segment. Establishing a sepamte VLAN also prevents employees
from trying to use another department’s VLAN foll tralls to avoid increasing their own phone bills.

« Preventing DoS attacks — Most DoS attacks are originated from a PC dmatefore, cannot affect IP phones and call-prongsservers
connected to a separate voice VLAN.

* Preventing eavesdropping and interception — Hackers typically eavesdrop on conversationsguaiPC with special software to connect to
the same VLAN as one or more parties in the comiens. If voice participants are logically cordonaftl however, a hacker cannot
connect to the voice VLAN with a PC.

Voice and Video-Enabled VPN

Preventing unauthorized access to the networlsimat first step in a voice security program. Foadditional layer of protection, in case
somebody does gain unauthorized access, orgamgatan also encrypt voice traffic. Voice and vigeabled VPN (V3PN) technology,
available in many Cisco routers and security appka, encrypts voice as well as data traffic udh§ecurity (IPsec) or Advanced Encryption
Standard (AES). Encryption is performed in hardvearéhat firewall performance is not affected. Neitdoes a V3PN solution affect voice
quality, because the Cisco ASA 5500 Series Ada8eeurity Appliances and Cisco firewall solutiomevpde quality of service (QoS)
mechanisms that help ensure that voice packetivesggority over data packets as they travel tiglol PN tunnels.

Following are some of the ways that Cisco V3PN medbgy protects voice traffic:

* Preventing toll fraud — To perpetrate toll fraud, a hacker needs toiolidormation about the telephony system anddggtimate users,
such as the MAC and IP addresses of Cisco Uniffephlones and the Cisco Unified CallManager seB#crypting this information as it
travels across the network — especially after llgially separating it on its own VLAN and continy access — makes it more difficult to
obtain.

« Preventing eavesdropping and interception — Many companies use V3PN technology to encrymevtraffic that will travel across the
public Internet before arriving at its destinatisoch as voice traffic between the home office laraghch offices. Cisco routers, firewall
solutions, VPN concentrators, and adaptive secappliances also encrypt data that users enterthih telephone keypads during voice
conversations, such as passwords or credit cartbersmequested by interactive voice response (ByRjems.

Access Control Lists

Access control lists (ACLs), present in all Cisawork infrastructure devices, restrict accessdpexific resource, such as a Cisco Unified
CallManager server, to specified users or netweghigents. Companies can set up voice ACLs for degats, workgroups, or even for
individuals.
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ACLs protect voice security in the following ways:

Preventing toll fraud — Companies can use ACLs to control which usensacaess the voice system, and from which locatieos

example, a company might authorize only certaimsugeaccess the voice gateway to make long-distanmternational calls, and even
deny those users access from less trusted arélas pétwork. Denying access from building lobbfesexample, prevents an outsider from
using a laptop with softphone software to make {disgance calls, or from using port-scanning soferta find out the address of the call-
processing server for later use. ACLs and VLANsthgr are an even more powerful combination fovgméng toll fraud. Suppose an
employee in one department wants to use Cisco fRn@micator on a laptop to impersonate an emplayemother department, with the
goal of reducing the first department’s phone MILAN technology prohibits the user from making e®icalls from the other department’s
VLAN. For added security, the employee’s own AClIn ¢ee set up to prevent his or her traffic from é@ing from one department’s

VLAN to another.

Preventing eavesdropping and interception — ACLs prevent voice traffic from crossing overaio untrusted portion of the network.

Preventing DoS attacks — Companies can use ACLs to prevent inbound datkegts, such as DoS attacks, from entering theeWsiAN.
Separate ACLs are set up for inbound and outboafiict enabling companies that block inbound deekets on the voice VLAN to
allow outbound data traffic onto the voice VLAN.i$Hdistinction makes it possible to deploy XML apptions on Cisco Unified IP
phones — for example, for logging in and out oftshi

Port Security

Whereas Cisco firewall solutions provide accesdrobfor external users, port security providesessccontrol for internal users. A built-in
feature on Cisco routers and switches, port seclimits the services that network users can acbassd on the physical port to which they
connect, and helps protect the voice system irfidli@ving ways:

Preventing toll fraud — The most basic step in preventing toll frauddsying network access to unauthorized users.deottrity enables
organizations to restrict access to the voice nétwmparticular ports. For example, a company mdjballow access to the voice system
from ports in locations where employees ordinatitynot use phones, such as custodial areas orahefatturing floor. Another way that
port security controls access is by directing a irge the appropriate VLAN based on the user'sg@rivileges. An unknown user, for
example, might be directed to a guest VLAN withardimited voice privileges, and also be subjecA@Ls that prevent access to the voice
system. A known user, in contrast, would be dir@¢tethe voice VLAN for that user’'s department.

Preventing DoS attacks — The port does not turn on until it receives aomdition that both the user and device are trustai helps

prevent an untrusted user from connecting to theork from a private location in the company, sasha basement or custodial closet, and
launching a DoS attack. To protect against DoSkdtiaunched by employees’ computers and laptoffoui their knowledge, companies
can combine port security with Network Admissionn@ol (NAC) to verify that the PC or laptop is peoted with the latest versions of
antivirus software and Cisco Security Agent.

Preventing impersonation, spoofing, or eavesdropping — Port security can be used to limit the numbeviAC addresses authorized to
access the network through a given port. This ekds the potential for someone to, for exampbkxatinect a legitimate IP phone, connect
in its place a hub with two or more ports, and thennect an unauthorized IP phone or PC softphmoeé of the hub ports to impersonate
another user. The port rejects all MAC addresdesrdhan the single known MAC address.

Cisco Secure Access Control Server

Cisco Secure Access Control Server (ACS) provigesuhic, user-based ACLs that specify the actioasitidividual users are allowed to
take. The company can specify how the users andifigel, usually by some combination of who therssare (name or ID number), what they
have (token or dynamic key), and what they knovegperd). Say Jennifer works in HR and is authoripedlse both data and voice services,
whereas Jason works on the manufacturing floorisadthorized for data only. No matter where Jenrgbes in the building or campus, after
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she is authenticated, she can log on to the int@me Cisco Unified IP phone. Similarly, Jasopiisvented from accessing the voice network
even if he connects a laptop with softphone softwiara VLAN belonging to a department where all Exyges have voice access.

Cisco Secure ACS protects the security of the veystem in the following ways:

¢ Preventing toll fraud — Cisco Secure ACS provides control over the astibat individual users are authorized to perfdrhe company
can specify whether certain users can make loaéibmal, or international calls; use a softphonghsas Cisco IP Communicator; and have
the same privileges from home or during travel thay have in the office.

« Preventing DoS attacks — Cisco Secure ACS works in conjunction with NA@ich checks the security posture of a PC or lapifpre
allowing it onto the network. If an employee brifgame a laptop over the weekend, and it becomested or is recruited to execute DoS
attacks, NAC detects the malware and denies acceishe malware is removed.

« Preventing eavesdropping — By authenticating user identities, Cisco SeAES helps prevent users from impersonating othéistive
goal of eavesdropping.

DHCP Snooping

In one type of man-in-the-middle attack, a userdrspnates the DHCP server in order to redirectetiork traffic through a device under the
user’s control. The motive might be eavesdroppingx@cuting a DoS attack. To prevent DHCP spoofiegipanies can use the DHCP
Snooping feature of Cisco Catalyst switches torgefiusted ports that can send DHCP requests &ndatedgements, as well as untrusted
ports that can only forward DHCP requests. If aici@ls user attempts to send a DHCP acknowledgepaaket into the network over an
untrusted port, the request is not allowed, preémgrthe snooping attempt.

Cisco Firewall Solutions

Cisco firewall solutions restrict the ports thatsiders can use to access the network using platiptotocols. Access by outsiders is typically
restricted to port 80 for HTTP traffic. Among theafures of Cisco firewall solutions is “statefudpection,” or ensuring that no packets enter

the LAN from the Internet unless they were expldiequested or come from an address preconfigiareallowed access. This helps prevent

unauthorized access to the voice network.

Intrusion Prevention

Cisco intrusion prevention systems (IPSs) are abkilas standalone sensor appliances or as madules Cisco ASA 5500 Series and Cisco
Catalyst 6500 Series, and complement Cisco firegaiitions to prevent misuse of port 80 to compsanthe voice system or any other
network assets. Whereas a firewall enforces paglitiat specify the protocols and applications addwhrough a given port, an IPS inspects all
traffic flowing through the network, regardlessigfether it originated outside or inside the perangio determine if it is malicious. The IT
group can specify allowed behaviors for each appbia, such as Cisco Unified CallManager. Unlikeaativirus solution that looks for known
signatures, Cisco IPS sensor appliances and moldwalesor any anomalous pattern, whether or nbti been seen previously. This enables
the IPS to detect malicious traffic, even if ipart of a brand-new exploit. Companies can conéidlisco IPSs to automatically take action
when a threat is detected, such as resetting apshutting down an interface.

Wireless Security

When companies send voice traffic over their wegleANs, they can protect the voice traffic witle #ame techniques used to protect wireless
data traffic. That is, data in transit can be prteté from eavesdropping using Cisco VPN technolagdych supports Wi-Fi Protected Access
(WPA) and WPA-2 encryption. Another option is teusdvanced Encryption Standard (AES), part of tB2.81i encryption capabilities in

the Cisco Unified Wireless Network.
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To authenticate voice users on the wireless netasnart of NAC, companies can take advantageeod®2.1X authentication in the Cisco
Unified Wireless Network to communicate with a calited RADIUS server.

Application Security
Cisco Unified Communications applications included® Unified CallManager, Cisco Unftynified Messaging, and Cisco Unified
MeetingPlac&. Following are techniques to protect the applarsi

« Multilevel administration — Organizations can assign read-only privileganast administrators, reserving read-write privikefm a few
trusted individuals.

« Secure management — Administrators should be authenticated beforeagang the voice applications. Another securityhtégue is to
require administrators to log on to a physicalriiaige other than the call-processing interface agoessible to most people. In addition, the
Cisco Unified CallManager management interface #SEBPS, not HTTP, because it uses 128-bit encrypgiioprotect management
transactions sent from the user to the applicdtimm snooping or alteration.

« Hardened operating system — Cisco has hardened the Windows operating systeservers used for Cisco Unified CallManager, €isc
Unity, and Cisco Unified MeetingPlace applicatioBgsamples of hardening include disabling defawdtdees and services that are not
needed for a dedicated call-processing serveroGilso provides an aggressive security patch atébhpolicy.

« H.323 and Session Initiation Protocol (SP) signaling — These protocols include built-in features tovpre unauthorized or illegitimate call
setup or teardown.

« Media encryption — Cisco Unity and Cisco Unified MeetingPlace vaieeordings are encrypted to prevent theft of imfation.
Call Management Security

Cisco Security Agent

Installed on voice-application servers (Cisco WdfiCallManager servers, Cisco Unity servers, Cistidied MeetingPlace servers, and others)
as well as desktops, Cisco Security Agent is a-based IPS. When a voice application attempts anatipn, Cisco Security Agent checks the
operation against a centrally defined securityqyadind then, based on policy, either allows or elethie behavior. Uniquely, Cisco Security
Agent does not look for disallowed applicationsignatures, but rather for disallowed behaviorshsas changing the status of an untrusted IP
phone. The behavior-based approach makes it pegsiloletect and stop actions that have not beentsdfere, sometimes called “day-zero”
threats. It also eliminates the need for time-cariag and costly signature updates.

Cisco Security Agent helps protect voice securitthie following ways:

« Preventing toll fraud — Installing Cisco Security Agent on Cisco Unifi€dlIManager servers prevents attackers from iinsgaback doors
in the software that they can use to reconfigueestirver to trust an untrusted device. It alsogrs/known and unknown viruses and
exploits from compromising the server.

« Preventing DoS attacks — Cisco Security Agent intercepts and drops inappate traffic directed to Cisco Unified CallMargighelping to
ensure that its resources remain available forpratessing. When installed on desktop PCs, Ciscor8y Agent prevents the PC from
installing programs without the PC user’s knowlgdgeh as programs that perpetrate DoS attacked®rg desktop computers with
Cisco Security Agent is an especially useful ségumeasure in companies that allow routing betwervoice and data VLANS. In this
case, protected PCs cannot become unwitting agesending DoS traffic over the voice VLAN.
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Hardened Operating System

Cisco has hardened the Windows operating systesewers used for Cisco Unified CallManager, Cisaity) and Cisco Unified
MeetingPlace applications. Examples of hardenietuge disabling default features and services retiad for a dedicated call-processing
server. Cisco also provides an aggressive sequattsh and hot-fix policy.

Endpoint Security
Following are a few of the Cisco security techn@sdor protecting Cisco Unified IP phones and othedpoints:

« Media authentication and encryption — Cisco routers encrypt calls from Cisco Unifieddhones to the TDM or analog gateway and
between gateways using a feature called SecureTReal Protocol (SRTP). This protects voice conviosa or fax calls from
eavesdropping.

« X.509 version 3 certificates — These certificates, present in Cisco Unifiegpl®nes and Cisco Unified CallManager, provide asste that
the device is not counterfeit. By providing reli@llevice authentication, X.509 certificates hevpnt fraud by people who attempt to
connect their own devices to the network.

Secure Management

Organizations with secure IP networks use managesadtware for logging, alerts, and traffic monitay. Organizations can further improve
their security posture by protecting the managertamis from manipulation by attackers. Otherwideyer attackers who obtain access to the
management tools can obscure assaults by firstregtrdffic that is clearly not allowed, invokinguttiple log entries and alerts that can divert
IT’s attention from the real attack.

Following are some of the best practices compardasuse for secure management:

* Hardened platforms — A hardened operating system helps ensure tiyabathorized people can access and change infampértaining
to the voice system. Cisco ships a hardened Winapssating system by default.

« Cisco Security Agent — Companies that install Cisco Security Agent esktops and servers can push out new securityigmlit response
to changing security environments.

« Access control — Administrators can access the management intedaly after being authenticated and authorizedhie task.

e HTTPS- Cisco voice applications are managed using HTinBt®ad of HTTP because HTTPS uses 128-bit eriorypd protect
management transactions sent from the user topiblecation from snooping or alteration.

How to Begin

Creating a secure network infrastructure providegkent return on investment (ROI) because a siitglestment protects voice as well as
data. Cisco provides industry-leading security bedbgies that companies need to build a solid fatind for today’s voice requirements as
well as tomorrow’s. To help companies implementwoek-based voice security, Cisco has developedtheo Smart Business Roadmap,
which Cisco or its partners can implement.

Cisco Systems, Inc.
All contents are Copyright © 1992-2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 7 of 9



Cisco Systems and its partners provide a broaddqtiorof end-to-end services and support that oglp klou improve network total cost of
ownership, business agility, and network availfptld increase your network’s business value andl\R&@n deploying a Cisco Unified
Communications solution. Cisco advocates the Likx$ervices approach which defines the minimunofattivities needed to help you
successfully deploy and operate your Cisco Uniieinmunications solution and optimize its perforn@aticoughout the six phases of the
network lifecycle:

« Prepare — Make sound financial decisions by developingisifiess case that establishes the financial jeetidin for making a technology
change

¢ Plan — Assess the existing environment to determinetivengt can support the proposed system

« Design — Develop a comprehensive detailed design thatstessiness and technical requirements

« Implement — Integrate devices without disrupting the exigtiretwork or creating points of vulnerability
* Operate — Maintain network health through day-to-day ofieres

« Optimize — Achieve operational excellence through ongoimgrovement of system performance and functionality

For more information on the Cisco Lifecycle Sergiepproach, visitttp://www.cisco.com/go/services

For more information on the Cisco Smart BusinesadRtap, visithttp://www.cisco.com/go/sbr

For more information on integrated network secuotyCisco Unified Communications, visit:
http://www.cisco.com/en/US/netsol/ns340/ns394/n&1€3 1/networking_solutions_package.html

For more information on Cisco Business Communicetjaisit: http://www.cisco.com/go/businesscommunications
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