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Introduction

Application inspection allows a firewall to open pinholes and perform Network Address Translation
(NAT) rewrite for Skinny Client Control Protocol (SCCP) and Session Initiation Protocol (SIP)
signaling. However, when signaling encryption is enabled, the firewall can no longer parse the
signaling information and the ability to open pinholes and rewrite IP addresses for NAT is lost.

The Transport Layer Security (TLS) Proxy function allows a Cisco® ASA appliance to decrypt and
re-encrypt signaling traffic, which allows it to provide application inspection services within secured
unified communications environments. The TLS Proxy is transparent to voice users.

This document starts by briefly explaining how TLS works. It then explains how TLS Proxy allows
the Cisco ASA appliance to be inserted into a secure unified communications architecture. It then
describes how to configure Cisco Unified Communications Manager and the Cisco ASA appliance
to enable the TLS Proxy feature.

It is assumed that the reader has experience configuring cryptography on Cisco Unified
Communications Manager.

TLS in a Unified Communications Environment

The TLS protocol allows applications to communicate across a network in a way that is designed
to prevent eavesdropping, tampering, and message forgery. TLS uses cryptography to provide
endpoint authentication and communications privacy over a network.

Typically, only the server is authenticated (i.e., its identity is ensured) while the client remains
unauthenticated; this means that the end user (whether an individual or an application, such as a
Web browser) can be sure about whom they are communicating with (i.e., a user connecting to
online banking).

The next level of security is known as mutual authentication, in which both parties of the
"conversation" are sure about whom they are communicating with. Mutual authentication requires
public key infrastructure (PKI) deployment to clients.

The Cisco Unified Communications telephony environment uses mutual authentication, meaning
that a phone only communicates with an authorized Cisco Unified Communications Manager
server, and Cisco Unified Communications Manager servers only communicate with authorized
phones.

The current appliance versions of Cisco Unified Communications Manager do not support Simple
Certificate Enrollment Protocol (SCEP) or a third-party Certificate Authority. The Cisco Unified
Communications Manager Certificate Authority Proxy Function (CAPF) client is used to manage
the PKI. The CAPF tool is used to generate and sign locally significant certificates (LSCs) for the
phones.
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For more information on CAPF, go to
http://www.cisco.com/en/US/docs/voice ip_comm/cucm/security/5 0 2/secucapf.html#wpl1120076

When a phone attempts to establish a TLS session with Cisco Unified Communications Manager,
the server is able to check the identity of the phone by checking the phone certificate, and is able
to trust this certificate because it is signed by CAPF. The phone validates the identity of Cisco
Unified Communications Manager through a Certificate Trust List (CTL). This file is downloaded
from the Trivial File Transfer Protocol (TFTP) server and contains the certificates of the trusted
elements of the Cisco Unified Communications Manager cluster.

The important point to understand for TLS Proxy is that certificates are the means by which trust is
established between the different devices. The important components of a digital certificate are the
key pair (private and public) and the Certificate Authority.

In summary:

e How does a phone trust Cisco Unified Communications Manager?
A Certificate Trust List (CTL) is composed offline and stored on the phones.
The phones trust all of the entities on this list.
Cisco Unified Communications Manager’s certificate (X.509v3) is contained within the CTL.
Cisco Unified Communications Manager’s certificate is self-signed.
e How does Cisco Unified Communications Manager trust a phone?

The phone’s certificate is signed by the CAPF service. The CAPF certificate is installed in
the Cisco Unified Communications Manager certificate store.

When a phone registers, its certificate is stored in a dynamic trust list on Cisco Unified
Communications Manager.

TLS Proxy Solution

When using TLS Proxy, the Cisco ASA appliance is inserted between the phones and Cisco
Unified Communications Manager. The phones will now establish a TLS session with the ASA
appliance. The appliance will, in turn, establish a proxy TLS connection with Cisco Unified
Communications Manager on the phone’s behalf. This function generates two TLS sessions
(Figure 1).

Figure 1.  TLS Sessions

4 TLS 1 < TLS 2 Lﬁ_i
Cisco Unified Cisco Cisco Unified
IP Phone ASA Appliance Communications Manager

For correct operation of the TLS Proxy feature, phones and Cisco Unified Communications
Manager need to trust the Cisco ASA appliance, and the appliance needs to trust them.

Trusted Relationship between a Cisco Unified IP Phone and the Cisco ASA Adaptive
Security Appliance
e The Cisco ASA appliance presents a certificate to the phone on behalf of Cisco Unified
Communications Manager.
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e The certificate is generated on the Cisco ASA appliance. This certificate can be self-signed
like the original one from Cisco Unified Communications Manager, or signed by an external
Certificate Authority.

e The certificate will be pushed to the phone in the CTL so the phone can trust the ASA
appliance. The CTL client is used to add the ASA appliance’s certificate to the trust list.

e« The ASA administrator needs to create a trust point for the Certificate Authority that issued
phone’s certificate (CAPF).

Trusted Relationship Between Cisco Unified Communications Manager and the Cisco ASA
Adaptive Security Appliance
e The Cisco ASA appliance presents a unigue certificate to Cisco Unified Communications
Manager on behalf of the phone. Phone certificates are dynamically created by the ASA
appliance and are called local dynamic certificates (LDCs).

¢ In order to for Cisco Unified Communications Manager to trust the ASA appliance
certificates, it needs to trust the Certificate Authority that signed them.

e The system administrator configures a Certificate Authority on the ASA appliance whose
role will be to sign the LDCs. The Certificate Authority certificate is uploaded into Cisco
Unified Communications Manager’s certificate store, which allows the establishment of a
trust relationship between Cisco Unified Communications Manager and the ASA appliance.

e The system administrator also creates a trust point on the ASA appliance so it trusts Cisco
Unified Communications Manager. The trust points for both Cisco Unified Communications
Manager and CAPF may be created manually or installed by the CTL provider on the ASA
appliance (described in the next section).

TLS Proxy Lab Overview

The schematic of the lab used for the TLS Proxy is configured below. The ASA and Cisco Unified
Communications Manager code releases used were Cisco ASA Software Release 8.0(2) and
Cisco Unified Communications Manager 6.0, respectively.

Figure 2.  TLS Proxy Lab Configuration
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Two phone models were used in the lab: a Cisco Unified IP Phone 7970 with a manufacturing
installed certificate and a Cisco Unified IP Phone 7940 with an LSC generated using the Cisco
Unified Communications Manager CAPF tool.
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TLS Proxy Configuration

Following are instructions on how to configure TLS Proxy from the Cisco ASA appliance
command-line interface (CLI).

Step 1. Create RSA key pairs on the Cisco ASA appliance

host nanme(confi g)# crypto key generate rsa | abel ccm proxy_key nodul us

1024

host nanme(confi g)# crypto key generate rsa |abel |dc_signer_key nodul us
1024

host nane(confi g)# crypto key generate rsa | abel phone_comon nodul us
1024

This creates the cryptographic material to be used for generating certificates.

The first entry is used to create the CCM_proxy Certificate Authority trust point. Its
certificate will be presented to the phone on behalf of Cisco Unified Communications
Manager (Step 2).

The second entry is used to create the LDC_server Certificate Authority trust point and is
used to sign the LDC certificates presented to Cisco Unified Communications Manager
(Step 3).

The third entry is used to create all the LDCs (Step 5).

Step 2. Create the proxy certificate for the Cisco Unified Communications Manager cluster

host nane(config)# ! for self-signed CCM proxy certificate
host name(config)# crypto ca trustpoint ccm proxy

host nane(confi g-ca-trustpoint)# enrol |l ment self

host nane(confi g-ca-trustpoint)# fgdn none

host name(confi g-ca-trust poi nt)# subj ect-nanme cn=t| sproxyt est
host nanme(confi g-ca-trustpoint)# keypair ccm proxy_key

host nane(config)# crypto ca enroll ccm proxy

The Certificate Authority trust point is used to present a certificate to the phone on behalf
of Cisco Unified Communications Manager (configured in Step 5).

This is the proxy Cisco Unified Communications Manager certificate. It is self-signed
(enroliment self).

The fully qualified domain name (FQDN) is not really used; it can be left as “none.”

The subject name has to be configured but doesn’t have any real significance. However,
Cisco Unified IP Phones require certain fields from the X.509v3 certificate to be present
to validate the certificate by consulting the CTL file. The subject name must be composed
of the ordered concatenation of the CN, OU, and O fields. The CN field is mandatory; the
others are optional.

The concatenated fields (when present) are separated by a semicolon, yielding one of the
following forms:

CN=xxx; OU=yyy; O=zzz
CN=xxx; OU=yyy
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CN=xxx; O=zzz
CN=X XX

This certificate is exported to the CTL. The relevant configuration parameters are
specified within the ctl-provider subcommand (Step 4).

Step 3. Create an internal local Certificate Authority to sign the LDC for Cisco Unified IP
Phones

host nane(config)# ! for the internal |ocal LDC issuer

host name(confi g)# crypto ca trustpoint |dc_server

host nanme(confi g-ca-trustpoint)# enrol |l ment self

host nanme(confi g-ca-trustpoi nt)# proxy-I|dc-issuer

host name(confi g-ca-trustpoint)# fgdn my_I dc_ca. exmapl e. com
host nanme(confi g-ca-trust poi nt)# subj ect-nanme cn=t| sproxyt est
host name(confi g-ca-trustpoint)# keypair |dc_signer_key

host nanme(config)# crypto ca enroll |dc_server klc

These commands create the Certificate Authority trust point that is used to sign the LDCs
presented to Cisco Unified Communications Manager on behalf of each phone (Step 5).

Proxy-ldc-issuer defines the local Certificate Authority role for the trust point to issue
dynamic certificates for TLS Proxy. This command can only be configured under a trust
point with “enrollment self".

The FQDN is not really used; it can be left as “none.”
The subject name has to be configured but doesn’t have any real significance.

The certificate has to be imported manually to Cisco Unified Communications Manager to
allow Cisco Unified Communications Manager to trust the LDCs presented by the Cisco
ASA appliance (Step 7).

Step 4. Create a CTL provider instance in preparation for a connection from the CTL
client

host name(config)# ctl-provider my_ctl

host name(config-ctl-provider)# client interface outside address
192. 168. 1. 151

host nanme(confi g-ctl-provider)# client username adm n password XXXXXX
encrypt ed

host nanme(config-ctl-provider)# export certificate ccm proxy
host nanme(confi g-ctl-provider)# ctl install

This configuration lets the ASA appliance accept a connection from the CTL client. For
security reasons, the configuration defines which hosts are able to connect; in a
production environment, numerous clients may be configured. In this lab environment, the
CTL client was connected on the outside interface. In a production environment, we
recommend connecting it from the inside interface for security reasons.

The username and password must match the Cisco Unified Communications Manager
credentials.
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The syntax specifies which certificate will be exported to the phones (created in Step 2)
using the export certificate command. When the CTL client connects, it will retrieve the
certificate and add it to the list of servers in the CTL.

The “CTL install” command tells the ASA appliance to parse the CTL file provided by the
CTL client and install trust points. The trust points installed are those for the Cisco Unified
Communications Manager server and CAPF. Any trust points installed by this command
will have names prefixed with “_internal_CTL_<ctl_name>". This is an optional
command and is enabled by default. If this command is disabled, each Cisco Unified
Communications Manager server's and CAPF's certificate must be manually imported
and installed using the crypto ca trustpoint and crypto ca authenticate commands.

By default, the connection will be made on port 2444; however, it can be changed with the
service port <listening_port> command. This port number must match the one
configured on Cisco Unified Communications Manager (defined under Enterprise
Parameters on the Unified Communications Manager administration page).

Step 5. Create a TLS Proxy instance

host name(confi g)# tls-proxy ny_proxy

host nane(confi g-tl sp)# server trust-point ccm proxy

host name(config-tlsp)# client |Idc issuer |dc_server

host nane(config-tlsp)# client |Idc keypair phone_conmon

host nanme(config-tlsp)# client cipher-suite aesl128-shal aes256-shal

The server trust point specifies the proxy trustpoint certificate that is presented to the
phones during the TLS handshake (created in Step 2). This is the certificate that was
added to the CTL in Step 4.

Client Idc issuer defines the Certificate Authority that issues the dynamic certificates to
Cisco Unified Communications Manager on behalf of the phones. This is the certificate
created in Step 3.

Client Idc keypair specifies which key pair to use to create the LDCs. It should be noted
that the same pair is used for all the LDCs. This key pair was created in Step 1.

Client cipher-suite defines the cipher suite that is announced during the TLS
handshake. These are used to replace the original ciphers in the phone’s Hello message
to Cisco Unified Communications Manager. This allows the system administrator to
configure asymmetric encryption. For example, if the link between the ASA appliance and
Cisco Unified Communications Manager was over a trusted network, a weaker cipher
could be used between the ASA appliance and Cisco Unified Communications Manager
to reduce the overhead on Cisco Unified Communications Manager. However, a NULL
cipher is not currently supported with the version tested.

The LDCs are created dynamically.

Step 6. Enable TLS Proxy in SCCP or SIP inspection

host nane(confi g)# cl ass-nmap sec_ski nny
host nane(confi g-cmap)# match port tcp eq 2443
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This syntax defines which specific type of traffic the Cisco ASA appliance will inspect for a
specific class. In this case, the system matches all the TCP traffic for port 2443 (secure
SCCP signaling).

host name(confi g)# policy-map type inspect skinny skinny_inspect
host nane(confi g- pmap) # paraneters
host nanme(confi g- pmap-p)# ! Skinny inspection paraneters

Entering the above creates a new inspection map for SCCP. This allows the administrator
to tune the default inspection “rules” he/she may want to enforce, such as RTP
conformance, signaling timeout, media timeout, registration, or filtering the message ID.
The lab used default parameters.

host name(confi g)# policy-nmap gl obal _policy

host nane(confi g- pmap) # cl ass sec_ski nny

host name( confi g- pmap-c)# i nspect skinny skinny_inspect tls-proxy
ny_pr oxy

With these commands, the system adds a new class sec_skinny to the policy
global_policy. It specifies that that the inspection map skinny_inspect created during
the previous step is used for the new class. The optional tls-proxy attribute enables the
TLS Proxy feature and identifies which TLS Proxy instance to use (in this case, my_proxy
created in Step 5).

host nane(confi g)# servi ce-policy global _policy gl obal

This configures the global_policy to be used by the Cisco ASA appliance.

Step 7. Export the local Certificate Authority certificate (Idc_server) and install it as a
trusted certificate on the Cisco Unified Communications Manager server

To allow Cisco Unified Communications Manager to trust the proxy phone certificates
created dynamically by the ASA appliance, the certificate of the Certificate Authority
created on the ASA appliance needs to be imported into Cisco Unified Communications
Manager. Use the following command to display the certificate on the screen:

hostname(config)# crypto ca export Idc_server identity-certificate (replace
Idc_server by the name that was used in Step 2)

----- BEG N CERTI FI CATE- - - - -

M | CVTCCAb6gAW BAgl BMTANBgk ghki GOw0 BAQQFADA+NMRUWEWYDVQQDEWX Ob HNw
cmB4eXR c3QxJTA] Bgkghki BwOBCQ WFnRsc3Byb3h5dGvzdC5j aXN by5j b20w
HhcNVDexM | wiMTAx ODU4AWhc NMTex M E3MTAX ODU4AW A+ VRUWEWY DVQQDEWX Ob HNw
cmB4eXR c3QxJTA] Bgkghki BwOBCQ WFnRsc3Byb3h5dGvzdC5j aXN by5j b20w
gZ8wDQYJKoZI hvc NAQEBBQADg YOAM GJ AoGBAMBNNAGAVKj edL/ bf XVf OyEGet 2¢
BzpPyZg/ pCLygX/ bFVzVS7j qUOc KDExXZX9ndez BAnGy p0J MnwiVDOI vf 9z/ ] ODcl
d5LDdzI Kf wsxH8f x7FcPLceelea8acl fi FhM Fh+t kT9XYU920WTzRbj bl uoj z
9r ol TuGOPf nt XDKPAgMBAAG Yz BhMA8GA1 Ud EWEB/ wQFMANVBAF 8wDg YDVROPAQH/
BAQDAgGGVBBGALUdI wQYMBaAFBst sKYak3Bx 1glKcr nh94n0D66 DIVBOGALUd Dg QW
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BBQoLbCnG t wedat SnK54f eJzg+ugz ANBgkghki GOWOBAQQFAAOBgQB2GVVEM/I S
SgPVi 9h8SUoQaZup+ONnWbbl JMyURMBOXnB7dpZTf / | PQVRUR2xyi d1vsbF7j QHE
JAZHnogl 5JepgxmuqCUr BXv2z TRDSGLKLNHX6 Af wQFUKs 6hEZk KV30+UKhl / Bl K
6FG8r sH1Ckgny7j hud3zR5Xi Ky UKNSVFLw==

----- END CERTI FI CATE- - - - -

Copy the output, including the “Begin Certificate” and “End Certificate” lines, to a text file.
Step 1 Under CUCM OS administration page, Navigate to Security>Certificate
Management>

Step 2 Select Upload Certificate

Step 3 Select CallManager-trust under Certificate name

Step 4 Click Browse and navigate to the ASA certificate

Step 5 To upload the certificate, click Upload

Step 8. Configure the CTL client

Run the CTL client on one of the machines that was defined on the Cisco ASA appliance in Step 4.
If the CTL client is not on this machine, it can be downloaded from Cisco Unified Communications
Manager under the CUCM administration page by selecting Application/plugins. Click Find, then
Download. Alternatively, go directly to:

https://x.x.x.x: 8443/ pl ugi ns/ C scoCTLO i ent . exe

(where x.x.x.x is the | P address of Ci sco Unified Comunications
Manager)

Run the CTL client application to add the server proxy certificate (ccm_proxy) to the CTL
file and install the CTL file on the security appliance. Refer to the Cisco Unified
Communications Manager document to learn how to configure and use the CTL client
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/5_0/sec_vir/ae/sec504/s

ecuauth.htm.

One of the USB security tokens used to initially configure the CTL client will be required to
update it.

In the following diagram, the CTL client contains the two security tokens that were used to
turn on Cisco Unified Communications Manager security, the certificate for CAPF, and the
certificate for Cisco Unified Communications Manager and TFTP.

Select Add Firewall.
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[ cTL Client v5.0 (=3
Ciseo CTL Chent aha b
T L L e R S R CISCO
CTL Entiies |
Type ] Hosthame/IF Au:lu:lr1 Izzuer Mame Subijet
CAPF cucmB ch=CAPF-R3eBBE22 0u=cizco;..  cn=CE
CCHM+TFTP cucmb ch=cucmb ch=cu

Security Token -~ Mo Hosthame...  ch=CAP-RTP-002:0=Cisco Spst.. cn="5
Security Token Mo Hosthame... cn=CAP-RTP-00Z:0=Cizco Syzt... cn="S

Hep | AddTFTP | AddFiewdl |

Cancel \ Add Tokens ] Delete Selected | FEinish |

Provide the IP address or the name of the Cisco ASA appliance. Ensure the host used to
run the CTL client is able to resolve the name of Cisco Unified Communications Manager
and that the IP address is reachable. It should be the IP address of the interface that was
used while configuring the CTL provider in Step 4. The login and the password must be
the same as the one configured on the ASA appliance in Step 4.

[ CTL Client v5.0 M=)
Cisco CTL Client nhinln
R e Hifans CISCO
Firewall ]
Hostname or [P Address: 1‘1 9216811 Fare, |2444

HmARAR K

Fazasard

Help Cancel I Mt |

As can be seen in the following screenshot, the Cisco ASA appliance is added as a Cisco
Unified Communications Manager. This is because the ASA appliance is acting as a
proxy Cisco Unified Communications Manager for the phones.
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[# CTL Client v5.0 FEX

Cisco CTL Chent ahln

P LB el S ns CISCO

CTL Entiies |

Type ] Hosthame/IF Addr] Izzuer Mame Subijet
CAPF cucmB ch=CAPF-R3eBBE22 0u=cizco;..  cn=CE
CCM 192.168.1.1 fCH=tzproxytest SCM=t
CCH+TFTP cucmB ch=cucmb ch=cu

Security Taken Mo Hosthame...  cn=CAP-RTP-00Z:0=Cizco Syt cn="S
Security Token Mo Hosthame...  ch=CAP-RTP-002:0=Cizco Spst.. cn='S

Hep | AddTFTP | AddFiewdl |

Cancel ] Add Tokens ] Delete Selected J FEinish |

The CTL will also be downloaded to the ASA appliance so it can be parsed to configure
the CAPF and Cisco Unified Communications Manager as Certificate Authority trust
points. This is shown in the following screenshot:

[ cT client v5.0 x|

- L ci
Cisco CTL Client e
Server | Fie Location | Status
cucmi Juzr/local/cmAfp/CTLFile thy Passed
192.168.1.1 iz 0 ACT LFile thy Passed
£ | | >
our st restart all the Cizco Unified Calldanager and TFTF nodes in the Cluster.
Help

The reference that was used for the Cisco ASA appliance configuration can be found at
http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/inspect.html#wp
1529598.
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Appendix
Performances
Table 1.
Firewall Default Sessions Maximum Sessions
ASA 5505 10 80
ASA 5510 100 200
ASA 5520 300 1200
ASA 5540 1000 4500
ASA 5550 2000 4500
ASA 5580 4000 13,000

Signaling Flow for the TLS Handshake

Figure 3.

Ciszo IP Phone Cisco ASA Cigoo CallManager
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Client Key Exchange ———
Cerfifizate Verify e
[Change Cipher Spec]—
Firished

+— Application Data ———= INSPECTION +—  Application Data——
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I
|
|
|
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|
|

TLS Handshake Diagram

+— (Prasy) Sarver Hello
w— (Proey) Server Cerifizate
*— (Proecy) Server Key Exchangs
“— Cerificate Request

#— (Praacy) Sarver Hello Dane

—_—

|
+—— [Change Cipher Spec]
+—— Finighad |

|
(Proscy) Clisnt Hello ——

{Proory i Cynamnic Clisnt Certificate —— s
{Prosy) Client Key Exchangs —_—

Certificate Verify e
[Change Cipher Spec] —_—
Finishad —_—

Sample Configuration

Cisco ASA Software Version 8.0(2)

host name ci scoasa
domai n-nane tl sproxytest.cisco.com
enabl e password what ever encrypted

D)

«— Sarver Hallo
w— Sarver Cerificats
+— Sarver Kay Exchange
«— Cerlificate Fequest
#——— Sarver Hallo Done

<— [Change Cipher Spec]
4—— Finished
I
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names

name 192.168. 10. 100 CCMb

!

nterface Wl anl

nanei f inside

security-level 100

i p address 192.168.11.2 255.255.255.0

nterface MVl an2
namei f out si de

security-level 0
i p address 192.168.1.1 255.255.255.0

nterface Ethernet0/0
switchport access vlan 2

nterface Ethernet0/1

nterface Ethernet0/2
shut down

nterface Ethernet0/3
shut down

nterface Ethernet0/4
shut down

nterface Ethernet0/5

nterface Ethernet0/6

nterface Ethernet0/7

|
passwd what ever encrypted
boot system di skO:/asa802-k8. bin
ftp node passive
dns server-group Defaul t DNS
domai n-nane tl sproxytest.cisco.com
obj ect-group protocol TCPUDP
pr ot ocol - obj ect udp
protocol - obj ect tcp
access-list inside_access_in extended permit ip any any
access-list inside_access_in extended deny ip any any
access-1ist outside_access_in remark Access to CUP server

access-1ist outside_access_in extended pernit tcp host 192.168.1.51
range 1 65000 host 192.168.10.110 eq 8081

access-1ist outside_access_in remark Access to CUCM |ist of services

access-1ist outside_access_in extended pernmit tcp 192.168.1.0
255. 255. 255. 0 range 1 65000 host CCM6 eq 8080
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access-list outside_access_in extended permt tcp host 192.168.1.111
range 1 65535 host CCM6 eq sip

access-1ist outside_access_in remark allow SIP
access-1ist outside_access_in extended pernit udp any host CCM6 eq sip

access-1ist outside_access_in extended pernit tcp 192.168.1.0
255. 255.255. 0 range 1 65000 host CCMs eq 3804

access-1ist outside_access_in extended pernit udp host 192.168.1.51
range 1 65000 any inactive

access-1ist outside_access_in extended pernit tcp host 192.168.1.50
range 1 65000 host CCM5 eq 3804

access-1list outside_access_in extended pernit ip any any inactive

access-1ist outside_access_in extended permt tcp host 192.168. 1. 151
range 1 65255 host CCM6 eq 2444

access-1ist outside_access_in remark phone boot connection

access-1ist outside_access_in extended pernit tcp any range 1 65355
host CCMVb eq 2443

access-1ist outside_access_in extended pernit udp host 192.168.1.50
host 192.168.21.51 inactive

access-1ist outside_access_in extended pernit udp any host
192. 168. 10. 10 eq dommai n

access-1list outside_access_in remark permt skinny

access-1ist outside_access_in extended pernit tcp any host CCM6 eq
2000

access-1list outside_access_in remark access to CCMb nmanagenent
access-1ist outside_access_in extended pernit tcp any host CCM6 eq

8443
access-1list outside_access_in extended pernit udp any host CCM6 eq
tftp
access-1ist outside_access_in extended pernit ip host 192.168.1. 151
any

access-1ist outside_access_in extended deny ip any any | og warni ngs
access-list global _npc extended pernit object-group TCPUDP any any eq
sip

pager lines 24 |ogging enable

| oggi ng ti nestanp

logging list loglist nmessage 711001

logging list loglist message 725001- 725014

logging list loglist message 717001-717038

| oggi ng buffer-size 1000000

| oggi ng consol e | ogli st

| oggi ng trap debuggi ng

| oggi ng asdm debuggi ng

ntu inside 1500

ntu outside 1500

icnp unreachable rate-linmt 1 burst-size 1

asdm i nage di sk0:/asdm 602. bi n

no asdm hi story enabl e

arp tineout 14400

access-group inside_access_in in interface inside

access-group outside_access_in in interface outside

route inside 0.0.0.0 0.0.0.0 192.168.11.1 1

timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
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ti meout sunrpc 0:10:00 h323 0:05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp- pat
0: 05: 00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
di sconnect 0:02: 00

timeout uauth 0:05: 00 absol ute

dynamni c- access-policy-record DfltAccessPolicy
http server enable

http 192.168.11. 0 255. 255. 255. 0 i nsi de

http 192.168. 1.0 255. 255. 255. 0 outsi de

no snnp-server | ocation

no snnp-server contact
snnp- server enable traps snnp authentication Iinkup |inkdown col dstart
crypto ca trustpoint ccm proxy

enrol I ment self

fqgdn none

subj ect - name cn=t | sproxyt est

keypai r ccm proxy_key

crl configure

crypto ca trustpoint |dc_server

enrol | ment self
fqgdn tlsproxytest.cisco.com
subj ect - name cn=t | sproxyt est

keypair

proxy-| dc-i ssuer

crli

configure

| dc_si gner _key

crypto ca trustpoint _internal _CTL_ny_ctl_cn=cucnb
enrol I ment termnal

crli

configure

crypto ca trustpoint _internal _CTL_ny_ctl _cn=CAPF-
53e88622; ou=ci sco; o=ci sco

enrol | ment term nal

crl

configure

crypto ca certificate

certificate

308201a2
04050030

17311530
30373132

32303130
30130603

55040313
f70d0101

01050003
ccaech67

a913a5f 8
0e872d53

89801969
5806f f 36

4f e8930b
09a33e4f

7dc9dc6d
0d010104

31
3082010b

13060355

30313132

Oc746¢73

818d0030

8745d6d7

466bcdd0

80104533

02e97a73

chai n ccm proxy

a0030201

0403130c

5a170d31

70726f 78

81890281

0f b9d33c

33ac62bd

720f 5a3b

5ecc3753

02020131

746¢7370

37313231

79746573

8100ca87

a48c807c

eaf cl42a

607320f b

f 8270203

300d0609

726f 7879

37313030

7430819f

eae574c0

9adf 5172

chd00184

cfflclle

01000130

22864886

74657374

3131325a

300d0609

5b160d70

e8b6064f

075c4c35

deb92b35

0d06092a

f70d0101

30lel70d

30173115

2a864886

eld4cab9a

a084334f

d846a283

98129560

864886f 7
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05000381
ceO4ca77

48e642db
Oddleeea

38ce2bc?2
827e659e

dee02a7a
7ab5e482

a33e6244
qui t

8100c4d7

5d38c849

e180f 979

82862ef 2

d9cd

crypto ca certificate

certificate

30820255
04050030

3e311530
06092a86

4886f 70d
636f 6d30

1e170d30
35385a30

3e311530
06092a86

4886f 70d
636f 6d30

819f 300d
ce8d9c01

9d5a48de
155cd54b

b8ea5347
e3383725

7792¢c377
587eb644

f d5d853d
02030100

01a36330
Of 0101f f

04040302
ad4a72b9

elf 789ce
4a72b9el

f 789ceOf
c433b212

4aa3d58b
96537ff9

4f 41546e
baa094ac

15ef db34
65f c194a

e851bcae
quit

31
308201be

13060355

01090216

37313232

13060355

01090216

06092a86

74bf db7d

0aOc4ch7

394a7f 0b

d8e5be4f

61300f 06

0186301f

0f ae8330

ae83300d

d87c494a

476¢7289

d10d218b

clf50a48

crypto ca certificate
certificate ca 7238e20f 3e56f e65
3082020d 30820176 a0030201 02020872 38e20f 3e 56f €6530

864886f 7

f87ec703

c35292d4

5ef 2728e

980cd6ca

3233b427

c832c916

1d9f 4d65

a403f c52

chain I dc_server

a0030201

0403130c

16746¢73

30313031

0403130c

16746¢73

4886f 70d

755f 3b21

657f 6675

311fc7f1

345b8ceb

03551d13

0603551d

1d060355

06092a86

10699ba9

ddéf blbl

28b3475f

27cbb8el

02020131

746¢7370

70726f 78

3835385a

746¢7370

70726f 78

01010105

067add9c

eccl10271

ec570f 2d

e5ba88f 3

0101ff 04

23041830

1d0e0416

4886f 70d

f 8e3675b

7b8d01c4

a0l1fci101

b9oddf 347

f 3b08c56 4b852960

bdbb0Olac c93f 5a64

aab2b0e8 dbd96e8d

d4061a58 cc4c97d0

300d0609 2a864886

726f 7879 74657374

79746573 742e6369

170d3137 31323137

726f 7879 74657374

79746573 742e6369

0003818d 00308189

073a4f c9 983fa422

b2a7424c 9b0303d2

c79ed5e6 bc69c21f

f 6ba084e e19b3df9

05300301 01ff 300e

1680141b 2db0Oa6la

04141b2d bOa6la2b

01010405 00038181

96e524cc 94466f 34

2406479e 8808e497

542aceal 11990a57

95e22h25 24352545

chain _internal _CTL_ny_ctl_cn=cucnbt

0d010105 05003010 310e300c 06035504 03130563 75636d36

30373132

713b043a

1847910

f97a31d7

8575ad7e

f70d0101

31253023

73636f 2e

31303138

31253023

73636f 2e

02818100

f2a97f db

5bdf f 73f

88584cfc

ab5c328f

0603551d

2b7071d6

7071d6ad

00761af b

5e6df b76

a%9ab1994

7a3e50a8

2f

0d06092a

301e170d
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32303032
300c0603

55040313
03818d00

30818902
3a02399d

f8ff21b0
c6416a36

c38f 5f 7e
8ab79df 1

0b7aal95
blbd27af

d217a98e
bc302706

03551d25
06082b06

01050507
636d3630

1d060355
e03a300d

06092a86
5ba83104

362b33f 8
556dd5da

68aa5c3a
6cddd727

e1357109
d1679a95

9e5df 9d4
quit

34393039

05637563

818100b6

0146b7d0

925ec32a

527087c6

bbd02702

0420301e

03053017

1d0e0416

4886f 70d

65cf 1034

d10ce388

f512ef d3

d72f f98a

crypto ca certificate
53e88622; ou=ci sco0; 0=Ci sco

ca 77096b00cbc79410
308201fd a0030201 02020877

certificate

30820294
864886f 7

0d010105
06035504

08130563
06035504

06130247
32310e30

0c060355
365a170d

31323132
73636f 31

0e300c06
73636f 31

0b300906
35336538

38363232
864886f 7

0d010101
433058a8

277459cb
50291c49

dad78df 2
56832618

05003065

6973636f

42311630

040b1305

32303032

03550408

03550406

310e300c

05000381

ed300c37

3b8f 58e3

5a170d31

60363081

7d7d0a9c

9c2a755e

b3cbeccf

71lale65

03010001

06082b06

0603551d

041452h9

01010505

5d960d97

1527a919

46299581

4465b69f

32313232

9f 300d06

a88877c4

7ddlaed4

al5584h0

46d0970b

a370306e

01050507

11041030

e2d495cf

00038181

93ad724b

12079074

ecObdb8a

5b407b33

30303234 3930395a

092a8648 86f 70d01

270eaf Of d93449b9

f0071cd8 bfd6c540

cb85174d 6ddf b7e0

92dd2166 de5Sbfefe

300b0603 551d0f 04

03010608 2b060105

0e860c73 69703a43

987f 9ad0 eb2484d8

009f cf d7 54celd2a

956d8e2f 647blc5a

40f 95acf 48290f ee

85677e6a b243a83e

39

chain _internal CTL_ny_ctl _cn=CAPF-

310e300c

310e300c

14060355

63697363

34393136

13056369

13024742

06035504

8d003081

Obc4bef a

9aelalde

06035504

06035504

0403130d

6f 301el?

5a306531

73636f 31

31163014

0b130563

89028181

1a9e8c7d

ad23d8ce

096b00ch ¢7941030

0a130563 6973636f

07130563 6973636f

43415046 2d353365

0d303731 32323030

0e300c06 0355040a

0e300c06 03550407

06035504 03130d43

6973636f 30819f 30

00ble21b 4a2e2b57

5b3ca891 208bf 6f e

690dddc0 778475b8

3010310e

01010500

b748762e

91a58e26

8d465705

d8a3a80b

04030202

05070302

4e3d6375

6a5c0f 6b

707c766¢C

9ach6070

312f b570

2b1b479a

0d06092a

310e300c

310b3009

38383632

32343931

13056369

13056369

4150462d

0d06092a

26b4b849

38f 67995

eebll7el
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al2eff01
73e5cf ab

f 9addeb5
0603551d

0f 040403
06082b06

01050507
486dee43

557a5027
b4660425

a69cf de2
0741420d

aaaa7798
4a921e0a

af 5b3ed7
5260402a

526af 832
qui t

cccfab62

604daa25

02028430

0305301d

f£300d06

a46f ab32

fb5737ad

2a69189f

814694f 6

a287854e

9dd02f 58

1d060355

0603551d

09228648

8dea8df b

a34d52ch

7887ee48

14dc7fcd

no crypto isaknp nat-traversa

tel net tineou
ssh tinmeout 5
consol e tineo

t 5

ut 0

c_server

40b60300

00f 7a449

1d250416

0e041604

86f 70d01

7b4bbcf d

dcf 76706

Ob4c1df 9

5f b634chb

phone_conmon

dhcpd

dhcpd

dhcpd

dhcpd

dhcpd enabl e outside
!

tls-proxy my_proxy
server trust-point ccm proxy
client Idc issuer Id
client lIdc key-pair
client

shal

no threat-det
t hr eat - det ect
t hr eat - det ect
t hr eat - det ect
ssl
!

ctl-provider
client

ecti
ion
i on
ion

nmy_ctl

on basi c-threat
statistics port
statistics protoco
statistics access-1ist

déaf 0626

47020301

30140608

14297e66

01050500

6ce69878

24bc3d71

47e41422

b58906b6

address 192.168.1.51-192. 168. 1. 60 outsi de
dns 192.168. 10. 10 interface outside

domai n tl sproxytest.cisco.cominterface outside
option 150 ip CCMb interface outside

encrypti on aesl128-shal aes256-shal rc4-shal

interface outside address 192.168.1. 151

client usernanme adm n password /YyLg098TvZD3GN

export
|
!

cl ass-nmap sec

_ski nny

certificate ccm proxy

match port tcp eq 2443
cl ass-nmap inspection_default
mat ch defaul t-inspection-traffic

1180d1cc

0001a34d

2b060105

29220f c0

03818100

e0df 75c0

178523a2

ed9612f 8

25d8953b

encrypt ed

622aeeda

304b300b

05070301

b94e7293

a98f 4bb4

6957349a

f2c67c6e

3ef 0c13c

ci pher-suite aesl128-shal aes256-shal 3des-shal des-shal null -
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|
policy-map type inspect dns preset_dns_map
paraneters
nmessage-| engt h maxi mum 512
policy-map type inspect skinny skinny_inspect
par anet ers
policy-map gl obal policy
cl ass inspection_default
nspect dns preset_dns_nmap
nspect esntp
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect ski nny
nspect sql net
nspect sunrpc
nspect tftp
nspect xdntp
ass sec_ski nny
nspect skinny skinny_inspect tls-proxy ny_proxy

C

!
servi ce-policy global _policy globa
pronpt host nane cont ext
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