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Threat Landscape Evolution

Increased attack surface
(mobility and cloud)

Advanced persistent threat

(APTs) and cyberwar
Spyware and rootki




Advanced Cyber Threats

Users and applications Compromise site
and exploit server

C97-728693-00 © 2013 Cisco and/or its affiliates. All rights reserved. 4



Advanced Cyber Threats

o Cisco® Network Collector
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Compromise site
and exploit server

Users and applications

I_Data_ Extend attack Lateral
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A More Integrated Approach
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Defend with Intelligence S5 reputaior

Spam traps,
honeypots,
and crawlers

Domain

registration
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Cisco® Security Intelligence Operations
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Defend with Intelligence

Cisco® Security Intelligence Operations
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Discovery with Breadth
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Discovery with Breadth
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Discovery with Breadth
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Discovery with Breadth
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Discovery with Context
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Discovery with Context

Who What Where
Suspicious Poorly Server in
domain structured high-risk
owner PDF location
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Cisco SIO Defense Flow

Blocked

Harvest URLs o ™\ Ciscosioweb  Cisco® Security Intelligence Operations

from spam intelligence

Categories Antivirus Signatures
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Cisco SIO Defense Flow
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this action or content?
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Microsoft Internet Explorer Zero-Day Vulnerabillity

DEVAC Day 16 Day 17 DEVANRS
Zero-day malware First antivirus Second antivirus Third antivirus
In the wild signature deployed signature deployed signature deployed

Traditional response

Security advisory
issued

Microsoft |IE
patched
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Microsoft Internet Explorer Zero-Day Vulnerabillity

BEVAY Day 14
Zero-day malware Cisco® IPS signature .
bIocked)l/oy Cisco CNC server b?ocked MUItlple attaCk vectors and
multiple layers of defense
* Cisco SIO cross-platform
Intelligence
Cisco SIO Proactive Defense e Blocked zero-day threat

 Blocked 40+ “parked” domains
* Blocked exploit server and CNC
« 18-day lead time
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Cisco SIO: Defense in Depth
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Cisco® Security Intelligence Operations




Learn more about
Cisco Security Intelligence
Operations

@ http://cs.co/ciscosio4


http://cs.co/ciscosio4

et
CISCO





