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PROFINET IO enabled on Cisco Industrial Ethernet 3000 Switches

PROFINET is one of the multi-bus Ethernet-based standards for the automation industry, allowing integration with IT
and Fieldbus systems. PROFINET IO supports real time (RT) automation, and is built on Ethernet and TCP/IP
standards. PROFINET IO has two communication channels, a real-time channel and a standard TCP/IP channel. The
real-time channel meets the real time needs of factory automation by bypassing the TCP/IP stack for cyclic data

exchange between the controller and the 10 devices and event-controlled signals such as alarms and diagnostics.
The TCP/IP channel is used for network configuration, setting parameters, reading of non-real-time diagnostics, and
loading interconnects.

Cisco IE 3000 Series Switches and PROFINET

The implementation of PROFINET IO on the Cisco® Industrial Ethernet 3000 (IE 3000) Series Switches enables
integration with factory management tools and provides real-time automation in modular control and distributed
systems. With PROFINET 10 support, the Cisco IE 3000 series offers a unified solution for configuration,
management, and control. The Cisco solution enhances collaboration between IT and control networks by delivering
a wire-speed, highly secure switching solution for ease of use in deployment and manageability with SIMATIC
automation tools.

The Cisco IE 3000 series is optimized for real-time automation and is well suited product for industrial-rugged
environments and industrial Ethernet applications, including factory automation, intelligent transportation systems,
process control, and other PROFINET-based applications.

The Cisco |IE 3000 series offers:
e The Cisco Catalyst® switching architecture and feature set, highly secure integration with corporate networks,
and integration with PROFINET-based devices
o PROFINET v2 certification, with PROFINET conformance class B compliance

* Integration with SIMATIC tools (Step 7 or NCM PC) through an installable Generic Station Description file
(GSDv2.1)

« Cyclic data exchange between programmable logic controllers, |0 devices, and other mMotion controllers

« Ease of deployment with SIMATIC integration, configuration, parameterization, and exchange of alarms and
diagnostics with PROFINET controllers

e Support of ProfiSafe applications with wire-speed switching
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e Support of management tools including: SIMATIC tools for Factory Automation, Cisco Network Assistant,
Cisco Works, and SNMP-based tools for IT integration

e Ease of use: Cisco Express Setup Wizard ,Cisco Device Manager, and customized Industrial Automation
Smartport templates enable fast bring-up and easy configuration, while the IE SwapDrive enables quick and
easy switch replacement

« High availability, predictable performance, and reliable security using Cisco IOS® Software
o Effective operation in multiple network topologies such as ring, star, and linear topologies
« Fast convergence (50ms) with Cisco Resilient Ethernet Protocol (REP)

e Support for IEEE1588v2, a precision timing protocol with nanosecond-level precision for high-performance
motion applications

Cisco IE 3000 PROFINET Alarms and Diagnostics

Cisco |IE 3000 Series Switches detect alarms and send diagnostic messages in real time to PROFINET controllers.
With PROFINET 10 support, the Cisco IE 3000 switch can notify the 10 controller with an alarm for any event
triggered at or beyond the switch. Diagnostics can also be accessed by the 10 supervisors at a later time. In the case
of a link fault or a cable break between the switch and an 10 device, the Cisco IE 3000 can send the controller a “link
down” naotification instantly, allowing the controller to take immediate action.

Figure 1.  The Cisco IE 3000 Series Switch integrated into the PROFINET network — including IO Controller, |O Supervisor and
10 devices
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Cisco IE 3000 PROFINET Configuration and Parameterization

With PROFINET integration, the Cisco™ IE 3000 Series Switches are commissioned quickly and easily, using the
PROFINET Dynamic Configuration Protocol. The switch configuration (PROFINET device name, MAC address, IP
address, and subnet mask) and switch port parameters can be set from the SIMATIC tools. Parameters for switch
and switch port operation are configured and downloaded to the PROFINET controllers. The Cisco IE 3000 Series
can be commissioned from scratch like any other PROFINET-capable devices by browsing the Layer 2 network.

The Cisco IE 3000 can be monitored for specific event signals, such as a redundant power source failure, primary or
secondary temperature alarms, alarm relays, and the removal of the compact flash. These settings are configured
from the SIMATIC tools and tied to external alarm relays to trigger 24V external devices.

Figure 2.  Cisco IE 3000 Series Switch configurations and diagnostics from SIMATIC tools
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The Cisco IE 3000 can also be configured with port-specific parameters such as speed, duplexity, enable/disable
port, and storm-control rate-limiting parameters for broadcast, unicast and multicast traffic.

Figure 3.  Cisco IE 3000 Series port configurations and diagnostics from SIMATIC tools
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Cisco IE 3000 PROFINET GSD Files

GSD files for the Cisco IE 3000 enable integration with Step 7 or NCM PC management tools. These GSD files
contain capabilities of the switch and expansion modules, configurable parameters, and the error codes for alarms
and diagnostic messages. The GSD configuration and integration files are stored in the Cisco IE Swap Drive for quick
and easy switch replacement.

Figure 4.  Cisco |IE 3000 Series Switch configurations and SIMATIC tools

Configuration in
GSD Engineerir_mg Tool

- == = Controller
P~ o1l

| Ethernet

I === d
s !nngi" y

Distributed I/0 Field Devies ; ; — e

=YY PROFINET 10
= @0 Addionsl Fisld Devicas
= B Netvark Componerts
S @
-+ 23 IE30004TC
V21

Module 1: 8FE
Mocule 1: 8FX

Mecule 2 OFE

Medule 2 8FX
= &3 IE30006TC
- @ vt

Mecule 1: OFE
Medule 1. 8FX

Module 2 BFE
Mecule 2 8FX

PROFINET Solutions and Topologies

Cisco provides a complete network architecture that enables secure integration between plant and corporate
networks, and throughout the plant to the device level. The use of consistent features and the availability of
management tools for both IT and manufacturing applications simplify integration, and can increase network uptime,
all while reducing management and installation costs.

Figure 5.  PROFINET solutions architecture
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With an end-to-end, enterprise-to-plant network architecture, the Cisco Industrial Ethernet 3000 Series Switches
support multiple topologies for the PROFINET industrial control network, including redundant star and ring topologies,
with features such as REP and RSTP to achieve the rapid network convergence needed for industrial networks. The
multiple cell zones in a plant (e.g. zones in the paint shop, body shop, assembly shop, etc.) can be aggregated usng
the Catalyst 3750 switches, which support high availability features such as StackWise and HSRP, or using the Cisco
IE 3000 Layer 3 capable switches.

The Cisco networking solution with IE 3000 provides the security, performance, and PROFINET integration that are
necessary to achieve the full benefits of an industrial Ethernet deployment. The Cisco networking solution ensures
high performance for industrial automation networks, while providing secure integration with the rest of the enterprise.
This leads to a more scalable, flexible industrial network and allows manufacturers to improve transparancy, and
information exchange into and across plant automation systems.

For more information on Cisco products and solutions:

e United States and Canada: 800 553-6387
e Europe 323778 4242

e Australia: 612 9935 4107

e Other: 408 526-7209

¢ URL: www.cisco.com/go/ie3000

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
c I s C o Cisco Systems, Inc Cisco Systems (USA) Pte. Ltd Cisco Systems International BV
™ San Jose, CA Singapore Amsterdam, The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

CCDE, CCSI, CCENT, Cisco Eos, Cisco HealthPresence, the Cisco logo. Cisco Lumin, Cisco Nexus, Cisco Nurse Connect, Cisco Stackpower, Cisco StadiumVision, Cisco TelePresence, Cisco WebEx, DCE, and Welcome to
the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn and Cisco Store are service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE,
CCIP, CCNA, CCNP, CCSP. CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco |08, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo. Cisco Unity, Collaboration Without Limitation,
EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomelLink, Internet Quotient, I0S, iPhone, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace,
MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARThet, Spectrum Expert, StackWise, The Fastest Way to Increase
Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (0303R)

Printed in USA C02-531501-01  06/09

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 5 of 5


http://www.cisco.com/go/ie3000

