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Cisco Secure Services Client 4.0.5

This bulletin describes the contents of the Cisco ® Secure Services Client 4.0.5 release. Cisco Secure  Services
Client 4.0.5 is a maintenance release for Cisco Sec ure Services Client 4.0 product (previously Meeting  house AEGIS
SecureConnect 4.0.4) and contains enhancements as w  ell as bug fixes identified from prior releases. Th is release
is scheduled to be generally available by 8/16/2006

NEW FEATURES

Smart Card and Smart Card Reader Enhancements

Cisco continues to support Windows-certified snsartls. Gemplus smart cards and smart card readeeshleen tested and verified
with this release. The Gemplus cryptographic serpiovider supports Microsoft's CryptoAP| and SCimterface and works with
Cisco Secure Services Client 4.0.5. The specifiarsoard and smart card reader models tested ighdlease are:

e Gemplus GemPC 64K smart cards

e Gemplus GemPC Twin USB smart card reader

e Dell built-in PCMCIA smart card reader for the D6lEptop
o Dell smart card reader keyboard RT7D60

Certificate and Credential Enhancements

Several enhancements related to the handling tificates and credentials have been made to Ciscar8 Services Client 4.0.5.
Certificates are now better organized to help pretlee unintentional selection of an expired cieditle when the user enters credentials
to gain access to the network. The user is no loalgle to select invalid certificates. Also, vatiertificates that are about to expire will
warn the user by showing how many days are lefireethe certificate expires.

The administrator can configure the Cisco Securei&ss Client to select certificates only from greart card. This prohibits the use of
locally stored certificates and forces the use erhart card if required. Smart card users are re/ta store and access more than one
credential from their smart card. Prior releasedtéid the number of smart card credentials to one.

The protected access credentials (PACs) are novidia machine to help prevent the copying of P&@$ one endpoint to another and
potentially circumventing network access secufitye Cisco Secure Services Client will be able ®mardly PACs that have been created
for a particular machine.

Authentication Enhancements

The authentication process has been streamlinediar to reduce the time that a user must waitrbdfeing authenticated and
granted access to a network. In some cases, thé¢imvaiis approximately 30 seconds less for Cisecu®e Services Client 4.0.5
than prior releases.

Additional feedback is now provided to the userimiyithe authentication process. The user can wathuthentication process by
launching the Cisco Secure Services Client userfaxte. If the process fails, the user will seefttlare more rapidly with the new
feedback mechanism.
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ORDERING INFORMATION

Table 1 shows ordering information for the CiscaBe Services Client.

Table 1. Ordering Information for Cisco Secure Services Client
Part Number Status Description
AIR-SC4.0-XP2K NONORD SW Client 4.0 for Win XP/2K for wired/wireless devices
AIR-SC4.0-XP2K-L1 ENABLE-OPT Specified seat count up to 250
AIR-SC4.0-XP2K-L2 ENABLE-OPT Specified seat count in range 251-1000
AIR-SC4.0-XP2K-L3 ENABLE-OPT Specified seat count in range 1001-2500
AIR-SC4.0-XP2K-L4 ENABLE-OPT Specified seat count in range 2501-5000
AIR-SC4.0-XP2K-L5 ENABLE-OPT Specified seat count in range 5001-10,000
AIR-SC4.0-XP2K-L6 ENABLE-OPT Specified seat count in range 10,001-25,000
AIR-SC4.0-XP2K-L7 ENABLE-OPT Specified seat count in range 25,001-50,000
AIR-SC4.0-XP2K-L8 ENABLE-OPT Specified seat count in range 50,001-100,000

FOR MORE INFORMATION

For more information about the Cisco Secure Sesv@ieent, visithttp://www.cisco.com/en/US/products/ps7034/indexrltdr contact

your local account representative.

For more information about the Cisco Unified WisdéNetwork framework, vishittp://www.cisco.com/go/unifiedwireless

For more information about the Wireless LAN Segu8blution for Large Enterprise visit

http://www.cisco.com/en/US/netsol/ns340/ns394/n&3@B6/networking_solutions package.html

For more information about the Cisco Self-Defendiework visit

http://www.cisco.com/en/US/netsol/ns340/ns394/n&is41 3/networking_solutions package.html

For more information about Network Admission Cohtrgit

http://www.cisco.com/en/US/netsol/ns466/networkisgjutions _package.html

For more information about the Cisco Secure AcCesgrol Server for Windows visit

http://www.cisco.com/en/US/products/sw/secursw/gé&Zindex.html

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 2 of 3


http://www.cisco.com/en/US/products/ps7034/index.html
http://www.cisco.com/go/unifiedwireless
http://www.cisco.com/en/US/netsol/ns340/ns394/ns348/ns386/networking_solutions_package.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns413/networking_solutions_package.html
http://www.cisco.com/en/US/netsol/ns466/networking_solutions_package.html
http://www.cisco.com/en/US/products/sw/secursw/ps2086/index.html

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
WWW.CISCO.Com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

Cisco SYSTEMS

European Headquarters

Cisco Systems International BV
Haarlerbergpark
Haarlerbergweg 13-19

1101 CH Amsterdam

The Netherlands
W'WW'E.'IJT()FE‘.CiSC(I.CDm

Tel: 31020357 1000

Fax: 31020 357 1100

Americas Headquarters
Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

WWW.CISCO.com

Tel: 408 526-7660

Fax: 408 527-0883

Asia Pacific Headquarters
Cisco Systems, Inc.

168 Robinson Road
#28-01 Capital Tower
Singapore 068912
WWW.CISCO.COom

Tel: +65 6317 7777
Fax: +65 6317 7799

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on the
Cisco.com Website at www.cisco.com/go/offices.

Argentina » Australia « Austria » Belgium « Brazil » Bulgaria « Canada » Chile » China PRC « Colombia ¢ Costa Rica » Croatia » Cyprus « Czech Republic
Denmark = Dubai, UAE « Finland « France « Germany = Greece = Hong Kong SAR « Hungary « India  Indonesia « Ireland « Israel = Italy
Japan » Korea s Luxembourg » Malaysia « Mexico « The Netherlands » New Zealand * Norway e Peru « Philippines » Poland » Portugal
Puerto Rico * Romania » Russia » Saudi Arabia e Scotland e Singapore » Slovakia  Slovenia » South Africa « Spain « Sweden
Switzerland « Taiwan e Thailand « Turkey e Ukraine « United Kingdom e« United States ¢ Venezuela « Vietnam e« Zimbabwe
Copy right © 2006 Cisco Systems, Inc. All m,}m. reserved. CCSP, COVE, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks (:1 Cisco Systems, Inc.; Changing the Way We Work,
Live, Play, and Learn, and lQun.k Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironer, BPX, Catalyst, CCDA, CCDP, CCIE, C co, the Cisco Certified Inu‘mcmurk
Expert logo, Cisco 108, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherCh annel, EtherFas st Step, FormShare, GigaDrive, GigaStack,
HomeLink, Interner Quotiens, 105, IFTV, iQ Expertise, the iQ logo, 1Q Ner Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Neoworkers logo, .\w(mnrkmg Academy, Network Registrar, Packer,

PIX, Post-Routing, Pre-Routing, ProConnect, Rate MUX, ScriptShare, ScriptShare, SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco
Systems, Inc. andfor its affiliates in the Unired States and certain ather countries.

All ather rrademarks mentioned in this document or Website are the property of their respective owners. The use of the word parter does not imply a partnership relationship between Ci
{D601R)

o and any other company.

Printed in USA C25-361391-00 08/06

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 3



	Cisco Secure Services Client 4.0.5
	NEW FEATURES
	Smart Card and Smart Card Reader Enhancements
	Certificate and Credential Enhancements
	Authentication Enhancements

	AVAILABILITY
	ORDERING INFORMATION
	FOR MORE INFORMATION


