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Achieving Business Goals and Enhancing Customer Relationships
with a Secure Guest Access Wi-Fi Network

This paper explains why wireless LANs are the best way to enable a guest network and describes how to enable guest
networks without compromising internal security.

SUMMARY

Many enterprises are interested in providing actesise Internet for their partners, vendors, cétasts, or other visitors while maintaining
security of their own wireless and wired networkssisting visitors with access to IT resources wlliley are on the premises can have many
benefits. For some enterprises, providing acce$b tesources is a simple extension of hospitatityisitors—an assumed service, much like
providing coffee. For other enterprises, providingest access is crucial to business goals and wimgréhe bottom line. Examples of some
useful applications of guest access in differevirenments include:

« Education and hospitality— Making a research or conference center more #tiesio prospective customers

¢ Retail, healthcar e, and gover nment—Allowing suppliers and vendors to automatically agpdinventory positions or place refill orders
while on the premises in order to minimize stoctrtiges

« Retail—Increasing customer loyalty and/or spend per visit
« Enterpriss—Enabling consultants to complete audits more effity

Whatever the business reason for guest accesstiiital to maintain the security of your entegarias you implement guest networks.
Your implementation and security goals should idelthe following:

« Ensure that guests have access only to the Interoeto internal resources.

¢ Create no additional burden for IT administratergndividually authorize users.

¢ Use existing infrastructure.

« Ensure that internal users and applications haieeifyrover guest users.

« Monitor use of the network and prohibit servicesadocation or per-user basis, as required.

This paper discusses how you can quickly and sicimstall guest access networks using the Cishuified Wireless Network.

THE CHALLENGES OF GUEST NETWORK IMPLEMENTATION THROUGH A WIRED NETWORK

Providing guest services over a wired network aagegsignificant challenges. For larger enterpiiisgerticular, what seems like a simple request
to provide Internet access can turn into a majaindof resources and time. To maintain internapooaite network security, guest traffic must be
restricted to the appropriate subnet and VLAN. Régaration of the access switches that serve cenfe rooms, offices, and cubicles where the
network is needed can involve many IT staff holrsaddition, providing a wired network connecti@nsbome places within the enterprise may be
very expensive or not feasible. Bringing wired asc® auditoriums and large conference rooms ticpéarly challenging as the rooms have not
typically been designed to bring Ethernet cablmegdch seat.
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WIRELESS LANS AND GUEST SERVICES: NATURAL PARTNERS

Wireless LANs provide a much simpler method of d#ling guest services. The obvious benefit fordagpen spaces such as auditoriums, board
rooms, and conference rooms is that wireless nésiwao not require expensive and unsightly cablingsito each seat. Mounting an access point
provides ubiquitous access throughout the covenaege

A second major benefit is the significant reductiiohT time and resources for network reconfiguoatiThe Cisco Unified Wireless Network
architecture uses wireless LAN controllers to calite configuration and management of the accesgpdVith this architecture, VLAN and
subnet configuration need to occur only at the s&switch that the controller is connected to. fEseilt is a dramatic reduction in time to
reconfigure the network. Consider, for examplegrge enterprise that requires 300 access poimvier all the areas where the guest network
will be available. Using the Cisco Wireless Sersitdodule (WiSM), which can manage 300 access paimiy one module will need to be
configured to route guest traffic to the approgristibnet and VLAN.

SECURELY IMPLEMENTING A GUEST ACCESS NETWORK

One of the great benefits of wireless LANs is h@syeit is for clients to connect. Most access oghiip with default settings that allow anyone
with a compatible Wi-Fi client to gain access te ttetwork. This is a boon to administrators whaxdbhave the resources to individually set
up IP networking for each guest network user. Hawgethis same ease of connectivity is not apprépfiar the enterprise wireless LAN, where
internal network resources must be protected amgtivacy of over-the-air communications maintainedhe past, the only solution would
have been a redundant infrastructure for the guetstork.

To allow multiple user groups to use the same stfteture, the Cisco Unified Wireless Network eeahlp to 16 independent wireless LANSs.
Each wireless LAN is defined by a unique networknagService Set Identifier or SSID), security, apudlity of service (QoS) setting. Thus, the
administrator can define separate SSIDS for diffevser groups. As an example, the SSID “guesthirtig created for visitors who want wireless
Internet access. Another SSID named “corp” coulddteup for employees, while a third named “shigpmight be established for business-
specific devices, such as bar code scanners.

Furthermore, each wireless LAN can be directeddpegific virtual LAN, ensuring that only the nesas resources are available to the users of
that wireless LAN. Additionally, administrators caet the SSIDs to broadcast or not broadcasteatdfscretion. This allows for an additional
level of security. If the guest network SSID is tirdy one broadcast, unauthorized users may maker fattempts to access the internal, private
wireless LANs. To increase security, the Cisco lgdifWireless Network ensures that all clients gaicess within a certain number of attempts
as set by the administrator. Should a client tagjain access within that limit, it is automatigagikcluded (blocked from access) until the
administrator-set timer expires. Table 1 illustsatew multiple WLANs might be configured. Figurstows an example topology using

VLANSs and 802.1q trunking to isolate guest netwisffic.

Table 1. Configuring Multiple WLANs

Network Name (SSID) Purpose Broadcast SSID? VLAN Port  Security

corp Internal, private network for employees No 20 WPA2

shipping Internal, private network specifically for bar code scanners No 30 WEP

guest Public network for enterprise visitors desiring access to Internet ~ Yes 40 Web
authentication,
open
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Figure 1. An example of how the Cisco Unified Wireless Network can provide secure guest services on the same wireless LAN
infrastructure that employees use through the use of a separate SSID and 802.1q trunking.
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For some enterprises, guest traffic isolation idLAN does not provide a sufficient level of sedyriln this case, the Cisco Unified Wireless
Network can create a Layer 2 tunnel to direct a#sj traffic outside the unsecured network areadontroller dedicated to guest services. As
Figure 2 shows, even remote and branch office gisss can be tunneled to a “guest” wireless LANm@dler, which then applies the appropriate
policies before Internet access is granted. Cotpavaeless use policies are managed by the wig&l&N controller(s) internal to the enterprise.
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Figure 2. An example topology where guest traffic is directed outside the unsecured network area via a Layer 2 tunnel using the
Cisco Unified Wireless Network.
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PROACTIVELY ENSURING SECURITY COMPLIANCE WITH CISCO NAC
Endpoint visibility and control is needed to hefsere that all wired and wireless devices attengpiinaccess a network meet corporate security
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policies. Infected or vulnerable endpoints, whethey are internal corporate devices or guest yseexl to be automatically detected, scanned,
and if necessary, isolated and cleaned.

Network Admission Control (NAC) is a set of techogiles and solutions built on an industry initiatied by Cisco SysterfisNAC uses the

network infrastructure to enforce security poliompliance on all devices seeking to access netammputing resources, thereby limiting damage
from emerging security threats such as virusesmspand spyware. Customers using NAC can allow ort@ccess only to compliant and trusted
endpoint devices and can restrict the access afampliant devices. NAC is an important part of @isco Self-Defending Network, a strategy to
dramatically improve the network’s ability to autatically identify, prevent, and adapt to securitgets.

Both the Cisco NAC Appliance (formerly Cisco Cle&tcess) and the Cisco NAC Framework provide segtiniteat protection for WLANS.
These solutions enforce device security policy danpe when WLAN clients attempt to access the netwThese solutions quarantine
noncompliant WLAN clients and provide remediati@ngces to ensure compliance. Both solutions di ifteroperable with the Cisco
Unified Wireless Network. Figure 3 illustrates tR&C Appliance architecture for the Cisco Unified rdless Network. Figure 4 illustrates
the NAC Framework architecture.
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Figure 3. NAC Appliance Architecture for Cisco Unified Wireless Network
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Figure 4. NAC Framework Architecture for Cisco Unified Wireless Network
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MANAGING ACCESS TO THE GUEST ACCESS NETWORK

The ability to manage access to the guest netvearkportant to many enterprises for the sake ofsparency and also for legal reasons. To
monitor use, a captive portal capability can bétlitio the Cisco Unified Wireless Network. The tap portal redirects the user’s browser
window to a specified address when the user fiiss to access the Internet. This specific addressthen contain additional information for
the guest. For enterprises that need a higher édwasibility into guest network use, usernamed passwords can be required. When users
launch a browser, they may be requested to prdegia information if the IT organization wishestrack each individual. In addition, terms
and conditions may be presented to grant Intemtss. Figure 5 illustrates a sample authorizdtigim webpage for a guest network that
includes an authentication challenge and termscanditions of use.
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Figure 5. Web Login Page Presented to Guest Network Users Before Internet Access
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MONITORING USE OF THE GUEST ACCESS NETWORK
You can monitor guest network use through the Cifamless Control System (WCS). The Cisco WCS ptesia rich selection of client statistics
that you can use to monitor guest network usagadyttition to displaying a summary of all clientsg tCisco WCS can present:

¢ Client use by time

» Client use by access point

¢ Client type by protocol and authentication
« Top five access points by client use
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You can use the Cisco WCS to look up clients aed turrent location (Figure 6).

Figure 6. Real-Time Client Location Display on the Cisco Wireless Control System
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PRIORITIZING ACCESS TO THE WIRELESS LAN

Guest use of the wireless LAN can be prioritizelblvethat of other enterprise users. The Cisco @difiVireless Network offers individual quality

of service (QoS) prioritization for each wireles&NL Four levels are available: platinum (voice)ldy¢video), silver (best-effort), and bronze
(background). As an example, voice over wireles$llafpplications can be prioritized at the platinawel, enterprise data traffic at the silver level,
and guest network traffic at the bronze level. ®risures that critical enterprise applications asts have a higher QoS when the network is more
heavily used.

CONCLUSION

Guest networks can used for many purposes—from einftaan enterprise’s bottom line to providing haaiity to visitors. In all cases, the
enterprise will want to ensure that the guest netwloes not compromise enterprise security noreeaudrain on IT resources. The Cisco Unified
Wireless Network makes it easy to accomplish tigesds. Multiple wireless LANs on each access p@ath with their own security and QoS
setting, enable the enterprise to use a single Witfidstructure to meet internal, private wirelaseds as well as to provide an open guest
network. To manage the access that you provides udeéhe guest network, you have a range of optifsom allowing guest users to simply
connect to the open network, to using a captivéapto redirect them to an authorization login paflit ok?]] The Cisco WCS allows detailed
monitoring of client network use, including precieeation tracking. Finally, QoS settings allow ytouprioritize enterprise applications and users
over guest network users to ensure that your iatdmasiness goals are achieved.
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