Cisco SYSTEMS

Product Bulletin No. 3209

Cisco Unified Wireless Network Software Release 3.2

Cisco Systenfsannounces the availability of CiSconified Wireless Network Software Release 3.2 sTlease contains new features, as well as
support for the features delivered in Cisco Ceiziedl Wireless LAN Software Release 3.1. This softwalease provides support for the following
new features:

« Cisco Cataly$t6500 Series Wireless Services Module (WiSM)

¢ Cisco Wireless LAN Controller Module (WLCM) for iegrated services routers
« Wireless mesh enhancements to Cisco Wireless G@ystem (WCS)

« Cisco 2700 Series Wireless Location Appliance enbarents

¢ Multicast performance enhancements

« Link aggregation for the Cisco 4400 Series anddiseo WiSM

¢ Layer 3 QoS packet-marking enhancements

» Guest tunnel origination for Cisco 2000 Series l@gs LAN controllers
« Cisco WCS serviceability improvements

« Static and dynamic Wired Equivalent Privacy (WER}loe same WLAN
¢ Configurable DHCP Proxy

« VPN Termination Module for the 4400 Series wireleAdN controller

« Regulatory domain updates

NEW FEATURES

The following new features are included in Ciscdfléd Wireless Network Software Release 3.2. THeatures are supported by Cisco Airénet
lightweight access points, Cisco wireless LAN coltrs, Cisco 2700 Series wireless location appkanand the Cisco Wireless Control
System (WCS).

Cisco Catalyst 6500 Wireless Services Module (WiSM)
Cisco Unified Wireless Network Software Release@@ides support for the new Cisco Wireless Ses/idodule (WiSM) for the Cisco Catalyst
6500 Series. For more information, visittp://www.cisco.com/en/US/products/ps6526/indarlht

WirelessLAN Controllers Supported: Cisco WiSM

Access Points Supported: Cisco Aironet 1000, 1130, 1230, 1240, and 150@sdightweight access points
Management Interfaces Supported: Cisco WCS, controller web user interface, commiaralinterface
Cisco Wireless LAN Controller Module (WLCM) for Integrated Services Routers

Cisco Unified Wireless Network Software Release@@ides support for the new Cisco Wireless LANEoller Module (WLCM) for integrated
services routers. For more information, vibiitp://www.cisco.com/en/US/products/ps6730/indaxlht

WirelessLAN Controllers Supported: Cisco WLCM for integrated services routers
Access Points Supported: Cisco Aironet 1000, 1130, 1230, 1240, and 150@sdightweight access points
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Management Interfaces Supported: Cisco WCS, controller web user interface, commamelinterface

Wireless Mesh Enhancements to Cisco WCS
With the addition of wireless mesh access pointhéoCisco Aironet product portfolio, Cisco WCS nimeludes tools to help manage and
troubleshoot wireless mesh deployments. Examplésese enhancements are shown in Figures 1-4.

« Mesh topology maps that graphically depict meslesepoint location, access point status, and nigshype and state

Figure 1. Mesh Topology Maps
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* Mesh statistics, including parent, child, and nbghrelationships

Figure 2. Mesh Statistics

« Mesh link details, including historical informati@m uplink signal-to-noise ratio (SNR), downlink BNcombined link SNR, and transmitted and
received packet counts
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Figure 3. Mesh Link Details
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« Historical mesh routing information, including ufiasted and adjusted metrics

Figure 4. Historical Mesh Routing Information
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Benefits of Wireless Mesh Enhancements to Cisco WCS
* Eases management and troubleshooting of wirelesk deployments

WirelessLAN Controllers Supported: Not applicable
Access Points Supported: Cisco Aironet 1500 Series lightweight access points

Management Interfaces Supported: Cisco WCS

Cisco 2700 Series Wireless Location Appliance Enhancements
Cisco Unified Wireless Network Software Release@Bdides significant enhancements to the Ciscd®Z@ries Wireless Location Appliance:

¢ Location-Based Alerts
This feature provides the ability to proactivelypgeavent notifications from Cisco 2700 Series veigsllocation appliances when one of the
following events occurs:
— Zone detection—An endpoint enters or exits a sptifirea
— Absence detection—An endpoint becomes undetectgiteeh802.11 network after a specified time intérva
— Movement detection—An endpoint moves beyond a sipedidndmark on the floor
« Automatic Synchronization of the Cisco 2700 Series Wireless L ocation Appliance with Cisco WCS
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This feature gives the system the ability to autiically synchronize any configuration changes maé¢he Cisco WCS to the Cisco 2700 Series
Wireless Location Appliance, and vice-versa. Untilv, the WCS and the wireless location applianezled to be synchronized manually via the
user interface. If the two are not synchronizesi)és can result, including elements not being é@ak the wrong location information being
calculated. With this feature, customers can magdifications to the maps and access point positigtteout having to remember to synchronize
the configuration. Synchronization will occur when:

— Elements have been modified in Cisco WCS (push)
— Elements have been modified in the Cisco 2700 S#¥iieeless Location Appliance (pull)
— Elements exist in the Cisco 2700 Series Wirelessation Appliance but not yet in Cisco WCS (the aspac policy will pull these)

Additionally, alarms will be generated in Cisco W@® elements that are out of sync with a Cisco®3éries Wireless Location Appliance.
« Ease of Image I nstallation

This feature provides customers with the abilitynstall a complete system from a single 1SO filattcontains both the operating system and the
Cisco 2700 Series Wireless Location Appliance image

Benefits of Wireless Location Appliance Enhancements
» Location-based alerts enable proactive enforcewfenusiness policies correlated with location camates and time

« Improvements in the way configuration changes maeked and synchronized between the Cisco WCShen@isco 2700 Series Wireless
Location Appliance

« Ease of installation and maintenance of the Cig@0XSeries Wireless Location Appliance

WirelessLAN Controllers Supported: Not applicable
Access Points Supported: Not applicable
Management I nterfaces Supported: Cisco WCS

Multicast Performance Enhancements

In Release 3.2, the multicast performance of tleeCUnified Wireless Network has been significamfhgimized. This enables high-bandwidth
multicast applications, such as Cisco IPTT¥6 work over wireless networks.

Prior to this release, each multicast frame reckbsethe controller was unicast over the Lightweigbcess Point Protocol (LWAPP) tunnel to
each of the access points connected to it, as shelew in Figure 5.

Figure 5. Original Multicast Forwarding Mechanism
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Therefore, depending on the platform, the contralleuld need to generate up to 300 copies of eadtiaast packet. This mechanism is

inefficient, placing a large processing burdentmndontroller and flooding the network with a largember of packets.

Release 3.2 introduces a more efficient way ofveeiing multicast traffic from the controller to thecess points. Instead of unicasting each
multicast packet over the LWAPP tunnel to each sspeint, an LWAPP multicast group is used to @elthe multicast packet to each access
point. This works as follows:

1.

2.

3.

When an access point boots up, it issues an Int€reip Management Protocol (IGMP) join requegbto the LWAPP multicast group
When the controller receives a multicast packetaitsmits the packet to the LWAPP multicast greiapthe management interface

The network delivers the multicast packet to eddhe access points that have joined the LWAPP inast group, replicating the packet along
the way as needed (Figure 6)

Figure 6. Enhanced Multicast Forwarding Mechanism
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In order for this to work, the network between tloatroller and the access points must be multieaabled. To accommodate networks that do not
support multicast, the controller will continuesiopport the original multicast forwarding mechani3ine system administrator, through a

configuration option, will be able to choose betwéiee two mechanisms.

Notes on Multicast Performance

To use the multicast performance enhancementsyitbéess LAN controller must operate in Layer 3 L\RA Mode.

If the network between the controller and accesstpaonsists of multiple Layer 3 subnets, a ma#itcouting protocol such as Protocol-
Independent Multicast (PIM) must be enabled.

The multicast address used for the LWAPP multigastip is configurable on the system. The contralt®wvnloads the LWAPP multicast group
address to the LWAPP access points during thegainess. If the administrator changes the multigestp, the access points are informed of
the change, and will leave the old group addredgain the new group address.

All controllers in the same cluster (mobility grgupust use the same multicast address for the LWiBIEcast group.

All multicast packets are sent out at the lowess Qavel.

Multicast traffic on a WLAN is transmitted by evesigcess point, even if that access point has ratsliassociated with it that have requested the
multicast traffic (i.e. no IGMP snooping).

The access points use IGMPVL1 to join the LWAPP icast group.

In a mobility event (a client moves from an acgasisit on their anchor controller to an access poina foreign controller), the client can only
receive multicast packets if one of the followirappens:
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— The foreign controller has connectivity to the sarhé\N that the client is on. In this case, the figrecontroller will become the anchor
controller for the client, and the client will comte to receive the multicast stream.
— Another client on the foreign controller that isttve same WLAN as the roaming client is alreadgirgéng the same multicast stream.

« All controllers attached to the same VLAN will foawd the same multicast packet to the LWAPP multigesup. This will result in multiple
copies of the multicast packet being sent to theAlPR multicast group. However, access points wily grick up the multicast packet that was
sourced from the controller they are currently gairio; the other copies are discarded. Therefailg,ane copy of the multicast packet will be
transmitted over the air to wireless clients.

« The multicast performance enhancements are ndablabn Cisco 4100 Series wireless LAN contro]léisespace 4000 Series wireless
switches, and Airespace 4100 Series wireless LANiapces.

Benefits of Multicast Performance Improvements
« Improved multicast performance enables high-banthwiculticast applications, such as Cisco IP/T\ytirk over wireless networks

« Multicast packet replication occurs only at poiimishe network where it is required, saving wiredwork bandwidth

WirelessLAN Controllers Supported: Cisco 2000 and 4400 series wireless LAN contrgll€isco WiSM; Cisco WLCM for integrated
services routers

Access Points Supported: Cisco Aironet 1000, 1130, 1230, 1240, and 150@sdightweight access points

Management Interfaces Supported: Cisco WCS, controller web user interface, commarainterface

Link Aggregation for the Cisco 4400 Series and the Cisco WiSM

Link aggregation is an effective way to createghkspeed connection between Cisco 4400 Seriesesg@lAN controllers and the network
infrastructure. Link aggregation allows load shgrir traffic among the links in the channel, ashaslredundancy if one or more links in the
channel fails. Configuration and design is alsopdified—only a single AP-Manager interface is regdir backup interfaces are not required, and
the total bandwidth of the link aggregation buridlavailable to all interfaces.

Link aggregation uses Cisco EtherChafinelcombine all four physical Ethernet ports onisc@ 4404 Wireless LAN Controller (or two on a 4402
into one logical channel, called a link aggregatiomdle. See Figures 7 and 8 below.

Figure 7. Link Aggregation on the Cisco 4402
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Figure 8. Link Aggregation on the Cisco 4404
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Link aggregation is also used on the Cisco Cat@g80 Series WiSM. The WiSM consists of two Cisd04 Wireless LAN Controller
subsystems; the four gigabit links for each of4464 subsystems are aggregated, as shown in theeFg

Figure 9. Link Aggregation on the Cisco WiSM
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Note that link aggregation is enabled by defaultt@enCisco WiSM and cannot be disabled.

Notes on Link Aggregation
« Any change to the link aggregation configuratiotl vequire the system to be rebooted.

* When link aggregation is enabled, existing intezfaare modified as follows:
— The management interface is moved to the link agaien port.
— The static AP-Manager interface is moved to thk siggregation port. All dynamic AP-Manager intega@re removed from the system.
— All VLAN-tagged dynamic interfaces are moved to limk aggregation port. Any untagged interfacesraraoved from the system.
* When link aggregation is disabled, existing inteefaare modified as follows:
— The management interface is moved to Port 1
— The static AP-Manager interface is moved to Port 1
— All dynamic interfaces are moved to Port 1
* The mechanism used to load-balance traffic actustiriks is determined by the Ethernet switch thetoller connects to. The controller simply

sends a packet out on the same port that it regé¢haepacket on. For example, if an LWAPP packanfan access point enters the controller on
physical Port 1, the controller will remove the L\RR wrapper, process the packet, and forward it tattke network on physical Port 1.

« Link aggregation is enabled by default on the CM&8M and cannot be disabled.

Benefits of Link Aggregation

¢ Link Redundancy—Any single link in the bundle can go down and iaffill automatically migrate to the other linkssAong as at least one of
the physical links is functioning, the system remsdunctional; access points remain connectedg®witch and data service for users continues
uninterrupted.

« Eliminatesthe Complexity of Configuring Primary and Backup Portsfor the Management and Dynamic I nterfaces—Link failure
protection is an inherent part of the link aggregabundle and does not need to be configured éynétwork manager.

« Simplified Configuration—Eliminates the need for multiple AP-Manager inteefs; only a single AP-Manager interface needs todfi@ed for
the system.

« Simplified Network Design—No traffic engineering is needed to ensure distiilvuof traffic across the multiple physical in&egs; the
aggregate bandwidth of the link aggregation burgvailable to all logical interfaces on the coliér.
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WirelessLAN Controllers Supported: Cisco 4400 Series wireless LAN controllers; Cig¢isM
Access Points Supported: Not applicable

Management Interfaces Supported: Cisco WCS, controller web user interface, commamelihterface

Layer 3 QoS Packet Marking Enhancements

This feature adds support for Layer 3 IP Differatetd Services Code Point (DSCP) marking of padezis by wireless LAN controllers and
lightweight access points. It also enhances howsscpoints use this Layer 3 information to enshaé ppackets receive the correct over-the-air
prioritization from the access point to the wireleient.

In the centralized wireless LAN architecture, waésd LAN data is tunneled between the access poihthe wireless LAN controller via LWAPP.
In order to maintain the original QoS classificatacross this tunnel, the QoS settings of the esutafed data packet must be appropriately mapped
to the Layer 2 (802.1p) and Layer 3 (IP DSCP) fadfithe outer tunnel packet. See Figure 10.

Figure 10. Mapping of QoS Packet Markings
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For example, when 802.11e traffic is sent by a WLARNt, it will have a User Priority (UP) classifition in its frame. The access point needs to
map this 802.11e classification into a DSCP vatugHe LWAPP packet carrying the frame to ensuat tie packet is given the appropriate
priority on its way to the wireless LAN controllek.similar process needs to occur on the wirelesN controller for LWAPP packets going to the
access point. Also needed is a mechanism to gfasaffic on both the access point and the wirelesN controller for non-802.11e clients, so that
their LWAPP packets can also be given the apprtgppgority.
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Table 1 details the various mappings that occup&mkets. Any translations that occur are defimedable 2.

Table 1. QoS Packet Marking Mappings
# From To UP (802.1p/802.11¢) IP DSCP
1 Controller Access Point Translate the DSCP value of the incoming packet to Copy the DSCP value from the incoming
the AVVID 802.1p UP value. packet.
2 Access Point  Wireless Client ~ WMM Client: Translate the DSCP value of the N/A (original DSCP value is preserved)
incoming LWAPP packet to the 802.11e UP value.
Police the value to ensure it does not exceed the
maximum value allowed for the WLAN QoS policy
assigned to that client. Place packet in the 802.11 Tx
queue appropriate for the UP value.
Regular client: Place packet in the default 802.11 Tx
queue for the WLAN QoS policy assigned to that
client.
3 Access Point  Controller N/A (access points do not support 802.1Q / 802.1p WMM Client: Police the 802.11e UP value to
tags) ensure it does not exceed the maximum value
allowed for the QoS policy assigned to that
client; translate the value to the DSCP value.
Regular Client: Use the 802.11e UP value for
the QoS policy assigned to that client; translate
the value to the DSCP value.
4 Controller Ethernet Translate the DSCP value of the incoming LWAPP N/A (original DSCP value is preserved)
Switch packet to the 802.1p UP value.

Table 2 provides the translations that occur betvd2.11e/802.1p UP values and IP DSCP values.uBedaisco AVVID (Architecture for Voice,
Video and Integrated Data) defines the transldtiom 802.1 UP to IP DSCP, and the IEEE definediiuaslation from IP DSCP to 802.11e UP,
two different sets of translations must be used.

Table 2. QoS Packet Marking Translations
Cisco AVVID 802.1p Cisco AVVID Cisco AVVID IEEE 802.11e UP  Notes
UP-Based Traffic Type IP DSCP 802.1p UP
Network Control - 7 - Reserved for network control only
Inter-Network Control 48 6 7 (AC_VO) LWAPP control
Voice 46 (EF) 5 6 (AC_VO) Controller: Platinum QoS profile
Video 34 (AF41) 4 5 (AC_VI) Controller: Gold QoS profile
Voice Control 26 (AF31) 3 4 (AC_VI) -
Best Effort 0 (BE) 0 3 (AC_BE) Controller: Silver QoS profile
0 (AC_BE) -
Background (Cisco AVVID Gold Background) 18 (AF21) 2 2 (AC_BK) -
Background (Cisco AVVID Silver 10 (AF11) 1 1 (AC_BK) Controller: Bronze QoS profile.

Background)
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Notes on Layer 3 QoS Packet Marking Enhancements
¢ Layer 3 QoS is not supported when using Layer 2 IRRA802.1p tagging must be used for QoS markimgsoire that packets receive the
proper level of QoS.

* The Layer 3 QoS packet marking translations areanfigurable.

Benefits of Layer 3 QoS Packet-Marking Enhancements
¢ Ensures that packets receive the proper QoS hgniilbm end to end.
« Policing of 802.11e UP / 802.1p and IP DSCP vakresires that wireless endpoints conform to net@m® policies.

WirelessLAN Controllers Supported: Cisco 2000, 4100, and 4400 Series wireless LANrotiats; Cisco WiSM; Cisco WLCM for integrated
services routers; Airespace 3500, 4000, and 4166sSgireless LAN controllers

Access Points Supported: Cisco Aironet 1000, 1130, 1230, 1240, and 150@sdightweight access points

Management Interfaces Supported: Not applicable

Guest Tunnel Origination for Cisco 2000 Series Wireless LAN Controllers

The Guest Tunneling feature was first introduce@isco Unified Wireless Network Software Releaseahd provides additional security for
guest-user access to the corporate wireless networka complete description of the Guest Tunnél@agure, refer to the Cisco Unified Wireless
Network Software Release 3.0 Product Bullekiti(://www.cisco.com/en/US/products/ps6366/prodletim0900aecd802d2742.himin Release
3.0, this feature was not available on Cisco 2060eS wireless LAN controllers. Release 3.2 adgpestt for the Cisco 2000 Series to originate
guest tunnels. This capability is also availablé¢t@nCisco WLCM for integrated services routersitese platforms are typically deployed in

remote offices, the ability to originate guest talsrfrom these controllers to a guest controllehenDMZ provides a flexible and secure way to
provide guest access in remote offices.
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Figure 11. Guest Tunneling for Cisco 2000 Series Wireless LAN Controller
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Notes on Guest Tunnel Origination for the Cisco 2000 Series

The guest user’s IP address is administered frenDtiZ.

All user traffic is transported over an Etherne¢iolP (EolP) tunnel between the regular wirelesdlladntroller and the virtual anchor wireless
LAN controller, which acts as an anchor as thentllmoves around the network.

Mobility is supported as a client device roams lestwwireless LAN controllers.
Each virtual anchor controller can support 40 tdsfrem various “inside” controllers. These tunnate established from each controller for
each SSID using a virtual anchor, meaning that n@insiess clients can ride the tunnel.

Cisco 2000 Series wireless LAN controllers and WLCddnnot terminate guest tunnels and therefor@atibe virtual anchor controllers; these
controllers can only originate guest tunnels.

Benefits of the Cisco 2000 Series Guest Tunnel Origination Feature

For customers with remote sites using Cisco 200@Swireless LAN controllers or Cisco WLCMs fotégrated services routers, it is now
possible to use the Guest Tunneling feature toigeo&dditional security for guest-user access ¢écctirporate wireless network.

WirelessLAN Controllers Supported: Cisco 2000 Series wireless LAN controllers; Ci¥¢bCM for integrated services routers; Airespace50
Series wireless LAN controllers (already supporadCisco 4100 and 4400 Series; Cisco WiSM; andspimee 4000 and 4100 Series)

Access Points Supported: Not applicable.

Management Interfaces Supported: Cisco WCS, controller web user interface, commamelihterface
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Cisco WCS Serviceability Improvements
The following serviceability improvements have beeade to Cisco WCS:

Enable the user to schedule automatic backups

« Backups can be run while the server is runningdiedts are logged in

« Run a backup or restore operation via both the &1dlthe command line interface
Cisco WCS backup file is now a single, compresged f

¢ The Linux version of Cisco WCS can now be instalisch service

Benefits of Cisco WCS Serviceability Improvements
< Ability for network administrators to automaticallyn backups during off-peak hours

« Backups can be run without affecting any usersnieat be actively using Cisco WCS
< Ability to have a single compressed backup fileluang file transfer time, saving disk space, arakimg it easier to manage backup files
« Easier installation on Linux systems

Wireless LAN Controllers Supported: Not applicable
Access Points Supported: Not applicable

Management I nterfaces Supported: Cisco WCS

Static and Dynamic WEP on the Same WLAN
In previous releases of Cisco Unified Wireless NetwSoftware, static and dynamic WEP could not $eduon the same WLAN. Separate WLANs
had to be configured, one for static WEP and oneljoamic WEP. In Release 3.2, static and dynamidWan be used on the same WLAN.

Benefits of Static and Dynamic WEP on the Same WLAN
« More flexible options for deploying secure WLANs

WirelessLAN Controllers Supported: Cisco 2000, 4100, and 4400 Series wireless LANrotiats; Cisco WiSM; Cisco WLCM for integrated
services routers; Airespace 3500, 4000, and 41@66sSgireless LAN controllers

Access Points Supported: Cisco Aironet 1000, 1130, 1230, 1240, and 150@sdightweight access points

M anagement Interfaces Supported: Cisco WCS, controller web user interface, commamealihterface

Configurable DHCP Proxy

The DHCP Proxy function on the WLAN controller caow be configured to work like a standard DHCPyelhe standard DHCP Proxy function
modifies certain fields, such as the DHCP Serventifier, which caused some client to not work gy By configuring the DHCP Proxy to
work as a standard DHCP relay, these clients wilv mork properly.

Benefits of Configurable DHCP Proxy
¢ Clients depending on standard DHCP relay will noavkaproperly with the WLAN controller.

WirelessLAN Controllers Supported: Cisco 2000, 4100, and 4400 Series wireless LAMrodlers; Cisco WiSM; Cisco WLCM for integrated
services routers; Airespace 3500, 4000, and 416i6sSgireless LAN controllers

Access Points Supported: Not applicable
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Management Interfaces Supported: command line interface

VPN Termination Module for the 4400 Series Wireless LAN Controller

A VPN termination hardware module (AIR-VPN-4400-K9s being released for the 4400 Series wirelesN kcAntrollers. As with the VPN
termination module available today for the 4100e&ewireless LAN controllers, this module enables 4400 Series wireless LAN controller to
terminate VPN client sessions directly on the caligr. The module features the following capalskti

« Support for one VPN termination module on the 440%] support for one or two VPN termination modulaghe 4404
— If two modules are installed, clients are autonadiiydoad balanced across the two modules (appdicabthe 4404 only).
¢ Support for up to 1000 client VPN sessions per ne{imaximum of 2000 client VPN sessions for a 44t two modules)
« Up to 1 Gbps of encryption / decryption per moduateximum of 2 Gbps for a 4404 with two modules)
« Support for the following IPsec clients: Cisco VEhNent, NetScreen Remote, SSH Sentinel, Movian,@pdnswan

Notes
« The 4400 VPN termination module (AS-VPN-4400-K9spidifferent physical form factor than the 4400\Viermination module
(AS-VPN-4100-K9=) — the two modules are not intemgeable.

e L2TP is not supported on the 4400 VPN terminati@mduaie. L2TP is supported on the 4100 VPN termimatimdule

Benefits of VPN Termination Module for the 4400 i8swireless LAN controller:

« Termination of VPN sessions directly on the coméroénables client traffic to enter the corporatéwork as close the edge as possible
¢ Support for a second VPN termination module ondi#h@4 enables scaling of VPN termination traffic
« Support for a variety of IPsec clients providesifiée deployment options

WirelessLAN Controllers Supported: Cisco 4400 Series wireless LAN controllers
Access Points Supported: Not applicable

Management Interfaces Supported: Cisco WCS, controller web user interface, commiaralinterface

Regulatory Domain Updates
International regulatory requirements are consgasithnging. To stay up-to-date on these changedptlowing regulatory domain updates are
included in Cisco Unified Wireless Network Softwételease 3.2:

< Addition of the —P regulatory domain to support tieev 802.11a channel and power settings for Jaganfollowing combinations of access
points are permitted:

— All new —P access points; country code JP2—The sysatifl fully support both the UNII 1 and the UNII¢hanges in the new frequency
plan, as well as the normal 2.4-GHz channels.

— Mix of older “blank” and —J access points; courtogde JP—AIl access points work using the legacyuieeqy plan for 5 GHz, as well as
the normal 2.4-GHz channels.

— Mix of older “blank”, —=J, and —P access points; oy code JP—AIl access points to be operationaférGHz channels, but only the
“blank” and —J access points are operational fGiH& providing, support for the unshifted UNII 1 cimels only. The —P access points will
not be operational in the 5-GHz band in this opegatnode.

— Mix of older “blank”, —J, and —P access points; iy code JP2—All access points to be operationa2 #-GHz channels, but only the —
P access points operational for 5 GHz, providirngpsut for the shifted UNII 1 channels as well as tiew UNII 2 channels.
» Addition of the —K regulatory domain, which addgpart for 802.11a in Korea
« Modification of the —I regulatory domain to add popt for 802.11a
« Modification of the country Malaysia to permit 802a
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« Addition of Argentina to the list of configurablewntry codes on the wireless LAN controller
< Addition of Brazil to the list of configurable cotip codes on the wireless LAN controller
Benefits of these regulatory domain updates include

« Ability to use the new 802.11a frequencies thatrene available in Japan
< Ability to use 802.11a in South Korea, Israel, Malaysia
« Ability to use Cisco WLANSs using lightweight accqssints in Argentina and Brazil

WirelessLAN Controllers Supported: Cisco 2000, 4100, and 4400 Series wireless LANrotlars; Cisco WiSM; Cisco WLCM for integrated
services routers; Airespace 3500, 4000, and 416i6sSgireless LAN controllers

Access Points Supported: Cisco Aironet 1000, 1130, 1230, 1240, and 1500eSdightweight access points
Management Interfaces Supported: Cisco WCS, controller web user interface, commamelihterface

DOWNLOAD THE NEW SOFTWARE FOR THIS RELEASE

Download Cisco Unified Wireless Network Softwarddese 3.2 from th€isco Wireless Software Display Tahles

RELATED INFORMATION

For more information about Cisco wireless LAN protd visit: http://www.cisco.com/go/securewireless

For more information about the Cisco Unified WissddNetwork, visithttp://www.cisco.com/go/integratedwireless

For more information about wireless security, visitp://www.cisco.com/go/aironet/security
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