Cisco SYSTEMS

Q&A

Cisco Catalyst 3750G Integrated Wireless LAN Controller

OVERVIEW

Q. What is the CiscbCatalyst 3750G Integrated Wireless LAN Controller?

A. The Cisco Catalyst 3750G Integrated Wireless LAMt@ller is a Cisco 4400 Series Wireless LAN (WLAGOnNtroller integrated into the
Cisco Catalyst 3750G switch. It works in conjunatigith Cisco Aironet Series lightweight access points, the Cisco Wéselgontrol System
(WCS), and the Cisco Wireless Location Appliancdebver a highly secure and unified wireless soluthat supports mission-critical wireless
data, voice, and video applications.

Q. Is the Cisco Catalyst 3750G Integrated Wireless L@dtroller part of the Cisco Wireless LAN Conteslproduct line?
A. Yes. The Cisco Wireless LAN Controller product lmeo includes Cisco 2000, and 4400 series wiréladscontrollers as well as the Cisco
Wireless LAN Controller Module for Cisco Integrat8drvices Routers and Wireless Services Modul€iero Catalyst 6500 Series Switches.

Q. Does the Cisco Catalyst 3750G Integrated Wireldsd Controller support the Cisco Unified WirelesstiNerk?
A. Yes. The Cisco Catalyst 3750G Integrated WirelesH IController is a component of the Cisco Unifiedri#less Network.

TheCisco Unified Wireless Networis the industry’s first unified wired and wirelesslution to cost-effectively address the WLAN gs#gu

deployment, management, and control issues facitegprises. This powerful solution combines the lpésments of wireless and wired

networking to deliver scalable, manageable, antlfigecure WLANSs with a low total cost of ownershipincludes innovative RF capabilities that
enable real-time access to core business applisatiod provides proven enterprise-class highlyrsemnnectivity. The Cisco Unified Wireless
Network delivers for wireless LANS the level of géty, scalability, reliability, ease of deploymeand management that organizations expect from
their wired LANSs.

FEATURES AND BENEFITS
Q. What features are supported by the Cisco CataR&0G Integrated Wireless LAN Controller?
A. The Cisco Catalyst 3750G Integrated Wireless LAMt@aler supports the following features:

« Integrates WLAN controller functions into the higheesiliency stackable Cisco Catalyst 3750G Swdielivering improved operating
efficiency, unparalleled WLAN security, intelligeptotection switching (IPS), RF management, qualftgervice (QoS), and Layer 3 fast secure
roaming

« Intelligent, adaptive real-time RF management &f-sonfiguration, self-healing, and self-optimizeat
« Enterprise reliability for automated recovery fréasilures and mission-critical wireless networks
< Enterprise scalability for business-critical wirsdeservices for deployments of all sizes

» Enterprise-class security with support for Wi-Fiwsety standards and flexible security policiestthiie adaptable to changing corporate
security needs

« Intrusion detection, location, and containmentriesprve the integrity of wireless networks and isisescorporate information

» Mobility management that allows users to roam betwaccess points and across bridged and route@tsuithout requiring changes to the
underlying infrastructure

« Simplified deployment and management with zero-cumétion deployment and intuitive management fategs that provide better visibility
and control of the air space for reduced operatosis

» High performance to support real-time applicatisnsh as voice
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Q. What are the benefits of the Cisco Catalyst 375@€grated Wireless LAN Controller?

A. The Cisco Catalyst 3750G Integrated Wireless LAMt@aler provides the control and reliability tH&tmanagers need to build highly
secure, business-class indoor and outdoor 802 tEless networks. From voice and data services@radibn tracking to wireless mesh networks,
the Cisco Catalyst 3750G Integrated Wireless LAMt@iler enables medium-sized organizations andrprise branch offices to create and
enforce policies that support business-criticaliappons.

Q. What is the scalability of the Cisco Catalyst 370@&grated Wireless LAN Controller?
A. The Cisco Catalyst 3750G Integrated Wireless LAMt@ailer scales to support up to 200 lightweightess points in one logical unit.

Q. Does the Cisco Catalyst 3750G Integrated Wireldsls Controller support the same features as thedA4€0 Series Wireless

LAN Controller?

A. The Cisco Catalyst 3750G Integrated Wireless LAMt@aler supports the same features as the Cis06 &éries Wireless LAN Controller
with the exception of the optional VPN module.

Q. How many Cisco Catalyst 3750G Integrated Wirele&hl IControllers are supported in a stack?
A. Up to four controllers are supported in one stafkio nine switches can be joined together to eraatingle switching unit with a virtual
32-Gbhps stack interconnect.

Q. What is the advantage of deploying the Cisco Cat@y50G Integrated Wireless LAN Controller?

A. Advantages of deploying the Cisco Catalyst 3750@6drated Wireless LAN Controller include investmpritection for existing users of
Cisco 3750G switches with their high availabilitygh security and QoS ability, and additional calitgtof new unified wireless deployments of

up to 200 Cisco Aironet lightweight access pointihviewer controller nodes to manage in the netwbdstly, the Cisco Catalyst 3750G Integrated
Wireless LAN Controller supports a tighter wireddamireless integration.

PRODUCT SPECIFICTIONS
Q. What operating system is used by the Cisco Cat8F50G Integrated Wireless LAN Controller?
A. The Cisco Catalyst 3750G Integrated Wireless LAMt@aller uses the Linux operating system.

Q. What access points are supported by the CiscoyGa&I50G Integrated Wireless LAN Controller?
A. The Cisco Catalyst 3750G Integrated Wireless LAMt@aler supports Cisco Aironet access points ragriightweight Access Point
Protocol (LWAPP).

Q. Does WCS automatically discover the Cisco Cat8%310G Integrated Wireless LAN Controller?
A. No, they have to be manually in the WCS application

Q. Does the Cisco Catalyst 3750G Integrated Wirelésls Controller work with Cisco Aironet access poithat are not LWAPP-enabled?
A. No. The Cisco Catalyst 3750G Integrated Wirelessll@ontroller only works with Cisco Aironet accessirgs running LWAPP or
lightweight access point protocol.

Q. Does the Cisco Catalyst 3750G Integrated Wireldsls Controller have a Fast Ethernet service port?
A. A Fast Ethernet service port like the one on thee€#400 series WLAN controllers is available om @isco Catalyst 3750G Integrated
Wireless LAN Controller.
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Q. What physical interfaces connect the Cisco Cat8yS0G Integrated Wireless LAN Controller to th&astructure?
A. The following interfaces are available:

* 24 Ethernet 10/100/1000 ports with IEEE 802.3af @isto pre-standard power over Ethernet (PoE)
¢ 2 SFP-based Gigabit Ethernet ports

¢ 32-Gbps high-speed stacking bus

¢ Consoleport: RS-232 (DB-9 male, DTE interface)

e Serviceport: RJ-45 (wireless controller configuration conspdet)

Per-port status LEDs: link integrity, disabled, activity, speed, andlfduplex indications
System-status LEDs: system, RPS, and bandwidth-utilization indicagion

What is the available data throughput for the CiGatalyst 3750G Integrated Wireless LAN Controller?
The Cisco Catalyst 3750G Integrated Wireless LAMt@aller has a 2-Gbps interface to the switch.

What is the SKU for the Cisco Catalyst 3750G Ind¢en Wireless LAN Controller?
The SKUs for the Cisco Catalyst 3750G IntegratedeWss LAN Controller are WS-C3750G-24WS-S25 and@8350G-24WS-S50.

Where can the Cisco Catalyst 3750G Integrated 8s2LAN Controller be deployed?
The Cisco Catalyst 3750G Integrated Wireless LAM@aler provides maximum flexibility to deploy awhere in the network from access,

>0 PO PO

to distribution, to collapsed core based upon eustdousiness requirements. Typically, it would bpldyed in the campus wiring closet.

o

SECURITY

Q. Where are the access-point-to-controller commuinicatertificates located on the Cisco Catalyst & B@tegrated Wireless LAN Controller?
A. The certificates for access-point-to-controller coumication are burned into the Cisco Catalyst 375@€grated Wireless LAN Controller
during the manufacturing process and include Ho¢hQisco and Airespace root certificates.

Q. What enterprise security features does the Cistaly®a 3750G Integrated Wireless LAN Controller gap?
A. As part of the Cisco Wireless LAN Controller protlliae, the Cisco Catalyst 3750G Integrated Wirele&N Controller supports the
following enterprise-class security standards aphbilities:

¢ Cisco Network Admission Control (NAC)
¢ 802.11i, Wi-Fi Protected Access (WPA), WPA2, anda&tliEquivalent Privacy (WEP)

« 802.1X using multiple Extensible Authentication x| (EAP) types, including Protected EAP (PEARAP-Transport Layer Security (EAP-
TLS), EAP-Tunneled TLS (EAP-TTLS), and Cisco LEAP

« Rogue access point detection and containment
* Wireless Intrusion Prevention System (IPS)
« Consistent security policy enforcement across aineewireless network

Q. Is control traffic from the Cisco Catalyst 3750Gelgrated Wireless LAN Controller encrypted with Atieed Encryption Standard (AES)?
A. Yes. Similar to the other Cisco wireless LAN colins, the Cisco Catalyst 3750G Integrated WirelesN Controller encrypts control traffic
with AES; data traffic is not encrypted in LWAPP.

Q. What fast secure roaming protocol is supportechiyQisco Catalyst 3750G Integrated Wireless LAN t@iier?
A. Cisco Catalyst 3750G Integrated Wireless LAN Cdigrsupports Proactive Key Caching (PKC), an esi@mto the 802.11i standard and
precursor to the 802.11r standard that facilitataire roaming with AES encryption and RADIUS antivation.
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Q. Does Cisco Catalyst 3750G Integrated Wireless LANMt®Iller support peer-to-peer blocking?
A. Yes. Peer-to-peer blocking is supported by thecC&atalyst 3750G Integrated Wireless LAN Controlédong with all the other software
features of Cisco 4400 Series Wireless LAN Corgrsl|

MANAGEMENT

Q. Can the Cisco Catalyst 3750G Integrated Wirelesh IG®ntroller be managed by the Cisco WCS?

A. Yes. One or more Cisco Catalyst 3750G Integratedtdés LAN Controller’s can be managed by the CIs@S. Each controller has a
unique object identifier (OID) that allows the Qis¢/CS to recognize and distinguish Cisco CatalyS0& Integrated Wireless LAN Controller’s
from each other and from other Cisco wireless LAtoollers.

Q. Does the Cisco Catalyst 3750G Integrated Wirelésls Controller support embedded RF management?

A. Yes. Radio Resource Management (RRM) algorithntbérCisco Catalyst 3750G Integrated Wireless LAMt@ailer and all Cisco wireless
LAN controllers provide embedded RF managementdbtgcts and adapts to changes in the air spaealitime—creating a self-configuring,
self-optimizing, and self-correcting wireless LARwronment. These RF adjustments create the optopalogy for wireless networking in much
the same way that routing protocols compute thefessible topology for IP networks.

REDUNDANCY

Q. What happens if a Cisco Catalyst 3750G Integratéeléés LAN Controller fails?

A. Similar to a cluster of Cisco wireless LAN contes8, if the first controller on the Cisco Catal$360G Integrated Wireless LAN Controller
fails, the access points will fail over to the sedtcisco Catalyst 3750G Integrated Wireless LAN t@aler, or a secondary or tertiary controller,
either in the same stack or a separate contradiepart of the logical group, depending on the retiuncy architecture defined by the IT staff.

Q. Can the Cisco Catalyst 3750G Integrated Wirelesh IG®ntroller be automatically rebooted upon faiture
A. Yesitcan.

Q. Does the Cisco Catalyst 3750G Integrated Wireldsls Controller support access point redundancy?

A. Yes, the Cisco Catalyst 3750G Integrated Wireles IController supports access point redundancgnlficcess point fails, the Cisco
Catalyst 3750G Integrated Wireless LAN Controlletamnatically increases power on the neighboringsepoints to compensate and provide
coverage.

DEPLOYMENT

Q. What are the steps required to deploy a Cisco @tar50G Integrated Wireless LAN Controller?

A. For detailed steps required to deploy the Ciscalgsit 3750G Integrated Wireless LAN Controller,gsle refer to the Cisco Catalyst 3750G
Integrated Wireless LAN Controller quick start gelid

Q. Do all wireless LAN controllers configured on thetwork need to run the same software code?
A. With regard to 108, it is not possible to have eliéint I0S software code running on the Cisco Cst@y50G Integrated Wireless LAN
Controller. With regard to the controller softwacentrollers in the same mobility group must bening the same software.

Q. How many VLANSs can be tied to a single serviceidentifier (SSID)?
A. One default VLAN can be tied to a single SSID.ding site-specific VLANSs or Identity-Based Netwarli Services (IBNS), up to 512
VLANS can be used on a single SSID.

Q. How does the RADIUS server assign users to diftevikiANs?
A. Vendor-specific attributes (VSAs) that are returirethe RADIUS 802.1X exchange specify which inae# to use for each user.
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FOR MORE INFORMATION

For more information about the Cisco Catalyst 3750@grated Wireless LAN Controller, contact yous€o representative or visit:

http://www.cisco.com/en/US/products/hw/switches@&Findex.html

For more information about the Cisco Unified WisddéNetwork, visithttp://www.cisco.com/go/unifiedwireless
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