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CISCO CENTRALIZED WIRELESS LAN SOFTWARE RELEASE 3.0

Cisco Systems © announces the availability of Cisco  © Centralized Wireless LAN Software Release 3.0 for  the Cisco
Centralized WLAN Solution of the Cisco Integrated W ireless Network. This release contains new features  , as well as
support for the features delivered in Cisco Central ized Wireless LAN Software Release 2.2. This new so ftware release
provides support for the following new features: br idging on Cisco Aironet 1030 Series lightweight acc ess points, guest
tunneling, sniffer mode for access points, RADIUS s erver per wireless LAN, site-specific VLANs, a Cisc o Wireless Control
System (WCS) flash-based floor map editor, Web auth  entication enhancements, support for the Cisco 7920 Wireless IP
Phone, and AP provisioning enhancements. It also in  troduces support for the Cisco Wireless Location Ap pliance and
the Cisco 4400 Series Wireless LAN Controller.

NEW FEATURES

The following new features are included in Ciscon€aized Wireless LAN Software Release 3.0. THea&ures are supported by Cisco Aironet
1000 Series lightweight access points, Cisco WaelsAN Controllers, the Cisco 2700 Series Wirelsssation Appliance, and the Cisco Wireless
Control System (WCS) as noted for each featuredisielow.

Bridging on Cisco Aironet 1030 Series Lightweight A ccess Points

This feature provides cost-effective, high bandtvidireless bridging connectivity. Applications sopied are point-to-point bridging, point-to-
multipoint bridging, point-to-point wireless accesith integrated wireless backhaul, and point-tdtipaint wireless access with integrated
wireless backhaul.

Point-to-point bridging—In this application, two access points (Cisco Aeébh030) are connected via a wireless link. ThesEtbt interface on
each access point is plugged into the wired nety@idure 1).

Figure 1. Point-to-Point Bridging
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Point-to-point wireless access with integrated wireless backhaul—In this application, two bridging access pointss(@i Aironet 1030) are
interconnected via a wireless link. One of the gefslis connected to a wired network that has degsd AN controller on it, while the remote
access point offers service in one band, and hsesther band for backhaul (Figure 2).
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Figure 2. Point-to-Point Wireless Access with Integrated Wireless Backhaul
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Point-to-multipoint bridging with integrated wir eless access backhaul and wired backhaul—In this application, multiple bridging access psint
(Cisco Aironet 1030) are interconnected via a wssllink. One of the bridges is connected to adwviietwork that has a wireless LAN controller

on it. This access point is elected as the roth@point-to-multipoint tree (Figure 3).

Figure 3. Point-to-Multipoint Bridging with Integrated Wireless Access Backhaul and Wired Backhaul
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Notes on Bridging
« The access point that has a connection via a ieenletwork to a Cisco Wireless LAN Controllerligtroot bridge. If more than one access
point is able to connect via a wire line networlat€isco Wireless LAN Controller, one is automdljcalected as the root bridge.

* When the remote access points come up, they witinaatically connect to the root access point. Térenected link uses a shared secret to
generate a key that provides Advanced Encryptiandgird (AES) encryption for the air link.

« Once the remote bridge connects to the root bridggeheld in a “pending” state until an admingtr enters a new secret. The access point
will then be able to pass data traffic.

« All traffic must travel through the root bridge atieé wireless LAN controller before being sent twué remote location.

Wireless LAN Controllers supported: Cisco 2000, @,18nd 4400 Series

Access points supported: Cisco Aironet 1030 Sédigesweight access points

Guest Tunneling

Guest tunneling provides additional security foegfauser access to the corporate wireless netlelfiing to ensure that guest users are unable
to access the corporate network without first passiirough the corporate firewall. Instead of edieg the DMZ VLAN to each wireless LAN
controller on the network, a wireless LAN controléan now be placed in the DMZ. When a user astexcigith a service set identifier (SSID)
that is designated as the guest SSID, the usaffictis tunneled to the wireless LAN controlleaths located on the DMZ outside of the
corporate firewall (Figure 4).
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Figure 4. Guest Tunneling
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In guest tunneling scenarios:

e The user’s IP address is administered from the DMZ.

« All user traffic is transported over an EthernetiolP (EolP) tunnel between the regular wirelesdllodntroller and the virtual anchor
wireless LAN controller, which acts as an anchothasclient moves around the network.

« Mobility is supported as a client device roams leswwireless LAN controllers.

« Each virtual anchor controller can support 40 tisfrem various “inside” controllers. These tunnats established from each controller
for each SSID utilizing a virtual anchor, meanihgttmany wireless clients can ride the tunnel.

« For a customer with many remote sites, it is nossfide to forward different types of guest traffiom different sites to different DMZ

controllers, or to the same DMZ controller withfdient wireless LANs. Any user getting placed oa EBMMZ can use the AAA-override
feature to apply RADIUS Vendor Specific Attribut@éSAs) on a per-session basis.
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This feature will initially only be available on &io 4100 and 4400 Series Wireless LAN Controlléiis.not currently available on the Cisco
2000 Series Wireless LAN Controller.

Wireless LAN Controllers supported: Cisco 4100 4460 Series

Access points supported: Cisco Aironet 1010 and1®2ies lightweight access points

Sniffer Mode for Access Points

This feature provides Wildpack&tairoPeek sniffer capability at a remote site withbaving to deploy a laptop with the AiroPeek weite.

This provides for flexible deployment of monitoricgpabilities in any enterprise environment. Wit sniffer mode feature, any access point
can be placed into promiscuous mode and can cagii862.11 transmissions it receives. These packstluding information on timing and
signal strength, are forwarded to a remote PC nghAiroPeek. The AiroPeek software analyzes th&gtadt receives to provide the same
information as it does when capturing packets uaimgreless card (Figure 5).

Figure 5. Sniffer Mode for Access Point
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Wireless LAN Controllers supported: Cisco 2000, @1&nd 4400 Series

Access points supported: Cisco Aironet 1010 and1®2ies lightweight access points
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RADIUS Server per Wireless LAN

This feature allows administrators to specify uphicee RADIUS servers on a per-wireless LAN bdsia.RADIUS server is configured for a
specific wireless LAN (SSID), it overrides the dafeRADIUS servers. The default RADIUS serversased if no RADIUS servers are configured
for the wireless LAN. This allows for flexible degiments, where a single wireless LAN infrastrucitaie support multiple classes of users by
providing separation of authentication on a peeless LAN (SSID) basis.

Wireless LAN Controllers supported: Cisco 2000, @1&nd 4400 Series

Access points supported: Cisco Aironet 1010, 1@2d, 1030 Series lightweight access points

Site-Specific VLANs

This feature allows the system to place usersdifferent VLANs dynamically, based on the accesisifsahey initially associate with, instead
of all users from a wireless LAN being placed iatsingle VLAN or using RADIUS to assign users te Y- AN. This feature spreads users into

different VLANs based on where they connect towfireless network, better distributing the cliertdoacross backend physical interfaces
(Figure 6).

Figure 6. Site-Specific VLANs
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Wireless LAN Controllers supported: Cisco 2000, @1&nd 4400 Series

Access points supported: Cisco Aironet 1010 and1®2ies lightweight access points

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 6 of 9



Web Authentication Enhancements

Web authentication enhancements extend the totabatof characters on Web authorization custonuimaty 500 characters. The user can also
use a “submit” button instead of a full user narpagsword challenge. A third enhancement allowg-WRrotected Access/Pre-Shared Key
(WPA/PSK) and WPA2/PSK to work with Web autheniimat These enhancements provide more flexibilitdéploying wireless networks

with Web authentication.

Wireless LAN Controllers supported: Cisco 2000, @1&nd 4400 Series

Access points supported: Cisco Aironet 1010 and1®2ies lightweight access points

Cisco WCS Integrated Floor Map Editor

With this feature, Cisco WCS allows users to adtisna imported drawing images using an integrdlash drawing tool. Adding walls to
drawings improves the accuracy of the RF predictilgorithms used for radio resource managemenRa&nfingerprinting, which in turn
improves the automated optimization of the wirelestsvork and location accuracy. This additionabindation is also utilized by the Cisco
Wireless Location Appliance.

Cisco 7920 Wireless IP Phone Support

With the 3.0 release, the Cisco 7920 Wireless Iénehs now supported by the Centralized WLAN SolutiThe new feature added in the 3.0
release that enables 7920 support is the QoS Basisce Set (QBSS) Information Element (IE). TheS3RE is a beacon and probe information
element (IE) that enables the AP to communicatehigsinel utilization to wireless devices. BecauBs fvith high channel utilization might not be
able to handle real-time traffic effectively, clisrsuch as the 7920 use the QBSS value to deterfhiirey should associate with another AP. This
enables the 7920 to make better roaming decisiotisnaproves overall voice quality.

Wireless LAN Controllers supported: Cisco 2006,@a0d 4400 Series

Access Points supported: Cisco Aironet 1010, 102D18930 Series lightweight access points

AP Provisioning Enhancements

A new provisioning mechanism has been added folighewveight APs. After successfully obtaining @hdddress and DNS information via DHCP,
the AP will resolve the well known name CISCO-LWARFONTROLLER to determine the IP addresses of WLANtwllers to which it can join.

This new method is in addition to the existing noelh used by the AP to join a controller, includiogal subnet broadcast, DHCP Option 43, Over
the Air Provisioning, and local caching.

Wireless LAN Controllers supported: Cisco 2006,@a0d 4400 Series
Access Points supported: Cisco Aironet 1010, 102D1930 Series lightweight access points

Support for New Cisco Wireless Products
This software release provides support for the €00 Series Wireless Location Appliance and tisedC4400 Series Wireless LAN Controller.

DOWNLOAD THE NEW SOFTWARE FOR THIS RELEASE
Download the software from thi@&sco Wireless Software Display Tablgisco.com login required).

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 7 of 9


http://www.cisco.com/kobayashi/sw-center/sw-wireless3.shtml

RELATED INFORMATION

For more information about Cisco wireless LAN protd visit: http://www.cisco.com/go/securewireless

For more information about the Cisco Integratedeléss Network, visithttp://www.cisco.com/go/integratedwireless

For more information about wireless security, visitp://www.cisco.com/go/aironet/security
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