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Cisco Aironet Access Point Support for
Lightweight Access Point Protocol

This product bulletin provides information about operating selected Cisco Aironet access points in Lightweight Access Point
Protocol (LWAPP) mode.

Customers can now deploy selected Cissioonef’ access points as autonomous access points ghasdight access points.

The following Cisco Aironet access points haveahgity to operate as autonomous access poiniglareight access points:

¢ Cisco Aironet 1240 AG Series Access Points
¢ Cisco Aironet 1230 AG Series Access Points

» Cisco Aironet 1200 Series Access Points that cor@@R.11g (AIR-MP21G-x-K9) and/or second-genera86@.11a radios (AIR-RM21A-x-K9
or AIR-RM22A-x-K9)

» Cisco Aironet 1130 AG Series Access Points
» Cisco Aironet 1100 Series Access Points that cor@@R.11g radios (AIR-AP1121G-x-K9)

¢ Cisco Aironet 1300 Series Access Points/BridgefRR(BR1310G-x-K9 or AIR-BR1310G-x-K9-R). A Cisco Aimet 1300 Series operating in
LWAPP mode only operates as an access point. €hisssdoes not support LWAPP bridging mode.

The LWAPP-capable access points listed above camdsred configured for lightweight operation, ande upgraded from autonomous access
point mode to lightweight mode using the Autonomtaukightweight Mode upgrade tool. Orderable acgesats configured for lightweight
operation contain an “LAP” prefix in the part numpguch as AIR-LAP1310G-x-K9. Orderable accesstgatonfigured for autonomous operation
contain the standard “AP” prefix, such as AIR-AP22&-x-K9, or “BR” in the case of AIR-BR1310G-x-K9.

All lightweight access points must be used withiscG wireless LAN controller. It is not possible fin access point that has been upgraded to
LWAPP to operate independently.

The Cisco Aironet lightweight access points listétve are supported on the following controlleet trave the requisite memory to hold the
additional Cisco Aironet access point image bundles

* Cisco 2000 Series Wireless LAN Controllers
¢ Cisco 4400 Series Wireless LAN Controllers

Note: The Cisco 2000 Series Wireless LAN Controller is eguivalent to the Airespace 3504, which has iingeht memory to support the
lightweight Cisco Aironet access point.

Cisco Aironet LWAPP-capable access points are moparted by the Airespace 3500, 4000, or 4100 Seviethe Cisco 4100 Series Wireless
LAN Controllers.

Cisco 1000 Series Access Points will continue teuggported as lightweight access points commumigatia LWAPP with Cisco 2000, 4100,
or 4400 Series Wireless LAN Controllers or Airegp85600, 4000, or 4100 Series Wireless LAN Contrsll€hese access points are supported
by all Cisco wireless LAN controllers but cannoeagte in autonomous mode.
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All Cisco Aironet access points running LWAPP cannbanaged by the Cisco Wireless Control System (@8 can interoperate with the Cisco
Wireless Location Appliance.

An autonomous access point upgraded to operatéigishaeight access point can be converted ba@ntautonomous access point. Please see the
following Q&A section for more information.

RUNNING LWAPP

Cisco Aironet access points running in lightweigitde operate with two Cisco 10Software images in flash:

1. LWAPP Upgrade and Recovery Support Image-Cisco I0S Software Release 12.3(7)JX. This aqoessd image is available via two
methods:

¢ Loaded on an “LAP” access point ordered with LWARBinstalled
« Installed in supported access points by the Autanao Lightweight Mode upgrade tool as part ofupgrade process

Special notes about the LWAPP Upgrade and Recdapport image:

« This image contains the minimum software featuseasary to allow an access point to communicateanCisco wireless LAN controller
and enables the access point to receive the fhitvieight image from the controller.

* The LWAPP Upgrade and Recovery Support image ésuded as a recovery image in case the full LWAR&gE becomes corrupted.

« Access points using the LWAPP Upgrade and RecoSapport image have limited capabilities and thailias are disabled until the Cisco
wireless LAN controller sends them the full LWARRage.

2. Full Lightweight Image-This access point image is released as a compohtra wireless LAN controller image with LWAPP&@isco
1000 Series Access Points.

The wireless LAN controller image is an “image blerfidhat includes the LWAPP images for the lightglgi access points.

* When an access point initially contacts a contrpitédentifies the version of the full LWAPP imagt is running, and if it does not match the
image in the controller’'s image bundle, the comgradlownloads a new full LWAPP image to the acqesst.

Because the LWAPP Upgrade and Recovery Supportaroagtains the minimum software features necessaljow an access point to contact

a controller and download a full lightweight imagem the controller’'s image bundle, it should netriecessary to post frequent LWAPP Upgrade
and Recovery Support image updates to Cisco.comaceess point features will be made availablehgsfull LWAPP image contained in the
wireless LAN controller image bundle.

LWAPP Q&A
The following section answers frequently asked tjoes about Cisco Aironet access point supportiAPP.

Products Supported
Q. Why would a customer order an LAP version of areasgoint instead of a Cisco Aironet 1000 Sergsteight access point?
A. There are a number of reasons why a customer nedigrgo order an LAP version access point.

« Customers may have already deployed “AP” versidribese access points and may wish to maintaim ftdvardware perspective, a
homogenous environment of access points with comfimion factors, RF performance, and other hardwaiset) capabilities as they
transition their WLAN from autonomous access potota lightweight access point solution.

« Customers may prefer the industrial design of tlaesess points relative to the Cisco Aironet 1080eS.

« LAP access points include versatile mounting systtrat support deployment on walls, on ceilings, above suspended ceilings. These
mounting systems provide physical security fordheess point via a variety of locking mechanismd, support versatile cable management.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 2 of 7



« Cisco Aironet 1200 Series, Aironet 1230 AG Seréer] Aironet 1240 AG Series Access Points allowofogration at temperatures as low as
—20°C (—4°F) while the connectorized version of tliec@ Aironet 1000 Series Access Point (AP1020) joiev a 0°C (32°F) minimum operating
temperature. This difference can be critical inaiaroperating environments.

« LWAPP-capable access points have a read-only cempsst for additional diagnostic information.

Q. What access point platforms have the ability toraggeas autonomous access points or lightweiglesaquoints?
A. The following Cisco Aironet access points can ofgeas autonomous access points or lightweight aqu@ats:

* Cisco Aironet 1240AG Series Access Points
¢ Cisco Aironet 1230AG Series Access Points

« Cisco Aironet 1200 Series Access Points that cor@@R.11g (AIR-MP21G-x-K9) and/or second-genera86@.11a radios (AIR-RM21A-x-K9
or AIR-RM22A-x-K9)

¢ Cisco Aironet 1130 AG Series Access Points
« Cisco Aironet 1100 Series Access Points that cor@@R.11g radios (AIR-AP1121G-x-K9)

« Cisco Aironet 1300 Series Access Points (AIR-BRI3XK9 or AIR-BR1310G-x-K9-R). A Cisco Aironet 13(®eries operating in LWAPP
mode only operates as an access point. This skréssnot support LWAPP bridging mode.

Note: The Cisco Aironet 1000 Series Access Points coattowe supported as lightweight access points.

Q. What access point radios will be supported in acpeints operating as lightweight access points?
A. The following radios are supported by access paip&sating as lightweight access points:

« 802.11g radio (AIR-MP21G-x-K9)
« Second-generation 802.11a radio (AIR-RM21A-X-KAGR-RM22A-x-K9)

« Support for the 802.11b radio is not provided bsedtidoes not support Advanced Encryption Stan(fsiS) encryption or Multiple Broadcast
System Set Identifier (MBSSID), both of which améeigral to lightweight operation.

Q. Which Cisco wireless LAN controllers support acqesmts operating as lightweight access points?
A. The following Cisco wireless LAN controllers suppaccess points operating as lightweight accesgsoi

¢ Cisco Aironet 2000 Series Wireless LAN Controllers
¢ Cisco Aironet 4400 Series Wireless LAN Controllers
¢ All future Cisco modules and controllers that supphaVAPP

Q. Are there any additional software licensing costoaiated with running LWAPP on Cisco Aironet asgesints?
A. No. There are no additional software licensing £a@stolved associated within running LWAPP on Cigémnet autonomous access points
upgraded to lightweight mode. LWAPP is provided aifiee Cisco IOS Software upgrade for users wifliseo.com login account.

Deployment

Q. Are the Autonomous to Lightweight Mode upgrade tadl the associated Cisco 10S Software Releasé7)23deployment process similar
to the process that was used for converting Cidoon&t access points from VxWorks to Cisco 10S ®afe?

A. No. Upgrading an access point from autonomous nmtightweight mode using the Autonomous to Lighiyie Mode upgrade tool and
associated Cisco |0S Software Release 12.3(7)dxtithe same as the migration process from VxWurkSisco 10S Software. The autonomous
mode to lightweight mode process is a software aghgjto the existing Cisco 10S Software image. ficisan operating system swap out. In
lightweight mode, Cisco IOS Software continuesuio on the access point, and LWAPP is used to tatkwireless LAN controller. One benefit

of LWAPP is the automatic access point configurgtishich obviates the need to retain or converotfiginal autonomous Cisco I0S access point
configuration.
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Q. Will a lightweight access point be able to talkat€isco Wireless Domain Services (WDS) device sscthe Cisco Catalys6500 Series
Wireless LAN Services Module (WLSM)?

A. The access point’s lightweight image will only b®eato talk to an LWAPP-enabled wireless LAN cotiéno Lightweight access points
cannot talk to a Cisco WDS device. LWAPP couplethwi controller obviates the need for Cisco WD& bYDS device.

Q. Can an access point that was converted from autonsmode to lightweight mode supporting LWAPP bevested back to autonomous
mode running Cisco I0S Software?

A. Yes. In order to convert an access point operatinightweight mode back to autonomous mode, a imeage must be placed on the access
point. This can be performed via the following:

« If the access point is in contact with a contrgltee controller can initiate the download of atoawmous Cisco |I0S Software image.

« If the access point cannot contact a controllazait be reverted back to autonomous Cisco 10S Sodtlwy rebooting the access point with the
reset button pressed. Upon bootup, the accessIpokd for a Trivial File Transfer Protocol (TFT&grver on the local subnet with an image
named for it.

Note: Itis possible to disable the access point resitbbwia a configuration option on the controller@sco WCS. Doing so would prevent
this method of reverting back to autonomous Ci28 Boftware mode.

Q. What external antennas are supported for RF maregfeand location fingerprinting under LWAPP?
A. In additional to the integrated antennas, the falhg external antennas are supported on LWAPP-edal#rsions of connectorized Cisco
Aironet 1200 Series and Aironet 1240 Series Ac&essts only:

* 802.11a:
— AIR-ANT5135D-R (3.5 dBi dipole)
— AIR-ANT-5145V-R (4.5 dBi omni)
— AIR-ANT5160V-R (6 dBi omni)

* 802.11¢:
— AIR-ANT1728 (5.2 dBi ceiling omni)
— AIR-ANT1729 (6 dBi patch)
— AIR-ANT2012 (6.5 dBi diversity patch)
— AIR-ANT2410Y-R (10 dBi Yagi)
— AIR-ANT5959 (2 dBi diversity omni)
— AIR-ANT3549 (9 dBi patch)
— AIR-ANT4941 (2.2 dBi dipole)
— AIR-ANT2506 (5.2 dBi omni)
— AIR-ANT3213 (5.2 dBi pillar omni)

The following external antennas are supported orAPR-enabled versions of the connectorized Ciscorsit 1300 Series Access Points:

« AIR-ANT2506 (5.2 dBi omni)
« AIR-ANT3549 (9 dBi patch)
« AIR-ANT2410Y-R (10 dBi Yagi)
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Q. What features are implemented differently on Cisonet 1000 Series Access Points compared toighéweight versions of the
Cisco Aironet 1100, Aironet 1130 AG, Aironet 12@0ronet 1230 AG, Aironet 1240 AG, and Aironet 1386ries Access Points?

A. The following features are implemented differertty Cisco Aironet 1000 Series Access Points comparéue lightweight versions
of the Cisco Aironet 1100, Aironet 1130 AG, Airorigx00, Aironet 1230 AG, Aironet 1240 AG, and Airod800 Series Access Points:

* Reset button: LAP devices have a reset button.r@$et button can be configured to be disabled tiecontroller or the Cisco WCS.
« LED usage: Cisco Aironet access points will hafiedeént LED conventions.

« Fallback image: Cisco Aironet access points will o able to store the previous version of theftware image in addition to the currently
executing image, and will instead have a fallba?kAPP Upgrade and Recovery support image.

« Revert back to Cisco IOS Software: Cisco Aironeteas points can be restored to standalone Cisc&tft®are access points.

* Rogue containment: To maintain regulatory compkahdP devices will not provide rogue containmenheighbor discovery on channels
that are not in the operating regulatory domain.

« Console port usage: The console port on LAP aqueisss is enabled in read-only mode.

Q. What features present in Cisco Aironet 1000 Seéxizess Points will not be available in the LAP vans of Cisco Aironet 1100, Aironet
1130 AG, Aironet 1200, Aironet 1230 AG, Aironet TPAG, and Aironet 1300 Series Access Points?

A. While the vast majority of LWAPP features are supg by these access points, there are some feauadable on Cisco Aironet 1000
Series Access Points that are not available on &édess points. None of these features are conditief®e significant obstacles to a full WLAN
deployment; they are listed here so that custocarde fully aware of any device limitations.

» Support for 8 instead of 16 basic service set itlerg (BSSIDs)
— Background: LAP devices will support a maximum d@8SIDs per access point. Cisco Aironet 1000 S&@eess Points support up to
16 BSSIDs per access point.

— The need for more than 16 BSSIDs is minimized bsead the LWAPP architecture’s “Identity-Based Netking” feature, whereby the
authentication, authorization, and accounting (AA&jver can map, on a per-user basis, between iagless BSSID to any of 256 wired-
side VLANSs.

« Cisco Aironet access points running LWAPP are nppsrted on the Airespace 3500, 4000, and 410@$emd Cisco 4100 Series Wireless
LAN Controllers.
— These controllers do not have sufficient memorgttoe the wireless LAN controller image bundle tattains the LWAPP images for
the Cisco Aironet access points.

Layer 2 LWAPP is not supported.

— All access points have to get an IP address amdvks the controller via Dynamic Host Configurat®rotocol (DHCP), Domain Name
System (DNS), IP subnet broadcast, or Over thd”fagramming (OTAP).

— This feature is not implemented because most Qisstomers are comfortable with a reliance on IRifda networking and Cisco access
points use IP addresses today.

* Wired Equivalent Privacy (WEP) 152 is not supporMEP is available in three formats:
— 64-bit WEP = 40-hit secret key and 24-bit initialion vector
— 128-bit WEP = 104-bit secret key and 24-bit iniiation vector
— 152-bit WEP = 128-bit secret key and 24-bit iniiation vector

152-bit WEP is not implemented on Cisco LAP acqesats because the extra key length does not aygldpreciable security and most client
devices do not support 152-bit WEP. Wi-Fi Proteddedess (WPA)-Temporal Key Integrity Protocol (TKI&® WPA2-AES are the best ways to
address WEP security issues.

« Bridge mode is not available on a Cisco Aironetd S$@ries Access Point running the LWAPP.
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A Cisco Aironet 1300 Series Access Point that leetconverted to LWAPP functions similarly to alit@nal access point, and does not support
wireless mesh or bridging functionality. The Cigtioonet 1500 Series and Aironet 1030 Access Panpport LWAPP bridging mode.

RELATED INFORMATION
For more product and ordering information about@isironet products, visitittp://www.cisco.com/go/aironet

For more information on upgrading existing accesiats to LWAPP, visit:
http://www.cisco.com/en/US/products/hw/wireless&rod_bulletins_list.html

For more information on the current wireless LANtroller image, visit:
http://www.cisco.com/en/US/prod/collateral/wireles5678/ps6306/prod_bulletin0900aecd803136f5.html

Cisco SYSTEMS

®

Corporate Headquarters European Headquarters Americas Headquarters Asia Pacific Headquarters
Cisco Systems, Inc. Cisco Systems International BV Cisco Systems, Inc. Cisco Systems, Inc.
170 West Tasman Drive Haarlerbergpark 170 West Tasman Drive 168 Robinson Road
San Jose, CA 95134-1706 Haarlerbergweg 13-19 San Jose, CA 95134-1706 #28-01 Capital Tower
USA 1101 CH Amsterdam USA Singapore 068912
WWW.CiSCO.com The Netherlands WWW.CiSCO.com WWW.CiSCO.com
Tel: 408 526-4000 WWWw-europe.cisco.com Tel: 408 526-7660 Tel: +65 6317 7777

800 553-NETS (6387) Tel: 31 020 357 1000 Fax: 408 527-0883 Fax: +65 6317 7799
Fax: 408 526-4100 Fax: 31 0 20 357 1100

Cisco Systems has more than 200 offices in thewatlg countries and regions. Addresses, phone nispaed fax numbers are listed on
the Cisco Website at www.cisco.com/go/offices.

Argentina ¢ Australia ¢ Austria ¢ Belgium ¢ Braal Bulgaria « Canada ¢ Chile » China PRC « Colombi€osta Rica ¢ Croatia * Cyprus

Czech Republic « Denmark ¢ Dubai, UAE « Finlandrari€e « Germany ¢ Greece » Hong Kong SAR « Hungdngia « Indonesia ¢ Ireland ¢ Israel

Italy « Japan ¢ Korea ¢ Luxembourg ¢ Malaysia * lexs The Netherlands « New Zealand ¢ Norway ¢ PeRhilippines ¢ Poland « Portugal

Puerto Rico « Romania * Russia * Saudi Arabia 4/8od ¢ Singapore ¢ Slovakia * Slovenia ¢ Southigsfre Spain » Sweden « Switzerland « Taiwan
Thailand » Turkey ¢ Ukraine « United Kingdom « Usit States ¢ Venezuela ¢ Vietham ¢ Zimbabwe

Copyright© 2006 Cisco Systems, Inc. All rights reserved. CCSP, E,Gke Cisco Square Bridge logo, Follow Me Browsing, andkS¥ise are trademarks of Cisco Systems, Inc.;
Changing the Way We Work, Live, Play, and Learn, anaidkQ Study are service marks of Cisco Systems, Inc.;Amegss Registrar, Aironet, BPX, Catalyst, CCDA, CCOEIE,
CCIP, CCNA, CCNP, Cisco, the Cisco Certified Interr@twExpert logo, Cisco 10S, Cisco Press, Cisco Systemsp(3ystems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EthecBwitast Step, FormShare, GigaDrive, GigaStack, Horkelimernet Quotient, 10S, IP/TV, iQ Expertise, the liggo, iQ Net
Readiness Scorecard, LightStream, Linksys, MeetingPMGX, the Networkers logo, Networking Academy, Network Regr, Packet, PIX, Post-Routing, Pre-Routing, ProConnect,
RateMUX, ScriptShare, SlideCast, SMARTnet, The Fast&sy to Increase Your Internet Quotient, and TransBaghregistered trademarks of Cisco Systems, Inc. amsl/@ffiliates in

the United States and certain other countries.

All other trademarks mentioned in this document or Webséete property of their respective owners. The use ofvtire partner does not imply a partnership relationship between
Cisco and any other company. (0601R)

Printed in the USA C25-347440-00 05/06


http://www.cisco.com/go/aironet
http://www.cisco.com/en/US/products/hw/wireless/ps430/prod_bulletins_list.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6306/prod_bulletin0900aecd803136f5.html
http://www.cisco.com/go/offices

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 7 of 7



	Product Bulletin No. 3058
	Cisco Aironet Access Point Support for Lightweight€Access€Point€Protocol
	RUNNING LWAPP
	LWAPP Q&A
	Products Supported
	Deployment

	RELATED INFORMATION


