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Give Your Network Users Freedom and Mobility
Without Giving Up Network Security

CISCO WIRELESS LAN PRODUCTS—WIRELESS FREEDOM WITH EN TERPRISE-CLASS SECURITY

Perhaps the only thing more important to your bessrthan the data exchanged on your network ialtitiey to maintain the security of that data.
Security fears have caused some network managax®id installing wireless LANs (WLANS), regardlessthe numerous benefits that they
provide.

Now the landscape of wireless security has chargjethg IT managers the confidence to deploy WLANsday via theCisco Unified Wireless
Network Cisco offers an enterprise-ready, standards-h&8eé\N security solution that supports the follogifeatures foCisco wireless
products Cisco Aironet products andCisco Compatible WLAN client devices

Support for the IEEE 802.11i standard

Support for the Wi-Fi Alliance security certificatis Wi-Fi Protected Access (WPA) and Wi-Fi Protddecess 2 (WPA2)
Strong, mutual authentication and dynamic encrypkiey management via support for IEEE 802.1X

Data encryption using Advanced Encryption StandAgiS) or Temporal Key Integrity Protocol (TKIP)

Support for the broadest range of 802.1X authetiicdypes, client devices, and client operatingtemns on the market
Mitigation of active and passive network attacks

Integration with the Cisco Self-Defending NetworlddNetwork Admission Contra{NAC)

Intrusion Prevention System (IPS) capabilities addanced location services with real-time netwasiolity

Indoor/outdoor Wi-Fi security convergence with @'scwireless mesh solution

Management Frame Protection (MFP) to provides gtagptographic authentication of WLAN managemeatrfes for the detection and
prevention of 802.11 management frame attacks

Cisco, the network leader and a driving force behifreless networking, has made it possible fownet managers to give users the freedom they

crave without sacrificing the network security thedgmand.
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SECURITY TO KEEP INTRUDERS OUT

Network managers need to provide end users witgd&rm and mobility without offering intruders accesshe WLAN or the information sent and
received on the wireless network. With a WLAN, sanitted data is broadcast over the air using ra@iees that travel between client devices, or
stations, and access points—the WLAN endpoints erkEthernet network that link stations to the nekw@his means that any WLAN client
device within an access point service area canvedata transmitted to or from the access point.

Because radio waves travel through ceilings, floansl walls, transmitted data may reach unintemeeigients on different floors or even outside
the building that houses the access point. WithL&AMW/ the boundary for the network has moved. Withstwingent security measures in place,
installing a WLAN can be the equivalent of puttiBthernet ports everywhere, including in the parkotg

Additionally, several research papers and articleg highlighted the vulnerabilities of Wired Ecalent Privacy (WEP) keys used to encrypt
and decrypt transmitted data. Intruders have readgss to tools for cracking WEP keys, such asmdinSwhich enables an attacker to passively
monitor and analyze packets of data and then usénflormation to break the WEP key that encrypts packets.

Network managers need reassurance that solutierevailable to protect their WLANSs from these vuéislities and that WLANS can provide
the same level of security, manageability, andaduibity offered by wired LANSs.

THE IMPORTANCE OF USING WLAN SECURITY
Just as in wired networks, no one can guaranteenpletely secure networking environment that wi\ent all penetrations at all times. Security
protection is dynamic and ongoing—not static. Nekwoanagers and WLAN manufacturers need to keepstpeahead of the hackers.

Network managers must also turn on their WLAN siggdeatures.

Security experts recommend that enterprises deqgogral layers of defense across the network tigaét threats. Additional security components
might include firewalls, intrusion detection syste(iDSs), IPS, and virtual LANs (VLANSs). Network megers also reduce risk by wisely
designing and installing their wireless networkgjrbplementing proven security measures, and hygugroducts and software developed by
experts in network security. As an industry leadaretwork security, Cisco is an excellent choimeWLAN implementation. With the award-
winning security features of the Cisco Unified Waises Network, network managers can decrease ngkeir network and increase WLAN
security.

WIRELESS LAN SECURITY SOLUTIONS

As with other networks, security for WLANSs focus@saccess control and privacy. Robust WLAN accessral, also called authentication,
prevents unauthorized users from communicatingutiinaaccess points. Strong WLAN access control nmeaselp ensure that legitimate
client stations associate only with trusted acpeasts rather than rogue or unauthorized accesggoi

WLAN privacy helps ensure that only the intendediance understands the transmitted data. The grivbiransmitted WLAN data is considered
protected when that data is encrypted with a kayd¢hn be used only by the intended recipient®fiita. Encrypting data helps ensure that it
remains uncorrupted throughout the sending-andviegetransmission process.

Today, companies using WLANs are employing foutinés WLAN security solutions to address WLAN aceesntrol and privacy: open access,
basic security, enhanced security, and remote siseesirity. As with any security deployment, Cisscommends that an organization perform
network risk assessments before selecting and mgriéng any WLAN security solution.
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Figure 1. Multiple plenum-ratable Cisco Aironet autonomous or lightweight access points can be placed throughout a building or
campus to maintain fully secure, uninterrupted access to all network resources. Cisco Aironet access points provide users
equipped with Cisco Aironet, Cisco Compatible or Wi-Fi Certified WLAN client adapters with the ability to move freely about
covered areas of the campus.

Open Access

All Wi-Fi Certified wireless LAN products, such &sco Aironet Series products, are shipped in “eperess” mode, with their security features
turned off. While open access or no security magfg@opriate and acceptable for public hot spath si$ coffee shops, college campuses, airports,
or other public locations, it is not an option &r enterprise organization. Security needs to bbled on wireless devices during their installation

in enterprise environments. As mentioned previgusiyne companies are not turning on their WLAN sgcteatures. These companies are
exposing their networks to serious risk.

Basic Security: SSIDs, WEP, and MAC Address Authent ication
Basic security includes the use of Service Settifiers (SSIDs), open or shared-key authenticatstatic WEP keys, and optional Media Access
Control (MAC) authentication. This combination o8& rudimentary level of access control and psivaat each element can be compromised.

“SSID” is a common network name for the devicea WWLAN subsystem; it serves to logically segmeat 8ubsystem. An SSID prevents access
by any client device that does not have the SSipdé&fault, however, an access point broadcas&3ib in its beacon. Even if broadcasting of the
SSID is turned off, an intruder or hacker can dettee SSID through what is known as “sniffing"—ord@tected monitoring of the network.

The 802.11 standard, a group of specifications\faANs created by the IEEE, supports two meansiehtluthentication: open and shared-key
authentication. Open authentication involves littiere than supplying the correct SSID. With shdteg-authentication, the access point sends the
client device a challenge-text packet that thentlreust then encrypt with the correct WEP key atdrn to the access point. Without the correct
key, authentication will fail and the client wilbhbe allowed to associate with the access polrdresl-key authentication is not considered secure,
because an intruder who detects both the cleackattenge and the same challenge encrypted WKMER key can decipher the WEP key.
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With open authentication, even if a client can ctatgauthentication and associate with an access, ploe use of WEP prevents the client from
sending data to and receiving data from the aqueis, unless the client has the correct WEP keWRBP key is composed of either 40 or 128 bits
and usually is statically defined by the networknémistrator on the access point and all client$ tommunicate with the access point. When static
WEP keys are used, a network administrator mugoperthe time-consuming task of entering the samyeslon every device in the WLAN.

If a device that uses static WEP keys is lost @lest the possessor of the stolen device can attee8®LAN. An administrator won't be able to
detect that an unauthorized user has infiltrated/MiLAN, unless and until the theft is reported. Haeninistrator must then change the WEP key
on every device that uses the same static WEP $&y Iy the missing device. In a large enterprisédWLith hundreds or even thousands of
users, this can be a daunting task. Worse st sifatic WEP key is deciphered through a tool siscAirSnort, the administrator has no way of
knowing that the key has been compromised by andet.

Some WLAN vendors support authentication basedermphysical address, or MAC address, of the chietwork interface card (NIC). An access
point will allow association by a client only ifahclient's MAC address matches an address in dreatication table used by the access point. But
MAC authentication is an inadequate security meatecause MAC addresses can be forged, or a MiGetost or stolen.

Basic Security with WPA or WPA 2 Pre-Shared Key

Another form of basic security now available is WBAWPA2 Pre-Shared Key (PSK). The PSK verifiegais@a a password, or identifying

code, (also called a passphrase) on both the dliatibn and the access point. A client may oniy gacess to the network if the client’'s password
matches the access point’s password. The PSK adsalps keying material that TKIP or AES use togyate an encryption key for each packet
of transmitted data. While more secure than swfid®, PSK is similar to static WEP in that the PSktored on the client station and can be
compromised if the client station is lost or stolArstrong PSK passphrase that uses a mixturgtefdenumbers, and non-alphanumeric
characters is recommended.

Basic Security Summary

Basic WLAN security that relies on a combinatiorS&IDs, open authentication, static WEP keys, MA@eantication, or WPA/WPA2 PSK is
sufficient only for very small businesses, or tht#s do not entrust mission-critical data to tM#itAN networks. All other organizations must
invest in a robust, enterprise-class WLAN secuwsaiution.

Enhanced Security

Enhanced security is recommended for those custoraguiring enterprise-class security and protacfldie Cisco Unified Wireless Network
delivers an enhanced wireless security solutiohghavides full support for WPA and WPA2 with itaildling blocks of 802.1X mutual
authentication and TKIP or AES encryption. The Gismified Wireless Network includes the following:

« 802.1X for strong, mutual authentication and dyrapar-user, per-session encryption keys

» TKIP for enhancements to RC4-based encryption asdtey hashing (per-packet keying), message ityegreck (MIC), initialization vector
(IV) changes, and broadcast key rotation

« AES for government-grade, highly secure data enmyp

« Integration with the Cisco Self-Defending NetworiddeNAC

« Intrusion Prevention System (IPS) capabilities addanced location services with real-time netwasioiity

« Management Frame Protection (MFP) for strong cryratphic authentication of WLAN management frames

Detailed information about the Cisco Unified WirgdeNetwork’s enterprise-class wireless securitydvided later in this document.
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Remote Access Wireless LAN Security

In certain instances, enterprises may require erehtl security to protect their business applicatidVith remote access security, administrators
set up a virtual private network (VPN) to allow nilelusers in public hot spots, such as airporttgelepand convention centers, to tunnel back to
the corporate network.

For enterprise deployments, an enhanced seculitti@o, such as the Cisco Unified Wireless Netwarleets and exceeds WLAN security
requirements, so using a VPN for an enterprise WLg\Not necessary. Using VPN in an internal WLANIdgment may affect WLAN
performance, limit roaming and make the login psscemore complex for users. Therefore, the additionerhead, limitations, and expense
of a VPN overlay for an internal WLAN are not nesay.

PEACE OF MIND WITH THE CISCO UNIFIED WIRELESS NETWORK

Network managers need WLANS that provide the sawel lof security, scalability, reliability, eased#ployment, and management that they have
come to expect from their wired LANs. Security pglimonitoring must be performed on a regular bagitwork security solutions must be easily
deployable to several, hundreds or thousands @fsaqmoints. Unauthorized access points installeshigloyees or malicious intruders must be
detected.

The Cisco Unified Wireless Network supports an gnise-ready, standards-based, wireless secullityico that gives network administrators’
confidence that their data will remain private @edure when they use Cisco wireless prod@its;o Aironet SerieproductsCisco Compatible
Extensiongproducts, or Wi-Fi Certified WLAN client deviceBhis enterprise-class wireless security solutigopsuts robust wireless LAN

security services that closely parallel the seguitailable in a wired LAN. It fulfills the needf@onsistent, reliable, and secure mobile netwaykin
by delivering industry-leading WLAN security sereg It mitigates sophisticated passive and actitdM/attacks, interoperates with a range of
client devices and provides reliable, scalabletredéimed security management. The Cisco Unifiedaléss Network allows network administrators
to deploy large-scale enterprise WLANSs with scadgirioblem-free security administration that doesimrease the burden on the IT staff.

The Cisco Unified Wireless Network delivers mangadmative Cisco enhancements and suppdfiti Protected Acces@VPA) andWi-Fi
Protected Access @VPAZ2) providing access control via per-user, gession mutual authentication and data privacgtang dynamic
encryption. Quality of service (QoS) and mobilitg antegrated into this solution to enable a riehaf enterprise applications.

The Cisco Unified Wireless Network provides:

« Secure Connectivity for WLANs—Strong dynamic encryption keys that automaticatigirge on a configurable basis to protect the pyivac
of transmitted data.

— WPA—TKIP encryption enhancements such as MIC, pekgikeys via initialization vector hashing, anddmtcast key rotation
— WPA2—AES the “gold standard” for data encryption

¢ Trust and Identity for WLANs— Robust WLAN access control that helps to ensureldigitimate clients associate only with trustedess
points rather than rogue or unauthorized accesggadihis is provided via per-user, per-sessiortualiauthentication using IEEE 802.1X,
a variety of Extensible Authentication Protocol A&ypes and a Remote Authentication Dial-In Usawvige (RADIUS) or Authentication,
Authorization, and Accounting (AAA) server.
— Support for the broadest range of 802.1X authetiticdypes, client devices, and client operatingtsms on the market

— Support for RADIUS accounting records for all auttieation attempts
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Threat Defense for WLANs—Detection of unauthorized access, network attanklsague access points via a robust IPS, WLAN Na]
advanced location services. Cisco’s enterprisesdRS allows IT managers to continually scan theeRFHronment, detect rogue access points
and unauthorized events, simultaneously track @ods of devices, and mitigate network attacks. Ma€ been designed specifically to help
ensure that all wired and wireless endpoint deV(sesh as PCs, laptops, servers, and PDAs) acgassiwork resources are adequately
protected from security threats. NAC allows orgatians to analyze and control all devices comirig the network.

The Cisco Unified Wireless Network is the indussrghly unified wired and wireless solution to ceffectively address the WLAN security,
deployment, management, and control issues facitegrises. This powerful solution combines the leémments of wireless and wired

networking to deliver scalable, manageable, andreed/LANs with a low total cost of ownership. Itindes innovative RF capabilities that enable
real-time access to core business applicationpenddes proven enterprise-class secure connactivite Cisco Unified Wireless Network is an
integrated end-to-end solution that addresseaydrs of the WLAN, from client devices and accesstg, to the network infrastructure, to network
management, to the delivery of advanced wirelesscss integration and award-winning, worldwide;23ur product support. (Figure 2)
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Figure 2. Cisco Unified Wireless Network

Unified Advanced Services
Unified Wi-Fi VolP, advanced threat
detection, identity networking,
location-based security, asset
tracking, and guest access.

World-Class Network Management
Same level of security, scalability,
reliability, ease of deployment, and
management for wireless LANs as
wired LANSs.

Network Unification

Secure innovative WLAN controllers.
Integration into selected switching
and routing platforms.

Mobility Platform

Ubiquitous network access in
indoor and outdoor environments.
Enhanced productivity. Proven
platform with large install base and
61% market share. Plug and play.

Client Devices

90% of Wi-Fi silicon is Cisco
Compatible Certified. Proven
Aironet platform. “Out-of-the-Box"
wireless security.

WPA and WPA2 Support

The Cisco Unified Wireless Network includes supgdortthe Wi-Fi Alliance certifications WPA and WPA®/PA was introduced by the Wi-Fi
Alliance in 2003. WPA2 was introduced by the WiAfliance in 2004. All products Wi-Fi Certified faWPA2 are required to be interoperable
with products that are Wi-Fi Certified for WPA.

WPA and WPA2 offer a high level of assurance fat asers and network administrators that their dé@taemain private and that access to their
networks will be restricted to authorized userstiBrave personal and enterprise modes of opertitairmeet the distinct needs of the two market
segments. The Enterprise Mode of each uses IEEERGhd EAP for authentication. The Personal Mofdeagh uses PSK for authentication.
Cisco does not recommend Personal Mode for busarggsvernment deployments because it uses a PQisép authentication. PSK is not
secure for enterprise environments.
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WPA addresses all known WEP vulnerabilities indahiginal IEEE 802.11 security implementation brimgjian immediate security solution
to WLANS in both enterprise and small office/honffice (SOHO) environments. WPA uses TKIP for endigp.

WPAZ2 is the next generation of Wi-Fi security.dtthe Wi-Fi Alliance’s interoperable implementatiofithe ratified IEEE 802.11i standard.
It implements the National Institute of Standardd @echnology (NIST) recommended AES encryptiomidlym using Counter Mode with
Cipher Block Chaining Message Authentication Cod#dtol (CCMP). WPA2 facilitates government FIP®44compliance. (Table 1)

Table 1. Comparison of WPA and WPA2 Mode Types

WPA WPA2
Enterprise Mode (Business, Government, * Authentication: IEEE 802.1X/EAP » Authentication: IEEE 802.1X/EAP
Education) . .

¢ Encryption: TKIP/MIC ¢ Encryption: AES-CCMP
Personal Mode (SOHO, Home/Personal) e Authentication: PSK ¢ Authentication: PSK

¢ Encryption: TKIP/MIC ¢ Encryption: AES-CCMP

IEEE 802.1X Authentication and the Extensible Authe ntication Protocol

The IEEE has adopted 802.1X as a standard for mtith&on on wired and wireless networks. 802.1Xugported by both WPA-Enterprise Mode
and WPA2-Enterprise Mode. 802.1X provides WLANshwgtrong, mutual authentication between a cliedtamauthentication server. In addition,
802.1X provides dynamic per-user, per-session @tiory keys, removing the administrative burden seclrity issues surrounding static
encryption keys.

With 802.1X, the credentials used for authentiggtgch as logon passwords, are never transmittergbiclear, or without encryption, over the
wireless medium. While 802.1X authentication typesvide strong authentication for wireless LANs,|PKor AES are needed for encryption in
addition to 802.1X since standard 802.11 WEP eniypis vulnerable to network attacks.

Several 802.1X authentication types exist, eachiging a different approach to authentication whég/ing on the same framework and EAP for
communication between a client and an access @@isto Aironet products support more 802.1X EAPhantication types than any other WLAN
products. Supported types includ@dsco LEAR EAP-Flexible Authentication via Secure TunnelifigAP-FAST), EAP-Transport Layer Security
(EAP-TLS),Protected Extensible Authentication Proto@@EAP), EAP-Tunneled TLS (EAP-TTLS), and EAP-Sulisr Identity Module
(EAP-SIM).

Cisco recommends that customers evaluate theironk$wand security environments to select the bAst &lthentication type for their

802.1X deployment. Areas to evaluate when selectimgAP type include the type of security mechanised for security credentials, the user
authentication database, the client operating Bysta use, the available client supplicants, tipe tyf user login needed, and RADIUS or AAA
servers.

Each EAP type has advantages and disadvantagee-ofis exist between the security provided, EAfetynanageability, the operating systems
supported, the client devices supported, the cliefitvare and authentication messaging overheatifjcae requirements, user ease of use and
WLAN infrastructure device support. Multiple EAPpgs might also be used within a network to meetipauthentication, client device, or
end user needs.

A wide selection of RADIUS servers, such as@igco Secure Access Control Ser(&€S) andCisco CNS Access Registfaor third-party
AAA RADIUS servers such as Interlink Networks (AARADIUS), can be used for 802.1X authentication.

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 8 of 15


http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps430/prod_qas0900aecd801764f1.shtml
http://www.cisco.com/en/US/products/hw/wireless/ps430/products_qanda_item09186a00802030dc.shtml
http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps430/prod_qas0900aecd801764fa.shtml
http://www.cisco.com/en/US/products/sw/secursw/ps2086/index.html
http://www.cisco.com/en/US/products/sw/netmgtsw/ps411/index.html

The use of an 802.1X authentication type that auit&tes a client station through user-suppliedenéials rather than a physical attribute of the
client device minimizes the risks associated with Ibss of a device or its WLAN NIC. 802.1X prowdather benefits, including mitigation of
“man-in-the-middle” authentication attacks, censied encryption key management with policy-basedrkéation, and protection from “brute-
force” attacks. (Figure 3)

Figure 3. The Cisco Unified Wireless Network for Enterprise-Class Security
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Centralized Policy Management for WLAN Users

Another benefit of 802.1X authentication is cernied management for WLAN user groups, includinggyebased key rotation, dynamic key
assignment, dynamic VLAN assignment, and SSIDimf&tn. These features rotate the encryption képey also assign users to specific VLANs
to ensure that users are only allowed access tifigp@sources.

After mutual authentication has been successfaliypeted, the client and RADIUS server each ddtigesame encryption key, which is used to
encrypt all data exchanged. Using a secure chamitle wired LAN, the RADIUS server sends the lk&jhie autonomous access point or wireless
LAN controller, which stores it for the client. Thesult is per-user, per-session encryption kejt, tlve length of a session determined by a policy
defined on the RADIUS server. When a session egmirghe client roams from one access point totempt reauthentication occurs and generates
a new session key. The reauthentication is trapgp#o the user.
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In conjunction with encryption keys and the reantfoation timer, VLAN name/ID and SSID parametens jpassed to the autonomous access
point or wireless LAN controller. When the autonare@ccess point or wireless LAN controller receiesVLAN name/ID assignment for a
specific user, it places that user on the specifieAN name/ID. If the allowed SSID list is also [gasl to the access point or controller, the access
point or controller will help ensure that the useproviding a valid SSID to access the WLAN. lgthser provides an SSID not specified in the
allowed SSID list, the access point or wireless Lédwtroller disassociates the user from the WLANvoek.

The Cisco Unified Wireless Network supports Sim@éwork Management Protocol Version 3 (SNMPv3),useShell (SSH) Protocol (secure
Web), and SSL (secure Telnet) interfaces to thedOf8ireless Control System (WCS). Furthermore Glseo WCS is configurable such that
management is not possible over the air, and paup a separate management VLAN so only statiares specific VLAN can modify the WLAN
network settings.

Management Frame Protection (MFP) provides stroygtegraphic authentication of WLAN management fearfor the detection and prevention
of 802.11 management frame attacks. This providembre accurate detection capabilities againsti80&xploit tools. Not only is this effective
against known attacks, but also any future attéwitsrely on the unprotected nature of the WLAN agament frames.

Mitigation of Brute-Force Attacks

Traditional WLAN implementations based on staticrgption keys are easily susceptible to “brute-€dneetwork attacks. A brute-force network
attack is one in which the intruder attempts tawean encryption key by trying one value at a tifper standard 128-bit WEP, this would require
trying a maximum of 2104 different keys. The us®@2.1X dynamic, per-user, per-session encryptays knakes a brute-force attack, although
still theoretically possible, extremely difficutt tonduct and virtually futile.

WPA Encryption—Temporal Key Integrity Protocol

The Cisco Unified Wireless Network supports TKIRV®A component and an IEEE 802.11i standard. TKl&nienhancement to WEP security.
Like WEP, TKIP uses an encryption method develdpedngineer Ron Rivest, known as Ron’s Code 4 (R@4jyption. However, TKIP
enhances WEP by adding measures such as per-fagikieashing, MIC, and broadcast key rotation tar@ssiknown vulnerabilities of WEP.

TKIP uses the RC4 stream cipher with 128-bit keyshcryption and 64-bit keys for authenticatiog.e®icrypting data with a key that can be used
only by the intended recipient of the data, TKIfpkeo ensure that only the intended audience stalgs the transmitted data. TKIP encryption
can generate up to 280 trillion possible keys fgiven data packet.

With the Cisco Unified Wireless Network, both CisEkIP and WPA TKIP algorithms are available on @igdronet autonomous access points
and Cisco Aironet and Cisco Compatible WLAN clidetices. Although Cisco TKIP and WPA TKIP do naehoperate, Cisco Aironet Series
autonomous access points can run both Cisco TKIPMRA TKIP simultaneously when using multiple VLANSystem administrators will

need to choose one set of TKIP algorithms to aietiea the enterprise’s client devices becausetsligannot support both sets of TKIP algorithms
simultaneously. Cisco recommends that WPA TKIP dgedufor client devices and access points wheresssilple. Cisco wireless LAN controllers
and Cisco Aironet lightweight access points suppaly WPA TKIP.
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Per-Packet Key Hashing to Mitigate “Weak IV” Attacks

When a WEP key is used to encrypt and decryptétesd data, each packet includes an initializatieotor (1V), which is a 24-bit field that
changes with each packet. The TKIP RC4 key-schegduligorithm creates the IV from the base WEP Reffaw in the WEP implementation
of RC4 allows the creation of “weak” Vs that giwvesight into the base key. Using a tool such aSAdrt, an intruder can exploit this flaw by
gathering packets encrypted with the same key amdjuhe weak 1Vs to calculate the base key.

TKIP includes key hashing, or per-packet keyingnitigate weak 1V attacks. When key-hashing supjsoirhplemented on both the access point
and all associated client devices, the transnifteiata hashes the base key with the IV to creagnakey for each packet. By helping to ensure
that every packet is encrypted with a different,kegy hashing removes the predictability that drupter relies on to determine the WEP key by
exploiting 1Vs. (Figure 4)

Figure 4. Attack Mitigation Roles for WPA—802.1X EAP/TKIP WLAN Design

Inter Subnet

Filtering
DHCP/RADIUS/ ieRt- Py AT
OTP/PKI Servers

——I -5_

=k=y

. Virus Scanning
W',rﬁlzzsﬁco';jn?r?(tg Q EAP Authentication
oL an P~ & TKIP (Encryption Enhancements)

Dynamic Encryption Key Generation

Feeees]l Autonomous Access Point
Q00000 with EAP and TKIP

{

L]
E

EAP Authentication EAP Authentication

Dynamic Encryption Key Generation || TKIP (Encryption Enhancements)

Message Integrity Check Protection from Active Network Attacks

The use of a MIC thwarts an active network attaeighed to determine the encryption key used toyphintercepted packets. This active attack
is a combination of a bit-flipping attack and alegpattack. When MIC support is implemented on ibthaccess point and all associated client
devices, the transmitter of a packet adds a fewsbfthe MIC) to the packet before encrypting aaddmitting it. Upon receiving the packet, the
recipient decrypts it and checks the MIC. If theQvih the frame matches the calculated value (dérir@n the MIC function), the recipient accepts
the packet; otherwise, the recipient discards tHuket.

Using MIC, packets that have been maliciously miedifn transit are dropped. Attackers cannot us8ipping or active replay attacks to fool the
network into authenticating them, because Ciscomét products, which are MIC-enabled, identify agjéct altered packets.

Broadcast-Key Rotation

TKIP allows network managers to rotate both theasii keys and the broadcast encryption keys usexcypt broadcasts and multicasts. Network
managers configure broadcast-key rotation policiethe access points. Since a static broadcagslseisceptible to the same attacks as unicast or
static WEP keys, a key rotation value for broadkags is provided, which eliminates this suscelitybi

WPA2 Encryption—Advanced Encryption Standard

The Cisco Unified Wireless Network supports WPAZahtuses the AES encryption scheme for confidettiahd integrity. AES is an alternative
encryption scheme to the RC4 encryption used inPT&id WEP. AES has no known attacks and offerag#roencryption than TKIP and WEP.
AES is an extremely secure cryptographic algorithith current analysis indicating that it takes 20Xfberations to break an AES key—a feat not
yet accomplished.
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AES is a block cipher which is a type of symmekiéy cipher that uses the same key for both enagthnd decryption and uses groups of bits of
a fixed length—called blocks. Unlike WEP which uadeey stream acting across a plaintext data irtpedus for encryption, AES encrypts bits in
blocks of plaintext that are independently caledafThe AES standard specifies an AES block siZ28fbits with three possible key lengths 128,
192 and 256 bits. A 128 bit key length is usedit?A2/802.11i. One round of WPA2/802.11i AES encigyptis made up of four stages. With
WPA2/802.11i, each round is iterated 10 times.

To provide both data confidentiality and autheyica new mode of construction called Counter-M@#BZ-Mac (CCM) is used with AES. CCM
employs AES in Counter mode (CTR) to achieve datdidentiality and AES using Cipher Block Chainikessage Authentication Code (CBC-
MAC) to provide data integrity. This type of consttion, one that uses one key for two modes (CTRRGBC-MAC) is a “new” construction that
has been accepted by NIST (Special Publication38I0) and the standard community (IETF RFC-3610).

A 48-bit IV is used for CCM. Like TKIP, AES doestngse the IV in the same manner as WEP encryptiethods. With CCM, the IV is used as an
input to the encryption and decryption processanitigate replay attacks. Also, since the IV spigoexpanded to 48 bits, the time required to incur
an IV collision is increased exponentially—providiggeater data protection.

It is recommended that AES encryption (and decoyytbe performed in hardware because of the cortipngdly intensive nature of AES.

Cisco wireless products perform AES encryptionandware. Performing AES encryption in softwarerfartiple clients simultaneously requires
horsepower, such as that offered by a 2.5-GHz &anpirocessor laptop for example. If an access parformed AES encryption/decryption in
software while serving numerous associated clighésaccess point likely would incur performancgrddation, especially if that access point
lacked a powerful processor and a large amount?d®flRnd ROM.

WPA and WPA2 Deployment

Cisco recommends that customers use WPAZ2 for dlievices that support WPA2. Although WPA is stilhsidered secure and TKIP has not been
broken, Cisco recommends that customers’ transitdWPA2 as soon as they can. Because WPA?2 reqeordigguration changes to both access
points and client devices, the introduction of WRshduld be planned and large sets of client dewdnesaccess points should be transitioned at
the same time to minimize network disruption. Oppartunity for a transition to WPA2 is when a was$ network is introduced, upgraded, or
expanded.

To make the transition to WPA and WPAZ2 easier, €iitconet autonomous access points support both WRfkation Mode and WPA2 Mixed
Mode. WPA Migration Mode is an autonomous accesstsetting defined by Cisco that enables both VR4 non-WPA clients to associate to an
access point using the same SSID. WPA Migration &/sttbuld only be used as a temporary transitionensgtte it supports the authentication of
WEP clients and is therefore potentially insecW®A2 Mixed Mode operation permits the coexistenfcd/®A and WPA2 clients on a common
SSID. WPA2 Mixed Mode is a Wi-Fi Certified featul®PA2 Mixed Mode is considered secure since it gl TKIP and AES for encryption.

Specialized WLAN client devices may not be ableuto AES and may not be upgradable to AES (and WPRZrefore, Cisco recommends that
enterprise organizations continue to use and depB for these devices as applicable. All netwatsuld run WPA as a minimum.

Read thewi-Fi Protected Access, WPA2 and IEEE 802.11i QfaAmore information.
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Protection from Network Attacks
A variety of attacks can be issued against WLANsthBNVPA and WPAZ2 protect the network from a varietyietwork attacks when 802.1X, EAP
types and TKIP or AES are used. (Figure 5)

Figure 5. New Security Enhancements Mitigate Network Attacks
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Section 5.2 of the 802.11 Wireless LAN Security White Paper.

WLAN Intrusion Prevention System

In the Cisco Unified Wireless Network, access poBitmultaneously act as air monitors and data fatiwg devices. This setup allows access
points to communicate real-time information abdt wireless domain, including potential securitye#is to Cisco Wireless LAN controllers,
without interrupting service. All security threate rapidly identified and presented to network iaistrators through the Cisco WCS, where

accurate analysis can take place and correctivenacan be taken.

If your company has a “no Wi-Fi” policy, you canpley the Cisco Unified Wireless Network initiallg @ standalone wireless IPS, and later
reconfigure it to add WLAN data service. This sa@nallows your network managers to create a “defeshield” around your RF domains,
containing unauthorized wireless activity until yawganization is ready to deploy WLAN servicess@@ Systems provides the only WLAN
system that offers simultaneous wireless proteaimh WLAN service delivery, helping to ensure coet@MWLAN protection with no unnecessary
overlay equipment costs or extra monitoring devices

The Cisco Unified IDS/IPS is part of the Cisco Sa#ffending Network and is the industry’s first igtated wireline and wireless security solution.
The Cisco Unified IDS/IPS takes a holistic approickecurity—at the wireless edge, wired edge, WANeeand through the data center. When
an associated client sends malicious traffic thioting Unified Wireless network, a Cisco wirelineSdevice detects the attack and sends shun
requests to Unified WLAN controllers which will thelisassociate the client device (Figure 6).
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Figure 6. Cisco Unified IDS/IPS Detects Malicious Attacks Allowing the WLAN Controller to Disassociate the Offending Client Device
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NAC for WLANs

NAC is a set of technologies and solutions builarindustry initiative led by Cisco SystémBAC uses the network infrastructure to enforce
security policy compliance on all devices seekimgdcess network computing resources, therebyitigpjdamage from emerging security threats
such as viruses, worms, and spyware. Customerg MM can allow network access only to compliard smisted endpoint devices and can
restrict the access of noncompliant devices. NAgais of the Cisco Self-Defending Network, a sgteo dramatically improve the network's
ability to automatically identify, prevent, and ati&o security threats.

Cisco offers both thBIAC Applianceand theNAC Frameworkto meet the functional and operational needs gfarganization, whether they
have a simple security policy requirement or regsispport for a complex security implementatiorolaing a number of security vendors,
combined with a corporate desktop management saluti

Both the NAC Appliance and the NAC Framework pravegcurity threat protection for WLANS by enforcithgvice security policy compliance
when WLAN clients attempt to access the networlesehsolutions quarantine non-compliant WLAN clieartd provide remediation services to
help ensure compliance. Both solutions are fultgrioperable with the Cisco Unified Wireless Netwadkklditional information about NAC for
WLANS is available in th€isco Network Admission Control for Wireless LANsItion Overview

WAN Link Remote Site Survivability

Cisco Aironet autonomous access points supporttesite survivability. This capability is enableid the autonomous access point’s IEEE
802.1X local authentication service. With IEEE 802local authentication service, Cisco Aironet auttimous access points are configured to act
as a local authentication server to authenticatel@gs clients when the AAA server is not availablas provides secure authentication services for
remote or branch office WLANs without a RADIUS senand backup authentication services, for acecekgal resources such as file servers or
printers, during a wide area network (WAN) linksarver failure.
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SUMMARY

With the Cisco Unified Wireless Network’s securigatures properly configured and activated, netvaahkiinistrators can feel confident that their
company data will remain private and secure. Taist®n provides network managers with the samellef security, scalability, reliability, ease
of deployment, and management for wireless LANs ttiiey have come to expect from their wired LANeT®isco Unified Wireless Network fully
integrates with the Cisco Self-Defending Networkl &AC and allows network managers to give their esers freedom and mobility without
compromising network security.

The Cisco Aironet product line, supporting bothcenmous and lightweight access points, easily mateg with an existing network. Its mobility
and flexibility make it the best solution for seewvireless networking and it's easy to install. Dgment assistance is available through Cisco
Total Implementation Solutions (TIS), and technimaérational support is offered through Cisco SMAR support. See how easy it can be to
launch a secure Cisco wireless network in youfifess.

For more information about Cisco Aironet produdtsage visithttp://www.cisco.com/go/aironet

For more information about the Cisco wireless secptease visithttp://www.cisco.com/go/aironet/security

For more information about Cisco Unified Wirelesstiork please visifattp://www.cisco.com/go/unifiedwireless

For more information about NAC, please vigittp://www.cisco.com/en/US/netsol/ns466/networkismjutions_package.html

For more information about WPA, WPA2 and 802.11eage visit,
http://www.cisco.com/en/US/prod/collateral/wirelgs5678/ps430/prod_gas0900aecd801e3e59.shtml

For more information about the Wi-Fi Alliance WPArtfication please visitattp://www.wi-fi.com

For more information about the Wi-Fi Alliance WP A@rtification please visitittp://www.wi-fi.com
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