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Wireless CleanAir Deployment Guide

This document is for the reader who:
- Wants a general understanding of Radio Resource management.
- Understands the challenges of the unlicensed Radio Spectrum.

- Has already read the Smart Business Architecture Foundation for Enterprise Organizations
Deployment Guide and is looking for a Wireless Network Management Solution.

- Has an existing network and needs guidance on how to add Wireless and Radio Spectrum
Management.

- Wants to better understand how to react to unforeseen Wireless Network challenges.
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Who Should Read This Guide

This guide should be of interest to anyone in an enterprise organization who
wants to understand the benefits of using the Wireless Network Management,
Cisco's Wireless Control System (WCS), and the Wireless Control System
Navigator offerings, to learn how to choose among them, and to find out how to
purchase one of these products.

The audience also includes technology resellers who want to understand more
about the Cisco Wireless offerings and to learn how to become a Cisco Wireless
authorized partner.

This guide does not require any specific technical background other than
gen-eral computer experience.

Using this Collaboration Guide

This guide is a concise reference on Wireless Network Management and is
organized into the following sections:

The Introduction outlines the issues the Cisco Wireless Control System and
Navigator can solve within your organization and the capabilities it provides to
solve them.

The Technology Overview section introduces Cisco Wireless Control System
and describes how it is delivered as Software as a Service (SaaS).

The Cisco Wireless Control System (WCS) and Navigator Solutions Overview
section discusses the various Wireless Network Management solution offerings,
the differences between them, and how to decide which one is right for you.

How to Get Cisco Wireless Control System points you to the correct resource
to order Cisco WCS or Navigator for your organization.

Additional Information

This guide is a companion document to the Borderless Network Architecture for
Enterprise Customers Design Guide and Deployment Guide.

The Cisco Borderless Architecture for Enterprise Customers is a prescriptive
architecture that delivers an easy-to-use, flexible, and scalable network with
wired, wireless, security, WAN optimization, and unified communication com-
ponents. The architecture eliminates the challenges of integrating the various
network components by using a standardized design that is reliable and has
comprehensive support offerings.

The Cisco Smart Business Architecture for Enterprise Customers is designed
to address the common requirements of organizations with 2000 to 10000
employees. Each organization is unique, however, and so are its requirements.

Because of that, the Cisco Borderless Network Architecture was built so that
additional capabilities could be added without redesigning the network.

Figure 1. Network Services, Services and Foundation
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One way that the Cisco Borderless Network Architecture accomplishes this
extensibility is by breaking down the architecture into three primary layers: Net-
work Foundation, Network Services, and User Services. See Figure 1.

The Cisco Wireless Control System is a User Service. User Services are the
services or applications we use everyday and interact with directly. They range
from picking up the phone to use the phone service, to reading our email using
the email service. How well a User Service interacts with the Network Service
impacts how it performs when a user actually uses it, which makes Wireless
Network management an imperative for a healthy network.

Reliable Network Services provided by the Cisco Smart Business Architecture
such as the Internet connection, WAN infrastructure, and security help ensure a
business can rely on applications such as web conferencing for critical collaboration.

To learn more about Cisco Borderless Network Architecture, visit:
http://www.cisco.com/go/smartarchitecture or
http://www.cisco.com/go/partner/smartarchitecture
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Business Overview

The challenges of running a wired data network are beyond the expectations

of most other jobs. The challenges go beyond simply adding a machine and
handing it over to the desktop IT department or to the end user to leverage as
they desire. With the numerous challenges that arise with any application, the
network is always the easiest entity to blame for failure. Now add a wireless
data network to the picture and the challenges and skill set required to maintain
and troubleshoot the network triple. Wireless networking brings a new set of
unknowns that a wired network never had to address.

The Cisco Wireless Control System (WCS) with CleanAir Technology allow the
Network Administration IT staff to visually see how well their network is per-
forming, troubleshoot client connectivity remotely, manage wireless network
resources, and analyze interference devices from anywhere in the world and
more. The real power of Cisco WCS with ClearnAir combined with CleanAir
access points is the ability to visually represent the radio environment to the
network administrator to better manage and troubleshoot issues before they
become issues.

Figure 2. WCS Heat Map
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Radio is the manipulation of the magnetic field that is invisible to the naked eye.
Without running expensive site surveys with a spectrum expert every hour and
minute of every day, the network administrator cannot tell what is happening

in the user space. The Wireless Control system collects the data from all the
Wireless LAN Controllers (WLC) in the network, while each CleanAir access
point does a spectrum sweep of the environment and alerts the administrator of
any potentially negative issue before a user creates a call ticket in the network
call center.

The CleanAir Access Point

Unlicensed bands need to be proactively managed. Wi-Fiis no longer a con-
venience technology used for casual web surfing or simple connectivity from
conference rooms. With 802.11n, wireless performance is now on par with wired
networks where businesses as well as hospitals rely on the wireless network
for mission-critical and patient-critical applications. With limited IT resources,
lack of tools, and lack of RF expertise, the CleanAir access point with Integrated
Spectrum hardware can fill the RF expertise gap and limit or eliminate network
downtime.

With Event Driven Radio Resource Management, an issue within the wireless
radio network can be identified and mitigated without any user interaction.
Alerts can be sent out via email as well as through syslog to make the network
IT staff aware of the mitigated issue and alert them to watch for other issues,
enforce the company radio policy, or do both.

Figure 3. Simplified Network Diagram
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Technology Overview

Cisco CleanAir Technology

Cisco CleanAir is the integration of Cisco Spectrum Expert technology with

a Cisco access point. Before Cisco CleanAir was available, operators had to
walk around with an instrument to detect chosen signals and physically locate
the device. Cisco CleanAir helps to automate these tasks within the system man-
agement function by adding additional intelligence over Spectrum Expert, and
thereby augmenting the overall experience by proactively reclaiming control
over the spectrum.

The components of a basic Cisco CleanAir technology are the Wireless LAN
Controller and the Cisco 3500 Series access points. To take advantage of the
entire Cisco CleanAir feature, the Cisco WCS can display in real time the data
retrieved from Cisco CleanAir. Adding the Mobility Services Engine (which is
addressed in a separate guide) further enhances the available features and pro-
vides the history and location of specific interference devices.

Wireless Control System

Cisco WCS enables you to configure and monitor one or more controllers and
associated access points, to monitor and troubleshoot radio technology, and to
visually display Cisco CleanAir data to the network administrator. Cisco WCS
includes the same configuration, performance monitoring, security, fault manage-
ment, and accounting options used at the controller level and adds a graphical
view of multiple controllers and managed access points.

Cisco WCS runs on Windows 2003/SP2, Windows 2003 R2/SP2 32-bit instal-
lations, and Red Hat Linux Enterprise Server 5.0 32-bit installations. On both
Windows and Linux, Cisco WCS runs as a service, which runs continuously
and resumes running after a reboot. The configuration in this guide runs the
Windows 2003 Operating System within a virtual machine and leverages
VMware ESXi 4.0 within the data center.

Mobility Services Engine

The Mobility Service Engine (MSE) can run multiple related or independent
services such as location and wireless IDS/IPS services, the CleanAir database
functionality, as well as future services. The MSE is an independent appliance
and is leveraged by the Cisco WCS. The MSE and the services it supports are
discussed in another supplemental guide.

Location or Context-Aware

The Cisco location service solution (also referred to as the context-aware service)
provides the capability to determine the physical location of a tracked entity in
the network and additional contextual information such as the serial number of
the tracked entity. The tracked entity can be a wireless endpoint, a wired end-

point (a phone or PC), a wired switch, or a wireless controller. Location information
is critical for wired endpoints. For example, a phone in the lobby of an office
building can have different policies from a phone in a conference room or in an
employee office. Today, the policies are statically administered based on the
MAC address and not based on the location of the endpoint itself. Knowing the
location of a wired entity provides additional intelligence to push the right set of
policies to tracked devices based not only on the user’s credentials and MAC
address, but also on the location of the device. This document does not cover
the location service solution; this information is presented in a different supple-
mental guide.

Configuration Details

This Cisco Wireless Control System requires having Windows 2003 Server
loaded, and within the SBA architecture, we have loaded Windows 2003 Server
on a VMware ESXi 4.0 platform. This document leverages the standard server
configuration that supports up to 2000 Cisco Aironet lightweight access points,
1000 standalone access points, and 450 Cisco wireless LAN controllers. A low-
end server can support up to 500 Cisco Aironet lightweight access points, 200
standalone access points, and 125 Cisco wireless LAN controllers. This information
can help you determine your network needs and future growth. No matter what
your organization requires, it is the same Cisco Wireless Control System software
that runs on different hardware, as described in the product Release Notes.

Install the Mobility Service Engine

The Mobility Solutions Engine (MSE) can be leveraged within the CleanAir solu-
tion to create an Interference History. Many issues that occur in the day-to-day
operations of a Wireless Network are intermittent and often hard to track down.
Leveraging the power of the MSE, you can track an issue by the time of day and
build upon the historical data that can help mitigate these difficult, if not impossible,
network interference devices.

Initial Configuration of the MSE
Step 1: Connect your console cable to the console port of the MSE.
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Step 2: Power on the Mobility Services Engine.
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i
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Step 3: Follow the on-screen prompts and provide the following required infor-
mation in this order:

1. Hostname

2.1P address

3.Network mask

4. Default gateway

5.DNS server IP address

6.Login banner

7. SSH password
(WCS Username and Password is used by the WCS for secure communication)

8.WCS communication username

9. WCS communication password (which must have two uppercase and two

lowercase characters, two digits, and two special characters to be accepted)

Provide the following optional information:

1.NTP server IP address

2.Second Ethernet IP address

List of Procedures for a Successful WCS Deployment
This section lists the tasks that must be completed for a successful deployment.
1. Installation

a.Install Cisco Wireless Control System on a VMware ESXi 4.0 virtual
machine

2.Licensing

a. Install the appropriate license to bring Cisco WCS online
3. Wireless LAN controller

a. Add Wireless LAN controller(s) to Cisco WCS
4: Add Mobility Service Engine to Wireless Control System
5. Building and Floorplan

a. Add the building or site to Cisco WCS

b.Add individual floorplans to each building

c.Place each access point on the floorplan map
6. Configuring the Cisco Wireless Solution for CleanAir

a. Enable Event-Driven Radio Resource Management

Procedure 1: Installation

The installation steps outlined in this section are typical for most applications and
perhaps intuitive to most users. With every installation, knowing up front what

you need to have ready is essential for a quick and easy installation experience.
With the Cisco Wireless Control System, planning the hostname ahead of time
when building the machine makes for a logical and easy-to-troubleshoot net-
work. For the actual installation of the Cisco Wireless Control System service,
keep the following information handy for a smooth installation process.

1.HTTP, HTTPS, and health monitor port information

a. We will use the default ports, however, consult your security policy to be
sure your company policy is to use default ports

2.Root password

3.FTP file folder on local machine

4. TFTP file folder on local machine

5.Installation folder (a default folder will be chosen under Program Files)
Run Application

Double-click the Cisco WCS application that you downloaded from Cisco.com.
It should have a name similar to the following:

WCS-STANDARD-K9-7.0.164.0.exe

You see the introductory screen as shown here.

Figure 4. WCS Initial Configuration

¥ Wireless Control System

=] B
Introduction

° Introduction
License Agreement

Thig installer will guide you through the installation of
CiscoWireless Control System F.0164.0.

Check Forts... Cisco Systems
Set Root Passward Copyright 2008-2010 Cisco Systems
FTF Setup WA, CIS C0.C0Mm

Choose a TFTP Folder
Choose Local Interfaces

Itis strongly recommended that you quit all programs hefore
cantinuing with this installation.

Choose Install Faolder,
Choose Shartcut Folder
Fre-Installation Summary

Click the 'Next' button to proceed to the next screen. [fyou wantto
change something on a previous screen, clickthe 'Previous' buttan,

You may cancel this installation at any time by clicking the 'Cancel’
hutton.

Installing...
Install Complete

Cancel

Erevious
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The introduction summarizes the application you downloaded and prompts The next two screens prompt you to either accept the default ports or assign
you to move to the next screen. You must accept the license agreement and alternative ports for access services on your Cisco WCS. Unless your security
click Next. policy specifies something different, click Next.

The installer checks for any previous installations. It asks if this installation is Figure 6. Port Configuration

for High Availability or is being built as a secondary WCS. We do not set up a \Z wireless Controlsystem ~~ mmH|
secondary or High Availability installation in this guide; however, you can do this Check Ports...

simply by repeating this installation and selecting Yes.

0 Introduction
0 License Agreement

Figure 5. High Availability Mode Selection FELL LI LU

ot FHTTP Redirectis enabled, any request received on the HTTP
. . . portwill be redirected to the HTTPS pod. If itis not enabled the
Select High Availability Mode Set Root Passwaord HTTP portwill be disahled.
FTF Setup
@ introduction Is this & secondary, High Availability WCS installation to support Choose a TFTP Falder
@ License Agreement your primary WG server? Choose Local Interfaces HTTF Port |80

© checkPorts...
Set Root Password
FTF Setup
Choose a TFTF Folder
Choose Local Interfaces

Choose Install Falder
Choose Shortcut Folder

Fre-Installation Surarmany HTTPS Port |443
Installing...

¥ HTTP Redirect Enabled

Health Monitor Part |8062

Install Complete
Choose Install Folder Mo =]

Choose Shortcut Folder
Fre-Installation Summany

Installing...

Cancel Previous
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You must define the root password next. This password is the locally defined Choose your FTP folder, TFTP folder, and the installation folder on the local
administration password. The password will be checked for strength; however, machine for WCS. As a pre-check, we created an FTP folder and a separate
password strength should follow your security policy. The root password is only TFTP folder for this function and allowed the default folder for the Cisco WCS
used for the local administrator. installation.
Figure 7. Root Password Figure 8. File Folder Selection
JZ Wireless Control System =] B ¥ Wireless Control System 9 =]
Enter Root Password rhanea a Faldar for the FTP Server
Browse For Folder 7| x|—
@ intraduction Flease enter a password for root user. You will use this password @ intraduction Sl & Bl Server will be
0 License Agreernent to log anto Cisco Wireless Control System 7.0.164.0. 0 License Agreemen wenload files from
@ Check Ports... @ CheckForts... & outside of the
is not removed
° Set Root Password o Set Root Passwar: = 9 Ty Camputer ;l
FTP Setup Q FTP Setup & 3 Floppy (A1)
=l = Lacal Disk (C:)
Choose a TETP Falder e Eiitar s REGE HaEEOrE Choose a TFTF Fo ) Dasbacedd3zd716F56a4as
Choose Local Interfaces : Choose Local Intes 3 ADFS
wekikhah b
Choose Install Folder Choose Install Falg [£5) Documents and Settings
Choose Shortcut Folder Choose Shorcut F 53 Program Files I | Choose... |
Fre-Installation Summany Fre-Installation Sui %
WINDOWS
Installing... Installing... = wmpu _|
Install Complete Install Complete SSAL oSS
Iake Mew Folder | O I Cancel |
4
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Click Next on the installation icon folder options to get to the installation summary.  Once the installation completes, you can start Cisco WCS services.

Review rchoi fore the installation ins.
eview your choices before the installation begins Figure 10. Starting WCS for the First Time

Figure 9. Installation Summary i Wireless Control System = [T =]
3 Wireless Control System =] B Please Wait

Pre-Installation Summary @ invoduc
NIroduciion

Q Introduction Please Review the Following Before Continuing: o License Agreement

o License Agreement 1 @ checkPorts...

® check Pors... Product Name: @ setRoot Passwaord

o Set Root Password Cisco wireless Control System 7.0.164 .0 o FTP Setup

@ FTP Setup Install Folder: L ISULLELE R ., wireless Control System 7.0.164.0 k

o Choose a TFTP Falder C\Program FileswwCs?.0.164.0 o Choose Local Inte 7.0.164.0is being
' S . ! Starting WCS... Thi take afi inutes...

Q Choose Local Interfaces o Choose Install Fol L S AL e a moment...

o Choose Install Folder Shortcut Folder: o Choose Shoreut F AVSSYSSY"YS S YL\ \.N.

o Choose Sharteut Falder EAbBCUment ant S etingsy aminisiatniistate |- o Fre-Installation SUFTTTATY

hMeEnUProgramswCisco Yireless Control System

° Pre-Installation Summary 701640 ° Installing...
Installing... Install Complete
Install Complete FTP Folder

CATFTP-FTF
TETP Enldar LI

Cancel

Cancel Erevious L dnstall
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Click Done to close the installation application. You are now running Cisco WCS.

Figure 11. Installation Complete

V1 Wwireless Control System == 3

Install Complete

o Introduction

@ License Agreement

@ Check Ports...

o Set Root Passward

@ FTP Setup

® chioose a TFTP Folder
Q Choose Local Interfaces
o Choose Install Folder
® choose Shortcut Folder
Q Pre-Installation Summany

o Installing...

© install Complete

[ongratulations! Wireless Control System has been successfully installed to:
C:YProgram FilesiWwiC57.0.164.0
WS started successhully,

Press "Done” o quit the installer.

Procedure 2: Licensing

Cisco Wireless Control System (WCS) is licensed by the number of access
points and services you desire. For this guide, we upload a license that includes
Spectrum Intelligence as a service and 250 access points

Summary of Steps to Install the License
1. Save the license file (.lic) to a temporary directory on your hard drive. (You
will receive an email from Cisco with an attached license file.)

2.0pen a browser and in the location or address field, enter the following URL
and replace the IP address with the IP address or host name of the Cisco
WCS server: https: // <IP address>. In our example, we have Cisco WCS
installed at 10.4.200.19
https:// 10.4.200.19

3.Log into the Cisco WCS server as system administrator. (Be aware that
usernames and passwords are case-sensitive.)

Figure 12. WCS Login Screen

BEE
| L
Q- © ¥ B ) search Peraies & (- 1 5= L) £ E
feldress ] https: [HQWILC] vIBe ks ?
Cancel Erevious
Connect to hgwlc
=
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i) ¥
Cisco Controller
User name: _ﬂ Adrin b
Wireless LA [t
[Tremember my password
are
tates and
&] Done [N ] 2 %J Local intranet
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4.From the Administration menu, select License Center.

Figure 13. Navigate to License Center

Administration = Tools +

Background Tasks
ARA

Virtual Domains
Logging

Settings

High Availability

User Preferences

5.0n the right, select Files and then select WCS Files.

Figure 14. License Center, Add PAK

alialey [Aemsmnay &4 o 7 o O o v |
cisco

Wireless Control System

Monitor ¥ Reports ¥ Configure ¥ Services * Administration * Tools * Help v 9 ¥ & Logout

Summary @ License Center
Administration > License Center
Files @
WCS Licenses © Permanent licenses include installed license counts and in-built license
£ Feature © Unlicensed SR,
MSE Licenses
(4 MSE Files Host wes1 Tag Elements.
AP Limit 0 Permanent Limit o
AP Count ° Evaluation Limit [}
" 0%
S tised Count 0
Type © Unlicensed — [ —

© To add new licenses take your Product Authorization Key (PAK) and the

host name (WCS1) and go to the Product License Registration®' page to
get a license for WCS.

Client Elements.

Controller Licensing

Permanent Limit [l

Feature Base
Limit 0

Contraller Count ]

Count 0
AP Limit 0

% Used 0%
Type Permanent =
Feature WPlus wIPS Monitor Mode APs
Controller Count [ Ppermanent Limit 0
AP Limit L) Evaluation Limit 0
Type Permanent Count 5

@ Licensing status is updated periodically, to force an immediate update go

6.Under PAK, select Add, and click Choose File to navigate to the location
where you saved the lic file.

Figure 15. Add New PAK

by [amsemmay @ Ao v o O o 2
CIsco

Wireless Control System

User: root @ Virtual Domain: roct ¥
© 2 & Logout

#  Monitor ¥ Reports » Configure ¥ Services ¥ Administration ¥ Tools ¥ Help v

Summary @ License Center
Administration = License Center > Files » WCS Files
Files @
& wCs Files
2 Controler Fies [ pa CEziE AP Limit Type
[ MsE Files Nene Detected.

7. Click Upload. The Cisco WCS server then imports the license.
8.Repeat this step for each additional license you have received.

Figure 16. Importing License Files

D Y T e Y ¥ o S o = Wireless Control System

cisco

#  Monitor * Reports v Configure v Services » Administration v Tools v Help v

Summary @ License Center

Administration > License Center > Files > WCS Files
Files ®
] WCS Files
& Controller Fes [ ] pak Feature AP Limit Type
& MSE Files [] =20100301133808555 Flus 100 Permanent

[ z0100301133844617

Spectrum Expert N/A Permanent

Once completed, all your license files should appear as shown in Figure 15. To
verify that your license files do indeed provide the access point count and the
services you ordered, return to the Administration menu and select License
Center. We uploaded both Spectrum Intelligence as a service and as a single
100AP license as shown in Figure 16.
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Procedure 3: Add Wireless LAN Controller(s) to Cisco WCS

Each controller must be added to Cisco WCS so the network can be monitored
and centrally managed. This process is very simple, but necessary.

Navigate to Configure and then to Controllers, which should bring you to an
empty list of controllers as shown in Figure 17. From the drop-down list on the
right, select Add Controllers... and click Go. You are prompted to enter the
Controller(s) IP address(es). (Enter all your controller IP addresses separated by
a comma as shown in this example: 10.4.56.64, 10.4.56.65, 10.4.56,66, 10.4.246.54.)
Use the default settings for all other parameters including the Telnet/SSH password.

Figure 17. Add Controllers

liilny [Aemsummay @A ¥ o O o v |
cisco

m Monitor ¥ Reports ¥ Configure ¥ Services * Administration * Tools * Help -

Add Controllers

Configure = Contrellers » Add Controllers

General Parameters
Add Format Type

Cevice Info vl

IF Addresses

MNetwork Mask

D werify Telnet/SSH Capabilities @

SNMP Parameters @

Version | w2c vl

Timeout [s=cs)
Telnet/SSH Parameters @

Fazzword

Confirm Password

@ Cancel

NOTE: You may enter every controller IP address separated by a comma, or

you can select a comma-delimited (CSV) spreadsheet with the IP addresses of
your controllers. In our example, we selected a single controller by IP address to
allow for clarification.

Click OK, which tests for connectivity to each controller you have specified and
provides you with a list of your controllers, their hostname, and an indication if
they are reachable as shown in Figure 18.

Figure 18. List of Controllers

aleilie [Aemsummay @ Ao v o O a8 v |
cisco

Wireless Control System

Controllers
o = B
Confgure > Controllers S ¥l[ce]
I Entries 1-5 of 5
1
[] ipAddress Controller lame Type Location Software Version Mobility Group Hame  Reachability Status Audit Status
O & | BN-WLCL 5500 6.0.196.0 BN Reachable Not Available
O & | BN-wWLC2 5500 6.0.196.0 BN Reachable Not Available
O @ | BN-WLC3 5500 6.0.196.0 BN Reachable Not Available
(] & | BN-WLC4 5500 6.0.196.0 L Reachable Net Available
O & | BN-GUEST 5500 6.0.196.0 BN Reachable Net Available

Controller(s) added successfully.

Entries1 -5 of 5
1

Footnotes:

1. "Reachability Status' is updated based on the last execution information of ‘Device Status' background task. For updating the current status, use 'Execute Now' command of Administration >
Background Tasks.

2, 'Audit Status' is updated based on the last execution infermation of either 'Canfiguration Sync' background task or 'Audit Now' command option in Contrallers page. To get the current status,
either use 'Execute Now' command of Administration > Background Tasks or 'Audit Now' command option in Centrollers page.

To Audit the Controller immediately, select the hyperlink next to your controller
initially labeled Not Available and then click Audit Now.
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Upgrade Controllers for CleanAir Support

CleanAir software support for the 3502 access points and the integrated Spectrum
Expert hardware begins with 7.0.98.0 or later. Managing multiple controllers with
Cisco WCS is important and the ability to upgrade all five controllers simultane-
ously shows the true power of the Cisco Wireless Control System, this upgrade
process can be then scheduled and streamlined to maximize network uptime.

Step 1: Log into Cisco WCS
Step 2: Navigate to Configure > Controllers.
Step 3: Select All Controllers.

Step 4: From the drop-down list at the right, select Download Software (TFTP)
and Go.

Figure 19. Download Software via TFTP

Wireless Control System

bty [Remsmmen® & 2o 7 o O W)
cisco

" Monitor * Reports v

Configure ~ Services ~ Administration ~ Tools v Help ~

Controllers

" . HIES
Configure » Controllers Download Software(TFTP)

- Select 3 command

Add Controllers...

Remave Contrallers

Rebost Cantrallers

Rebost Cantr’aHers and APs(Swap AP Images)
Software Version Mohility g gy

1P Address Controller Hame: Type Location

rs and APs(Do Not Swap AP Images)

10.4.246.54 & BN-GUEST 5500 6.0.196.0 BN
Download Software(FTig..

BN-WLC1 5500 6.0.196.0 BN Dewnload IDS Signatures
Download Custemized WebAuth

Download Vendor Device Certificate

OO @O0

bkt 5500 S0e0 BN |Download Vendor CA Certificate
BN-WLC3 5500 6.0.195.0 BN |save Config to Flash
Refresh Config from Controller
BN-WLCd 5500 6.0.195.0 BN |Discover Templates from Controller
Templates Applied to Controller
Audit Now 5

[View Latest Network Configuration Audit Report..

Footnotes:

1. Reachability Status’ is updated based on the last execution information of 'Device Status' background task. For updating the current status, use 'Execute Now' command of Administration >
Eatkgrcund T

. 'Audit Status' is updated based on the last execution information of either 'Configuration Sync' background task or 'Audit Now' command option in Controllers page. To get the current status,
E\ther use ExE:utE Now' command of Administratien > Background Tasks or ‘Audit Now' command option in Contrellers page.

Step 5: Answer the software controller prompts:
1. Keep Download Type Now Selected.
2.Keep File is located on ... Local Machine Selected.
3.Leave Maximum Retries and Timeout at their default values.
4.From Browse, select the file AIR-CT5500-K9-7-0-98-0.aes and click OK.
5. Click Download.

Figure 20. Download Software to All Machines

Wireless Control System

alilee [Asm summary e 7 o O s2e 2
cisco

User: root @ Virtual Domain: root ~

© O & Logout

" Monitor ¥ Reports ¥

Download Software to Controller
Configure = Controliers = Download Software to Controller

Configure  Services v Administration ~ Tools v Help =

© Some TFTP servers may not support files larger than 32 MB.

Controller IP Address Current Software Version Operation Status Details

10.4.246.54 7.0.98.0 NOT_INITIATED
10.4.56.64 7.0.98.0 NOT_INITIATED
10.4.56.65 7.0.98.0 NOT_INITIATED
10.4.56.66 7.0.98.0 NOT_INITIATED
10.4.56.67 7.0.98.0 NOT_INITIATED

Download Type
Download Type @ ®© now @

© scheduled

TFTP Servers
File is located on @

@© Local machine O TFTP server
Server Name

Server IP Address
Maximum Retries o

Timeout

WCS Server files In CATFTP

Local File Name [€:\Bocuments and Settings'davehuntiy Docur] ( Browse.

Caneml

Once the file is uploaded to every controller, you must reboot these controllers.
You can do the reboot process all at once, which does not allow traffic during
the upgrade, or you can schedule your controllers to reboot in a logical fashion
to keep wireless connectivity available during this change opportunity.
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Figure 21. Transfer Complete, Reboot Controller to Continue Step 5: Click OK to the Warning “Warning: Please save configuration first.
) Witsiess fontial Sy Selected Controllers are going to be rebooted. Do you want to continue?”

alv]ne | Al summany @ A 26 ¥ o O 206
CIsco

User: roct @ Virtual Domain: root ~

0 Lo RIS Smimac Celmmet o © & & Logom Figure 23. Warning: You Are About to Reload Your Controller!
Download Software to Controller
Configure = Controliers > Download Software to Controller

© Some TFTP servers may not support files larger than 32 M8 Message from webpage

Controller IP Address Current Software Version Operation Status Details
TFTP File transfer is successful. Reboot the controller now to

10.4.246.54 5.0.136.0 TRANSFER_SUCCESSFUL | complete the update, or, to reduce the network downtime, pre- \ ? ) ‘Warning: Please save configuration first, Selected Controllers are going to be rebooted. Do you want to continue ?

download the image te APs before rebooting the controller.
TFTP File transfer is successful. Reboot the controller now to

10.4.56.64 6.0.196.0 TRANSFER_SUCCESSFUL

download the image to APs before reboating the controller.

TFTP File transfer is successful. Reboot the controller now to [ oK J Cancel
10.4.56.65 6.0.196.0 TRANSFER_SUCCESSFUL | complete the update, or, to reduce the network downtime, pre-

download the image to APs before rebosting the controller.
TFTP File transfer is successful. Reboot the contraller naw to
10.4.56.66 £.0.196.0 TRANSFER_SUCCESSFUL complete the update, or, to reduce the network downtime, pre-
dewnload the image to APs before rebosting the controller.
TFTP File transfer is successful. Reboot the controller now to
10.4.56.67 6.0.196.0 TRANSFER_SUCCESSFUL | complete the update, or, to reduce the networl downtime, pre-
download the image to APs before rebosting the controller.

Procedure 4: Add the Mobility Service Engine to the Wireless Control System

Dewnload !Ee
et :h: I You must add the Mobility Service Engine to the Wireless Control System. Using
s . the WCS Comunication username and password that you used earlier will allow

EAm—r [CYPe G p— Cisco WCS to poll the MSE database for historical context information. At a later

N time, Wireless Intrusion Prevention System services can be added if needed.
Maximum Rstries [
Timeois T Step 1: Log into WCS.

WCS Server Files In CHTFTR

Local File Name [ | (Browse. )

Step 2: Navigate to Services > Mobility Services.

Step 1: Log into Cisco WCS. Figure 24. New Mobility Service

Services * Administration v

Step 2: Navigate to Configure > Controllers.

Step 3: Select All Controllers.

Synchronize Services

Step 4: From the right drop-down list, select Reboot Controllers. Synchronization Histary

]

Figure 22. Reboot Controller adios Context Aware Notifications

alialey [ Aemsummey & A 2 7 o Oz W] Wireless Control System
cisco

[2] installation Guide

h Monitor v Reports Configure + ~ Administration v T
ContolE = Sete 2 orvmans vl
- i Conaiare — Step 3: From the drop-down list, select Add Mobility Services Engine and
Remove Controllers

(et P Uigee) click Go.

Rebaot Controllers an <
(Do Not Swap AP Images)

IP Address Controller Hame Tvee Losation Software Version Mobility| 2 s haot Controllers an

6.5¢ &  BN-GUEST 5500 6.0.196.0 BN

Figure 25. Add Mobility Service Engine

& BN-wLC1 5500 6.0.196.0 BN -
A
= ‘endor Device Certificate Wireless Control System
& BN-wLC2 5500 6.0.196.0 BN e Sl nmin [Mamsummw A 3 7 o O a02 L‘
10.4.56.56 & | BN-WLC3 5500 6.0.196.0 Eul Save Config te Flash cisco
Refresh Config from Controller =
10.4.56.67 ©  BN-WLC4 5300 6.0.196.0 BN Discover Templates from Controller Monitor » Reports v Configure ~ ~ Administration v Tools ¥ Help v
Templates Applied to Controller Mobility Servi
[Audit Now 5 L prvices -- Select a command - e
Services > Mobility Services
Audit Report... - Select 2 command -
Add Location Server
Add Mobliy Servics Ergip:
Delete Service(
Footnotes: None Detected

Synchronize Services
Synchronization History

1. 'Reachability Status' is updated based on the last execution information of ‘Device Status’ background task. For updating the current status, use ‘Execute Now' command of Administration >
Background Y

2. 'Audit Status' is updated based on the last execution information of either 'Configuration Sync' background task er 'Audit Now' command option in Controllers page. To get the current status,
cither use ‘Execute Now' command of Administration > Background Tasks or ‘Audit Now' command option in Controllers page
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Step 4: Enter the following information and click Save: Figure 27. Select Mobility Engine Services
. bl “kmsmmw N v o O a2 ,] Wireless Control System
1. DeV|Ce name C|ISC|° - User: root @ Virtual Domain: root
2_ |P add ress [aminr v [emio v Crmrs v Smiem o Gmmcmio o TEdn e 52w @ & & Logout
3. Contact name 5;rv|cs=>val\m’.smcszlAd:l!-wbl\wssmcsz Englns>Se\ec.:‘lMDmI\tyEervlc”E I ‘
To install permanent license for the MSE please go to "License Center” under "Administration” menu.
4.Username (WCS communication username) seloct Moty service
5.Password (WCS communication password) WI“ .
6.Port (accept the default)

Figure 26. Define New MSE and Communication Credentials

Procedure 5: Building and Floor Plan

.élllf:élc;. [ e ot — e - - The real advantage to any management system is the presentation of the infor-
mation, which you can then use to make informed decisions. The Cisco Wireless
* Monitor ¥ Reports ¥ Configure ¥ Services ¥ Administration ¥ Tools + Help Control System brings visibility to the radio spectrum, which allows the admin-
Add Location Server istrator to see the coverage that is provided to the users. Including the building
Services = Mobilty Services = Add Location Server and floorplans in Cisco WCS creates the visibility to this otherwise unknown or
convoluted data that the network provides.
General
Adding the First Campus and Building
pevice tame Every organizational method starts by categorizing the approach: with the Cisco
R Wireless Control System, the approach is familiar. Even though you may only
EoriadHame have one building today, you may end up with another building, or perhaps each
pe UL Campus is a single building today, but could have more buildings tomorrow. The
Password campus, building, floor approach makes it easy to understand as you dig for
Port more information and peel away the layers to find what you are looking for.
HTTFS ] Enable
NOTE: You need to know the dimension of the campus picture you are bringing
Delete synchronized service assignments [Netwerk designs, into the system so that you can scale the drawing appropriately as each building
contrellers, wired switches and event definitions) and floor are added.

Selecting Delete synchronized service assignments permznently remaoves zll

service assignments from the MSE. Existing location history data is retained,
howewver you must use manual service assignments te do any future locatien

calculatians,

Step 5: Check the Context Aware Service check box and click Save.
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Step 1: Log into the Wireless Control System.
Step 2: Navigate to Monitor > Maps.

Figure 28. Finding Building Maps

h Monitor * Reports -

WCS

Genel

Google Earth Maps

Controllers
Invent
Access Points
Clients

Tags

Cholkepoints
Interferers

WiFi TDOA Receivers

Spectrum Experts

RRM
E Alarms

Events

TR T

Step 3: From the drop-down list, select New Building and click Go.
Figure 29. New Building

alien] iy [ At summary res Vo @ oo v Wireless Control System

cisco

itor ¥ Reports v Configure v  Se ~ Administration + Tools v Help v
B o s = -- Select 3 command -+ ¥
[ Maps (Root Area) Honitor > Maps

-- Select 3 command --
| B SysiemCompus @ Siiling

Th

[ llame Type  TotalAPs ainRadios bigin Radios Critical |-
Move Buildings
System Campus Campus | 0 0 0 0 o Ve
.-
Properties
Export Maps.

Import Maps...

RF Calibration Models
Locatien Presence

Step 4: Create name, contact name, and characteristics of the building:
Building Name: BN-Headquarters
Contact: Ben O'Brien
Number of floors: 1
Number of Basements: 0
Horizontal Span (feet): 500
Vertical Span (feet): 300

Figure 30. Building Details

aliale [ Asmsumman © e Y o @ &6 v Wireless Control System

cisco

Y © @ B Logout
Maps Tree View =) New Building

=L Maps (Root Area)
| B systemCampus @

Honttor > l4aps > System Campus

BliHssdausrters

Building Name

Contact
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Step 5: Select your newly created building.

Figure 31. Select New Campus

Wireless Control System

alilee [Asm summary A s 7 o O a1e
cisco

" Monitor v Reports ¥ Configure ¥ Services * Administration * Tools * Help +

[E- Maps (Root Area) Ientor = Maps
GH ) systemCampus @ Type Status
[ name

System Campus

[ | svstem camy

Figure 32. New Floor Area

User: root @ Virtual Domain: root ™
© O & Logout

Entries 1 -2 0f 2

1

Total APs ain Radios bigin Radios ~Critical Radio Alarms Clients¥ Status

Type~
Campus 0 0 (] (] 0
Building 0 0 0 0 0

Entries 1 -2 of 2

Step 6: Select New Floor Area from the drop-down menu and click Go.

Wireless Control System

alven|ve [ e sumeany © A i3 ¥ o
cisco

itor ~ Reports ~ Configure ~ Services ~ Administration v Tools ~ Help ~

=/ Building View
Monitor = Mape = System Campus > > BN-Headquarters

- Waps (Root Area)
| G- systemcampus @
Neone detected

MSE Assignment *

- Select a command -+ ~] [z]
-~ Select a command -~

Step 7: Create a floor name, contact name, floor number, and a description of
the area. Select the floor plan image. Click Next:

Floor Area Name: BN-Headqgaurters

Contact: Ben O'Brien

Floor: 1 (selected from drop-down list)

Floor Type (RF Model): Cubes And Walled Offices

(select from the drop-down list)

Floor Height (feet): 10.0

Image or CAD File: C:\Documents and Settings\BN-Headquarters.png

Convert CAD File to: PNG (Accept the default drop-down selection)

Figure 33. New Floor Details and Image Upload

Wireless Control System

Al [Aemsmmeny® A a2 Vo Ous ¥

cisco

User: oot @ Virtual Domain: root 7

© © & Logout

Configure v Services v Administration » Tools v Help v

B Montor v Reports v

=/ New Floor Area
Monitor » Maps » Svstem Compus » BliHeadauarters

Contact
__CubESAnd Walled Offices (v
[ |

Image or CAD File [ and

I%

Maps Tree View
[=F Waps (Root Area)
| G- systemcampus @

Floor Area Name

Floor Type (RF Model)

Floor Height (feet)

(Brmuss ] Convert CAD File to
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Step 8: Verify your new floor area details and image and click OK.

Figure 34. Verify New Floor Details

ale]ie [ Aam summary A 22 ¥ o O as v
cisco

Wireless Control System

#  Monitor v Reports  Configure v Services ¥ Administration ¥ Tools * Help + @ & Logout
=/, New Floor Area
Monior > Maps » Svstem Campus > Bli-Headauarters > BN-Headquarters
Floor Area Name

Maps Tree View
[El- Maps (Reot Area)
| G- systemCampus @

Contact
Floor
Floor Type (RF Model)
Floor Height (feet)
Image File  EN-Headguarters.PNG

Maintain Aspect Ratio

) c of top left corner(feet)

Horizental Position [0 |
Vertical Position [0 |

Horizontal Span
Vertical Span
Total Floor Area Size (sq. feet) 1120

Oiaw

Map Editor after floor creation (To rescale floor and draw walls)

ouse to position the floor image by dragging it. And use CTRL key with mouse to resize the floor.
fest 100 200 300 400

Figure 35. Floor View

alialie [ Aemsmman @A s ¥ o Gz W) Wireless Control System

cisco

B Montor v Reports v Configure v

Maps Tree View

-- Select a command -- v|[=

Monitor > Maps > System Campus > BH > Bl ers

Floor Settings.

MR |

$ @ Data may be delayed up to 15 minutes or more depending on background polling interval h
[v] Access Points 1 ~ uto Refrest
b P e | A S i~ e
= B 09 e 20 250 300 35 T
01 ’ Lol
e Crokescints e T AT R
O % win TooA Receivers B
N I
L y
N ‘. oy N o)
t = \ T T 1
i el . 4
=
MSE Assignment ] | N . .l d ‘ , |
) e e e s ) o
Load Status = | E E |
,,,,, - Y N N I P LT ROIT

Place Access Points

The final piece of the puzzle is to place the access points at the proper location on
your individual floorplans. The Wireless LAN Controllers that work in conjunction
with the Cisco Wireless Control System give an accurate view and device location,
if you take the time to place your access points where they actually are located.

Step 1: Log into Cisco WCS.

Step 2: Navigate to Monitor > Maps.

Step 3: Select your new Floor plan, BN-Headquarters.

Step 4: From the right drop-down list, select Add Access Points and click Go.

Step 5: Select access points that are registered with the system but not yet
placed for the headquarters building.

Figure 36. Select APs to Place on New Floor

alialey [Remsummey® A s v o O a2
cisco

'_] Wireless Control System

#  Monitor v Reports

- Administration ~ Tc © @ B Logout
e I=l Add Access Points
[=- Maps (Root Area) Monttor > Maps > Svstem Campus > BN-Headguarters > BN-Headquarters > Add Access Points

| G- systemcampus @

Entries 1 - 18 of 18
Add checked access points to Floor area 'Bii-Headquarters'  Total AP Count : 17 ntries o

1
[0 APname MAC Address AP Model Controller
CAMPUS-AP16 00:27:0d:2f:80:40 AIR-LAPL142N-A-KS 10.4.56.64
CAMPUS-AP10 1e:17:d3:cbi 74:f0 AIR-LAPLI4ZN-A-KS 10.4.56.67
CAMPUS-2PS 1c:17:d3:17:89:60 AIR-LAPL14ZN-A-KS 10.4.56.66
CAMPUS-AP1L 1e17:d3:chi7era0 AIR-LAPLI4ZN-A-KS 10.4.56.56
CAMPUS-AP12 1e:17:d3:cbi21:b0 AIR-LAPL142N-A-KS 10.4.56.66
CAMPUS-AP15 1e:17:d3:17:84:20 AIR-LAPLI4ZN-A-KS 10.4.56.66
CAMPUS-AP14 1c:17:d3:cb:48:50 AIR-LAPLI4ZN-A-KS 10.4.56.66
CAMPUS-AP13 1c:17:d3:17:8b:20 AIR-LAPLI4ZN-A-KS 10.4.56.66
O | ap-ac71 00:22:90:96:71:00 AIR-LAP1142N-A-KS 10.4.56.66
CAMPUS-2P1 1e:17:d3:1cb: 77160 AIR-LAPLI4ZN-A-KS 10.4.56.64
CAMPUS-2P7 1c:17:d3:17:8f:10 AIR-LAPLI4ZN-A-KS 10.4.56.64
CAMPUS-2PE 00:22:90:93:7b:20 AIR-LAPLI4ZN-A-KS 10.4.56.64
CAMPUS-2P5 00:26:99:2€:40:60 AIR-LAP1142N-A-KS 10.4.56.64
CAMPUS-2P2 1c:17:d3:17:5d: 10 AIR-LAPLI4ZN-A-KS 10.4.56.64
CAMPUS-2P8 1e:17:d3:cbi71:c0 AIR-LAPLI4ZN-A-KS 10.4.56.64
CAMPUS-AP4 00:27:0d:2e:2e:d0 AIR-LAP1142N-A-KS 10.4.56.64
CAMPUS-AP3 1e:17:d3:cbi7a:10 AIR-LAP1142N-A-KS 10.4.56.64
MONITOR-AP 04:fe:7f:48:dbia0 AIR-CAP3S02E-A-KS 10.4.56.65
Entries 1 - 18 of 18
1

el
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Step 6: Carefully place each access point as close to its real position in the
building as possible and click Save.

Figure 37. AP Placement

Al [Aemsemmen T A e

cCisco

Wireless Control System
v )

#  Monitor ~ Reports ~
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NOTE: You must now wait while the system calculates the heatmaps from the
placement and floorplan area.

Configuring the Cisco Wireless Solution for CleanAir

The Wireless LAN controller with the connected Cisco AIR-CAP3500 access
points is immediately CleanAir capable. The Wireless LAN controllers can give
you immediate information about your environment. Where the WCS can take a
network view, the WLC only displays data retrieved from the locally connected
CleanAir access points.

With the Cisco Wireless Control System in the network, all management will be
handled at the WCS. Management can be done at each controller, but we do not
recommend this. With the CleanAir access point operating from the wireless
LAN Controller, we can log into the Cisco Wireless Control System and configure
our controller to support CleanAir.

Event-Driven Radio Resource Management (EDRRM)

Event-Driven RRM is a feature that allows an access point that is in distress to
bypass normal RRM intervals and immediately change channels. A CleanAir
access point always monitors AirQuality (AQ), and reports on AQ in 15 second
intervals. AirQuality is a better metric than relying on normal Wi-Fi chip noise
measurements because AQ only reports on classified interference devices.
That makes AQ a reliable metric in that we know what is reported is not because

of Wi-Fi energy (and hence is not a transient normal spike).

The key benefit of the EDRRM is very fast action time (30 seconds). If an inter-
ferer is operating on an active channel and is causing enough AQ degradation
that it triggers EDRRM, then no clients will be able to use that access point

or channel. The only thing to do is get the access point off that channel. The
EDRRM feature is not enabled by default and must be enabled. This process has

two steps: enable CleanAir and then enable Event-Driven RRM.

Step 1: Log into Cisco WCS.

Step 2: Navigate to Configure > Controller Template Launch Pad.

Figure 38. Controller Templates

aleil [ Aemsummary &

A 33 Vo

cisco

[

Controllers
Configure > Controllers

IP Address

10.4.246.5¢

1 i o

Footnotes:

Controllers

Access Points
Ethernet Switches
Chokepoints
Spectrum Experts
WiFi TDOA Receivers

Controller Config Groups
Controller Auto-Provisioning
AP Configuration Templates

Autonamous AP Migration
Templates

Scheduled Configuration Tasks
WIPS Profiles

ACS View Servers

TFTE Servers

“ Controller Template Launch Pad

»

ation

Software Version

7.0.98.0

7.0.98.0

7.0.98.0

7.0.98.0

7.0.98.0

Wireless Control System

Mobility Group Hame

BN

BN

BN

El

]

- Select a command —-

Reachability Status
Reachable
Reachable
Reachable
Reachable

Reachable

Entries1 -5 of 5

Audit Status

Identical

Identical

Identical

Mismatch

Mismatch

Entries1-5of 5
1

1. "Reachability Status' is updated based on the last execution information of ‘Device Status' background task. For updating the current status, use 'Execute Now' command of Administration >
e

Background Tas

2. Audit Status' is updated based on the last execution infarmation of either 'Configuration Syne’ background task or 'Audit Now' command option in Controllers page. To get the current status,
either use ‘Execute Now' command of Administration > Background Tasks or 'Audit Now' command option in Controllers page.
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Step 3: Navigate to 802.11a/n > CleanAir.
Step 4: From the drop-down list, select Add Template.

Figure 39. Add 802.11a/n CleanAir Template

Al [emsummay © A 36 V o Oz W]
CIsco

Wireless Control System

#  Monitor v Reports v Configure » Services v Administration ¥ Tools v Help ¥

CleanAir Controller Templates

System ® -- Select a command -- (] [c9]
Configure > Controler Templste Launcn Pad » 502 11ain > Cleanair v
WLANs ® Add Template... A
Celete Templates
H-REAR ®
None detected
Security ®
802.11 ®
802.11a/n @
(& Parameters
2 voice Parameters
deo Parameters
DCA Parameters
Gaming Parameters
02.11h
[ High Throughput (802, 11n)
& CleanAir
b [£7502. 11a/nRRM
802.11b/g/n ®
Mesh ®
Management ®
cLr ®
Location ®

Step 5: Create a template name (for example, CleanAir-802.11a/n) and provide
the following information:

1. Check the CleanAir Enable check box.
2.Check the Report Interferers Enable check box.

3.Add Continuous Transmitter, DECT-Like Phone, Jammer and Video Camera
to Interferers Selected for Reporting.

4.Check the Interferers For Security Alarm Enable check box.

5.Add Continuous Transmitter, DECT-Like Phone, Jammer and Video Camera
to Interferers Selected for Security Alarms

0.Select Save.

Figure 40. 802.11a/n CleanAir Parameters

* Monitor = Reports ¥ Configure * Services ¥ Administration * Tools ~ Help ~

New Controller Template

Syst
e ®  Configure > Controller Template Launch Pad » 802.11ain > CleanAlr > New Controller Template
WLANs
= iEa ®© Cleanair Enable
i ®2 Reporting Configuration
802.11 o I ———
Report Interferers Enable
g02.11a/n ®
Interferers Ignored for Reporting Interferers Selected for Reporting
1 Parameters Canopy Continuous Transmitter
|2 vaice Parameters SuperAG DECT-Like Phone
= TDD Transmitter Jammer
|5 video Parameters WiFi Invalid Channel Video Camera
|2 EDCA Parameters ﬁﬂ HIQVFEWE:
IMAX Fixe
| Roaming Parameters WIMAX Mobile -<
|E802.11h
| High Throughput (802, 11n)
|5 Cleanair
b [E7 802 11a/n-RRM
802.11b/g/n
. ® Alarm Configuration
st ® Air Quality Alarm [ Enable
Management (C] Interferers For Security Alarm Enable
CLI ® Interferers Ignored for Security Alarms Interferers Selected for Security Alarms
E Canopy Continuous Transmitter
Location & SuperAG DECT-Like Phone
TDD Transmitter Jammer
WiFi Invalid Channel Wideo Camera

WiFi Inverted
WIMAX Fixed

WIMAX Mobile
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Step 6: Select Apply to Controllers....
Step 7: Select ALL Controllers and click OK.
Step 8: Navigate to Configure > Controller Template Launch Pad.
Step 9: Navigate to 802.11b/g/n > CleanAir.
Step 10: From the drop-down list, select Add Template.
Step 11: Create a template name (for example, CleanAir-802.11b/g/n) and provide
the following information:
1. Check the CleanAir Enable check box.
2.Check the Report Interferers Enable check box.

3.Add Continuous Transmitter, DECT-Like Phone, Jammer, Microwave Oven
and Video Camera to Interferers Selected for Reporting.

4.Check the Interferers For Security Alarm Enable check box.

5.Add Continuous Transmitter, DECT-Like Phone, Jammer, Microwave Oven
and Video Camera to Interferers Selected for Security Alarms.

6. Click Save.

Figure 41. 802.11b/g/n CleanAir Parameters
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Step 12: Select Apply to Controllers....
Step 13: Select ALL Controllers and click OK.
Enable Event Driven Radio Resource Management
Step 1: Navigate to Configure > Controller Template Launch Pad.
Step 2: From the left menu, navigate to 802.11a/n > 802.11a/n-RRM > DCA.
Step 3: Select Add Template.
Step 4: Create a template name as follows:
1. Check the Event Driven RRM Enable check box.

2.Change the Sensitivity Threshold to Medium.
3.Click Save.

Figure 42. 802.11a/n Event Driven Enable
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Step 5: Select Apply to Controllers....

Step 6: Leave Apply to controllers selected directly and check All Controllers
and click OK.

Step 7: Navigate to Configure > Controller Template Launch Pad.

Step 8: From the left menu, navigate to 802.11b/g/n > 802.11b/g/n-RRM > DCA.
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Step 9: Select Add Template.

Step 10: Create a template name as follows:
1. Check the Event Driven RRM Enable check box.
2.Change the Sensitivity Threshold to Medium.
3.Click Save.

Step 11: Select Apply to Controllers....

Step 12: Leave Apply to controllers selected directly and check All Controllers
and click OK.

Figure 43. Apply to All Controllers
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Troubleshooting with CleanAir

The real power of CleanAir is that a network administrator can be on one continent
while the Wi-Fi spectrum in another office on the other side of the planet can be
analyzed directly. The 3500 access points can be put in SE-Connect mode and
used as a virtual remote interface for the knowledgeable engineer no matter
where this valuable human resource is located. By changing the role of your
CleanAir access point and connecting the Spectrum Expert 4.0 software, the
Wi-Fi network administrator can now view the environment directly. There is no
longer a need to fly expensive personnel onsite to troubleshoot physical layer
issues that are unknown and challenging and, too often, intermittent issues.

Accessing Remote CleanAir for Spectrum Connect

When the call for assistance arrives, it is almost certainly to be in a location that
does not have the knowledgeable human resources to troubleshoot, identify,
and fix the issue. Wi-Fi radios are designed to send and receive Wi-Fi signals,
but they do not have the capability to identify non-Wi-Firadio interferers such as
microwave ovens, DECT phones, analog wireless cameras, or even radio jammers.
The specialized radios in the CleanAir radio can identify and, with triangulation,
can locate where these devices are located.

When the call comes in, it is always important to identify as many facts about
the issue to make informed decisions. The information can be the location of the
problem (for example, “the street side of the building does not have connectivity”)
and time of day (for example, “the issue is pronounced at lunch time”). With as
much information from the end user as possible, it is now time to look at the
radio environment because the system shows that clients are connecting and
WCS indicates AirQuality has dropped...

Configure Spectrum Connect

The CleanAir-capable access point must be changed from either Monitor Mode
or Local Mode of operation to Spectrum Connect Mode.

Step 1: Log into the Wireless LAN Controller
Step 2: Navigate to WIRELESS.
Step 3: Select the closest CleanAir AP to the suspected issue.

Step 4: From the drop-down list next to AP Mode, change to SE-Connect.
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Step 5: Click Apply and wait for the access point to reboot and reconnect to the Step 6: Copy the Network Spectrum Interface Key and the CleanAir access
Wireless LAN Controller. point IP address.

Figure 44. Change Mode Figure 45. Capture Network Key and IP Address
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Step 7: On a Supported Windows platform with Cisco Spectrum Expert
Connect (4.0 or greater) installed, launch Spectrum Expert.

Figure 46. Launch Spectrum Expert

TS

Step 8: Select the Radial Button Remote Sensor:
Step 8A:Enter the IP address of the CleanAir access point

Step 8B: Enter the Network Spectrum Interface Key of the CleanAir
access point.

Step 8C: Select either 2.4 GHz by selecting the b/g/n radial button or
the b GHz by selecting the a/n radial button.

Step 8D: Click OK.

Figure 47. Enter Remote CleanAir Details
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The connected Windows machine now connects to the remote CleanAir access
point on UDP port 37540 if you selected b/g or on UDP port 37550 if you selected
a/n during preceding setup steps. If connection problems occur, verify that you

can ping the CleanAir access point and that there are no port-blocking network

devices that may be blocking the necessary UDP port information.
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Remote Spectrum

The remote sensor capability is the ability to get real-time, physical layer spectrum
data without having to drive or fly onsite. Figure 48 illustrates this capability

in a Wi-Fi-only environment, and gives you an understanding of what is really
happening in your remote environment.

Figure 48. 2.4 GHz Spectrum Using the CleanAir Access Point as the Remote Sensor

9 Cisco Spectrum Expert - WCS Compatible EEX

i Fle~ view~ Spectrum~ Tosks~ Help~ (5 @ (3] | © Fridun 18 11:2015
; ActiveDevices 2 x I@ Spectrum R Pectrm @ |’$ —— ﬁ_"m Channel 1
wiaiting for devices. AQ SN v
Real Time FFT n2ax || FFT Duly Cycle noax

Center: 2,450 GHz Span:100.00 MHz
Vertical Scale: 10 dEm / RBW:156.25 kHz
[ Trace 1: Max I Trace 2 Off
[ Trace 3 Off

Center: 2.950 GHz Span:100.00 MHz
Verlical Scale: 10% / REW: 156,25 kHz
[ Trace 1: Mau5 Sweeps I Trace 2: Off
[ Trace 3 Off

70 dBm

: Control Panel  x

| swem W2ax || Swept Spectogiam n2ax
= Frequency |centerFregjspan | v ] 4 Center: 2 450 GHz Span: 100.00 MHz Center: 2450 GHz Span: 100,00 MHz
Band  2.4-2.5GHzBand Swoup mo: [yecs RBW:156.25 kHz Sweep Time: 1 seos RBW:156.25 kHz
D Trace 1 Max

[Trace 1: Duly Cycle

Center 2,450 GHz. T

Span 100.00 MHz

= Amplitude
Reference L -20 dam
Wertical Scak 10 dBm /

= Trace1  ©on Ooff

Type Mazx
= Tracez  Oon @off
Type sverage
S Traces  Oon @off
Type Max Hold
= Marker  Oon ®off
Type Single 2

For Help, press F1 Monitored; 2,40-2,50 Wireless LAN Card Nok Detected Live  Slave Remots Sensar: 10.4.8.236 UpTime: 24 Mins Wi

NOTE: Observe in Figure 48 that the Windows XP Spectrum Expert device does
not detect a Wireless LAN card and that the remote sensor is at 10.4.28.236.
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Appendix A: Parts List

Headquarters Cisco WCS WCS-STANDARD-K9 70164.0
WCS-APBASE-100
WCS-ADV-SI-SE-10= (optional)
Cisco Wireless LAN Controller AIR-CT5508-100-K9 7098.0
Cisco Access Point AIR-CAP3502E-A-K9 70980
Cisco Access Point AIR-CAP3502I-A-K9 7098.0
Cisco Access Point AIR-LAP1142-A-K9 70980
Cisco Spectrum Expert AIR-CSCO-SE-WIFI-C 4.0.60
Cisco Mobility Service Engine AIR-MSE-3350-K9 70105.0
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Revision History

12 March 2010 Davehunt Initial creation

9 May 2010 Davehunt Updated for CleanAir

21 May 2010 Davehunt Moved CleanAir into SBA and updated screenshots

18 June 2010 Davehunt Updated to current CCO Release software and added Spectrum Connect
configuration with SE Software 4.0.60.0
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