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Managing Permissions in Microsoft SharePoint for
Enterprise Security and Compliance

In today’s dynamic and collaborative business environment, enterprises must empower
their knowledge-workers by connecting them to the right people, applications, processes,
and information through the deployment of products such as Microsoft Office SharePoint
Server 2007 and Windows SharePoint Services 3.0 (collectively “SharePoint”).

Balancing the requirement to share and connect across organizational and geographic boundaries
is the need for enterprises to safeguard their confidential information, simplify security procedures,
and ensure compliance with regulatory requirements. In order to achieve open and yet secure
collaboration, enterprises must augment SharePoint’s native security mechanisms.

Cisco® offers an innovative standards-based policy management solution which enables
organizations to consistently manage, enforce, and audit access-control policies to any SharePoint
resource, including document libraries, lists, search queries, and Web parts. With the Cisco
Enterprise Policy Manager, policies can be centrally managed to allow or deny access to
distributed SharePoint portals and applications, based on the identity and other attributes of the
user, the resource being accessed, and other environmental variables.

SharePoint’s Limitations in the Enterprise

SharePoint’s native security model is optimized for personal sites and does not adapt well to
handle enterprise deployments. The model is based entirely on pre-establishing static
permissions, which then must be applied to individual users or groups of users. There are default
permissions such as contribute, design, and read. SharePoint also allows the creation of custom
permissions. When SharePoint is used in enterprise scenarios, this model suffers from a number
of significant limitations.

SharePoint security challenges:

e Manually mapping users or groups to permissions becomes very costly and time-
consuming as the number of sites grows.

e There is an explosion in the number of pre-established permissions when deploying
SharePoint enterprise-wide due to the varying levels at which permissions can be set (for
example: site collection, site, list, and item).

o Itis difficult to enforce enterprise-level policies (such as preventing external users from
accessing resources marked “company confidential”) on distributed SharePoint sites,
particularly those created and managed by individual end users.

e Itis not possible to specify or enforce policies based on dynamic or resource attributes,
such as allowing access to a Web part if user is accessing it from inside the firewall, or if
the user’s security classification is equal to or greater than that of the Web part).

e Specifying and enforcing permissions at a granular level (for example, on individual
documents rather than the full document library) is difficult and time-consuming to
administer.
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e Itis costly and complex to enforce access control policies consistently between SharePoint

and the rest of the enterprise IT and application infrastructure, a challenge that is amplified
in heterogeneous environments.

Figure 1. Cisco Policy Management for Microsoft SharePoint
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Cisco Enterprise Policy Manager Integration with Sh  arePoint

Cisco Enterprise Policy Manager is designed with a distributed multi-tiered architecture which
allows for a seamless integration with SharePoint using “agent” software that painlessly installs
and executes natively within the SharePoint server. The Cisco Enterprise Policy Manager agent,
deployed as a dynamic-link library (DLL) file, intercepts all requests to the SharePoint server and
evaluates the request against policies that are configured using a central Cisco Enterprise Policy
Manager administration interface.

Using Cisco Enterprise Policy Manager with SharePoint, your enterprise can achieve the following:

Enhance Security and Visibility

Cisco Enterprise Policy Manager enables SharePoint administrators and information security
personnel to set access policies to more precisely match existing business rules and relationships.
The Enterprise Policy Manager policy decision engine can account for a number of factors that are
impossible to capture in static permission/role definitions. For example, a financial analyst may
want to set up a SharePoint site for developing a periodic U.S. Securities and Exchange
Commission (SEC) filing in collaboration with other team members. Given the sensitivity of the
project, the analyst can apply policies based not only on the identity of the user, but also based on
where the user is located, whether the user is on a corporate-managed PC, and what the date and
time are (for example, to block access after the filing is submitted).
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Lower Administrative Cost and Accelerate Time to De  ployment

Cisco Enterprise Policy Manager simplifies the administration of SharePoint sites because it
logically separates the process of creating access policies and permissions from creating the site
itself. SharePoint designers or site owners can focus on compiling content for the site while
administrators establish the security for the site. Site administrators can utilize existing policy
templates so access rules do not have to be re-created each time a new site is deployed.
Moreover, the rich delegation functionality in

Cisco Enterprise Policy Manager enables granular access policies to be administered
independently at multiple levels. For example, corporate-wide policies can be specified centrally
and applied consistently to all SharePoint instances, while line-of-business or departmental
policies can be independently managed and enforced. Custom Web parts that require special-
request handling can use the powerful Cisco Enterprise Policy Manager policy engine, eliminating
the need to write custom code. Furthermore, policies in Cisco Enterprise Policy Manager can be
based on resource or user data in any existing enterprise directory or local database, removing the
need to replicate all user resource information into Active Directory and maintain synchronization
between multiple stores.

Enforce Compliance and Streamline Audits

Without Cisco Enterprise Policy Manager, meeting regulatory and governance requirements is
very challenging, if not impossible, due to an inability to specify and enforce segregation of duty
policies, and due to the lack of a central policy authority with which to query access rules and
inspect historical activity. Cisco Enterprise Policy Manager provides rich on-demand audit and
review functionality, including real-time reports and alerts on user and administrator activity in
SharePoint.

As organizations deploy more portal and collaboration tools to empower their information-workers,
it is crucial to ensure security and compliance are not compromised. Cisco Enterprise Policy
Manager is a unique solution that brings enterprise-class security, privacy, compliance, and
governance to SharePoint deployments and enables organizations to deploy SharePoint with
confidence.

Visit http://www.cisco.com/go/policy.
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