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Cisco Security Manager (CSM) can be used to deploy and manage Group Member (GM) and Key Server (KS)
configurations efficiently. CSM allows painless rapid deployment of GMs. CSM is an enterprise-class tool which
allows the administrator to easily deploy and manage huge number of GMs.

This document provides step by step procedure for deploying GETVPN GMs and KSs running 10S version 12.4 22T
using CSM version 3.3. Before using CSM for deploying new GMs, get at least 2 GMs and 1 Key Server (KS)
working. This will be helpful to discover configuration from the working GM and KS and use it for creating master
configuration devices for deployment.

1 GETVPN Deployment using CSM overview

1.1 Network Topology
Figure 1. Demo GETVPN Network Topology
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GETVPN example deployment setup consists of three GMs (Group Members) and two KS (Key Server) are included
in the setup. “demo-pel” simulates the MPLS primary SP network. One Key server is located in the Headquarters.
Other Key server is connected behind GM in one of the branch. Both KSs have path to primary MPLS SP network
and secondary PPPoE SP network.

GMs between branches and headquarters are also connected via secondary PPPoE service provider network. This
secondary network will be used when there is network outage in primary SP network. GM between branches is
connected to demo-lac via PPPOE interface. PPPoL2TP tunnel connects between demo-lac and demo-Ins.

GDOI encryption is done on the customer network side in the GM routers. Traffic flowing through the interface

connected to primary SP network and the interface connected to the secondary service provider network are GDOI
encrypted.

KS1 and KS2 are connected to both MPLS and PPPoE networks. GMs encrypt traffic using GDOI group GETVPN-
DEMO-MPLS for MPLS network and encrypt traffic GETVPN-DEMO-PPPOE GDOI group for PPPoE network

Following table summarizes GDOI groups and IP addresses for the GM interfaces:

GDOI group GDOI encryption in demo-gm1 GDOlI encryption in demo-gm2 GDOlI encryption in demo-gm3
interface interface interface
GETVPN-DEMO-MPLS GDOI group Gi0/0 10.5.110.17 Gi0/0 10.5.110.22 Fa0/0 10.5.110.30

for primary MPLS network (LAN)

GETVPN-DEMO-PPPOE group for Dialer 10 10.5.110.243 Dialer 10 10.5.110.242 Fa0/1/8 10.5.110.46
secondary SP network (WAN)

2. Create GM and KS Master Device in CSM Client

This section describes step by step process of creating master devices by discovering a GETVPN GM (demo-gm1)
and KS (demo-ks1) using CSM client. Log into CSM Client. First step involves creating a master GM device. This
master GM device will be cloned and used for deploying other GMs. Master GM device is created by discovering an
existing GM.

2.1 Discover the GM
Discover configuration from a well working GM. In this example demo-gm1'’s configuration is discovered.

Start Cisco Security Manager Client from CSM. Log into CSM Client.

From CSM client window select File menu, then select New Device, Select Add Device from Network and click Next.
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Discover GM by entering following values as shown below and enter Next:
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2.2 Device credentials

Enter Device Credentials as shown below, click Next and click Finished.
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2.3 Check Device

Check discovery status of the device. Device should be discovered in CSM client.
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2.4 Add a Text Variable for VLAN 10 IP Address
Add a text variable as follows for making VLAN 10 IP address customizable for every new device. VLAN 10 is private
network that changes for every GM. Devices like Personal Computer and phones are connected to VLAN 10. From
Tools menu select Policy Object Manager, select Text objects and add VLAN 10 IP variable as follows. Once you

enter the value, save and from File menu submit.
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2.5 Discover Key Server configuration

Discover configuration of the primary KS demo-ks1 using same process described in sections 2.2.1 to 2.2.3. Select
demo-ks1 device and select Platform, Device Admin, Accounts and Credentials menu. Right click and select
“Unassign policy”. Credentials are not required since all the GETVPN devices are initially configured with user
credentials. To save this configuration, select file menu and click “submit”. Configuration will not be applied to the

device database, until it is submitted.

2.6 Discover GETVPN policies
To discover GETVPN policies from GMs and KSs, following needs to be done:

From the “Policy” menu, select “Discover VPN Policies...”, fill in name and technology fields as follows:

In this example VPN policies are discovered using existing configuration stored in the CSM after GM and KS are
discovered. Alternatively you can discover VPN policies from network by setting “Network” value in the “Discover
from” field. End result will be same for both these methods.
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Press “Next” button.

Select the GM and KS devices as shown below:
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Press “Finish” button.

Discovery status screen will show the discovery status as given below:
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Press close button and from file menu click “submit”.

2.7 Add GETVPN Flexconfig in GM
CLlIs that are not supported by CSM needed to be added in Flexconfig.

Process of identifying CLIs that are not supported by CSM is as follows: Select discovered device, right click and
preview the full configuration of the discovered device. Then select the discovered device and clone it to a new
device and preview configuration of cloned device. The difference between CLIs present in the discovered device
configuration and cloned device configuration are the CLlIs that are not supported by CSM.

Add missing CLIs that not supported by CSM in demo-getvpn Flexconfig as shown below.:
Select demo-gm1 device.

Select Routing and EIGRP menu, right click and select “Unassign Policy...”. EIGRP policy is added in the flexconfig
for GM.

Next select Flexconfigs and Select +. Enter demo-getvpn-flexconfig as Flexconfig name. Select flexconfig type as
Prepend. Add following configuration as Flexconfig that is common to all the GMs, press Save and from File menu
click submit:
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Add the following CLlIs in the flexconfig that are not part of the configuration generated by CSM..
There are a few variables you need to add in this Flexconfig.

Procedure for adding $VIan10-1P: From the Flexconfig page at the first occurrence of this variable: right click, select
“Insert Policy object” menu, then select “Text object”, Select Vlan10-IP. Text Object Property Selector Window will
pop-up. Enter Variable Name as Vlan10-IP. All the other places in Flexconfig where you want to use this variable,
simply enter $Vlan10-IP.

Procedure for adding $SYS_DOMAIN_NAME — From the Flexconfig page where you want to enter the domain
name, right click and select “Insert System Variables” , “Device” and “SYS_DOMAIN_NAME".

service tinmestanps debug datetime |ocaltinme showtinezone

service timestanps |og datetinme |ocaltime showtinmezone
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aaa new nodel

|

aaa aut hentication ppp default | ocal

!

aaa session-id comon

clock timezone pst -8

cl ock sumer-time pst recurring

|

ip cef

!

ip dhcp pool deno
net wor k $V1 an10-1 P 255. 255. 255. 248
donmi n- nane $SYS_DOVAI N_NAME
defaul t-router $VI anl0-1P

!

i p domai n nane $SYS_DOVAI N_NAVE

ip multicast-routing

ip ignp ssmmap enabl e

no i pve cef

|

bba- group pppoe gl obal

!

interface MVl anl0
i p address $VI an10-1P 255. 255. 255. 248
i p pi msparse-node
ip ignmp join-group 239.192.1.190 source 10.5.110. 88
ip ignmp join-group 239.192.1.190 source 10.5.110.99
ip ignmp join-group 239.255.255. 249 source 10.5.110. 218
ip ignmp join-group 239.255. 255. 250 source 10.5.110. 218
no autostate

!

interface FastEthernet0/1/0
switchport access vlan 10
spanni ng-tree portfast

|

interface FastEthernetl/0

description connected to denp-I| ac
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no sw tchport

no i p address

i p pi msparse-node

ip tcp adjust-nss 1452

pppoe enabl e group gl obal
pppoe-client dial-pool -nunber 10

nterface Dialerl0

i p address negoti at ed

ip ntu 1492

i p pi msparse-node

i p nat outside

ip virtual -reassenbly

encapsul ati on ppp

no i p nroute-cache

di al er pool 10

ppp authentication pap

ppp pap sent-usernanme deno@i sco.com password | ab
!

I You can configure EIGRP policy directly in CSM wi thout unassigning El GRP policy.
Fol | owi ng provi des

I flexibility to nmake use of Vlanl0_I P vari able.
router eigrp 44

network $VI anl0-1P 255. 255, 255. 248

network 10.5.110.240 0.0.0.7

no aut o- sunmary

!

ip pimssmrange 1

ip nat inside source list 10 interface Dial erl10 overl oad
!

access-list 1 permt 239.192.0.0 0.0.255. 255
access-list 1 permt 239.255.0.0 0.0.255. 255
access-list 10 permt 10.5.110.200 0.0.0.7
dialer-list 10 protocol ip list 10

Once you add the Flexconfig, Select File menu and click “submit”.
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2.8 Add GETVPN Flexconfig in KS
We need to add CLlIs not generated by CSM in the Flexconfig.

Add demo_ks_flexconfig Flexconfig as shown below. Select demo-ks1 master device.

Next select Flexconfigs and Select +. Enter demo-ks-flexconfig as Flexconfig name. Select flexconfig type as
Append. Add following configuration as Flexconfigs that is common to all the KSs that were not generated by CSM.
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Press Save and from File menu and click submit.

service tinmestanps debug datetine nsec

service tinmestanps | og datetine nsec
|

host name $SYS_ HOSTNAME

!

ip source-route

ip cef

i p domai n nane $SYS_DOVAI N_NAME

ip multicast-routing

no i pvé cef

!

interface LoopbackO

ip pi msparse-node

!

interface G gabitEthernet0/1
description Connected to denp-pel
i p pi msparse-node

|

interface G gabitEthernet0/2
description Connected to denp-Ins

i p pi msparse-node
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!
ip pimssmrange 1
ip access-list standard 1
permit 239.192.0.0 0.0.255. 255
|
#i cmd- begi n
crypto key inmport rsa rekeyrsa exportable term nal passphrase
% Enter PEM formatted public .*| #icnd-cert-begin
----- BEG N PUBLI C KEY-----
M G MAOGCSqGSI b3DQEBAQUAAAGNADCBI QKBgQDx 0j f i +ol VG7LAKXOLI nTVI 6+X
BXPGLp82SUs SUs M2z TLwoPnyf pDcz Fk 7Xn3N+dt GqQe/ 91 N3M+RFOxk/ PyM PGB
F7ysqj LPj Co8NBr eXk7FEhPEp68HI 2j MJH1X BQJ e X6 XWRXYY| EFV1CeFc9enXxvr
5CPLTSYgXk5RuBI | 4wl DAQAB

quit
#i cnd-cert-end

% Enter PEM formatted encrypted private .*| #i cnd-cert-begin

Proc- Type: 4, ENCRYPTED
DEK- | nf o: DES- EDE3- CBC, F725B4F4D54B85C2

32sFSCoSUnir+b7e0ucJf 80Q7r 23b+vQunbr JSWJ8J2/ E9P47+YmUJl aQZQ63b2x+cC
RV cM ou2vvg0J4Rpul gY8yKc RERbZRN3WKr +VGA1ewbROJIDwgvWYJi AvGhf eh4
mawFDOx0s10XZnRVIKKMWnKASNI Evr WOZRC16t 4K446t Q4p8I xVzVal gQsSi / CSoqu
UVf 4r endHr oNr r +f 9Go+d4bnBHUKCDOJ2YoGtaYsr 3YHf i 15ezEZi yaakt xTa45q
ZKTQAr oYPj +RFz61AXCIFOLt 0G sl W h+Ag24/ CnivhHU6YhJj 38/ elWseaRDz F+Q
cN7bAft | pGIvUgY4ner 720B4q0bLnNFI N3kf wTC2s835r K4Ydf 9qVI Kzpr / gbubb
d/ p1NUo5j ZYWOBw YIJPddcRO8hnFMByuj / Kqj Fa2Li yv148n/ AV8BPj +1 KkNoGo+j +
7ya0CxGc17Ur y+j Jj A7zPz2gVBqLSkt ri i FLr PLj 5\WHM Vnf i t SDF3m Jti | 7i 22
+beNt ePWkRq71 2r TsnL8Ej RoX/ 43JR4sFJInoxi RUgXVwWA] R3Ti suBR5Lgnl hvDbN
ur UMC81 cHZaOw3j nzCTJ6aGe89t VT2Qy2vr HuZeq7n+zl VMcCavz7ZI dO+1 1/ YPN
Hg/ +ZuXl 93q/ 1s49ChCFKr NOppr vLGZdbTB6W kult 93T4c8Tt 3pu9aUXL+gHGBD
FMH 7kLqZ93f +FmACaEG Fd60Uvr 50g@BovPnBD31 +5ZEH1avbEPk Xc CqVOCNz TO
SEQqZUr x08r 68r zLnf H+l r 21 f h7zQy1hFs3nl303phENdn6l Bs Mxg==

quit
#i cnd-cert-end
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#i cnd- end

3 Deploying GMs

Once master (demo-gm1) GM device for a particular platform is created, it can be used for provisioning other GMs
with same Platform type. In the example given in this document, Cisco 2851 platform is used.

3.1 Prepare New Device for Deployment as GM

Before pushing GM configuration to new device that needs to be deployed as GM, the device should have network
connectivity and user credentials. Here is the minimum configuration needed for demo-gm2 router before deploying
configuration from the CSM. Minimum configuration includes the following: IP address, routes, hostname, domain
name, and user credentials. Following is the minimum configuration is required to push the configuration from CSM:

servi ce password-encryption
!
host name deno- gnR
|
enabl e secret 5 |lab
!
usernane denmp password | ab
!
interface G gabitEthernet0/0
description Connected to denp-pel
i p address 10.5.110.22 255. 255. 255. 252
!
router eigrp 44
network 10.5.110.20 0.0.0.3
no aut o- sunmmary
|
line con O
exec-timeout 0 O
stopbits 1
line aux O
stopbits 1
line vty 0 4
password 7 | ab

| ogin
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3.2 Connect New Device to Network with IP Address
Configure the new device with IP address so that configuration can be pushed from CSM. Very minimum
configuration is required. Complete running configuration for this step is given in section 3.1.

3.3 Clone Device to Deploy New GM
Select the master device “demo-gm1.cisco.com”, right click on it and select “clone device” as follows:

T isca Security Marsger - adimen Conmecbed Do “steall h-osrm

~# Departmant
S Location
w g Al

-_ﬂ demo-gmi s —o—
S P — l Cievice Properties. ..
D) demo-s2. cisen ] Shin in Map Yiew
Cppry Polickss Detwesn Dewices
Share Device Policies..
a Caice Marags, .,

! Prevesy Configuraton...

! Delate Device,

l Crgodvar Pobles on Devies, ..

3.4 Clone Device to Deploy New GM
Enter new GM Identity as follows: IP address need to be entered if host name is not published with DNS. After
entering required values, click OK.

Crmate a o of “detima-ggin | osoicmm’
e Device's Tdentity

st Nsme: Hemo-gmz

Donsasin Name;  foisca.com|

1P Ak e |

Doty Pl id‘fm-’.l'il"“..' Cison., Do

|#] Clone ¥FId Assignments

o || cownl |[ Pew |

3.5 Change IP Address of Interface
Select dem-gm2 device and select interfaces menu. Change appropriate IP address for Gi0/0 for this GM. Save the
Flexconfig. From File menu select submit.

3.6 Select New GM Device and Enter VLAN 10 IP
Select the newly cloned GM and select FlexConfig menu, select demo-getvpn Flexconfig and edit the Flexconfig.
Change the VLAN 10 address from the allocated private network subnet for this GM as follows:
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Save the Flexconfig.

3.7 Deploy GM by Pushing Configuration from CSM
From the File menu select “submit and deploy”, select the GM device you want to deploy (demo-gm2) and press the
Deploy button.

3.8 Verify GM Configuration Deployment Status
Verify the GM deployment status. You should not see any error. GM should be up and running. Verify “show crypto
gdoi” on GM to check GETVPN encryption is enabled. Your GM will receive multicast rekeys from the KS.

".;-.'II"L.'\Irlrlm‘-'l‘ Shabus Detadls for deployment started by manis st Fri Feh B 1030 PST 2TH9
Dreployment Sobus Det oy

St Deploped (1 ook o § devaces complebed )

[Deplorymest Job Wame s job_JO0RI0E [iER L T

Devices T Se Deployed: 1

Devvices Deotoyen] Sacoesshily; |
Dwvices Docicead With Erroes;. 0

4 Deploying KSs

Once one KS device for a particular platform is created, it can be used for provisioning other KSs with same Platform
type. In the example given in this document, Cisco 7200 platform is used.

4.1 Prepare New Device for Deployment as KS

Before pushing KS configuration to new device that needs to be deployed as KS, the device should have network
connectivity and user credentials. Here is the configuration of demo-ks2 router before deploying configuration from
CSM. Minimum configuration includes the following: IP address, routes, hostname, domain name, and user
credentials. Following is the minimum configuration is required to push the configuration from CSM:

servi ce password-encryption
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host nane deno- ks2

!

enabl e secret 5 $1$Sc9Mpal3Jvpcoxdt RCXol / 7JUuV.
!

user nane denmp password | ab

nterface G gabitEthernet0/1
description Connected to denp-pel
i p address 10.5.110.26 255. 255. 255. 252
i p pi msparse-node
dupl ex auto
speed auto
!
router eigrp 44
network 10.5.110.24 0.0.0.3
no aut o- sunmmary
|
line con O
exec-timeout 0 O
stopbits 1
line aux O
stopbits 1
line vty 0 4
password 7 011F0706

| ogin

4.2 Connect New Device to Network with IP Address
Configure the new device with IP address so that configuration can be pushed from CSM. Very minimum
configuration is required. Complete running configuration for this step is given in section 4.1.

4.3 Clone Device to Deploy new KS
Select the master KS device “demo-ksl.cisco.com”, right click on it and select “clone device” as follows:
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ia dema-grnl . cisco,com

B demarkst ciscr——=
_' Dienic Propssrties.

W st in Mep iew
_. Copy Polces Betweesn Devices. ..

Enter new KS Identity as follows: IP address need to be entered if host name is not published with DNS. After
entering required values, click OK.

3 chesn-gend caon, comm
2 dema-ksl czce.com

Create a Clone of "demao-bes | ocisoo.osm’

T T

1P Address: 1

| Access Rudes Dusgaliiry Ficormm ™ *l—.d‘m‘-—l\.:.?.:_rsm.r e

i Tnapaction e [#] Clone WPbl basignments
Sethrgs
| Tranapaent Ries [ c= |[ comcel || vep
Ity o | S e B R
| Zorwe Bashd Firewal Rules — —

4.4 Edit Required Values for New KS
Select demo-ks2 device.

4.4.1 Change Host Name
Select Platform, Device Admin and Hostname. Enter hostname as demo-ks2.

4.4.2 Change Interface IP Addresses
Select Interfaces menu and select Interfaces sub-menu under that. Change IP value for demo-ks2 interfaces as
follows: Select each interface and change the IP address.

Moot [Cooe— o] e —
e ; S —_—
_ Department | \"l 1 bl | l_
S Loceton AT i L AN | o IR
- g al GgabdElhe T it ET P rastilf | e IS, 110, hegan Srabd
rg e oo bt ek GagataTEherm o)z b [EERTTEST 3] Tt
& L e -
Ggab#Etheiret GapabdEEhemetof3 faise Stk
[ dema-ks] . ciscn. com i 5
Lompkisck Lompbeacktl thm 1008, 110, Pefas Staby

(B desmor-bs. ciacn. com
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4.4.3 Change Routing Values
Select Routing and EIGRP menu and edit the routing values for demo-ks2 device as follows:

- -
2 Lecation = Filtar {~ none —)
-y QRN SO v
l:_g damo-gm-masker teca,.com e
[ demo-gim i ceco.com 44 A5 Mtk = e L-EE5TS)
’5 e 1 SO, Ein 051102930, 10,5, 1 10L 52500, 10,51
(8 demo-ks oo, com 1092

Pastren riterf soes: | Timbect, ,

1 Mstwork acmission Control [} Puon- Suarmmenr sy

Select File menu and click “submit”.

4.5 Adding New KS to the GETVPN Topology
Select “Site-To-Site VPN Manager” icon at the top and select “Key Servers” menu and press “+” button as follows:

Pécy | Ky ServeTs
Asagesd T Hhis YPT

dema-ks] | cieco. com

[
|
LS
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Add new KS by selecting demo-ks2.cisco.com and press OK.

L FH pre—

w [T 25§ Devioe Groups
7] /5§ Deparimant
[ 25 Lacation
- ] 2
(] IS demorbs chon,com

Change the redundancy priority of demo-ks2 to 22 as follows:

w Pl (= o i<}

| = Ji - I 5
demo-ksl osto.com Loopbackl 2k

damo-k=d caco.com Lioopksach 16

1deriiy Inleiface:* Ruopbach | Sele, ]

Priority B
Regstistion betace: [ [ Gees. |

[ J[ coxad || mo |

Select Global Settings for GET VPN menu, in ISAKMP Settings select Enable Keepalive, set Interval to 15 secs and
Retry to 2 secs. Select Periodic.

vEN: LF TVPN-DESLD Fricy ! (alodsal Settings lor GE 1 VP
Pobey Asthgreid: — M| — HFagignad Tt s YPN

[#] Preiodc
Tk ™ Addvess -
%0 faquests Sysbem Limit! iﬂi

N Requests System Theashoid: P2 %

IPSec Setbnigs

Press Save button. Select File menu and click “submit”.
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4.6 Deploy new KS by Pushing Configuration from CSM

From the File menu select “submit and deploy”, select the KS device you want to deploy as follows and press the
Deploy button:

L=

I thephiy Savod Changes

- | Changed Devicss
| E5) damo-gm | cleco.com

| Y demo-gm-master. cisca_com
1 B dervo-bks i checo oo
=] (B demo-ked oo Lo

Edie deplory e | Ak obben devaces |
I of 4 dewics esbacted

eploy | Ganeel | rrore |

4.7 Verify KS Configuration Deployment Status
Verify the demo-ks2 KS deployment status. You should not see any error. New co-op KS should be up and running.

:_::;I'rrjllu'p'lnnnl Statuis Dt ails lar deploymment started by sdioii s Wed May 20 103237 POT 2000

Deeployment SEaties Details

ot Deployed 1 out of 1 devices completed, )
Cmployment dob hane: admary_jobs 0000850 1005237, 555
Cmvicea Tos B Deplorped 1

Dvatmi Deplived Sucoessfilly: |
Cowrs i Daplorddd WiEh Ertora: o

Durpleryroeait Debais (571 boaded)

| demo-ks? o0 com SCFEDED I Wemrring: | TeEvRE o s}

5 Reference Configuration

Complete configuration of devices used in this document is listed below.

5.1 Configuration of demo-gm1

service tinestanps debug datetinme |ocaltinme showtinezone
service tinmestanps |og datetine |ocaltinme showtinmezone
servi ce password-encryption

!

host nane deno- gnil

!

boot - st art - mar ker

boot system fl ash: c2800nm adventerpri sek9-ne. 124-22. T
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boot - end- mar ker

|

| oggi ng message- counter sysl og

enabl e password 7 060A0E23

|

aaa new node

!

aaa aut hentication ppp default |oca

!

aaa session-id comon

clock timezone pst -8

cl ock sumer-time pst recurring

!

dot 11 sysl og

no ip source-route

!

ip cef

!

ip dhcp pool deno
net work 10.5.110. 200 255. 255. 255. 248
dommi n- nanme ci sco. com
default-router 10.5.110.201

|

ip domai n name ci sco.com

ip multicast-routing

ip ignp ssmmap enabl e

no i pve cef

!

mul tilink bundl e-name authenticated

!

usernane deno password 7 060A0E23

ar chive

| og config

hi dekeys

|

crypto i saknmp policy 1

encr 3des
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aut hentication pre-share
group 2
crypto i saknmp key dGvPnPsK address 10.5.110. 88
!
crypto gdoi group GETVPN- DEMO
identity nunmber 1357924756
server address ipv4 10.5.110.88
server address ipv4 10.5.110.99
!
crypto map CSM CME_G gabit Et hernet 0/ 0 | ocal - address VI anl10
crypto map CSM CME_G gabit Et hernet 0/ 0 1 gdoi
set group GETVPN DEMO
!
bba- group pppoe gl obal
!
interface G gabitEthernet0/0
description Connected to denp-pel
i p address 10.5.110.17 255. 255. 255. 252
i p pi msparse-dense- node
dupl ex auto
speed auto

crypto map CSM CVE_G gabi t Et hernet 0/ 0

nterface FastEthernet0/1/0

switchport access vlan 10

spanni ng-tree portfast

nterface FastEthernet0/1/1

switchport access vlan 10

spanni ng-tree portfast

nterface FastEthernetl/0

description connected to denp-I| ac
no sw tchport

no i p address

i p pi msparse-node

ip tcp adjust-nss 1452
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pppoe enabl e group gl oba

pppoe-client dial-pool -nunber 10

!
interface MVl anl0

i p address 10.5.110.201 255. 255. 255. 248

i p pi msparse-node

ip ignmp join-group 239.192.1.190 source 10.5.110. 88
ip ignmp join-group 239.192.1.190 source 10.5.110.99

no autostate

nterface Dialerl0

i p address negoti at ed
ip ntu 1492
i p pi msparse-dense- node
i p nat outside
ip virtual -reassenbly
encapsul ati on ppp
no i p nroute-cache
di al er pool 10
ppp authentication pap
ppp pap sent-usernanme deno@i sco.com password 7 1042081B
crypto map CSM CVE_G gabi t Et hernet 0/ 0
|
router eigrp 44
network 10.5.110.16 0.0.0.3
network 10.5.110.200 0.0.0.7
network 10.5.110.240 0.0.0.7
no aut o- sunmmary
|
ip forward-protocol nd
no ip http server
no ip http secure-server
!
ip pimssmrange 1
ip nat inside source list 10 interface Dial er10 overl oad
I

access-list 1 permt 239.192.0.0 0.0.255. 255
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access-list 1 permt 239.255.0.0 0.0.255. 255
access-list 10 permt 10.5.110.200 0.0.0.7
dialer-list 10 protocol ip list 10

!

line con O

exec-timeout 0 O

stopbits 1

line aux O

stopbits 1

line vty 0 4

password 7 011F0706

I

end

5.2 Configuration of demo-ks1

service tinestanps debug datetine nsec
service tinestanps |og datetine nsec
no servi ce password-encryption

!

host nane deno- ksl

!

boot - st art - mar ker

boot system di sk2: c7200- advent er pri sek9-ne. 124-22. T
boot - end- mar ker

!

| oggi ng nmessage- counter sysl og

| oggi ng buffered 100000

enabl e secret 5 $1$8E1YSNWMOOBvpl O7z7DD1SCx00.
!

no aaa new- nodel

no i p source-route

ip cef

!

i p domai n nanme ci sco.com

ip nmulticast-routing

no i pvé cef

|

mul tilink bundl e-nane aut henticated
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I
usernane cisco password O getvpn-denp
ar chi ve
| og config
hi dekeys
!
crypto i saknmp policy 1
encr 3des
aut hentication pre-share
group 2
crypto i saknp key dGvPnPsK address 10.5.110. 99
crypto i saknmp key dGvPnPsK address 10.5.110. 201
crypto i saknmp key dGvPnPsK address 10.5.110. 209
crypto i saknmp key dGvPnPsK address 10.5.110. 217
crypto i saknp keepalive 15 periodic
!
crypto i psec transform set aesl28 esp-aes esp-sha-hmac
!
crypto ipsec profile getvpn-profile
set security-association lifetime seconds 900
set transformset aesl28
!
crypto gdoi group GETVPN- DEMO
identity nunmber 1357924756
server | ocal
rekey al gorithm aes 128
rekey address ipv4 dgvpn-rekey-nulticast-group
rekey lifetime seconds 28800
rekey retransnmit 10 numnber 2
rekey aut hentication nypubkey rsa rekeyrsa
sa ipsec 1
profile getvpn-profile
mat ch address ipv4 sa-acl
replay tine wi ndowsize 5
address ipv4 10.5.110. 88
r edundancy

local priority 21
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peer address ipv4 10.5.110.99

|

interface LoopbackO
i p address 10.5.110. 88 255. 255. 255. 255
i p pi msparse-node

!

interface G gabitEthernet0/1
description Connected to denp-pel
i p address 10.5.110.13 255. 255. 255. 252
i p pi msparse-node
dupl ex auto
speed auto
medi a-type rj 45

no negotiati on auto

nt erface G gabitEthernet0/2

description Connected to deno-Ins

i p address 10.5.110.49 255. 255. 255. 252

i p pi msparse-node

dupl ex auto

speed auto

medi a-type rj 45

no negotiati on auto

!

router eigrp 44
network 10.5.110.12 0.0.0.3
network 10.5.110.48 0.0.0.3
network 10.5.110.88 0.0.0.0
no aut o- sunmmary

!

ip forward-protocol nd

ip http server

ip http secure-server

!

ip pimssmrange 1

I

ip access-list extended dgvpn-rekey-rmulticast-group
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pernmit ip
ip access-|
deny udp
deny tcp
deny tcp
deny esp
deny tcp
deny tcp
deny udp
deny

deny

deny

deny

deny

deny udp
deny udp
deny udp
pernmit ip

any
i st
any
any
any
any
any
any

any

host 239.192.1.190

ext ended sa- acl

eq 848 any eq 848

any eq tel net

eq tel net any

any

eq bgp any

any eq bgp

eq i saknmp any eq isaknmp

ospf any any

ei grp any any

i gnp any any

pi m any any

ip any 224.0.0.0 0.0. 255. 255

any
any
any

any

any eq ntp
any eq snnp
any eq syslog

any

I oggi ng al arm i nf or mati onal

access-1li st

line con O

1 permit 239.192.0.0 0.0.255. 255

exec-tinmeout 0 O

stopbits 1

line aux O

stopbits 1

line vty 0 4

password | ab

| ogin

end

5.3 Configuration of demo-ks2

service tinestanps debug datetinme nsec

service tinestanps |og datetine nsec

servi ce password-encryption
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host nane deno- ks2

|
boot - st art - mar ker
boot - end- mar ker

|
| oggi ng message- counter sysl og
| oggi ng buffered 100000
enabl e password 7 082D4D4C

!

no aaa new node
ip source-route
ip cef

!
ip domai n name ci sco.com
ip multicast-routing

no i pve cef

|
usernane deno password 7 020A0559
ar chive

| og config

hi dekeys

!
crypto i saknmp policy 6

encr 3des

aut hentication pre-share

group 2
crypto i saknmp key dGvPnPsK address 10.5.110. 201
crypto i saknp key dGvPnPsK address 10.5.110. 88
crypto i saknp key ****** address 10.5.110.209
crypto i saknp key ****** address 10.5.110.217
crypto i saknp keepalive 15 periodic

|
crypto i psec transformset CSM TS 1 esp-aes esp-sha- hmac
!
crypto ipsec profile getvpn-profile

set security-association lifetime seconds 900

set transformset CSM TS 1
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I
crypto gdoi group GETVPN- DEMO
identity nunmber 1357924756
server | ocal
rekey al gorithm aes 128
rekey address ipv4d CSM REKEY_MUILTI CAST_ACL_1
rekey lifetime seconds 28800
rekey retransnmit 10 numnber 2
rekey aut hentication nypubkey rsa rekeyrsa
sa ipsec 1
profile getvpn-profile
mat ch address ipv4 sa-acl _1
replay tine wi ndowsize 5
address ipv4 10.5.110.99
r edundancy
local priority 22
peer address ipv4 10.5.110. 88

nt erface LoopbackO
i p address 10.5.110.99 255. 255. 255. 255

i p pi msparse-node

nterface G gabitEthernet0/1
description Connected to denp-pel

i p address 10.5.110.26 255. 255. 255. 252
i p pi msparse-node

dupl ex auto

speed auto

medi a-type rj 45

no negotiati on auto

nt erface G gabitEthernet0/2
description Connected to deno-Ins

i p address 10.5.110.53 255. 255. 255. 252
i p pi msparse-node

dupl ex auto

speed auto
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medi a-type rj 45

no negotiati on auto

router eigrp 44

network 10.5.110.24 0.0.0.3

network 10.5.110.52 0.0.0.3

network 10.5.110.99 0.0.0.0

no aut o- sunmary

ip forward-protocol nd

ip http server

ip http secure-server

ip pimssmrange 1

ip access-list extended CSM REKEY_MJLTI CAST_ACL_1

permt

permt

udp host 10.5.110.99 eq 848 host 239.192.1.190 eq 848

udp host 10.5.110.88 eq 848 host 239.192.1.190 eq 848

ip access-list

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
permt
I

access-

udp any
tcp any
tcp any
esp any
tcp any
tcp any

udp any

ext ended sa-acl _1

eq 848 any eq 848

any eq tel net

eq tel net any

any

eq bgp any

any eq bgp

eq i saknmp any eq isaknmp

ospf any any

ei grp any any

i gnp any any

pi m any

any

ip any 224.0.0.0 0.0. 255. 255

udp any
udp any
udp any
ip any

any eq ntp
any eq snnp
any eq syslog

any

list 1 permit 239.192.0.0 0.0.255.255
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!

line con O
exec-timeout 0 O
stopbits 1

line aux O
stopbits 1

line vty 0 4
password 7 0507070D
| ogin

I

end

6 Glossary

The following list describes acronyms and definitions for terms used throughout this document:

GETVPN Group Encrypted Transport. A scalable VPN using group technology.

CSM Cisco Security Manager

GDOI Group Domain of Interpretation, RFC 3547. A group key management system that is complimentary to
IKE.

IKE Internet Key Exchange, RFC 2409. A pair-wise key management system used to negotiation IPsec
tunnels.

IPsec IP Protocol Security, RFC 2401. The common name for a set of protocols that protect IP packets.

ISAKMP  Internet Security Association and Key Management Protocol, RFC 2408. ISAKMP defines payloads for
exchanging key generation and authentication data.

SA Security Association. SAs contain all the information required for execution of various network security
services, such as the IP layer services (such as header authentication and payload encapsulation),
transport or application layer services, or self-protection of negotiation traffic.

GM Group Member
KS Key Server
PPP Point-to-Point Protocol

PPPoE PPP over Ethernet

LNS Layer 2 Network Server
LAC Layer 2 Access Concentrator
L2TP Layer 2 Tunneling Protocol

For more information about the Cisco GETVPN, visit http://getvpn.cisco.com/ or contact your local account
representative.
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