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Data Sheet

Cisco Adaptive Security Device Manager Version 5.1

Cisco ® Adaptive Security Device Manager (ASDM) delivers w  orld-class security management and monitoring throu gh
an intuitive, easy-to-use Web-based managementinte  rface. Bundled with Cisco ASA 5500 Series Adaptive Security
Appliances and Cisco PIX © Security Appliances, Cisco ASDM accelerates securi  ty appliance deployment with

intelligent wizards, robust administration tools, a nd versatile monitoring services that complement th e advanced
integrated security and networking features offered by the market-leading suite of Cisco security appl iances. Its
secure, Web-based design enables anytime, anywhere  access to Cisco ASA 5500 Series Adaptive Security

Appliances and Cisco PIX Security Appliances.

INTEGRATED MANAGEMENT SOLUTION PROVIDES FLEXIBLE AC CESS OPTIONS

Cisco Adaptive Security Device Manager (ASDM) cardacessed directly with a Web browser from ang jéwg-in enabled computer
on the network, providing security administratoithwapid, secure access to their Cisco ASA 550@eSé&daptive Security Appliances
or Cisco PIX Security Appliances. It provides aque option for administrators—a new Microsoft Windebased launcher application
can be downloaded directly from the security apyiéato a management computer. This applicationemtes the startup of Cisco
ASDM, increasing ASDM’s efficiency in managing setpappliances. By running separate instanceb®fQisco ASDM launcher
application, administrators can connect to multg@eurity appliances from the convenience of alsinganagement workstation,
simplifying management in small business environsien

STARTUP WIZARD ACCELERATES SECURITY APPLIANCE DEPLO YMENT

Cisco ASDM features a Startup Wizard that help&lecate the security appliance deployment prodessries of simple step-by-step
configuration panels help administrators get thppliances up and running quickly and create asbbanfiguration that allows traffic to
flow securely through their networks. The Startujz&kt provides the ability to configure optionahfigres such as Dynamic Host Control
Protocol (DHCP) server settings, Network Addresanstation (NAT), administrative access, and Autalatp, a revolutionary secure
remote-management capability that helps keep apggiaonfigurations and software images up-to-date.

DASHBOARD SUPPLIES ADMINISTRATORS WITH VITAL REAL-T IME SYSTEM STATUS INFORMATION

Cisco ASDM 5.1 includes a dynamic dashboard thewiges a complete system overview and device hesdtistics (Figure 1). It can
automatically detect the Cisco security appliadmmiag configured; for each, it will display the wedire version, license information, and
important statistics. In complex network environtseit presents administrators with real-time stahdicators and provides a launching
point for analysis tools and advanced monitoringatelities—including a real-time syslog viewer, wjghttern-matching capabilities to
filter syslogs based on network addresses, porbeusnhost names, and more. This release includesfiguration search engine that
helps administrators locate where specific feataegsbe configured, and provides convenient paidtaick access to the search results.

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 14



Figure 1. Cisco ASDM Version 5.1 Homepage
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ROBUST SECURITY POLICY MANAGEMENT LOWERS OPERATIONA L COSTS

Cisco ASDM Version 5.1 features powerful managensentices that simplify security policy definitiamd ongoing policy maintenance
by giving security administrators the ability teate reusable network and service object groupsnapection policy maps that can be
referenced by multiple security policies. It sugpdhe wide range of access control features affbyeboth Cisco ASA Software Version
7.1 and Cisco PIX Security Appliance Software Mamsr.1, such as user- and group-based accessifisshased access lists, and
inbound/outbound access lists. Cisco ASDM Versidnaiso supports the new Modular Policy Framewdidred in both of these
software versions. This rich, highly flexible frawmrk allows administrators to identify a networ&t or a traffic class based on different
conditions, and then apply a set of customizatdpention services, quality of service (QoS), amtheation services to each flow or
traffic class. These advanced access control aplicapon inspection capabilities, coupled withyeé&s-use ongoing policy management
services, help to ensure a robust and dynamicisgpuofile for businesses of all sizes.

BUSINESS-CLASS SECURITY SERVICES ENFORCE SECURE, RO LE-BASED ADMINISTRATIVE ACCESS

Cisco ASDM Version 5.1 integrates an array of ralsesurity services to prevent unauthorized adrnatise access to a device. It
supports a wide range of methods for authenticat@ministrators, including a local authenticati@tadbase on a Cisco ASA 5500 Series
Adaptive Security Appliance or a Cisco PIX SecuAppliance, or via a RADIUS/TACACS server. All comnications between Cisco
ASDM (running on an administrator’'s computer) ahe $ecurity appliance are encrypted using SecuwkeolLayer (SSL) with either
56-bit Data Encryption Standard (DES) or the mause 168-bit Triple DES (3DES) algorithm. CiscoD¥ Version 5.1 supports up to
16 levels of customizable administrative accessdhrant administrators and operations personnehfipeopriate level of permissions for
every Cisco security appliance they manage (fomgk@, monitoring-only, read-only access to the gurhtion).

RICH VPN MANAGEMENT EXTENDS SECURE CONNECTIVITY TO BUSINESS PARTNERS AND REMOTE SITES

Cisco ASDM Version 5.1 features comprehensive VBNfiguration capabilities, including an intelligeviPN wizard for simplified
provisioning, which allows businesses to establisérnet Key Exchange (IKE) and IP Security (IPgeajcies for site-to-site VPN
deployments. Cisco ASDM also delivers full-featurednagement for Cisco Easy VPN remote-access VRbkeotrator services,

supporting features ranging from VPN client segupidsture enforcement, automatic software updatitRi\ clustering, and more.
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On the Cisco ASA 5500 Series, Cisco ASDM integraitgs Cisco SSL VPN management features (Figute 2)low administrators to
quickly provision and enable remote-access cornvigcfrom any Internet-enabled Web browser andhitve SSL encryption.

Figure 2.

SSL VPN Configuration
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A core component of Cisco SSL VPN is the Cisco 8=8esktop, delivered as part of Cisco ASA 5500eSe8oftware Version 7.1. The
Cisco Secure Desktop seeks to minimize data suchalges, browser history, temporary files, and nlmaded content from being left
behind after an SSL VPN session terminates. Pioteid increased against data theft and clienesyshalware by encrypting data and
files associated with or downloaded during the $BIN session. Cisco ASDM enables rapid deploymedtcamtrol of Cisco Secure
Desktop functions through a dedicated Cisco Sebbesktop Manager (Figure 3). Cisco ASDM also debwadlvanced VPN monitoring
capabilities, providing administrators with numesatatistics and graphs showing metrics such asosegptimes, data transferred per

session, an

d more.
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Figure 3. Cisco Secure Desktop Configuration
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COMPREHENSIVE MANAGEMENT SERVICES COMPLEMENT ADVANC ED APPLICATION INSPECTION

Cisco Adaptive Security Appliance Software Versioh and Cisco PIX Security Appliance Software Vansr.1 include more than 30
dedicated inspection engines for a range of modpptications driven by protocols such as HTTP (Fégl), FTP, GPRS Tunneling
Protocol (GTP), Sun Remote Procedure Call (SunRABR3, and Session Initiation Protocol (SIP). Gi&SDM Version 5.1 point-and-
click capabilities, which have been conditionedriglligent application defaults, enable the quickation of security profiles that protect
mission-critical applications and resources frorsuse and tunneling attacks. Cisco ASDM Versionebfbrces flow-based control in
defining inspection services and gives administsa¢émterprise-class tools to exercise microscopitrol over applications.
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Figure 4. Advanced HTTP Inspection Services Configuration
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INTELLIGENT USER INTERFACE SIMPLIFIES INTEGRATION | NTO COMPLEX NETWORK ENVIRONMENTS

Cisco ASDM Version 5.1 provides easy and converaeness to managing the rich network integratiatufes found in Cisco ASA 5500
Series and Cisco PIX security appliances. Virtadian allows the creation of multiple security aaxts (virtual firewalls) within a single
security appliance, with each context having its @t of security policies, logical interfaces, adeninistrative domain. Cisco ASDM
uses an intelligent virtualization management sydteprovide unrestricted access for central systéministrators who desire complete
visibility into all virtual firewalls and featuresn the system (Figure 5). Individual context uggsthe same look and feel of Cisco
ASDM, as well as the same rich management and oramgt capabilities. However, configuration and eataccess are restricted only to
the assigned context, and as specified by thealesystem administrators. Individual context usens build upon the administrator-
created security policies to create a customizediguaration for their virtual firewalls using CiscdSDM.
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Figure 5. System Administrator View of Security Contexts
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Cisco ASDM Version 5.1 gives administrators complaintrol over multicast routing protocols suchPastocol Independent Multicast
(PIM), Open Shortest Path First (OSPF) dynamicinguiEEE 802.1g-based VLAN interfaces, and QoShaasms. For novice users, it
combines intelligent defaults and detailed onliepho simplify configuration of these networkingrgices. Advanced users can take full
advantage of the depth of feature support to iateg€isco security appliances into complex rouéind switching environments.

ADAPTABLE SECURITY MANAGEMENT INTERFACE ENHANCES TH E UNIFIED THREAT MANAGEMENT EXPERIENCE

Cisco ASDM Version 5.1 delivers a single solution &ll the configuration, management, and moniwprieeds of Cisco ASA 5500
Series and Cisco PIX security appliances. It presid business-class solution to manage the tralptiv@ security services provided by
the Cisco ASA 5500 Series.

Managing Inline Intrusion Prevention Services and N etwork-Based Worm Mitigation

Cisco ASDM Version 5.1 enables businesses to iserdze levels of security in their network envir@mts, while lowering operational
costs by streamlining the management of the widgaaf anti-X defenses available through the Csdweanced Inspection and
Protection Security Services Module (AIP SSM). Ehssrvices provide protection from intrusions, meknattacks, denial of service
(DoS) attacks, and malware, including worms andaadwCisco ASDM allows administrators to rapidlyfigure these services,
including unique Cisco accurate prevention techgieosuch as Traffic Risk Rating and the Meta E@eterator (Figure 6). Cisco
ASDM provides businesses with greater confidenqardtecting their networks from a wide range oetits, without the risk of dropping

legitimate network traffic.
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Figure 6. Cisco AIP SSM Event Action Configuration
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Managing Content Security and Anti-X Services

The Cisco ASA 5500 Series Content Security and @bSecurity Services Module (CSC SSM) delivershhpgerformance anti-X
services on a single services card. The Cisco CH@ iBcorporates security technology from Trend Misrindustry-leading and award-
winning InterScan suite of secure content managepreaucts. The Cisco CSC SSM delivers comprehersiotection and control for
the Internet gateway, including antivirus, antispamd antiphishing, as well as URL blocking antkfihg services. In conjunction with
the CSC SSM, Cisco ASDM Version 5.1 delivers arustdy/-first solution that blends the simplicityfend Micro’s HTML-based
configuration panels with the ingenuity of Cisco8 (Figure 8). This helps ensure consistent padioforcement, and simplifies the
complete provisioning, configuration, and monitgriprocesses for these rich unified threat managefurations.
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Figure 7. Cisco CSC SSM SMTP Incoming Mail Scanning Configuration
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Cisco ASDM Version 5.1 provides a complementary itaoimg solution with a new CSC SSM homepage and menitoring panels.
Once a CSC SSM is installed, the main ASDM homejimgeatomatically updated to display a new CSC Sfalel (Figure 8), which
provides a historic view into threats, e-mail vesslive events, vital module statistics such sasitestalled software/signature updates,
system resources, and more.

Figure 8. Cisco CSC SSM Homepage

£ Cisco ASDM 5.1 for ASA FIE®
File Options Tools Wizards Help
7 of ) Lisey Sestins Threat Summar
) %« H 0 0 Q o & ?2 _ Y
Home Configuration  Montoring Dack  Forwsrd  Seach | Retesh  Save Heipy . for Viruses,
System/License ASAMsinSystem  Content Securny | d Spyware, URL
: == CSC S5M information Threat Summary n
Information . : - Filtered/Blocked
hodel ASA-SSM-10  Baselicense Expires 1273172005 Threat Troe | Tosay | Last7Days | Last 30 Days I_.]
ALYz, AntSpyware, s 5 5 105
Mgmt 1P 100045 Fiie-Buackng) il . 5 tas
Version 50 Plus License. Mot Licensed URL Filtered 7 ar 107
(Anti-Spam, Antl-Prishing, Contant URL Blocked 7 37 197 © z
LastUpdste Mot Available  Filering, URL Blocking & Fiterig) | E-Mail Scanning
DailyNode & 80 Licansed Hodes: 00 il e History

System Status _|

——® System Resources Status

Profiling ceu CPu isgn acant)
. — - E-Mail
W FoFa: 208 auTP: 730 W Total: 353 5
Eman viue ang Spus 4 Virus/Spyware
Memory i History

Live Event . i
S _t Wiz o B Sppvana: o
ecur' Y —— Latestcsc Seeurity Events (Stopped)

Monitor | Time } snur:e] Thraatiter SubjectFilelURL | RecaivenHost 1@

|2005 Mall  ContentFiltering Torbidden D
r FTP  Spyware:SPYW_TEGT_FILE spyware e 10.215.235 4=
1200312011 011744 Wish  Spyware:SPYW_TEST_FILE SEYW_Test Virusd exe 10,214,331
|2004M210 115722 FTP ViusBOOT_TEST_VIRUS TEST_MIRE0O 10.215182 |
| =
<admine  NA(15) ] 12724105 3.44:25 PM PET

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 8 of 14



Within the monitoring section of Cisco ASDM Versibrl, a rich set of analysis tools provide detailsibility into threats, software
updates, resource graphs, and more. The Live $g&iwient Monitor (Figure 9) is a new troubleshogtamd monitoring tool that

provides real-time updates regarding scanned @kbtbe-mail messages, identified viruses/worms,dmtelcted attacks. It gives
administrators the option to filter messages uségmilar-expression string matching, so specifiackttypes and messages can be focused
on and analyzed in detail.

Figure 9. Cisco CSC SSM Monitoring Panel and Live Security Event Monitor
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ENHANCED MONITORING AND REPORTING TOOLS ENABLE VALU ABLE BUSINESS-CRITICAL ANALYSIS

Syslog to Access Rule Correlation

Cisco ASDM Version 5.1 introduces a new Syslog taeéss Rule Correlation tool that greatly enhanegsto-day security management
and troubleshooting activities. With this dynanaolt security administrators can quickly resolvenomon configuration issues, along

with most user and network connectivity problemsets can select a syslog message within the Rewd-SBiyslog Viewer panel, and by
simply clicking the Create button at the top of gamel (Figure 10), can invoke the access-confytibos for that specific syslog.
Intelligent defaults help ensure that the configjoraprocess is simple, which helps improve opersti efficiency and response times for
business-critical functions. The Syslog to AcceaeRCorrelation tool also offers an intuitive viéwo syslog messages invoked by user-
configured access rules. Administrators can closbBerve enterprise traffic patterns and monitsouece access behavior. Figure 10
indicates the Syslog to Access Rule Correlatiorabdity where a user has selected a syslog mesaadéhas clicked on the Create button
to define policies for that flow.

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 9 of 14



Figure 10. Syslog to Access Rule Correlation Tool
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Monitoring Tools

Cisco ASDM Version 5.1 offers in-depth monitoringdareporting services in addition to the at-a-géamonitoring capabilities on the
new homepage (Figure 11). Versatile analysis toaate graphical summary reports showing real-tisage, security events, and
network activity. Data from each graphical repa@m de displayed in customizable increments—for eXanapuser can choose either a
10-second snapshot or analysis over an extendetirienThe ability to view multiple graphs simuléeausly allows users to perform
detailed evaluations in parallel. Graphs can bereoniently bookmarked, and data can be exportetufare access.
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Figure 11.  Monitoring on the Cisco ASDM Homepage
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e System graphs—Provide detailed status information on Cisco ASAGSeries and Cisco PIX security appliances, inofyd
blocks used and free, current memory utilizatiord €PU utilization.

e Connection graphs—Track real-time session and performance monitadiatg for connections; address translations;
authentication, authorization, and accounting (AA®nsactions; URL filtering requests; and moreagrer-second basis.
Connection graphs enable administrators to stdy ifuflormed of their network connections and adi@s, without being
overwhelmed.

e Attack protection system graphs—Provide 16 different graphs to display potentiatiglicious activity. Attack signature
information displays activity such as IP, Inter@emntrol Message Protocol (ICMP), User Datagramdtait(UDP), TCP attacks,
and Portmap requests. These graphs also providiaged look into the list of attackers, list ofegxs, system statistics, and
diagnostics for the Cisco AIP SSM.

o Interface graphs—Provide real-time monitoring of bandwidth usagedach interface on the security appliance. Bandwigage
is displayed for incoming and outgoing communiaagioUsers can view packet rates, counts, and eaengell as bit, byte, and
collision counts, and more.

e VPN statistics and connection graphs—Provide complete visibility into VPN connectionsthvidetailed per-tunnel statistics,
including tunnel uptime and bytes/packets transtgrthrough support for the Cisco IPsec Flow Matrig MIB.
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Table 1 lists features and benefits of Cisco ASD#&tsibn 5.1.

Table 1. Table 1. Cisco ASDM Version 5.1 Features and Benefits Summary

Product Features

Benefits

Complete Cisco ASA Software Version
7.1 and Cisco PIX Security Appliance
Software Version 7.1 Feature Support

® Provides rich configuration and monitoring support for the new features introduced in Cisco ASA Software
Version 7.1 and Cisco PIX Security Appliance Software Version 7.1.

New SSL VPN Features with Cisco
Secure Desktop Support

Makes it easier for users to quickly provision SSL VPN services to enable remote-access connectivity from any
Internet-enabled Web browser and its native SSL encryption. It also supports the rapid configuration and
monitoring of VPN load-sharing clusters.

Enables intuitive management support for all Cisco SSL VPN enhancements delivered by Cisco ASA Software
Version 7.1 (complete SSL VPN feature parity with Cisco VPN 3000 Software Version 4.7).

Accelerates the configuration and monitoring of Cisco Secure Desktop parameters, including software updates.

Delivers enhanced at-a-glance, real-time VPN monitoring.

Comprehensive Management and
Monitoring Capabilities for the CSC SSM

Introduces a new CSC SSM homepage to provide at-a-glance information on system licensing, anti X
parameters, and system health information.

Blends the Trend Micro and Cisco management interfaces to facilitate easy configuration and monitoring.

Provides a Live Security Event Monitor to provide real-time statistics on the latest viruses, worms, and attacks
through the network.

Syslog to Access Rule Correlation, and
Customizable Syslog Coloring

Enables rapid troubleshooting by allowing users to create and modify access rules in real time, by simply
clicking on syslog messages in the syslog viewer.

® Allows for rapid critical system message identification and convenient syslog monitoring by allowing the colored
grouping of syslog messages according to syslog level. Users can select the default coloring options, or create
their own unique colored syslog profiles for ease of identification.

LICENSING

Cisco ASDM Version 5.1 is included with Cisco ASAfvare Version 7.1 (1) or Cisco PIX Security Agpice Software Version 7.1 and

higher. Cisco ASDM Version 5.0 is included with @sASA Software Version 7.0 or Cisco PIX Securifgpfiance Software Version 7.0

and higher.

Cisco PIX Device Manager Version 3.x is includedw&isco PIX Security Appliance Software VersioB.8Cisco PIX Device Manager
Version 2.x is included with Cisco PIX Security Aigmce Software Version 6.2.

A separate license for Cisco ASDM is not requitadt,a DES or 3DES license is required on the hastdCASA 5500 Series or Cisco
PIX security appliance. Users who currently dommte encryption enabled on their base Cisco ASAS#ries or Cisco PIX security
appliances can request free DES/3DES activatios;katernately, users can upgrade from their ctild&S licenses to 3DES licenses
free of cost, by completing the online forms atptifwww.cisco.com/gol/license.

TECHNICAL SPECIFICATIONS

Cisco ASA 5500 Series System Requirements

Hardware

o Platform: Cisco ASA 5510, 5520, or 5540 Adaptive Securipphance

e RAM: 256 MB
e Flash memory: 64 MB

Software

e Cisco ASA Software: Version 7.1

e Encryption: DES- or 3DES-enabled
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Cisco PIX Security Appliance System Requirements

Hardware
e Platform: Cisco PIX 515/515E, 525, or 535 Security Applies¢Cisco PIX 501 and 506/506E Security Appliararesnot
currently supported)

e RAM: 64 MB
e Flash memory: 16 MB

Note: This release requires more memory for Cisco PIX/SIBE Security Appliances than previous softwaleases—a memory
upgrade may be required.

Software
e Cisco PIX Security Appliance Software: Version 7.1

e Encryption: DES- or 3DES-enabled

User System Requirements
Hardware
e Processor: Intel Pentium Il 450 MHz; Pentium 4 or equival&®0 MHz (recommended)
¢ RAM: 256 MB (minimum)
o Display resolution: 1024 x 768 pixels (minimum)
o Display colors: 256 (16-bit high color recommended)

Software
Table 2 lists the operating systems and Web brenagiported by Cisco ASDM Version 5.1.

Table 2. Supported Operating Systems and Web Browsers

Operating Systems Browsers (JavaScript- and Java-Enabled)
® Windows 2000 with Service Pack 4 (English/Japanese) ® Microsoft Internet Explorer 6.0 with Java Plug-In v1.4.2 or 1.5.0
® Windows XP (English/Japanese) ® Netscape Communicator 7.2 with Java Plug-In v1.4.2 or 1.5.0
® Sun Solaris 2.8 or higher running CDE ® Mozilla 1.7.3 with Java Plug-In v1.4.2 or 1.5.0
® Red Hat Linux 9.0 running GNOME or KDE ® Mozilla 1.7.3 with Java Plug-In v1.4.2 or 1.5.0
® Red Hat Enterprise Linux WS Version 3

Note: Cisco ASDM Version 5.1 does not support Windows\W@imdows 98, Windows ME, Windows NT, or Sun Solaris
OpenWindows.

Network Connection
Connection speed: 56 Kbps (384 Kbps or higher is strongly recomnezt)d

ADDITIONAL INFORMATION

For more information, please visit the followingKs.

e Cisco ASDM:: http://www.cisco.com/go/asdm

o Cisco ASA 5500 Series Adaptive Security Appliances: http://www.cisco.com/go/asa
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http://www.cisco.com/en/US/products/ps6121/index.html
http://www.cisco.com/en/US/products/ps6120/index.html

e Cisco PIX Security Appliances: http://www.cisco.com/go/pix

o Safe Blueprint from Cisco: http://www.cisco.com/go/safe
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