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The Cisco Security Auditor software enables customers to cost-effectively audit their network infrastructure against
corporate security policies and industry best practices.

Product Overview

Ciscd’ Security Auditor is part of the Cisco overall setyumanagement portfolio. Cisco Security Auditocfises specifically on the problem
of determining whether Cisco network devices hasenbconfigured in accordance with defined secymdtycies. Demands from new
legislation and industry requirements concerninggmtion of sensitive data and accountability hasightened the need for security
compliance auditing. Cisco Security Auditor pro\ddeew levels of security assurance by enablingdse-effective auditing of Cisco network
devices against defined security policies and itrgiusest practices. Cisco Security Auditor is baifta scalable and flexible auditing
framework that allows auditing a large number aadety of Cisco network devices.

Cisco Security Auditor allows users to select franvide range of pre-defined best practice poligastomize those policies, and audit the
network for compliance to those policies. The CiSeeurity Auditor reporting framework provides adedvariety of audit results reports
which can be used to demonstrate the overall camgdi of the network and also pinpoint specificéssfor resolution. Cisco Security Auditor
provides security improvement recommendationsdimaplify the process of addressing network secwitiyperabilities. The automated
auditing capabilities eliminate costly, time-consngimanual auditing operations for large scale nétw, drastically reducing the time
required to perform an audit, while also improvthg accuracy and reliability of the results.

Cisco Security Auditor plays an important rolelie tontinuous process of managing network seci@igco Security Auditor can help define
how to secure the network by selecting from théneef security policies, helps to monitor compliateé¢he defined security policies, and can
make recommendations on how to improve networkritgday highlighting non-compliances and providirecommended corrective actions.
In short, the use of Cisco Security Auditor can ealdramatic improvement in the security posturithemetwork, which results in improved
protection of sensitive data and resources andawgat overall network availability.

Features and Benefits
Key product features include:

« An extensive built-in library of security policiessed on guidelines from the National Security AyeiNSA), SAFE Blueprints from
Cisco, and the Center for Internet Security (CIS)

« Ability to import device list from various sourcéfer example, RME, DCR, local directory, CSV, XMather Network Management
platforms) on an on-demand or scheduled basis

« Ability to group devices into static/dynamic devigeups based on device attributes
< Ability to assign a weight to a security policyr&flect its importance; both raw and weighted resstdflected in audit reports

« Ability to define which specific policies to check not check for a defined group of devices; farsé policies checked, the ability to
customize the policy parameters

« Ability to conduct audits online on a live netwask offline using locally stored or remotely accessiconfiguration files
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« Ability to conduct audits on demand or automaticaltcording to a defined schedule

« A wide variety of standard reports from executiueasnary graphical reports down to specific policggail results with recommended
corrective actions

« Bottom 10 device report to quickly identify the @ms with the poorest security policy compliance
« Bottom 10 policy report to quickly identify the seity policies with the poorest compliance
« Trending reports to visualize compliance of thenoek over time

« Ability to export reports in PDF or CSV format

Network Device Support

Cisco Security Auditor supports auditing:

+ Cisco PIX 500 Series Security Appliances

« Cisco ASA 5500 Series Adaptive Security Appliances
« Cisco l0S routers

» Cisco IOS switches

» Cisco Firewall Services Module

For detailed device support information refer te @mmpatability Informatioron Cisco.com.

Supported Operating Systems

The Cisco Security Auditor server is supported darbsoft Windows 2000 and 2003 and Sun SolarisB@rThe Cisco Security Auditor
client is Web-browser based and supported on Wisdaging Internet Explorer 6.0 or Netscape Navigétb. For further details refer to the
Cisco Security Auditor Installation Guider Windows or Solaris.

Ordering Information

Cisco Security Auditor is available for purchasmtigh regular Cisco sales and distribution charwel$dwide. To place an order, visit the
Cisco Ordering Home Page

Cisco Security Auditor part numbers and licensiptans are described in the Cisco Security Audit@rproduct bulletin, viewed at:
http://www.cisco.com/en/US/prod/collateral/vpndes8739/ps6263/ps6383/prod_bulletin0900aecd802 Juthf.

Service and Support

Cisco Systenfsoffers a wide range of services programs to acaleustomer success. These innovative serviogsgms are delivered
through a unique combination of people, procedsess, and partners, resulting in high levels aftomer satisfaction. Cisco services help you
to protect your network investment, optimize netwoperations, and prepare the network for new agftins to extend network intelligence
and the power of your business. For more infornmagibout Cisco services, s€esco Technical Support ServicesCisco Advanced Services

For More Information

For more information about Cisco Security Auditgsit: http://www.cisco.com/go/secauditaontact your local account representative, or
send e-mail tosecauditor@cisco.cam
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