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CISCO 4240-DC INTRUSION PREVENTION SENSOR

The Cisco ® IPS 4240-DC is a purpose-built intrusion preventio  n sensor that augments Cisco’s market-leading line of intrusion
detection and prevention system appliances, deliver ing the industry’s best price/performance marks whi le achieving high
levels of reliability (Figure 1). The Cisco IPS 424  0-DC is based on the IPS 4240 platform but introduc  es unique features, such
as support for DC power and compliance with NEBS (N etwork Equipment Building Systems) Level 3 guidelin es. This allows
the IPS 4240-DC to be deployed in environments that  have specific requirements pertaining to NEBS Leve | 3 compliance.

The Cisco IPS 4240-DC helps decrease total castvokrship by supporting a high port density thiived coverage of multiple network subnets
using a single appliance. The sleek one-rack-wesigh supports four monitoring interfaces. Withsup for features delivered by Cisco IPS
Sensor Software Version 5.0, the Cisco IPS 4240dBiers a rich set of attack identification capitibs. The Cisco IPS 4240-DC enhances the
effectiveness of IDS/IPS deployments by using Cgséacurate Prevention Technologies to reduce falaams. As a network integrated solution,
the Cisco IPS 4240-DC can be deployed at stratsgjments of the network to accurately detect as\wbrms and viruses, helping to ensure
business continuity.

Figure 1. The Cisco IPS 4240-DC Sensor

Table 1 lists some features of the Cisco IPS 42@0appliance.

Table 1. Features Table

Feature Description

Performance 250 Mbps

Form Factor 1RU

Onboard Monitoring Interfaces Four 10/100/1000BASE-T
Management Interface One 10/100BASE-T

NEW FEATURES
New features of the Cisco IPS 4240-DC include:

¢ NEBS Level 3 Compliance
¢ Support for DC power
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« Effective worm and virus mitigation through inlingrusion prevention capabilities*
« Purpose-built, high-performance IPS appliance féagureduced weight and dimensions

« Dual-mode intrusion detection and prevention sgttithat allow the deployment of a single unititoudtaneously deliver both promiscuous-
based IDS and inline IPS operations

« Multi-network interface card (NIC) support, withuioon-board monitoring interfaces

« Copper interfaces

« ROMMON/Trivial File Transfer Protocol (TFTP)-basgdick sensor imaging

¢ Increased reliability through diskless architectame the support of flash memory

* Optimized power consumption through the incorporatf multiple thermal zones and the delivery adthgensitive fans

« Enhancement of high-availability IPS deploymentstigh the delivery of automated sensor bypass nnéstha

« A highly scalable and resilient architecture ugBigco EtherChanngload-balancing capabilities on Cisco Catdlystitches

« Multiple automated response actions, including padkops*, connection termination, and access obhst (ACL) blocking on routers,
switches, and firewalls

« Improved reliability of inline IPS packet drop awis by using risk ratings to accurately qualify tidelity of events*

« False alarm reduction through enhanced on-box latior, using the Meta Event Generator (MEG)

« Application inspection technologies, for enforcemeipolicy decisions based on content detectedeatipplication layer*
« Advanced voice over IP (VoIP) engine that detents stops threats in VolP environments*

« Support for packet inspection in MPLS environments

« VLAN-based load sharing through the support of 8§2.

* Embedded management and monitoring options thgosupncrypted communications

¢ Support for ICSA'’s standards-based Security Dekieent Exchange (SDEE) communications protocol*

UPGRADE PATHS

The Cisco IPS 4240-DC sensor is a functional regremnt for the Cisco IDS 4235 sensor. Customersisarthe Cisco Technology Migration Plan
(TMP) to trade in products and receive credit tauthie purchase of new Cisco equipment. For momrimdtion about Cisco TMP, visit:
http://www.cisco.com/go/tradein/

AVAILABILITY
The Cisco IPS 4240-DC is orderable. Table 2 listieing information for the Cisco IPS 4240-DC.

ORDERING INFORMATION

Table 2.  Ordering Information for the Cisco IPS 4240-DC

Part Number Description

IPS-4240-DC-K9 Cisco IPS 4240-DC Sensor; includes chassis, software, Secure Shell Protocol (SSH), and four
10/100/1000BASE-T interfaces with RJ-45 connector

FOR MORE INFORMATION
For more information about the Cisco IPS 4240-D&itact your local Cisco account representativejsit. http://www.cisco.com/go/ips

* Requires Cisco IPS Sensor Software Version 5.0
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