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Cisco Clean Access: In-Band and Out-Of-Band
Deployment Options and Considerations

Cisco Clean Access (NAC Appliance) is an easily deployed Network Admission Control (NAC) product that allows
network administrators to authenticate, authorize, evaluate, and remediate wired, wireless, and remote users and
their machines prior to allowing users onto the network. The solution identifies whether machines are compliant with
security policies and repairs vulnerabilities before permitting access to the network. Cisco Clean Access is available
in two modes: as either an in-band or out-of-band solution. This white paper explores when and how each mode is
appropriate, depending on individual network characteristics and customer preferences.

CISCO CLEAN ACCESS OVERVIEW

In 2003, Cisco Systerfisntroduced the NAC concept as a way for netwooksiake compliance with security policies a prersiggifor
network access. Today, customers can choose toydBpIC in two ways—either through an industry-cotiadtive framework that takes
advantage of the solutions of other vendors, anugh the Cisco Clean Access product family, whighnlsines the features of
authentication, posture assessment, quarantingeametliation into a self-contained product.

The Cisco Clean Access solution consists of thoeeponents:

e Cisco Clean Access Server—This is an in-band or out-of-band device that astshe first challenge for any end user tryingdoeas
the network. The Cisco Clean Access Server chatletiye end user with a login page or requires thentbad of a Cisco Clean Access
Agent before permitting access to the network.

e Cisco Clean Access M anager—This server manages Cisco Clean Access serversebrglobally, or individually and enables
administrators to establish user roles, devicekd)eand remediation requirements. It also acth@stithentication proxy to the
authentication servers that reside on the back end.

e Cisco Clean Access Agent—This is an optional client-side component of thedBiClean Access system. It is a read-only clieet t
delivers device-based registry scans on unmanagetbements. It is downloadable and provisionedrdkie Internet; in fact,
customers that use the Cisco Clean Access Agestt aftike it a required download before network acisegranted.

Cisco Clean Access was built with several prinaptemind:

Flexibility. Every network is different. Cisco Clean Access bardeployed in-band or out-of-band in a varietyvays, including as a
virtual gateway or as a real IP gateway. Cisco I€lsecess can also operate with an agent (for inegmiachines) or without an agent, a
decision that often depends on the types of ubatsate supported on the network. And in termsedfvark environments, the in-band
Cisco Clean Access solution can support switchimyrauting infrastructures from any vendor.

Ease of installation and use. Most Cisco Clean Access deployments have takarthes a day. The Web-based Cisco Clean Access
Manager enables administrators to set up user, nviles, checks, and requirements. Security updatédicrosoft hot fixes and antivirus
software virus definitions files are automaticallywnloaded into Cisco Clean Access.

Scalability. A single Cisco Clean Access Server easily supd&®® concurrent users with a throughput of roughbps. Cisco Clean

Access is offered in configurations that serveeasds 100 users and as many as tens of thousandersf

IN-BAND OR OUT-OF-BAND?

Customers often ask which deployment modes are apgsbpriate for their networks. In fact, an orgatibn can deploy both, each
geared toward certain types of access (in-bandupporting wireless users and out-of-band for wirsers, for example). The Cisco

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 8



Clean Access Manager is designed to support belauma and out-of-band Cisco Clean Access servemsell as the switches associated
with the out-of-band portion of the network.

Table 1 outlines the advantages and disadvantdgesh deployment mode.

Table 1. Comparing In-Band and Out-of-Band Modes

In-Band Out-of-Band
PROS e Agnostic to switch/router platform and versions ® |nline-only for quarantined traffic
® Appropriate for wired and wireless * Full access control in quarantine
* Full network access control ® Smooth switch control via Simple Network Management
¢ Bandwidth management control Protocol (SNMP)
® Port- or role-based VLAN assignment
CONS ® |nline dependency e Switch platform and version dependencies
* No switch-port-level control * Most appropriate for wired scenarios

IN-BAND IN-DEPTH

With the Cisco Clean Access in-band deploymentClean Access Server is always inline with usdfitra-before, during, and after
authentication, posture assessment, and remedidtienserver can be used to securely control atidaed and unauthenticated user
traffic by managing traffic policies based on pamtport or subnet, providing bandwidth policy mgement based on shared or per-user,
or using time based sessions and heartbeat cantrols

In-band deployment supports any edge access dasilmng as the MAC address and IP address of igre chachine are visible to the
Clean Access Server. Because the server is inwahdraffic, the in-band deployment mode is idfsalenvironments with the following
characteristics:

e Shared media ports

e Bandwidth throttling by role required

e Wireless access points

e Voice over IP (VolP) phones

o Network infrastructure built with products otheathCisco products

Cisco Clean Access In-Band Process Flow: How It Works
Figures 1-4 follow the process flow of an in-bamgldyment.

Figure 1. Laptop Attempts to Access the Internal Network
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1. When the laptop first accesses the network, theadQBean Access Server determines that the conpiéyC address is not in the
list of certified devices, and that laptop is plh@eto an unauthenticated role. While in this raely User Datagram Protocol (UDP)
Port 53 (Domain Name System [DNS]) and Dynamic Hemtitrol Protocol (DHCP) traffic (via DHCP and VLApassthrough) is
allowed.

2. The laptop gets an IP address from the DHCP sdouéicannot get past the Clean Access Server aasiran IP filter.

3. The laptop user opens a browser and is redireotad SSL-based Web login page where she entersduaentials, which in turn
map her into the “employee” role.

4. As an “employee,” she is asked to download the iChacess Agent.

5. The Clean Access Agent performs the posture assessind forwards the results to the Clean Accesge® make the network
admissions decision.

Figure 2. Laptop Goes Through Posture Assessment
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6. The Clean Access Server forwards the report t€Ctban Access Manager, which determines that thepap not in compliance. The
manager instructs the server to put the laptoptimd'quarantine” role, which can be as small &0asubnet.
7. The Clean Access Manager then sends the remedsépa to the Clean Access Agent.

Figure 3. Clean Access Manager Sends Remediation Instructions to the Clean Access Agent on the Laptop
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8. Aclock displays the time remaining in the quanaatiole for the laptop user while the Clean Acdeg®sant guides the user step-by-
step through remediation. Patches can be downlogitiesl from an internal or external update sigeEll as
http://windowsupdate.microsoft.crar from the Clean Access Manager itself.

9. After the remediation process, the Clean Acces)igdorms the Clean Access Server that the lagomw compliant.

Figure 4. Once Compliant, Laptop’s MAC Address is Added to List of Certified Devices and Access is Granted
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10. The Clean Access Server then adds the MAC addfeke taptop onto the certified devices list angigss it to the employee role,
which enables the laptop to complete its accefisatinternal Web server.

OUT-OF-BAND IN-DEPTH

In an out-of-band deployment of Cisco Clean AcctiesClean Access Server is in-band only duringptieeess of authentication, posture
assessment, and remediation. Once the user’s desgceuccessfully logged on, its traffic then bgpashe Clean Access Server and
traverses the switch port directly. In the meantithe Clean Access Manager provides port- or r@kellcontrol by assigning ports to
specific VLANS, assigning users to specific roleattmap to specific VLANSs, and providing a time-eésession timeout per role.

Cisco Clean Access out-of-band is most appropfiathigh-throughput, highly routed environmentsisas campuses, branch offices,
and extranets. It is not suitable for use with edanedia devices, such as hubs and wireless guoiegs.

Cisco Clean Access Out-of-Band Process Flow: How It Works
Figures 5-8 follow the process flow of an out-ofidaeployment.

1. When a device first accesses the network, the bwitads the MAC address of the device via SNMPebaséfication to the Cisco
Clean Access Manager.
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Figure 5. Laptop Attempts Access to Network, Switch Sends MAC Address to the Clean Access Manager
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2. The Clean Access Manager verifies whether the desion the out-of-band online list or certified/ides list.
If the device does not appear on either list, tlea& Access Manager instructs the switch to adbigmport the device is on to the
authentication or quarantine VLAN. A DHCP addresassigned as DHCP/DNS traffic traverses the CAeaess Server using
VLAN mapping.

Figure 6. If Laptop is Not on the Out-Of-Band Online List or Certified Devices List, the Switch Assigns the Device to a Quarantine VLAN
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Figure 7. While on the Quarantine VLAN, Laptop Undergoes Posture Assessment
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4. The Clean Access Server is on the same authenticetiAN (110) as the device. While in this VLAN,afdevice is challenged for
its credentials to determine the role of its udehe Clean Access Agent is enforced, it recen@spliance checks from the Clean
Access Server based on the requirements of thet rol
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5. The Clean Access Agent guides the user througépatst-step remediation process; the user is allagedss to remediation sites
enforced by the Clean Access Server.
Once remediation is completed, the Clean AccesgeSBarforms the Clean Access Manager that the éesicow certified.

7. The Clean Access Manager then instructs the switghut the device’s port onto the access VLAN (i@3ed on port mapping or the
role assignment. The device is now allowed acaeset network.

Figure 8. After Successful Remediation, the Clean Access Manager Instructs the Switch to Move the Laptop to the “Trusted” VLAN

% Clean Access Manager

VLAN 10 S e B
------------------- . - B,
Q ﬁ — NETWORK )
r— 4 - , VLAN 10
— 1 1 H\‘ /
Laptop with Switch 1 \ VLAN 10 faai e
Cisco Clean : :
Access Agent 1 '
1 1
VLAN 110 !

» Clean Access Server

Summary of Differences

While both the in-band and out-of-band deploymefiSisco Clean Access accomplish the basic tasksithfentication, posture
assessment, quarantine, and remediation, decidifchwne to deploy depends largely on how the syst#l be used. Table 2
summarizes the salient differences.

Table 2. In-Band and Out-of-Band Deployment Environments
In-Band Out-of-Band

Environments Wireless, shared media Fast core switching infrastructures; high
throughput requirements

NAC Enforcement Point Cisco Clean Access Server in-band Cisco Clean Access Server with
authentication/quarantine VLAN

Quarantine Based on access control list (ACL) Based on VLAN

Switches Supported Vendor-agnostic Cisco Catalyst 2950, 3550, 3560, 3750,
4500, and 6500 switches*

*Please check with your Cisco sales representétivihe latest list of support switches or visit
http://www.cisco.com/en/US/partner/products/ps6 @81 release notes_list.html

FOR MORE INFORMATION

For more information about the Cisco Clean Accessti®n, visithttp://www.cisco.com/go/ccaend questions txa-

guestions@external.cisco.cpor contact your local account representative.
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