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The Challenge of Securing Complexity

This Is a story about network security.

Specifically, how you can have . security

without compromising productivity.

More to the point, your company may already be
bristling with network defenses, but you still have
one glaring vulnerability—your network users.

—m




Productivity Causes Complexity

What system is it?

Who owns it?

Where is it coming from?

What's on it? Is it running?

What’s the preferred way to
check/fix it?

Windows, Mac or Linux
Laptop or desktop or PDA
Printer or other corporate asset

Company
Employee
Contractor
Guest
Unknown

VPN
LAN
WLAN
WAN

Anti-virus, anti-spyware
Personal firewall
Patching tools

Pre-configured checks

Customized checks

Self-remediation or auto-remediation
Third-party software



Complexity Demands Defense-in-Depth

ldentity

JAVAV.AN
uest access
Endpoint Guest Network
Security Employee Security
Anti-spyware IDS/IPS
Personal Identity alone fails: VPNS
HIPS Firewalls Protects against unauthorized
a(ljccesfs, but not[;nalwarg Perimeter
c Identifies user, but not device .
Anti-virus ’ Firewalls
Endpoint security alone fails: Network security alone fails:
X 99% have AV, but infections persist! X Firewalls cannot block legitimate ports

VPNs cannot block legitimate users
Malware signatures must be known
Detection often occurs after-the-fact

Host based apps are easily
manipulated—even unintentionally
Time gap between virus and virus def/repair
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What Is Network Admission Control?

Using the network to enforce policies ensures
that incoming devices are compliant.

Please enter username:
v

Aed you ared] N |

DEeVICE Network
g NAC Security

Mg, Mg || ale
N Il\. Il\.

U
W




Four Key Capabilities of NAC

What it
means

Without
it...

Uniquely identifies
users and devices,
and creates
associations
between the two

Critical to
associate users
and devices with
roles to know
which policies
apply; prevents
device spoofing.

Enforce
consistent
Policy

Assess and
enforce a
ubiquitous policy
across the entire
network

A decentralized
policy mechanism
(e.g. on endpoint)
can leave gaping
security holes.

Quarantine
and

Remediat

Acts on posture
assessment
results, isolates
device, and brings
it into compliance

Just knowing a
device is non-
compliant is not
enough—
someone still
needs to fix it.

A robust NAC solution must
have all four capabilities.

Configure
and
Manage

Easily creates
comprehensive,
granular policies
that map quickly
to user groups
and roles

Policies that are
too complex or
difficult to create
and use will lead
to abandonment
of project.



Before We Continue, You May Be Asking ...

Do | need separate solutions for my VPN users, my
LAN users, my unmanaged users?

« Am | your guinea pig? What's your experience in
deploying NAC?

* Is this going to take months to deploy?

e How can | be sure that this solution will fit MY
situation?

Do | need to upgrade my entire infrastructure?
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The Cisco NAC Appliance Advantage

1. anaged LA anageo 7 600+ customers
g S : S across all use cases:
e (] No. 1 NAC solution

oo
oooo
DDDDDD

3. Most deployments
ready under 5 days

One product

for /. Scales from 100 users
H ALL use cases to 100,000+ user,

= across 150+ locations

<)<)<)<)<)<)' E )E !
= )

5. Does not require
infrastructure upgrade



NAC Appliance Enforces Compliance

Who's on?
What's on?

Securely
ldentify
Device and User

Authenticates and
authorizes users
(local db, RADIUS,
LDAP, Kerberos, AD,
etc.)

Supports all access
methods (LAN,
wireless,
remote/VPN, WAN)

What are the
requirements
for access?

Enforce
Consistent
Policies

Centralized policy
supports multiple
user roles

Scans for infections,
port vulnerabilities,
hotfixes, AV, AS,
services running,
and files

What are the
steps to meet
requirements?

Quarantine
and
Remediate

Isolates non-
compliant devices
using MAC and IP
addresses; effective
at a per-user level

Network-based, self-
guided remediation

Helpdesk integration

How do | create
or modify
requirements?

Configure
and
Manage

Pre-configured
checks simplify
policy configuration
and rule creation

Web-based interface
for easy
management of
roles, policies, and
remediation steps



NAC Appliance (formerly known as Clean

Access) Components

e Cisco Clean Access Server

Serves as an in-band or out-of-band device for
network access control

e Cisco Clean Access Manager

Centralizes management for administrators,
support personnel, and operators

Cisco Clean Access Agent

Optional lightweight client for device-based
registry scans in unmanaged environments

Rule-set Updates

Scheduled automatic updates for anti-virus,
critical hot-fixes and other applications
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Clean Access Agent
by Cisco Systems

¥ersion 3.4.0
Copyright 2004 Cisco Systems, Inc.
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Sampling of Pre-Configured Checks

Critical Windows Updates

Windows XP, Windows 2000, E Iﬁ@:lfdo‘n;@
Windows 98, Windows ME w
B symantec. @) Mol
i i QTRENDO}thm““‘
Anti-Virus Updates MG RO Com —

) McAfee ’panda SOPHOS

ffffffff snﬂware sop

2 ‘PestPatrol
Anti-Spyware Updates & . rrevx Qﬁmls — r
Other 3" Party Checks

Py®©o .‘t @ Webroot Software

vacy. Protaction. Peace of

Customers can easily add customized checks



Product User Flow Overview

The Goal
1. End user attempts to access a
Web page or uses an optional
client Authentication
Network access is blocked until wired or Server
wireless end user provides Iogln -
information
V|
/' X| O

___ Clean Access
I__l
m——" Manager

2. Useris
redirected to a login page

Clean Access validates
username and password, also
performs device and network
scans to assess vulnerabilities
on the device

Intranet/
Network

3b. Device is “clean”
Machine gets on “certified
devices list” and is granted
access to network

3a. Device is noncompliant

or login is incorrect
User is denied access and assigned

Quarantine

to a quarantine role with access to online
remediation resources




User Experience with Agent

Login

A........ Scan is performed -............

7 L]
= L4
Screen Clean Access Agent (types of checks depend on user role) o
Fleage enteryour user pame and pa::’mrﬂ: “‘
L Maume ; “‘
[eees ,-"

Paswaurd @

vy T “‘ SCan faiIS “ll‘--““

7 Hemember Ke *

Pleage select your suthentication provider: ’0

*
|Lzzal OB k| *

S Cisco Clean Access Agent S~ Cisco Clean Access Agent [z|

S

Clean Access Agent Clean Access Agent
Please download and Install the required software
A You have temporary access ! A before accessing the network.

Required Software (0:03:10 left)

Haine ; Anti-Spyware (Optional) Software
Verslon:
Location ; hitp2iwww.lavasoft comisupport'download?

Your system does not meet the requirements enforced by the network
administrator. You may only have limited access to the network until your
system meets all the requirements.

There is approximately 0:03:59 left before your temporary access expires. Description : Qur security policy recommends that you download an

anti-spyware program. Click Go To Link to download a free

i i Anti-Spyware program or click Mext to skip.
Please click on "Continue” and follow the instructions to satisty network EY i =

access requirements.
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User Experience via Web Browser

isco Clean Access Authentication - Microsoft Inte... |L||E||£|

Filz  Edit

JBack ~

i

L

>
: Address

Favorites  Tools  Help

Login
Screen

nn
,O Search

SIENERNEN A

¢ Google - |

»

| %RechercheWeb i @

Cisco Clean Access Authentication

Please provide your credentials to access this networlc.

Sl

Cisco SYSTEMS

Cemame | |

fo2.1¢ 2 7| I_IQ,

_ Bt L] visa Bulletin

olume license of
lant that all computer

@ Done

B @ mntermet Anti-Virus software

T G S T o o orave not yet installed
the &nti-Virus software, please do so now. The volur
license includes regular updates to protect your

computer against new viruses.

I 7

.» Scan is performed
(types of checks depend on user role/OS)

‘0

MNote that all existing anti-virus software should be
removed from your computer before installing the
Anti-virus software, For complete installation
instructions, see the How-To document.

The ITS Support

Center will be delighted to answer
R LI T AV Py Ea e e

©)scan Report - Mozilla Firefox 10 x|
a
erahility Scan Report of iyao's Machine —
Vulnerahility Scan Report of iyao's Machin
[Type Service | Description _______|instruction]Link]
INFO m(ﬁ;%i’i?g;js A CIFS server is running on this port
INFO nffglgogi-c;s)n An SMB server is running on this port
The following 3 NetBIOS names have
been gathered : IVAOSFOO3
ITAQSFOO03 = This is the computer
narme PERFIGO = Waorkgroup / Domain
- name The remote host has the following
IMFO ?f;ﬁ‘?jdn? MaAC address on its adapter ;
P aoinzizding:faisd If you dao not want to
allow everyone to find the NetBios
name of your computer, you should
filter incorming traffic to this port, Risk
factor : Medium CWVE : CAMN-1992-0621
Close | b
=l
| pone 192.168.15L.10 &
v
*
J an®
aunn® -
sdmspuuun®
[

Accept I Decline I




NAC Appliance Sizing

Users = online, concurrent

Super
Manager

grs

fESE=im= manages up to 40

X

Enterprise and
Standard O Branch Servers
Manager

f====:/m= Manages up to 20
Enterprise and '- I
Branch Servers

Manager [

L == Manages up to 3
Branch Office ; I

or SMB Servers

A e— S S— S — 1500 users each
O XoXo|

100 users 250 users 500 users




NAC Appliance Options

Customers can choose from a variety of product and deployment
options to tailor NAC Appliance for individual networks

Software-only
(customer provides hardware)

Virtual Gateway
(bridged)

L2 Client Access

In-band Server
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NAC Appliance Top Values to Business

Proven With 500+ deployments, we understand both the
Product technical—and organizational—impact on your business

Complete NAC Appliance is self-contained, rapidly-deployable, and
Solution possesses all 4 key NAC capabilities

Flexible The wide breadth of NAC Appliance deployment options
Deployment fits your network—not the other way around

Future NAC Appliance is core to Cisco’s strategic NAC vision and
Proof can be leveraged across all future deployment options




Customer Return on Investment

3500

Average number of
Infected computers 3000 —=
requiring help desk .y, _|
Intervention per

year, as reported 2000 =

by customers. 1500 —f
Assuming $200 per 1000 —
Intervention cost, 500 |
average savings =

$318,000

Baseline 2003 (Year of  After NAC
Blaster etc.) Appliance

Source: Customer reports, average customer size = 5,000 users
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