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Cisco Advanced Web 
Reporting Overview 
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• Massively scalable reporting tool with same reporting format  
and functionality as on-box and Security Management  
Appliance reporting 

• Running on customer-provided server, based on Splunk platform 
(Advanced Web Reporting 2.0 is supported on Splunk 5.0) 

RHEL x64 

Windows 2003/8 x64 

• Sold and supported by Cisco 

• Competitively-priced single-source (Web Security Appliance  
logs only) license 
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• Splunk is the engine for  
machine data 

• Provides visibility, reporting and 
search across all your IT systems 
and infrastructure 

• It’s software—download and install  
it in five minutes 

• Runs on all modern platforms 

3 
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• Proven scalable indexing architecture 

• Strong business partnership 

• Existing member of Cisco Eco-System and delivering on vision  
of reporting across a borderless network 
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Alternative Web Reporting Solution for Scalability and Specific Use Cases 

Scalability 
 

>25,000 Users 

Extended Storage 

Use Cases 
 

Group-Based Reporting 

Enhanced L4TM Reports 

Historical Data Import 
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• All reports have drill-down capabilities to view individual transactions 

Acceptable Use Security 

Overview Anti-Malware 

Users Client-Malware Risk 

Websites Web Reputation Filters 

URL Categories L4 Traffic Monitor 

Application Visibility Reports by Location 

SOCKS 
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• Roles can be configured to see reports only for specific directory groups 
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• WSA: On-box reports 

• SMA: Centralized reports (aggregated from WSAs) 

Understand business trends 

Measure productivity 

Analyze security threats 

Plan for the future 
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• Investigations 

• Measure 
productivity 

• Acceptable use 
policy enforcement 

• Threat analysis 

• Forensics 

• Security policy 
control 

IT Security Network Operations 
Human Resources 

and Legal 

• Bandwidth policy 
control 

• Capacity planning 
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High Level: 

• Top Applications 

• Top Websites 

• Top Categories 

• Top Users 

Granular: 

• Detailed info for each web transaction 
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High Level Reports: 

• Observe overall trends 

Web Tracking  
(Transaction Records): 

• Conduct investigations 
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Human Resources wants to: 

• Observe web usage trends 

• Make policy changes to improve productivity 
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Top URL Categories: 

• Shopping is second  
highest category 

Drill Down: 

• Top domains in shopping category 
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HR Implements New Policy: 

• Block top shopping websites identified 
in reports 

Measure Success of Policy 
Change Using WSA Reports: 

• Compare usage of non-productive 
websites before and after 

• Calculate savings from lowered 
bandwidth usage 
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Human Resources and Legal are conducting an investigation  
of a user’s web activity in the past 30 days 
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• Easily get transaction history by searching for a username 

 

 

 

 

 

 

 

 

• Details shown in transaction history can be customized 
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16+ Billion Transactions Stored 

Instant Report Generation

Fast Web Tracking Search 



Thank you. 


