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Cisco Intercompany Media Engine

Product Overview

Cisco® Intercompany Media Engine (IME) is a breakthrough technology in business-to-business communications: a
platform that enables on-demand, rich collaboration between businesses anywhere in the world that is policy
enabled, more secure, and less complex, with much lower costs. A milestone for unified business-to-business
communications, Cisco IME extends Cisco Unified Communications Services beyond the enterprise boundaries: to
your customers, partners, supply chain, and everyone on the Cisco IME network.

With converged networks increasingly becoming the norm for business communications, the competitiveness of
enterprises today depends on how quickly they can achieve the full benefits of their network of networks: the
collection of their networks, their partners’ networks, their customers’ networks, and their suppliers’ networks. This is
what Cisco IME enables: it allows you to integrate your collaboration network with your value chain.

Cisco Unified Communications Solutions have delivered cost savings, features, and productivity enhancements to
individual businesses. Today, businesses are connected to each other by the traditional public switched telephone
network (PSTN), which is very reliable but does not deliver the promise of the additional features that should be
available between businesses. Cisco IME allows companies to extend their unified communications collaboration
features to their business partners. In this release of Cisco IME, features such as business-to-business video, high-
fidelity voice codecs, and consistent names and numbers are included, and additional collaboration features are
planned in subsequent releases.

The solution also allows businesses that have deployed unified communications to save costs by reducing the
number of PSTN minutes used, the number of PSTN gateways used, and the monthly Primary Rate Interface (PRI)
circuit charges. In addition, the solution allows customers with older time-division multiplexing (TDM) infrastructure or
third-party communications infrastructure to achieve similar cost benefits, although the best user experience will be
with Cisco Unified Communications Manager (Unified CM) Version 8.0.

Features and Benefits

Cisco IME moves your business-to-business calls from traditional PSTN to any IP network and delivers high-fidelity
voice and high-definition desktop video. All the signaling and media (both voice and video) is encrypted as it
traverses the IP network. Cisco IME combines the routing capabilities of the PSTN for route validation, the scale of
distributed hash tables and secure peer-to-peer networking, and the flexibility of Session Initiation Protocol (SIP) to
deliver rich media between businesses (Figure 1).
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Table 1 Summarizes the Features and Benefits of Cisco IME.

Table 1. Features and Benefits

Feature

Benefits

Cisco IME is global

® Because it is built on secure peer-to-peer networking and secure distributed hash tables, Cisco
IME has almost infinite scale, so there is essentially no limit to the number of enterprises that can
join the Cisco IME network.

® Any enterprise in the world with PSTN and IP (Internet) connectivity can join the network and
communicate with the rest of the Cisco IME community, enabling your users to collaborate with
any of their business partners, not just the ones that IT sets up.

Cisco IME is secure

All the media and signaling over the Cisco IME network is secure. SIP is secured using Transport
Layer Security (TLS). and media (voice and video) is encrypted using Secure Real-Time
Transport Protocol (SRTP).

Cisco IME hashes all the phone numbers or direct inward dialing (DID) numbers before storing
them, thus maintaining dial-plan anonymity as well as building the database so that no one can
mine the network for phone numbers.

All the peer-to-peer traffic is secured using TLS, while the validation protocol uses SRP.

Cisco IME prevents false number advertisement by running a validation algorithm that validates
the actual ownership of the phone number.

Cisco IME provides built-in protection against denial-of-service (DoS) attacks on the CPU,
network, and memory.

Cisco IME helps eliminate spam

Cisco IME uses the flexibility of SIP to introduce headers that are used to protect Cisco IME from
spam. These special headers are called tickets and are sent in every Cisco IME SIP invite message.

Cisco IME is incremental

® Cisco IME is an incremental deployment to your existing TDM infrastructure or your unified
communications infrastructure.

® Cisco IME allows you to use your existing phones, dial-plan, and dialing habits.

Cisco IME is interoperable

Cisco IME integrates with third-party private branch exchanges (PBXs) through the SIP interface.

Cisco IME is flexible and policy enabled

Cisco IME allows you to inject policies with granularity from a domain to an individual DID number.
This feature allows you to form closed user groups or to bar certain domains or DID numbers from
communicating with your network.

Cisco IME is standardized

All the components that make up Cisco IME have been submitted to IETF for standardization.

Cisco IME is a business enabler

Cisco IME allows businesses to securely traverse enterprise boundaries to collaborate with their
partners or customers on the Cisco IME network, making the solution a tremendous business
enabler.

Cisco IME enables easy access to video

Cisco IME enables high-definition desktop video between you and the Cisco IME community, simply
by dialing the same phone numbers you always have.
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Feature

Benefits

Cisco IME enables easy access to high-
definition audio

Cisco IME enables high-definition audio between you and the Cisco IME community, simply by dialing
the same phone numbers you always have.

Cisco IME enables consistent numbers and
names

Cisco IME enables the use of consistent names and numbers between you and the Cisco IME
community.

Cisco IME helps ensure call quality

Cisco IME monitors the quality of audio streams, and if the quality degrades below the pre-negotiated
threshold, the call is transparently moved to a network with better quality.

Cisco IME is self-learning

Cisco IME is self-learning, which means that it discovers your customers and partners as they join the
Cisco IME network. Thus, you do not have to explicitly add users or make administrative changes to
communicate with them; users simply have to call each other.

Cisco IME saves money

Cisco IME not only delivers rich media collaboration between you and your value chain. It also saves
you money as it moves your business-to-business calling to the Cisco IME network, by reducing the
number of PSTN gateways as well as the number of PSTN calls with their costly PSTN per-minute
charges.

System Requirements and Architectural Components

Cisco IME systems require three main components: a Cisco IME server, Cisco ASA 5500 Series Adaptive Security
Appliances, and Cisco Unified CM 8.0 or Cisco Unified CM Session Management Edition 8.0. Table 2 summarizes

the required components, and Figure 2 shows the system architecture.

Table 2. System Requirements

Cisco IME Server Platform

Cisco Unified CM 8.0 or Session
Management Edition 8.0

Cisco ASA 5500 Series Version 8.3 Platform

Cisco 7825 or 7845 Media Convergence Server
(MCS) or IBM equivalent

Cisco 7825, 7828, 7835, or 7845 MCS or IBM
equivalent (Cisco Unified CM Session
Management Edition is supported only on Cisco
7845 MCS)

Cisco ASA 5510, 5520, 5540, 5550, or 5580
Adaptive Security Appliance

Cisco IME Server Functions

Cisco Unified CM 8.0 Functions for
Cisco IME

Cisco ASA 5500 Series Functions for
Cisco IME

® Forms secure peer-to-peer network with
other partner servers

® Provides automated learning of secure IP
routes through network

® Sends route updates to Cisco Unified CM
Cisco 7845 MCS hosts up to 40,000 users
® Cisco 7825 MCS hosts up to 10,000 users

® Provides primary point of configuration and .
policy management °

Monitors Internet voice quality

Informs Cisco Unified CM of voice-quality
problems

Encrypts and decrypts signaling and media
at boundary

Blocks incoming voice-over-IP (VoIP) spam

® |ntegrates with Cisco Intercompany Media
Engine to learn new secure IP routes °

® Uses learned routes to make feature-
enabled secure SIP calls °

® Performs mid-call PSTN fallback
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Figure 2.  Cisco IME Architecture
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Integration Models

Cisco IME supports the following integration models (Figure 3):

« Native Cisco Unified CM 8.0 integration

e Cisco Unified CM 6.0 and 7.0 integration when Cisco Unified CM Session Management Edition 8.0 is used as
the front end

¢ Integration with Older PBXs with Cisco Unified CM Session Management Edition 8.0 used as the front end

Figure 3.  Cisco IME Integration with Third-Party Systems and with Systems Using Versions Earlier Than Cisco Unified CM 8.0

Cisco IME Integration with Unified CM 6 +

© 2010 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 4 of 5



Data Sheet

]

Ordering Information

Cisco IME 8.0 begins shipping on April 15, 2010, and can be ordered starting on April 10, 2010. Cisco IME is a
feature of Cisco Unified Communications Manager 8.0 as well as Cisco Unified Communications Manager Session
Management Edition 8.0. To place an order, visit the Cisco Ordering homepage. The Cisco IME ordering guide is a
part of the Cisco Unified Communications Manager 8.0 ordering guide, which is available to Cisco sales staff and to
partners and provides instructions about how to order Cisco IME.

For More Information

For more information about Cisco Intercompany Media Engine, please visit http://www.cisco.com/go/b2buc or
contact your local Cisco account representative.

NI
Americas Headquarters Asia Pacific Headquarters Europe Headquarters
C I s c o Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV
- San Jose, CA Singapore Amsterdam, The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

CCDE, CCENT, CCSl, Cisco Eos, Cisco Explorer, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase, Cisco StackPower, Cisco StadiumVision, Cisco TelePresence,
Cisco TrustSec, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Goed, Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human
Network are trademarks; Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, and One Million Acts of Green are service marks; and
Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDPR, CCIE, CCIP. CCNA, CCNP, CCSP, CCVR Cisco, the Cisco Certified Internetwork Expert logo, Cisco 108, Cisco Lumin,

Cisco Nexus, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems loge, Cisce Unity, Collaboration Without Limitation, Continuum, EtherFast, EtherSwitch, Event Center, Explorer, Follow Me Browsing,
GainMaker, iLYNX, |08, iPhone, IronPort, the IronPort logo, Laser Link, LightStream, Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerkKEY, PowerPanels, PowerTV,
PowerTV (Design). PowerVu, Prisma, ProConnect. ROSA, SenderBase. SMARThet, Spectrum Expert, StackWise, WebEx, and the WebEx logo are registered trademarks of Cisco and/or its affiliates in the United States and
certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. {1002R)

Printed in USA C78-601723-00 05/10

© 2010 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 5 of 5


http://www.cisco.com/go/b2buc

	Cisco Intercompany Media Engine
	Product Overview
	Features and Benefits
	System Requirements and Architectural Components
	Integration Models
	Ordering Information
	For More Information


