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White Paper 

Cisco Show and Share in a Multi-Forest 
Environment 

This document discusses using Cisco Show and Share® in a Multi-Forest 

Environment. 

Note:   Active Directory Lightweight Directory Services (AD LDS) was known formerly as Active Directory 

Application Mode (ADAM); these terms are used interchangeably in this document. 

Prerequisites 

Ensure that you meet these requirements: 

● You have knowledge of deploying and configuring Cisco Show and Share and Digital Media Manager 

(DMM). 

● You are responsible for deploying, configuring, and maintaining Microsoft Active Directory Lightweight 

Directory Services 2008. 

Note:   The Lightweight Directory Access Protocol (LDAP) authentication user search base must match the 

ADAM domain as well. If the search base shows "LDAP user search base is formed using the User ID information", 

you cannot use the attribute that you have selected. 

Components Used 

The information in this document is based on these software versions: 

● Cisco Show and Share Release 5.2.3 or later 

● Lightweight Directory Services 2008 

The information in this document was created from the devices in a specific lab environment. All of the devices 

used in this document started with a cleared (default) configuration. If your network is live, make sure that you 

understand the potential impact of any command. 

Background Information 

You can use Microsoft Active Directory Lightweight Directory Services (AD LDS), formerly known as Active 

Directory Application Mode (ADAM), to provide directory services for directory-enabled applications. Instead of 

using your organization’s Active Directory Domain Service (AD DS) database to store the directory-enabled 

application data, you can use AD LDS to store the data. You can use AD LDS in conjunction with AD DS, so that 

you have a central location for security accounts (AD DS) and another location to support the application 

configuration and directory data (AD LDS). Using AD LDS, you can reduce the overhead associated with AD 

replication. You do not have to extend the AD schema to support the application, and you can partition the 

directory structure so that the AD LDS service is deployed only to the servers that need to support the directory-

enabled application. 
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Many differences exist between ADAM and Active Directory. ADAM can deliver only some of the AD functions, as 

shown in Figure 1. 

Figure 1.   AD and ADAM Functions Comparison 

 

ADAM can create a database of users and store the user details. Single Sign-On (SSO) functions are desired to 

avoid end users having to maintain different sets of credentials in different systems; therefore, ADAM bind 

redirection is used. ADAM bind redirection is a special function for applications that support LDAP bind as an 

authentication mechanism. In some cases, the special schema, or naming context, may force you to avoid AD, 

making ADAM a necessary choice. 

A special user proxy object in ADAM maps to a regular AD user account. The user proxy does not have an actual 

password stored in the ADAM object itself. When performing its normal bind operation, the application checks the 

ID locally but checks the password against Active Directory in the background, as Figure 2 illustrates. The 

application does not need to be aware of this AD interaction. 

Figure 2.   ADAM User Proxy Password Authentication 
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You should use ADAM bind redirection only in special cases where an application can perform a simple LDAP bind 

to ADAM. However, the application still needs to associate the user with a security principal in AD. 

ADAM bind redirection occurs when a bind to ADAM is attempted using a special object called a proxy object, an 

object in ADAM that represents a security principal in AD. Each proxy object in ADAM contains the service 

identifier (SID) of a user in AD. When a user attempts to bind to a proxy object, ADAM takes the SID that is stored 

in the proxy object, together with the password that is supplied at bind time, and presents the SID and the 

password to AD for authentication. A proxy object in ADAM does not store a password, and users cannot change 

their AD passwords through ADAM proxy objects. 

The password is presented in plaintext to ADAM because the initial bind request is a simple LDAP bind request. 

For this reason, a Secure Sockets Layer (SSL) connection is required by default between the directory client and 

ADAM. ADAM uses Windows Security application programming interfaces (APIs) to present the password to AD. 

For more information about bind redirection, visit Understanding ADAM bind redirection on Microsoft.com. 

Note:   The requirement for SSL when using bind redirection should not be disabled in a production environment. 

Active Directory Multiple Forest Support Scenario in Cisco Show and Share 

For the purpose of explaining the configuration, we will use an example scenario where company MXABU 

(Forest 2) has acquired two companies: ICEPG (Forest 1) and CTG (Forest 3). In the migration phase, the AD 

structure of each company will be integrated, enabling the deployment of a single MXABU cluster (Figure 3). 

Figure 3.   Multi-Forest Scenario 

 

In this example, company MXABU (Forest 2) is hosted on a server running Windows 2008 Server Service Pack 2 

(SP2). Company ICEPG (Forest 1) has a single domain with a domain controller (DC) that is a Global Catalog 

hosted on a server running Windows 2008 R2 Server SP2. Company CTG (Forest 3) has a single domain with a 

DC that is also a Global Catalog hosted on a server running Windows 2008 Server SP2. 

AD LDS is installed in the DC for domain MXABU; in fact, you can use any machine anywhere in one of the three 

forests. However, the Domain Name System (DNS) infrastructure must be in place so that domains in one forest 

can communicate with domains in other forests and can establish the appropriate trust relationships and 

validations between the forests. 

http://technet.microsoft.com/en-us/library/cc758386%28WS.10%29.aspx
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This section describes the configuration that is required to support the example scenario. 

1. Define the Domain Trust Relationship 

For the authentication of the users to succeed, you need to have a trust between the domain where the ADAM 

instance is hosted and the other domain(s) that hosts the user accounts. This trust can be a one-way trust if 

required (outgoing trust from the domain that hosts the ADAM instance to the domain(s) that host the user 

accounts). Thus, the ADAM instance can forward the authentication requests to DCs in those account domains. 

Furthermore, you need a user account from both account domains that have access to all attributes of all user 

accounts in the domain. ADAMSync uses this account to synchronize the account domain users to ADAM. 

Finally, the machine that runs ADAM must be able to find all domains (DNS), find domain controllers in both 

domains (using DNS), and connect to these DCs. 

Perform these steps to set up the inter-trust relationships: 

1. Open Active Directory Domains and Trusts, choose the domain that hosts AD LDS, right-click on the 

domain, and choose Properties. 

 

Note:   We tested the domain functional level and the forest functional level with Lightweight Directory 

Services 2008. 

2. Go to the Trusts tab and click New Trust. 

3. Follow the wizard and provide the name of the domain with which you want to establish the trust (example: 

CTG) and click Next. 

4. In the Trust Type window, choose Forest trust and click Next. 

5. In the Direction of Trust window, choose One-way: outgoing (required) and click Next. 

6. In the Sides of Trust window, allow the wizard to configure both domains. To do so, choose Both this domain 

and the specified domain and click Next. 
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7. In the User Name and Password window, provide the credentials for the other domain. Click Next. 

8. In the Outgoing Trust Authentication Level - Local Forest window, choose Forest-wide authentication. Click 

Next. 

9. In the Confirm Outgoing Trust window, choose Yes, confirm the outgoing trust and click Next. Following is 

the completed configuration for the example ICEPG and CTG domains: 

 

2. Install AD LDS 

Perform these steps to install AD LDS: 

1. Open Server Manager, click Roles, and choose add New. 
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2. In the Select Server Roles window, choose Active Directory Lightweight Directory Services and click Next. 

The Installation Progress window displays. 

 

3. Install the Instance for Multiple-Forest Support 

AD LDS can run different instances of the services with different ports, enabling different user directory 

“applications” to run on the same machine. By default, AD LDS chooses ports 389/LDAP and 636/LDAPS. If the 

system already has any kind of LDAP services running, however, it uses ports 50000/LDAP and 50001/LDAPS. 

Each instance has a pair of ports that increment based on the previous numbers used. 

Note:   In some cases because of a Microsoft bug, the ports are already in use by the Microsoft DNS server and 

the instance wizard shows an error, which is not self-explanatory. To resolve this error, reserve the ports in the 

TCP/IP stack. If you find this problem, refer to AD LDS service start fails with error "setup could not start the 

service..." + error code 8007041d on Microsoft.com. 

http://support.microsoft.com/kb/959215
http://support.microsoft.com/kb/959215
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Perform these installation steps: 

1. In the Server Manager, choose Roles>AD LDS. 

2. Choose Click here to create an AD LDS instance. 

 

3. In the Setup Options window, choose A unique instance. Click Next. 
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4. In the Instance Name window, provide the name of the instance. In our example, it is MultiForest. Click Next. 

 

5. In the Ports window, choose the ports or allow the system to choose them for you. Click Next. 
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6. In the Application Directory Partition window, provide a partition name for the instance. Do not provide a "CN" 

such as the one provided in the example of the wizard because most of the time it will create an error in the 

Schemas. In the example configuration scenario, we chose the same partition as the AD DC that hosts AD 

LDS (dc=Mxabu,dc=com). Click Next. 

 

7. In the Service Account Selection window, provide an account to start the server. Click Next. 
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8. Provide the name of the user who has administrative permissions. Click Next. 

 

9. Import the highlighted default LDAP Data Interchange Format (LDIF) files to build the schema. Click Next. 
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4. Copy the Schema from Each Domain to ADAM 

Repeat this process for each domain that you need to synchronize. This example shows only the process against 

one of the domains in the scenario. If the domains have the same schema, then this process should be done only 

once. 

Perform these steps: 

1. Open the AD DS/LDS schema analyzer (ADSchemaAnalyzer.exe) in the directory C:\windows\adam. 

2. Choose File>Load target schema. 

 

3. Provide the credentials of the source AD DC from which you want to import. 
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4. Choose File>Load base schema. 

 

5. Specify the AD LDS that you want to connect to and extend the schema. 

 

6. Choose Schema>Mark all non-present elements as included. 
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7. Choose File>Create LDIF file. In this example, the file created is diff-schema.ldf. To simplify the process, 

create the file in C:\windows\adam. 

Tip: You can create a separate directory to keep the files that are generated separate from the main 

C:\windows\adam directory. 

 

8. Open a command prompt and create a log directory in the C:\windows\adam directory: 

 

9. Import the LDIF schema that was created using the ADSchemaAnalyzer to AD LDS: 

 

For more information about ldifde options and command formats, go to Using LDIFDE to import and export 

directory objects to Active Directory on Microsoft.com. 

 

http://support.microsoft.com/kb/237677
http://support.microsoft.com/kb/237677
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5. Extend the AD LDS Schema with the User-Proxy Objects 

The object for the proxy authentication needs to be created, but do not use the object class user. Instead, the 

object class userProxy is created to allow the bind redirection, and the object class detail is created in a new LDIF 

file. The example file below, MS-UserProxy-Mxabu.ldf, was generated from the original MS-UserProxy.ldf and 

then edited by using a text editor so that it has the following content: 
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Perform these steps: 

1. Save the MS-UserProxy-Mxabu.ldf file in the C:\windows\adam directory. 

2. Import the new object class to AD LDS: 
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6. Import Users from AD DC to AD LDS 

The user from each domain now needs to be imported to AD LDS. 

Note:    

● You must add a service account from each of the domains to the Administrators group in the LDS server. 

● Repeat this step for each domain that needs to be synchronized. This example shows the process against 

only two of the domains. 

Perform these steps: 

First Domain: MXABU.COM 

1. Starting with the original MS-AdamSyncConf.xml file, create an XML file for each domain that needs to be 

synchronized and modify the file with the details specific to each domain so that it has the following content: 
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2. In this file, place the following tags to match the domain: 

● <source-ad-name>: Use the DNS name of the domain, for example, mxabu.com. 

● <source-ad-partition>: Use the root partition from the source AD DC that you want to import from; for 

example, dc=Mxabu, dc=com. 

● <base-dn>: Choose the container to import from. If all users of the domain are required, this container 

would be the same as <source-ad-partition>, but if users are from a specific organizational unit, for 

example, Finance OU, it would be similar to OU=Finance,DC=Mxabu,DC=com. 

3. Save the newly created XML file in the C:\windows\adam directory. 

4. Open a command window. 

 

5. Run the following command: 

 

Note:   The file AdamSyncConfMxabu.xml is the newly created XML file. 

6. Synchronize the users with the following command: 
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The log result should be similar to the following: 

 

Second Domain: ICEPG.COM 

1. Starting with the original MS-AdamSyncConf.xml file, create an XML file for each domain that needs to be 

synchronized and modify the file with the details specific to each domain so that it has the following content: 
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2. In this file, the following tags should be replaced to match the domain: 

● <source-ad-name>: Use the DNS name of the domain; for example, icepg.com. 

● <source-ad-partition>: Use the root partition from the source AD DC that you want to import from; for 

example, dc=Icepg, dc=com. 

● <base-dn>: Choose the container to import from. If all users of the domain are required, this container 

would be the same as <source-ad-partition>, but if users are from a specific organizational unit, for 

example, Finance OU, it would be similar to OU=Finance,DC=icepg,DC=com. 

3. Save the newly created XML file in the C:\windows\adam directory. 
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4. Open a command window. 

 

5. Run the following command: 

 

Note:   The file AdamSyncConfIcepg.xml is the newly created XML file. 

6. Synchronize the users with the following command: 

 

The log result should be similar to the following: 

 

7. To perform a periodic sync from AD to ADAM, use the Task Scheduler in Windows. 

8. Create a .cmd or .bat file with the following content: 

 

9. Schedule the task to run the .cmd or .bat file as required. This process helps ensure that additions, 

modifications, and deletions in AD are reflected in ADAM. 

10. You can create another .cmd or .bat file and schedule it to perform a periodic sync from the other forest. 
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7. Create the User in AD LDS for DMM Synchronization and Cisco Show and Share 

Authentication 

Perform these steps: 

1. From the Administrator tools in the Start menu, open ADSI Edit. 

2. On the Action menu, choose Connect to. 

3. Connect to base DN of the AD LDS tree (DC=Mxabu,DC=com) and specify the host and port where it is 

hosted (localhost:50000). Click OK. 

 

4. Right-click on the base DN, and then choose New>Object. 

 

5. Select a class of user and click Next. In this example, “LDAPuser” was chosen, but you can choose any name 

here. 

6. Provide a password for the new user, right-click on the user, and then choose Reset Password. 
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7. Enable the new user; it is disabled by default. Right-click on the user and choose Properties. 

 

8. Browse to the msDS-UserAccountDisabled attribute. 
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9. Choose Edit and change the value to False. 

 

10. The new user needs to be added to one group that has read permission to the AD LDS. In this example, 

Administrators was chosen. 

11. Browse to the CN=Roles container, right-click the CN=Administrators group, and choose Properties. 

 

12. Browse to the member attribute and click Edit. 
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13. Add the new Distinguished Name (DN) that was previously created (for example, 

cn=LDAPuser,dc=mxabu,dc=com) to this group. 

14. Update the schema. 

 

15. Restart AD LDS. 
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8. Configure Bind Redirection 

By default, binding to ADAM with bind redirection requires an SSL connection. SSL requires the installation and 

use of certificates on the server that is running ADAM and on the server that connects to ADAM as a client. If 

certificates are not installed in your ADAM test environment, you can disable the requirement for SSL as an 

alternative. 

Note:   Disabling the requirement for SSL for bind redirection causes the password of a Windows security 

principal to pass to the computer that is running ADAM without encryption. Thus, you should disable the SSL 

requirement only in a test environment. 

By default, SSL is enabled. Perform these steps: 

1. Generate the certificate for ADAM/AD LDS. Consult Microsoft documentation for information about ADAM/AD 

LDS certification generation. 

2. Upload the ADAM/AD LDS certificate to the Cisco DMM for Show and Share
®
. Refer to the User Guide for 

Cisco Digital Media Manager on Cisco.com for more information. 

3. Choose the checkbox to use SSL in the LDAP Directory page and the LDAP Authentication page. 

4. Enter 50001 (in our example) for the LDAP port, which is the SSL port number given while installing the 

ADAM/AD LDS instance. 

To disable the SSL requirement for bind redirection, perform these steps: 

1. Click Start, point to Administrative Tools, and click ADSI Edit. 

2. On the Action menu, choose Connect to. 

3. Under computer, type localhost:50000, the host and port for ADAM. 

 

http://www.cisco.com/en/US/products/ps6681/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6681/products_user_guide_list.html
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4. Under Connection point, choose Select a well-known Naming Context>Configuration and then click OK. 

5. In the console tree, browse to this container object in the configuration partition: CN=Windows 

NT,CN=Services. 

6. Right-click CN=Directory Service and then choose Properties. 

 

7. In Attributes, click msDS-Other-Settings and then click Edit. 

8. In Values, click RequireSecureProxyBind=1 and then click Remove. 

9. In Value to add, type RequireSecureProxyBind=0, click Add, and then click OK. 

10. Restart AD LDS for the changes to take effect. 

For more information, refer to Managing Authentication in ADAM on Microsoft.com. 

http://technet.microsoft.com/en-us/library/cc784622%28WS.10%29.aspx
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9. Configure DMM for Cisco Show and Share 

Perform these steps: 

1. Log in to DMM as superuser. 

2. Choose Administration>Security>Select Mode. 

3. Perform these steps to add the LDAP to the DMM: 

a. For Authentication Mode, choose LDAP. 

b. Add the Host: [IP address of the LDS Server] and Port: 50000. 

c. For Administrator DN, add: cn=ldapuser,dc=mxabu,dc=com. 

d. Add the LDAPuser Password created in LDS. 

  

4. Choose Define Filter. 

a. Add a description to the filter. 

b. For User Base DN, add: ou=active,ou=mxabuusers,dc=mxabu,dc=com. 

c. For User Filter, add: objectClass=userProxy. 

d. Click Validate and then click Add. 

For the icepg.com user, the filter would be similar to the following: 

a. Add a description to the filter. 

b. For User Base DN, add:ou=activeusers,ou=icepgusers,dc=mxabu,dc=com. 

c. For User Filter, add: objectClass=userProxy. 

d. Click Validate and then click Add. 
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The DMM has imported all users, and you can manage them now in Show and Share. For authentication, users will 

need to enter the same user ID and password that is in the original AD. Refer to the Administrator Guide for Cisco 

Show and Share on Cisco.com for more information. 
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