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Q&A

Cisco ME 2400 Series Ethernet Access Switches

PRODUCT OVERVIEW

Q. What are the Cisc® ME 2400 Series Ethernet Access Switches?

A. The Cisco ME 2400 Series Ethernet Access Switcteea aeries of next-generation switches built tenerged data, voice, and
video (triple-play) services. Their design is basadoday’s most widely deployed access switches(lisco Cataly8t2950 Series.
The Cisco ME 2400 Series provides service providendly hardware plus mission-specific softwarelirding a comprehensive
security solution for Metro Ethernet access. Thee@IME 2400 Series is also a cost-effective saiufiio Ethernet-to-the-home
(EttH) service.

Q. What is the market positioning for the Cisco ME 240 Series?
A. The Cisco ME 2400 Series is positioned as the mmtdocated equipment (CLE) for the EttH markebffers a cost-effective
solution to replace the Cisco Catalyst 2950 SdaeE&ttH-only deployments.

Q. Are the Cisco Catalyst 3750, Catalyst 3560, Cataly2970, and Catalyst 2960 Series also positioned the Metro Ethernet
market?

A. No, the Cisco ME 2400 and ME 3400 and Cisco Catay50 Metro Series are the only products positidioe the Metro Ethernet
market, and only they will have new Metro Etherfeettures in the future.

Q. How does the market positioning of the Cisco ME 24DSeries differ from that of the Cisco Catalyst 376 Metro Series and the
Cisco ME 3400 Series?

A. The Cisco Catalyst 3750 Metro Series will contibu®e the premier access switch for premium sesvitke Cisco ME 3400 Series
is the successor for the Cisco Catalyst 2950 analysa 3550 Series in both EttH and business E#te/®PN markets. The Cisco ME
2400 Series is a fixed-configuration, purpose HtitH solution in cost-sensitive markets.

Q. Does the Cisco ME 2400 Series support Cisco Hierdnical Queuing Framework (HQF) or Multiprotocol Label Switching
(MPLS) features?
A. No; however, those features are supported on theo@atalyst 3750 Metro Series Switches.

Q. What product numbers are available for the Cisco ME2400 Series?
A. Table 1 shows the complete list of Cisco ME 2400eSeEthernet Access Switches and options.

Table 1. Table 1. Cisco ME 3400 Ethernet Access Switches

Product Name Part Number Description

Cisco ME 2400-24TS-A Switch ME-2400-24TS-A ® 24 Ethernet 10/100 ports

® 2 Small Form-Factor Pluggable (SFP)-based Gigabit Ethernet and 100BASE-X ports
® AC power supply

® 6.5-mpps forwarding rate

® J-rack unit (1RU) multilayer switch

® Purpose-built Ethernet access switch for the triple-play services

All contents are Copyright © 1992—-2006, 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 5



>0Oo PP

Cisco ME 2400-24TS-D Switch ME-2400-24TS-D ® 24 Ethernet 10/100 ports

® 2 SFP-based Gigabit Ethernet and 100BASE-X ports
® DC power supply

® 6.5-mpps forwarding rate

® 1RU multilayer switch

® Purpose-built Ethernet access switch for the triple-play services

Can the Cisco ME 2400 Series run the Cisco |3SSoftware feature images for the Cisco ME 3400 Ses?
No, the Cisco ME 3400 Series software is not corbfgatvith the Cisco ME 2400 Series software.

What versions of software are available for the Ciso ME 2400 Series?
The Cisco ME 2400 Series runs only a single versiwoftware. There are no upgrade options availabl
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What hardware features are available on the Cisco B 2400 Series?

Cisco ME 2400 Series hardware is designed to siyndiployment and troubleshooting in the fieldfelhtures a compact design and
flexible mounting options for deployment where spaclimited. The Cisco ME 2400 Series also hasa@iinectors in the front of the
chassis for easier cable access. In addition vtitetsoperates at temperatures up to 122°F (509€)sasuitable for deployments in
areas without temperature control.

What is UNI/NNI?

UNI/NNI is the classification of port types desigrfer the Metro Ethernet market. UNI, User Netwbnterface, is the interface that
faces the subscriber, and NNI, Network Node Interfas the interface that faces the service proviéevork. By labeling each port
as UNI or NNI, the software can optimize each parits role. Table 2 lists some default behaviorseach port type and the
benefits.

Table 2. Table 2. UNI/NNI Default Behaviors and Benefits

Default Behaviors Benefits

UNI Default: Down Ports are activated when the service provider configures all the parameters and turns on the port,
helping prevent unauthorized access to services.

UNI Default: No local switching This creates circuit-like behavior to protect customers’ traffic from each other.

UNI Default: Control Plane Security Enabled Control plane packet ingresses from UNI are dropped in hardware to protect against denial-of-service

(DoS) attacks.

NNI Default: Up This feature helps enable automated configuration of the switch through the Dynamic Host
Configuration Protocol (DHCP)/BOOTP server.

What is the Control Plane Security feature?

This feature protects the switch CPU by droppingticd protocols on UNIs. It is enabled on the UNlIdefault. Some of the control
protocols that are dropped include bridge protaeda unit (BPDU), Cisco Discovery Protocol, VLANuURking Protocol (VTP),
Unidirectional Link Detection Protocol (UDLD), atdnk Aggregation Control Protocol (LACP). You cals@rate-limit ingress on
the UNI for some of the control protocols.

What multicast features are supported on the CiscME 2400 Series?

The Cisco ME 2400 Series offers both granular heeGroup Management Protocol (IGMP) control feaduand efficient multicast
distribution features to support robust video smsi For fine control of IGMP messages, the Cis€b2M00 Series supports the
IGMP Fast Leaves feature for quick channel chandi@ylP filtering for control of which groups usezan access, and IGMP
throttling for control of how many groups users eagess. The Cisco ME 2400 Series provides efficierdticast distribution
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features such as Multicast VLAN Registration (MVRhe MVR feature reduces duplication of multicaaffic across multiple
VLANSs in Layer 2 ring networks by centralizing thestribution of multicast traffic in a single vid&d_AN.

What quality of service (QoS) features are availalel on the Cisco ME 2400 Series?
The Cisco ME 2400 Series offers advanced QoS fesitorprovide differentiated services and the @gititi police ingress traffic and
shape egress traffic. Each packet that is transtnittrough the switch goes through four stagesa®:Q

o Stage 1 — Ingress classification: Each packetissdfied based on Layer 2—4 information, includ0@.1p Class of Service (CoS),
differentiated services code point (DSCP), MAC a&ddr IP address, and Layer 4 socket information.

e Stage 2 — Ingress policing: Classified packetsateelimited to the peak information rate (PIR).profile traffic is transmitted
while out-of-profile traffic is either dropped ce-marked.

e Stage 3 — Egress queuing: Classified packets aoeglin one of the four queues available on eadh({hwee user-configurable
gueues and one default queue).

e Stage 4 — Shaping and sharing: Queues are setwcimd Shaped Round Robin (SRR) algorithm. Theybeashared by the
weight configured on the queue or shaped by thewiith configured on the queue. One of the queaase configured as the
low-latency queue (LLQ) to provide the lowest depagsible. The LLQ can also have an optional riatéihg parameter to
control the amount of traffic allowed into the geelhis feature provides queue-starvation protastio case of misconfiguration.

What security features are available on the Cisco B 2400 Series?

The Cisco ME 2400 Series provides a comprehensimergy solution for Ethernet access products. Bidihg security into three
portions—subscriber security, switch security, aatiwork security—and providing features for each,@iimco ME 2400 Series can
provide a complete secure solution at the accgss.la

Subscriber security helps create protection betwsens. One concern about sharing a device amofiplawsers is how to prevent
one user from affecting another one. The Cisco M&32Series addresses this concern by providingressuch as UNI/NNI,
DHCP Snooping, and Private VLAN. The UNI/NNI feawreates a circuit-like behavior to separate usaiffic streams. DHCP
Snooping helps service providers identify each’s9dAC address, IP address, and port informatioidl, jprevents users from
attempting DHCP-based attacks.

Switch security is about protecting the switch frattacks. The Cisco ME 2400 Series offers feattorgsotect the CPU and
configuration files from attacks. The CPU of andtiet switch is responsible for process controtquals such as Spanning Tree
Protocol; if the CPU is under DoS attack, thosetmdmpackets could be dropped, resulting in netwautage. Features such as
Control Plane Security and Storm Control help protiee CPU against malicious attacks. Port Secalibws service providers to
control how many MAC addresses are allowed fronheadbscriber. This protects switch memory from g&nerwhelmed.

Network security consists of features that filtkiircoming traffic to allow only valid traffic though the switch. The Cisco ME 2400
Series uses features such as access controlAiSts) and IEEE 802.1x to identify users who arew#d to transmit traffic through
the switch.

Q. What SFPs are supported on the Cisco ME 2400 Serfes

A

Cisco ME 2400 Series supports both 100- and 10009¥Bs. The options include Cisco 100BASE-LX, 100BASX, 100BASE-
BX, 1000BASE-LX, 1000BASE-SX, 1000BASE-ZX, and 1BXS5E-T SFPs plus coarse wavelength-division mudtipig
(CWDM) SFPs.
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MANAGEMENT OVERVIEW

Q. What are the management capabilities of the Cisco 12400 Series?

A. The Cisco ME 2400 Series supports numerous managdeatures. Support for Simple Network Managenfotocol versions
(SNMPv1, v2¢, and v3) and Telnet interface supgelitver comprehensive in-band management, and anemah-line-based
management console provides detailed out-of-banthgement. The Cisco ME 2400 Series also supp@t€igto CNS 2100 Series
Intelligence Engine, a hardware appliance supppdisuite of Cisco CNS products (intelligent agktitat function with device
agents to create a programmable network. Cisco &fhds the management plane of Cisco devicesharad “programmable
network” composed of three functional areas:

e Cisco CNS Intelligent Peer: Network provisioninglanonitoring

o Cisco CNS Intelligence Engines: Fault, configunatiaccounting, performance, and security (FCAP8)r&s and a subscriber
policy server tightly coupled with the device agent

e Cisco CNS Integration Bus: A single open, progratmriaterface to the entire network

CiscoWorks network-management software providesag@ment capabilities to the Cisco ME 2400 Seriea per-port and per-
switch basis, providing a common management interfar Cisco routers, switches, and hubs.

WARRANTY AND SERVICE

Q. What is the warranty for the Cisco ME 2400 Series?
A. The Cisco ME 2400 Series Switch includes the C#t®ays Limited Warranty.

Q. What types of services and support packages are dkable for the Cisco ME 2400 Series?
A. A full complement of lifecycle service and suppisravailable for the Cisco ME 2400 Series. Fromlengntation to operation and
optimization, Cisco offers technical support sezgiand advanced services delivered either directiyrough one of its partners.

Cisco SP Base support, offered for service prosgidsrpart of Cisco Technical Support Servicegésifically designed to provide
enhancement and maintenance support resourceg diieimperational lifetime of your Cisco netwotkekxtends and enhances the
operational lifetime of your Cisco networking deagcand Cisco 10S Software, and it protects yourodt investment with Cisco
Technical Support Services. Cisco SP Base supppslimprove productivity and increase your opersl efficiency by
complementing your in-house resources with Cisaovoiking expertise. Cisco SP Base support cantegm maximize availability
and minimize risks for systems running missionicaitapplications by delivering:

e Ongoing Cisco I0S Software updates, allowing yosffiziently evolve your network infrastructure teeet your changing
business needs

o Rapid technical problem resolution with 24-hourlglbaccess to expert technical engineers, onlindhe telephone

* Knowledge transfer of Cisco expertise, enhancinlganse technical skills

¢ Advance hardware replacement, reducing the risiebfiork downtime

* Registered access to an array of powerful onlinkst@llowing you to more quickly address commotwoek problems

e 24-hour access to comprehensive technical infoonad a collection of configuration, installatidrgubleshooting, and service
request management tools

e A broad base of expertise in networking technolaggiuding data, voice, and video communications

For more information about Cisco SP Base suppit; v
http://www.cisco.com/en/US/products/svcs/ps30343@32ps2960/serv_home.html
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