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Cisco I0S Software Release 12.2(31)SG for
Cisco Catalyst 4900 Series Switches

This product bulletin describes the hardware and so ftware features supported by Cisco IOS  © Software Release 12.2(31)SG for
the Cisco ® Catalyst ® 4900 Series switches.

KEY FEATURE BENEFITS
« Control Plane Palicing (CoPP): Protects the supervisor CPU by rate limiting ahdring out malicious traffic in hardware.
— Ensures network stability and availability and pceble network performance by controlling thefiafo the supervisor CPU
« Web Content Communication Protocol (WCCPv2) Layer 2 Redirection: Transparently redirects content requests to directhnected
content engines via a L2/MAC address rewrite.
— Improves user response time and content avaikalitserving content locally on the LAN insteactioé WAN
¢ Network Admission Control (NAC) and 802.1x Enhancements (MAC Authentication Bypass, 802.1x Inaccessibléh%&mtication Bypass,
802.1x Unidirectional Controlled Port): Helps eresthiat endpoints comply with security policies totpct networks against worms and viruses.
— Increases flexibility of NAC and 802.1x deployments

NEW SOFTWARE FEATURES

Control Plane Policing

Control plane policing provides a unified solutionrate limit the CPU-bound control plane trafficiardware. It enables users to install
systemwide control plane access-control lists (AGagprotect the CPU by rate limiting or filterirgit malicious denial-of-service (DoS) attacks.
Control plane policing helps ensure network stghikvailability, and packet forwarding. It prevemtetwork outages such as loss of protocol
updates, despite an attack or heavy load on thetsvilardware-based control plane policing is @@ for Cisco Catalyst 4900 switches. It
supports various Layer 2 and Layer 3 control proigcsuch as Cisco Discovery Protocol (CDP), BExtdaesAuthentication Protocol over LAN
(EAPOL), Spanning Tree Protocol, Dynamic TrunkirrgtBcol (DTP), VLAN Trunking Protocol (VTP), Inteeh Control Message Protocol
(ICMP), Cisco Group Management Protocol (CGMP)elinet Group Management Protocol (IGMP), Dynamictiiznfiguration Protocol
(DHCP), Routing Information Protocol Version 2 (RE, Open Shortest Pat First (OSPF), Protocol Ieddpnt Multicast (PIM), Telnet, Simple
Network Management Protocol (SNMP), HTTP, and ptcllestined to 224.0.0.* multicast link local adses. Predefined system policies or user-
configurable policies can be applied to those admtrotocols. A staged approach is recommendethfplementing the control plane policing by
first understanding the traffic profile in the netis.

WCCPvV2 L2 Redirection

Web Content Communication Protocol (WCCP) Versidrager 2 redirection enables a Cisco Catalyst 48G6ansparently redirect content
requests to the directly connected content engisiegy a Layer 2/MAC address rewrite. The WCCPv2dr&/redirection is accelerated in the
switching hardware and thus is more efficient thayer 3 redirection using Generic Routing Encapgg&uia(GRE). The content engines in a cache
cluster transparently store frequently accesseteoband then fulfill successive requests for trme content, eliminating repetitive transmissions
of identical content from the original content s&s It supports the transparent redirection of AERd non-HTTP traffic with well-known ports
or dynamic services, such as Web caching, HTTPBingcFile Transfer Protocol (FTP) caching, promgling, media caching, and streaming
services. WCCPv2 Layer 2 redirection is typicalgptbyed for transparent caching at the network esigeh as regional or branch sites. WCCPv2
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Layer 2 redirection cannot be enabled on the samé interface with Policy-Based Routing (PBR) artival Route Forwarding (VRF)-lite. ACL-
based classification for Layer 2 redirection is sigpported.

MAC Authentication Bypass

MAC authentication bypass is an enhancement tcoQ\etwork Admission Control (NAC 2.0) Layer 2 80%.1t provides network access to
agentless devices without 802.1x supplicant cajpiaisil such as printers. Upon detecting a new MA@ress on a switch port, the switch will
proxy an 802.1x authentication request based odékize’'s MAC address. A database of MAC addreissasintained by the RADIUS server for
such devices. The device’s network access is aiftagrted or denied by the RADIUS server and is reefib by the switch. Per-port reauthentication
of MAC addresses is also supported. MAC authertindiypass is typically deployed on switch portarsected to managed agentless devices
without the 802.1x supplicant functionality.

802.1x Inaccessible Authentication Bypass

802.1x inaccessible authentication bypass is aares@ment to Cisco NAC 2.0 Layer 2 802.1x. In theng¢that the authentication, authorization,
and accounting (AAA) servers are unreachable oresponsive, 802.1x user authentication typicalil faith the port closed, and the user is
denied access. 802.1x inaccessible authenticayipads provides a configurable alternative on thiechvio grant a critical port network access in
a locally specified VLAN. After the AAA servers bmme reachable again, those ports will either reroatitally authorized or be reinitialized.
802.1x inaccessible authentication bypass can &leleth on a per-port basis for access ports, privafeN host ports, or routed ports. 802.1x
inaccessible authentication bypass is typicallyoathon ports connected to critical devices, miming business impact for the duration of the
AAA server outage.

802.1x Unidirectional Controlled Port

802.1x unidirectional controlled port allows the k#eon-LAN (WoL) magic packets to reach a workstatidtached to an unauthorized 802.1x
switch port. WolL is typically used to push out G8software updates from a central server to watksts at night. When a workstation is
powered down at night, the 802.1x switch port isawthenticated. The 802.1x unidirectional contlport feature enables the one-way WolL
magic packets to power on the sleeping workstdtiothe 802.1x authentication. It expands the Wepkrations to workstations attached to 802.1x
switch ports.

Private VLAN Promiscuous Trunk

Private VLANs (PVLANS) are an effective means ofhserving IP address space while isolating Layeaffi¢ for devices residing within the same
subnet. A promiscuous port in a PVLAN is an upstrgeort, carrying traffic between the upstream dewica primary VLAN and the downstream
devices in secondary VLANSs. Private VLAN promiscadrunk extends the promiscuous port to a 802.ugktport, carrying multiple primary
VLANSs (hence multiple subnets). Private VLAN progusus trunk is typically used to offer different\gees or content on different primary
VLANSs to isolated subscribers. Secondary VLANSs a#rive carried over the private VLAN promiscuousicu

MAC Address Notification

MAC address notification monitors the MAC addresbes are learned by, aged out, or removed fronswiteh. Notifications are sent out or
retrieved using the CISCO-MAC-NOTIFICATION MIB. is typically used by a central network managemeptieation to collect such MAC
address notification events for host moves. Usefigarable MAC table utilization thresholds candedined to notify any potential DoS or man-
in-the-middle attack.

Voice VLAN Sticky Port Security
Port security restricts the MAC addresses alloweith® maximum number of MAC addresses on a switzh @ticky port security extends port
security by saving the dynamically learned MAC addes in the running configuration to survive fiokt down and switch reset. Voice VLAN
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sticky port security further extends the stickytpsmcurity to the voice-over-IP deployment. It Ils@port and blocks access from a station with a
MAC address different from the IP phone and thekstation behind the IP phone.

Virtual Router Redundancy Protocol

Virtual Router Redundancy Protocol (VRRP) is a dtad-based first-hop redundancy protocol. With VR&Broup of routers functions as one
virtual router by sharing one virtual IP addresd ane virtual MAC address. The master router perfopacket forwarding, while the backup
routers stay idle. VRRP is typically used in a riveibdor first-hop gateway redundancy deployment.

Secure Copy Protocol

Secure Copy Protocol (SCP) provides a secure ahémticated way to transfer files between a swéteth a network management station. It uses
the Secure Shell (SSH) Protocol as a transport amésim for file copy operations. SCP is typicallyddor secure transfer of switch configurations
and images. Both client side and server side of &€Rupported.

CISCO I0S SOFTWARE PACKAGING FOR THE CISCO CATALYST 4900 SERIES

A new Cisco 10S Software package for the Cisco Igsttd900 Series switches was introduced in Ci&x® Software Release 12.2(25)SG. Itis a
new foundation for features and functionality amdvides consistency across all Cisco Catalyst siwgcThe new Cisco |I0OS Software release train
is designated as 12.2SG.

Prior Cisco 10S Software images for the Cisco Gataed900 Series, formally known as “Basic LayeaBd “Enhanced Layer 3" images, how map
to “IP Base” and “Enterprise Services,” respectiv8order Gateway Protocol (BGP) is now includedhia “Enterprise Services” image. Unless
otherwise specified, all currently shipping Ciscat&yst 4900 software features based on Cisco &8v&re are supported in the IP Base image
of Release 12.2(31)SG, with a few exceptions:

The IP Base image does not support any enhancéidgoelated features (including BGP, EIGRP, OSRtgrmediate System—to—Intermediate
System (IS-1S) Protocol, Internetwork Packet ExgefiPX] Protocol, AppleTalk, VRF-lite, and PBR).

The IP Base image supports EIGRP-Stub for limitading on Cisco Catalyst 4900 Series switches.nkane information about EIGRP-Stub
functionality, go tohttp://www.cisco.com/en/US/technologies/tk648/tkBé&hnologies_white_paper0900aecd8023df6f.shtml

The Enterprise Services image supports all Cisdal@s 4900 Series software features based on @@8doftware, including enhanced routing.
BGP capability is included in the Enterprises Smsipackage. Table 1 shows a more detailed dasorigitthe feature differences between the IP
Base and Enterprise Services (ES) images as tlatg te the Cisco Catalyst 4900 Series switches.

Table 1. Feature Comparison for Cisco IOS Software Release 12.2(31)SG IP Base and Enterprise Services

Feature IP Base Image Enterprise Services Image
NACv2.0 Yes Yes
RIP and Static Route Yes Yes
NSF-aware No Yes
EIGRP No Yes
EIGRP-Stub Yes Yes
NSF-aware EIGRP-stub Yes Yes
OSPF/IS-IS No Yes
BGP No Yes
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Feature IP Base Image Enterprise Services Image

VRF-lite No Yes
AppleTalk No Yes
IPX No Yes
PBR No Yes

CISCO CATALYST 4900 I0S SOFTWARE MIGRATION GUIDE
Figure 1 displays the Cisco 10S Software Releas2(32)SG plan relative to the 12.2S release trathidentifies the recommended migration path.

Figure 1. Cisco I0S Software Release Plan for the Cisco Catalyst 4900 Series
12.2(18)S 12.2(25)S 12.2(30)S

o o

12.2S Train

12.2(18)EW 12.2(25)EWA 12.2(25)SG 12.2(31)SG
12.2EW Train 12.2SG Cisco 10S Software Reformation

* same train, different name *
\_/ \_/ \_/

12.2(25)EWAS5
EoS Cisco Catalyst 4900 Series Bug Fix Maintenance

12.2(18)EW6
Q2CY06

* EO0S: end of sale.

Summary of migration plan:

» Customers requiring the latest Cisco Catalyst 4596&0@es hardware and software features should reitwa€isco 10S Software Release
12.2(31)SG.

¢ Cisco I0S Software Release 12.2(25)EWA will con¢imdfering maintenance releases.

SUPPORT
Support for Cisco 10S Software Release 12.2(31)8IGws the standard Cisco Systérsspport policy, available at
http://www.cisco.com/en/US/products/products_endifef policy.html.

For more information about the Cisco Catalyst 48@€ies, visitttp://www.cisco.com/en/US/products/ps6021/indemlht
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ORDERING INFORMATION
Tables 2 and 3 provide product numbers and ordénfiegmation for Cisco 10S Software Release 12.2881 and supporting hardware.

Table 2.  Cisco IOS Software Release 12.2(31)SG Product Numbers and Images

Product Number Description Image
S491PB-12231SG Cisco 10S Software for Cisco Catalyst 4900 Series switches (IP Base image) cat4500-ipbase-mz
S49IPBK9-12231SG Cisco 10S Software for Cisco Catalyst 4900 Series switches (IP Base image with cat4500-ipbasek9-mz

Triple Data Encryption Standard [3DES])

S49ES-12231SG Cisco 10S Software for Cisco Catalyst 4900 Series switches (Enterprise Services cat4500-entservices-mz
image with BGP support)

S49ESK9-12231SG Cisco 10S Software for Cisco Catalyst 4900 Series switches (Enterprise Services cat4500-entservicesk9-mz
image with 3DES and BGP support)

Table 3.  Cisco IOS Software Release 12.2(31)SG Hardware Support

Product Number Description

WS-C4948 Cisco Catalyst 4948 Switch, optional software image, optional power supplies, fan tray
WS-C4948-S Cisco Catalyst 4948 Switch, IP Base Image, one AC power supply, fan tray

WS-C4948-E Cisco Catalyst 4948 Switch, Enterprise Services Image, one AC power supply, fan tray
WS-C4948-10GE Cisco Catalyst 4948-10GE Switch, optional software image, optional power supplies, fan tray
WS-C4948-10GE-S Cisco Catalyst 4948-10GE Switch, IP Base Image, one AC power supply, fan tray
WS-C4948-10GE-E Cisco Catalyst 4948-10GE Switch, Enterprise Services Image, one AC power supply, fan tray
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