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Cisco Application eXtension Platform

General Questions

Q. What does AXP stand for?

A.
Q.
A.

What is AXP?
AXP is a Linux blade that runs in the Cisco integrated services router and allows third-party applications to be

Application eXtension Platform.

tightly integrated with the router using APIs. AXP provides an application hosting infrastructure that affords
Cisco integrated services router customers the opportunity to run all or portions of their branch applications on

an integrated services router service module. AXP is also available to commercial application vendors and

customers as a new platform capable of running their applications inside of an integrated services router, rather
than on a traditional standalone server. AXP provides a powerful platform to create complete solutions with the

integrated services router.

> PO

Can anyone develop an application and install it on AXP?
Developers need to engage through the Cisco Developer Network (CDN) Program (http://developer.cisco.com).

Are any prepackaged application solutions available for sale?

The AXP go to market includes both platform sales (AXP sold as open platform) as well as solution sales (AXP

sold as part of larger solution ecosystem). Cisco is building solution practices around primary horizontal markets

such as Voice Recording, IP fax services, IPAM, network management, and satellite compression/optimization.

There are also more vertically-oriented markets being developed in healthcare, government, retail, financial

services, manufacturing, and others. Most of these solution sales will be reference sells, whereas a small
number of them will be sold with third-party applications on the Cisco price list. In any case, there a number of
prepackaged, validated solutions will be cultivated and marketed as part of the overall AXP go to market.

>0 PO PO

What operating systems can run on AXP?
Today, Linux is the only supported OS.

Is Windows supported on AXP?

Which integrated services router chassis support the AXP service modules?
Table 1 lists Integrated Services Routers Generation 2 that support the AXP service modules and Table 2 lists
Integrated Services Routers that supports AXP service module.

Table 1. Integrated Services Router Generation 2 (19xx, 29xx, 39xx)
NME 302 NME 502 NME 522 ISM-SRE-300 SM-SRE-700 SM-SRE-900

1941 Y

2901 Y* Y* Y

2911 Y* Y* Y Y Y
2921 Y* Y* Y Y Y
2951 Y* Y* Y* Y Y Y
3925 Y* Y* Y* Y Y Y
3945 Y* Y* Y* Y Y Y
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*Asterisk (*) means a NM adapter card is required for this module to work within this router, shown below. SKU information for this

adapter card is as follows: SM-NM-ADPTR.

Table 2. Integrated Services Routers (89x,18xx, 28xx, 38xx)

AIM2 104

NME 302

NME 502

NME 522

891

892

1841

2801

2811

2821

2851

3825

<|=<|=<|=<|=<|=<|=<|=<|=x<

3845

<|<[=<]=<|=<

<|=<|=<|=<|=<

Positioning Questions

Q. What is the difference between AXP and Wide Area Application Services (WAAS)?

A. They are very different products. AXP is purpose-built with one objective in mind: to provide a robust appliance

like hosting infrastructure inside an integrated services router for hosting custom or third-party applications. This

objective is enhanced with additional integration features such as virtual containers,

monitoring/configuration/Embedded Event Manager (EEM) APIs, integrated services router serial-port

virtualization, and a software development kit (SDK). WAAS is purpose-built to accelerate WAN traffic so as to

provide LAN-like performance to branch office application deployments.

Q. What is the difference between AXP and WAAS virtual blades?
A. Both AXP and WAAS virtual blades support application consolidation in the branch and can be used to meet

different customer needs. AXP provides application hosting and network integration capabilities in a module

form factor for Cisco integrated services routers, whereas WAAS virtual blades provide application hosting on

high-end WAAS appliances. Salient differences include:

« Different form factor: The Integrated Services Router module compared to high-end WAAS appliance form

factor (virtual blades are not supported on WAAS modules in integrated services routers).

o AXP supports hardened Cisco Linux to run multiple applications, whereas WAAS virtual blade provides OS-

level virtualization to run certified applications and Window’s services.

e AXP provides an SDK to enable customers and partners to build custom applications using network APIs and

built-in tools, while WAAS virtual blade is targeted to host certified applications and Window’s services.

o AXP is a low-cost solution for deploying branch applications, whereas WAAS virtual blades offer high-end

server-class hardware for applications that need more resources and/or could justify the price premium.

There are no extra costs of OS for AXP, and support is included in the Cisco SMARTnet® Service for the

router.
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Go To Market Questions

Q.
A.

What are the value propositions to an Independent Software Vendor?
ISV value propositions include:

e Use: Strategic business value of integration

e Scale: Access to Cisco field and channels

e Competitive advantage: New business models

What are the value propositions to a systems integrator or Managed Services Provider?
Systems integrator and MSP value propositions include:

e New revenue: Increased route to market

e Stickiness: Account control

o Differentiation: Solution-based sales

What are the value propositions to a direct customer?
Direct customer value propositions include:

¢ Single-box solution

e Lower total cost of ownership (TCO)

e Green solution

Technical Questions

Q.
A.

>

Is an SDK available to support the development of applications on AXP?
Yes. The SDK is downloadable with the purchase of an AXP product. It includes various tools for packaging
applications and preparing them for AXP installation.

How is the AXP service module connected to the network?

Both the Enhanced Network Module (NME) and AIM AXP service modules connect to the integrated services
router backplane using an internal Gigabit Ethernet connection. That connection results in an integrated
services router interface (for example, Integrated Service Engine 1/0 or Service Engine 0/0) and an AXP
interface (for example, eth0). Subinterfaces can be created under each of these as well (subinterfaces are not
configurable today on AIM service modules). The NME service modules have an external Gigabit Ethernet
interface as well.

Can a customer run a passive application on the AXP service module (for example, network analyzer)?
Yes. The AXP service module can be configured to receive packet copies of network traffic received on a
specific interface on the integrated services router by using either the AXP Promiscuous Packet Capture or the
Cisco 10S® Software Router IP Traffic Export (RITE) feature configurations. (Note: The AXP Promiscuous
Packet Capture feature is not available in the current AIM module.) These features allow a passive application to
run on an AXP service module (for example, sniffer/packet analysis).

What kinds of management tools are available on the AXP service module?

Currently applications provide their own management framework to support AXP platform however future
release of Cisco Works LMS would also support centralized and remote installation and configuration of AXP
blade and applications.

What version of Linux does Cisco provide?
Cisco's Linux is derived from mainstream distributions, is based on a modern kernel version (2.6.x+), but has
been hardened for security and manageability purposes.

© 2009 Cisco Systems, Inc

. All rights reserved. This document is Cisco Public Information. Page 3 of 7



Q&A

=

Q. If there is an AXP service module failure, will it adversely affect the host integrated services router?

A. No. Although the AXP service module consumes power and receives packets from the integrated services
router, it uses its own CPU, RAM, and storage as resources available for both the host Linux OS and any/all
applications running in the environment. In other words, AXP has its own OS and hardware resources
completely separate from Cisco I0S Software and integrated services router hardware resources.

Q. How does one develop an application for the AXP service module?

Both existing and newly developed applications must be ported to the AXP runtime environment by packaging
them using the AXP SDK, which ships with the AXP hardware and software. The SDK package tool creates
installation packages that can be loaded on the AXP blade. AXP developers are authorized by Cisco using the
AXP Development Partner Program and require an authorization key in order to perform packaging of software.

>

Q. How does one install an application onto an AXP service module?

A. The two package files (.pkg and .prtl) are placed on an FTP server to which the AXP service module has
access. The "install" command is run on the AXP service module, pointing to the .pkg file. The AXP system
takes care of all the installation and upgrade complexity. Applications can be bundled with the OS in a single
installation package or installed individually. The process is similar to how Cisco I0S Software images are
installed or upgraded in the integrated services router and can be performed by the end customer.

Q. What are the hardware specifications of the AXP service module?
A. Table 3 lists hardware specifications.

Table 3. Hardware Specifications

Service Module CPU RAM Storage

Service Ready Engines (SRE)

ISM-SRE-300 1.066-GHz Intel Processor 512 MB 4 GB eUSB
SM-SRE-700 1.86 GHz Intel Core™ 2 Duo Processor (Single Core) 2GB 500 GB hard drive
SM-SRE-900 1.86 GHz Intel Core 2 Duo Processor (Dual Core) and |4 GB 1 TB hard drive, RAID 1

embedded hardware-based cryptography acceleration

Application Runtime Environment (APPRE)

AIM2-104 600 MHz Intel Processor 512 MB 2 GB Flash
NME-302 1.0 GHz Intel Celeron 512 MB 80 GB hard drive
NME-502 1.0-GHz Intel Pentium 1GB 120 GB hard drive
NME-522 1.4-GHz Intel Pentium 2GB 160 GB hard drive

Q. Are there any additional security features one gains when loading an application on the AXP?

A. Applications must be packaged using the AXP SDK package tool, which requires a software developer key such
that when the install process is invoked, the AXP system will check the viability of the key used. This prevents
rogue applications from being loaded onto an AXP service module.

Additionally, the application deployment architecture can be configured to utilize router security features
(firewall, intrusion prevention systems [IPSs], access control lists [ACLs], Network Address Translation [NAT]) to
help ensure an additional hardened layer exists surround the application.

Q. What Linux distribution and kernel are running on the AXP?

Today, the AXP is running Linux kernel 2.6.22 and glibc version 2.5. The AXP OS allows developers to overwrite
and replace the standard libraries, including glibc, with versions from other Linux distributions, providing they are
compatible with the AXP kernel. The standard AXP libraries are compatible with CentOS 5.2, however AXP
provides a capability to load other linux distributions using a feature known an UDL (User Defined Linux) e.g
SuSE, Debien, RHEL, Ubuntu, Fedora Core, etc..

>
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Q.
A.

Does AXP support virtualization software such as VMware or Xen?

No. Today, the AXP OS does support hardware-based virtualization technologies such as VMware or Xen. AXP
runs a single Linux kernel and supports a software virtualization technology that allows developers to
independently develop and host multiple applications. The AXP Virtualization Manager allows developers to
segment their applications while guaranteeing CPU, memory, and disk resources. Each application runs in its
own environment, allowing it to be installed, upgraded, and debugged independently of the AXP OS and the
other applications. In future virtualization technologies that run on bare-metal hardware would be supported on
ISR G2 Service Ready Engines.

How many applications can | run on a single AXP service module?

There is no hard limit to the number of applications that can run on a single AXP service module. This number is
highly dependent on the system resources requested by each application during installation. Cisco has tested
as many as 16 virtual instances running simultaneously on a single AXP service module.

Can multiple applications running on a single AXP module have different IP addresses?

Yes. AXP provides very flexible IP management, including multiple physical as well as support for virtual
instances. IP addresses can be optionally bound to one or more applications, providing the flexibility to segment
or share as necessary.

Can | populate a single integrated services router with multiple AXP service modules?
Yes. There are no hard or soft limits to the number of AXP service modules loaded into a single integrated
services router chassis.

Is there serial device support?

Yes. The asynchronous serial interfaces on the integrated services router chassis can be utilized by an
application running on the AXP service module. The AXP serial API exposes the serial devices connected using
Cisco I0S Software as standard Linux serial devices. AXP also supports USB interface available on NME and
SM modulesQ. Is there external storage support today?A. No. There are plans to support USB-based external
storage devices in the future. The NME and SM service modules have USB ports on them and can support USB
devices with the exception of storage devices.

Can | modify/load Linux kernel modules?
Yes you can, however you would require elevated permissions and would have to use AXP Loadable Kernel
Module (LKM) SDK to compile and load custom Kernel modules

What development environment does Cisco recommend?

The AXP was developed to run on a variety of Linux distributions. Developers use their existing tools to build
their applications and then package the binaries and required libraries for installation on the AXP module using
AXP SDK. Since AXP infrastructure runs Cent OS 5.2 it could be used as a development environment, however
other distributions would also work.

What APIs are available to applications running on an AXP?
Monitoring, configuration, packet capture, and EEM APIs are available. These APIs allow an application to
monitor and control various aspects of the integrated services router.

Is there a Virtual Environment available which a developer/partner can use to evaludate AXP platform
and is there a cost associated for this evaluation?

Cisco AXP developers can fully develop and test their applications using the Cisco AXP Virtual Development
Blade running on VMWare, The virtual blade fully emulates an AXP blade allowing application developers to
build AXP applications from a standard PC running VMWare Player. This virtual blade can be downloaded from
Cisco Developer Network for free.
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Is it difficult for ISVs to port their existing applications to AXP?

The AXP product is composed of three components: the hardware, the Linux environment, and the SDK. The
SDK makes porting existing commercial applications straightforward. However, depending on the complexity of
the application and the types of Linux libraries used, the port might not be trivial. As a general rule, if the
application was built originally to run on Linux, the time to port is greatly reduced. Windows applications (for
example, .NET) will not run on an AXP service module.

Is there any licensing requirements to host an application on AXP?

Yes, you are required to install AXP permanent license and only then would an application run on this platform
i.e. SRE. NME and AIM2 do not impose licensing requirement. However you could evaluate AXP platform
without installing/purchasing AXP permanent license and could also evaluate 3" party applications by installing
AXP evaluation license, which is free.

Support Questions

Q.
A.

What is the support model for AXP? Are there unique aspects to it outside of Cisco SMARTnet Service?
Two basic Cisco support channels are applied to AXP deployments:

e Cisco SMARTnet: Covers the integrated services router and the AXP service module, but not the software
running on top of the AXP. Support contracts for 3rd-party applications are sold through the ISV.

e AXP developer/partner support contract: Covers development aspects and is furnished as part of the CDN
Registered Developer membership and above. This is mandatory for AXP developers beyond the evaluation
stage.

e Support of the application resides with the provider or owner of the application, which could be the customer,
integrator, or ISV.

o For CDN Solution and Preferred Solution Developers, there is a coordinated TAC process in place

Developer/Partnership Questions

Q.
A.

Can a customer or partner evaluate the AXP platform prior to making any significant investments?

Yes. All potential AXP developers have the option of trying before they buy through the AXP Evaluation
process. This includes submitting an official request to become an AXP developer, however, the requirement to
continue is deferred until the potential developer has had an opportunity to evaluate the AXP platform for their
purposes through a proof-of-concept period. This allows potential developers to mitigate investigatory costs
associated with their AXP-based solution. Normally, this period is granted for 120 days through the issuance of
AXP evaluation developer authorization keys. After this evaluation perior, the AXP developer needs to make a
go/no-go decision.

How does one become an AXP development partner?

Generally, there is an evaluation and application process for any party. Beyond the evaluation stage, AXP
developers must join the Cisco Developer Network (CDN) Program to engage as an official AXP developer. All
AXP developers enter at the CDN Registered Developer tier and may graduate to higher levels based on a point
system. For more information, visit the CDN page at http://developer.cisco.com.

How does an existing Cisco Technology Developer Program (CTDP) member with an AXP designation
continue as an AXP developer long-term?

The Cisco Developer Network (CDN) program is replacing the existing Cisco Technology Developer Program
(CTDP). Existing CTDP members will be sent an official invitation from the CDN program office to migrate to the
new program. For migration details, visit this site:
http://www.cisco.com/web/partners/pr46/tdp/program_evolution.html. For CDN details, visit this site:

http://developer.cisco.com.
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Resources

o http://developer.cisco.com/web/axp/home (Cisco Developer Community)
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