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Cisco Configuration Professional (CCP)

WindOWS Based Application ’a(ZismCunﬁguratiunPrnfessiunal E@@
Application Help
GUI based _. :
| £3) ome i B o | o Cisco Configuration Professional "cll's:'clt;'
Device Management tool for P G E—
access routers (ISR and ISR-G2) [osawamas 1] € 7

D Lisco Configuration Professional News &

Unified GUI

Security, Unified
Communications ( CCME,
SRST)

License Management

Community Information

Ap p | icatio n M a n age m e nt - Security Selec Community: New Community . Select a device from the table below, Use the buttans at the batte

|
Valuable productivity enhancing i "=_ ) 1P address / Hostname Router Hostname Connection Type
tool for network administrators -
and channel partners for
deploying routers with increased
confidence and ease.

Free Download:
WWW.Cisco.com/go/ciscocp

| Manage Devices | Delete | | Discover | Discovery Details | | Router Status |

¥
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Cisco Configuration Professional (CCP) Reduces Total Cost
of Ownership
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Cisco Configuration Professional Overview

Supports configuration of advanced technology deployment
on ISRs and ISR-G2 through a single integrated tool

Simplifies routing, firewall, IPS, VPN, unified
communications, WAN and LAN configuration through GUI
based easy-to-use wizards.

Monitors router status and troubleshoots WAN and VPN
connectivity issues.

Smart wizards for routing and security configuration

License management for ISR-G2

Cisco Configuration Professional Express
A light-weight version of Cisco Configuration Professional

Router Flash

LAN and WAN Interfaces
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Interface Management

"2 Cisco Configunation Professional

Cisco Configuration Professional
CIsSCO

= Interface Managenen t = Inberface and Connec Hons

Connection Edit Interface/Xonnection

= Edit

Intermace

g Ao - T ele Surmimanry

E Fo 1
E Fo 1
E [=d 1
E [ 1
E [ = 1
E P 1
E Fo 1
E Fr 1

Interfaces Supported

LAN

WAN

Wireless LAN

Cellular WAN (3G)

Power Management ( Energy wise)
Analog Trunks

Digital Trunks

YVVVVYVYYYVY
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Module Configuration
» SRE Management support
» Application install/uninstall
» Applications image upgrade
» Applications supported
» WAAS
» Cisco Unity Express
» Application Extension Platform
» Video Surveillance

Cisco Confidential



Router

"_? Cisco Configpuration Professional E]-l -j

Cisco Configuration Professional
CIsCO

OCCOLOEREL

Basic Router Functionalities: Advanced Functionalities

» Hostname » QoS

» Usename, Password » Performance Routing (PFR)
» DHCP, DNS

> NAT

» Static Routing
» Dynamic Routing ( RIP, OSPF, EIGRP)
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Security

"_? Cisco Configuration Professional E]

Application Help

LT Taion:= Bl ronivor | 2 Cisco Configuration Professional "cll's"lc"'
L TmY > it J &

i =r
128.107.146.20% | |

Configure > Security > Security Aodit

Use Case Scenario

Inte et

Security Functionalities: Advanced Functionalities

» One step router lockdown » Intrusion Prevention System (IPS)
» Security audit of the router » Content Filtering

» Firewall ( Zone Based and CBAC)
> VPN
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'Firewall Support

" Cisco Configuration Professional

Application  Help

lllllllll
CIsCo

:

Cisco Configuration Professional

Select Community Mernber:

126.107.146.205 | v | .

[ Interface Management

Configure > Security > Firewall and ALL '.:r.j'

Create Firewall | Edit Firawall Policy

nfigquration. Selec
Miguration. Select Use Case Scenario

(] Utilities

wall on an Unsupport
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»Wizards to configuring a basic/
advanced firewall.

» Change individual parameters
in the edit mode.

»Add a rule to configure ALG
(Application level gateway) rules
or AIC (Application inspection
Control) rules or otherwise know
as deep packet inspection.

»Advanced users have the
option of using the options
provided under C3PL ( Cisco
Common Classification Engine
Policy Language) to configure

class maps and policy maps



VPN Support

r
4 Cisco Configuration Professional

Application  Help

_ ®
FEAT! Confi Bl Monit
Galed er

128.107.146.205 | v | o

(1 Interface Management

Cisco Configuration Professional

Configure > Security >» VPN 3 VPN Design Guide

Yirtual Private Network

e YPM Design Guide can help you to decide which type of YPN to setup
¥PN Design Guide
Click Launeh Design Guide ta begin,

(] Utilities Launch Design Guide...
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» Configure different types of
VPNs

» Supports Virtual Tunnel
Interface configuration for Easy
VPN.

» As part of Site to Site IPsec
VPN allows one to generate a
mirror configuration which can
be applied to the peer device to
complete the configuration.

» The VPN design guide helps
you identify which VPN option is
best for your deployment based
on end user requirements
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Voice
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Application Help

Cisco Configuration Professional
CisCo
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» Unified Communications (Voice) Modes Supported
» CME : Cisco Unified Communications Manager Express
» Gateway to Cisco Unified Communications Manager : Options to add SRST or
CME as SRST
» CME as SRST

Cisco Configuration Professional © 2010 Cisco Systems, Inc. All rights reserved. Cisco Confidential
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Cisco Unified Communications Manager Express Mode

,’5’-'3 N Cisco Configuration Professional E]1

Cisco Configuration Professional

CME Mode

» Creation of Users, Phones, Extensions and Mailboxes
» Analog and Digital Trunks
» Dial Plans

» Telephony Features: Intercom, Hunt Group, Call Park, Pickup group, Conferencing....
» Phone Firmware Support

Cisco Configuration Professional © 2010 Cisco Systems, Inc. All rights reserved. Cisco Confidential 11



Gateway to Cisco Unified Communications Manager
Mode

i
1 2R cisco Configuration Professional

Cisco Configuration Professional

Destination RNuno bers Reniobe Site

-

= IEI5<]

Gateway Mode

» SIP, H.323 or MGCP Gateway to Communications Manager
» Additional Configuration Options include

» Add SRST

»Add CME as SRST

Cisco Configuration Professional © 2010 Cisco Systems, Inc. All rights reserved. Cisco Confidential
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Utilities
* Cisco Configuration Professi

Application Help

N Cgiiom= |

Select Commhunity Mermber:

128.107.146.205 | v |

Interface Managerment
Rout=r
Security
Woice
y Utilities
__] Flash Fil= Managemant
|5} Coanfiguration Editor
L] Save Configurastion to PO
L] wWrite to Startup Configuration
(| Telnet
s view
L] Running Configuration
L] Ios Show Commmands

[ pefault Rules

» Flash File Management

Cisco Configuration Professional

Configure > Utiliies > Flash File Management

ﬁ e Management

Refresh

S Mewy Folder

B Copy  BE Paste I Renarme  §i Delete

S Forrmat &3 Load file from PC

ctlren]s
CiISCO

EH-FElash:

| Mame

| sizetoyvtes:

[ Time modi

Cesktops

bacdprompts

cui

phone

ringtones

CME.cto
CME43-tull-readme-v. 2.0 bd
SDM_Backup
c2800nm-adventerprisekg-mz.124-24.T.hbin
cpcanfig-2811.cfg
cpexpress.tar
crashinfo_20090102-222328
hame.shtml

home tar

music-on-hold.au

vian.dat

a,023
50,274,163
z,800
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122052
1,038
115712
4Q6521
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o1s0z2ma
o420/04
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» Free Form Show Commands

» Configuration Editor
» Save Router Config

Cisco Configuration Professional
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System Features

Cisco Configuration Professional

Applicaton Help

Mansge Cormmmunity...

- Monitar Ao = Cisco Configuration Professional sollvanl,
=/ CISCO
Create User Profile. ..

Irmport Us=r Profil=... << configure = Interface Management = Interface and Connectons (€=

Cptions... %ﬂ:‘

Termplate. ..
ok OFfline. .. Create Connection | Edit Interface/Connection

Create MNew Connection
E it Use Case Scenaric

Analog Trunks f* Ethernet LAN

Select a connection and click Create Mews Connectiaon

Cigital Trunks=s " Other(Unsupperted by Cisco CF))

Foutar .
- Information

Security
<onfigure Ethernet LAM interface for straight routing
woice and €02.19 trunking

Utilitie =

Creste Mew CTonnection

Howr do | - Howwe Do | Configure an Unsupported vwanl Interface?

VBAC: Create a user profile to allow/disallow access to a screen

Templates: Use the template feature to deploy baseline configs to other routers

Offline Mode
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CCP SKUs

ISR-CCP-CD-NOCONF

CCP-CD Cisco Configuration Professional software is shipped on a CD. Cisco

ISR-CCP-CD Configuration Professional Express is also embedded in the flash of the
router. A default router configuration file is placed in both the flash and
NVRAM of the router.

CCP-CD-NOCF Cisco Configuration Professional software is shipped on a CD. Cisco

Configuration Professional Express is also embedded in flash of the router. A
default router configuration file is placed in only the flash of the router. No
default router configuration file is available in the NVRAM of the router.

CCP-EXPRESS
ISR-CCP-EXP

Cisco Configuration Professional software is not shipped on a CD. Only Cisco
Configuration Professional Express is embedded in flash of the router. A
default router configuration file is placed in both the flash and NVRAM of the
router.

CCP-EXPRESS-NOCF
ISR-CCP-EXP-NOCONF

Cisco Configuration Professional CD is not shipped with the router. Cisco
Configuration Professional Express is embedded in the flash of the router. A
default router configuration file is available in only the flash of the router. No
default router configuration file is available in the NVRAM of the router.

**Configurable option while ordering ISR.

Cisco Configuration Professional © 2010 Cisco Systems, Inc. All rights reserved. Cisco Confidential




Got Feedback?

" Cizco Configuration Professional E]

Monitor | : Cisco Configuration Professional

Home = Community Wiewr

|:J Cisco Configuration Professional News

Community Informaton
MNew Community | [~ R orn the table Use the buttons at the bottom to
| 1
Router Hostmamea Connecton Type Discovery Status

shankar Hon se =) ] rered with warnings

= Use the feedback link within CCP to send feedback to the product team

= Send an email to ccp-feedback@cisco.com
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