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EXECUTIVE SUMMARY 

CUSTOMER NAME 

• BAT Italia 

INDUSTRY 

• Manufacturing 

BUSINESS CHALLENGE 

• Integrate aging factory infrastructure 
with new Rome HQ 

• Manage network security and 
communications more efficiently 

• Make efficient use of bandwidth 

• Incorporate flexibility into future 
network planning 

NETWORK SOLUTION 

• Cisco 2851 Integrated Services 
Routers manage client-side Internet 
access to BAT’s corporate MPLS 
network 

• Cisco 3845 Integrated Services 
Routers and DSL replace dedicated 
ISDN links between BAT Italia’s 
factories and its Rome headquarters 

• Cisco CallManager 4.1 provides IP 
telephony and Cisco Unity delivers 
unified messaging 

• CiscoWorks Small Network 
Management Solution manages 
various Cisco network devices 

BUSINESS VALUE 

• Increased manageability 

• Increased security 

• Increased performance 

• Built-in flexibility 

 

 

Customer Success Story 

BAT Italia Boosts Security at Factory and New Headq uarters  
with Cisco 2851 and 3845 Integrated Services Router s 

BAT Italia is installing an end-to-end infrastructu re in its new Rome headquarters 

building, standardizing on Cisco to manage the netw ork’s ability to support 

security, yet deliver data, voice and video service s concurrently and at wire 

speeds. Cisco 2851 Integrated Services Routers mana ge client-side Internet access 

to BAT’s corporate MPLS network. Cisco 3845 Integra ted Services Routers manage 

the security and quality of the connections between  BAT Italia’s factories and its 

Rome headquarters. 

BUSINESS CHALLENGE 

BAT Italia’s new headquarters building acts as a hub for the company’s operations. Number two in 

Italy—thanks to the acquisition of the country’s state tobacco company, ETI (Ente Tabacchi 

Italiani S.p.A), by BAT Italia in 2003—Rome-based BAT Italia has been growing with the success 

of its international brands. 

However, BAT Italia has inherited an aging communications infrastructure. Relatively few sites 

in the ETI estate were connected to its headquarters network. 

ETI’s factories relied on 1,700 routers to send production data to the company’s headquarters over 

individual ISDN lines. “The quality of all these connections was poor, and they weren’t as stable 

and secure as we’d have liked,” says Duccio Rosselli, BAT Italia’s IT Delivery Technology 

Architect. Responsible for technology innovation and application strategies, Rosselli sets out 

planning and implementation blueprints for the company to follow as it adopts new strategies 

to support the business. 

Each BAT employee must have a PC connected to the network, with an email client, and be able 

to access the Group’s SAP environment, various accounting applications and other offices and 

production units via the Group’s worldwide MPLS (Multiprotocol Label Switching) network. 

“So it is important for us to connect our factories to the Rome headquarters in a more stable, 

and secure way,” says Duccio Rosselli. “We need to increase security on the links, to have the 

flexibility to accommodate new applications and features on the network, as well as have solutions 

which are scalable and easily managed—this is very important.” 
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SOLUTION 

As British American Tobacco worldwide’s technology partner—advising on security, IP telephony, and networking—BAT Italia asked Cisco 

to install its latest backbone network and other state-of-the-art infrastructure technologies throughout BAT’s Rome headquarters building. 

After various security cost and benefit analyses, comparing them with other solutions, BAT Italia decided to implement Cisco Integrated Services 

Routers, because of the way a comprehensive set of advanced security and management functions—such as hardware encryption acceleration, 

IPSec VPN, firewall protection, inline intrusion prevention, Network Admission Control and URL filtering—are embedded in the one unit. 

 

“Our experience with Cisco environments in Italy ha s been very good. We place great trust in Cisco equ ipment 

and the integrated services routers have increased our level of network security, thanks to embedded 

encryption.” 

—Duccio Rosselli, IT Delivery Technology Architect, British American Tobacco Italia S.p.A 

 

The company has also decided to replace the former ETI network’s individual point-to-point security solutions with Cisco ISR technology. 

Cisco 2851 and 3845 Integrated Services Routers are specifically designed for mid-market companies that have a need to converge voice, 

vídeo and data, or expand a Cisco CallManager environment to a branch office without a conventional PBX (Private Branch eXchange). 

Italian telecoms service provider Fastweb is installing and managing BAT Italia’s fixed Asymmetric Digital Subscriber Line (ADSL) and High bit-

rate Digital Subscriber Line (HSDL) connections using Cisco 2851 Integrated Services Routers for client-side Internet access to BAT’s corporate 

MPLS network. Connections between BAT Italia’s factories (and other remote sites) and the BAT network will use Cisco 3845 Integrated Services 

Routers. 

IP telephony is provided by Cisco CallManager 4.1, while another server delivers Cisco Unity unified messaging. BAT is planning to implement 

wireless networking in the near future, but an evaluation of its security implications and any impact on performance will be carried out first. 

Cisco ISRs support wireless LAN connectivity; the Cisco 2851 sports a built-in access point. 

BUSINESS RESULTS 

Cisco Integrated Services Routers offer a right-sized solution for mid-market companies that is simple to deploy, easy to manage and provides a 

high level of built-in protection, features that sit at the top of BAT Italia’s wish list for router functionality. “I have been particularly struck by the 

Cisco Integrated Services Routers’ ease of management, level of security provision, integrated feature set, and therefore their cost effectiveness to 

the business,” says Duccio Rosselli. 

The company is in the step-by-step process of reviewing all the infrastructure technologies in its factories, some of which are quite old. Each factory 

is being connected to the new BAT network one by one. The ISRs have played a vital role in BAT Italia’s planning, especially for security and IP 

telephony. “After the security improvements on the telecoms and systems standardisation in the factories, in the medium term we will evaluate, 

accordingly with global BAT strategy, the implementation of the voice and data convergence in the factories. So it is very important for us to lay 

the foundations now, with routers that can manage, for example, IP telephony packets reliably,” says Duccio Rosselli. 
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“These systems have also helped reduce operating co sts and technical complexity because functionality 

is now integrated into the one device which makes o verall network management easier.” 

—Duccio Rosselli, IT Delivery Technology Architect, British American Tobacco Italia S.p.A 

 

Self-defending networks integrate and connect network and security technologies, making them even more powerful. The ISRs’ use of VPN 

encryption on the network and WAN has helped BAT maintain a high throughput of data traffic and security protection without any loss of 

performance. Because the ISR architecture delivers wire-speed performance, there is no compromise when security and additional services 

are turned on—a feature that helps BAT apply comprehensive security services throughout its network. 

Converting the factories from ISDN to DSL and a Cisco ISR solution, rather than a combination of routers and firewall technologies from multiple 

vendors, will cut the company’s connection costs in half straightaway. The process has also given BAT the opportunity to make further Returns On 

Investment (ROI) by installing up-to-date multifunctional telecoms technology. This will reduce the number of network devices it has to maintain. 

Running the various network services from just the one box also simplifies management. 

“The mission of IT delivery is to use technology to support the business in the best way possible. Using new technologies can provide huge benefits 

for the business, by improving performance and quality of service,” says Duccio Rosselli. “Our experience with Cisco environments in Italy has 

been very good. We place great trust in Cisco equipment and the Integrated Services Routers have increased our level of network security, thanks to 

embedded encryption. These systems have also helped reduce operating costs and technical complexity because functionality is now integrated into 

the one device which makes overall network management easier.” 

TECHNOLOGY BLUEPRINT 

BAT Italia’s Cisco IP network in its Rome headquarters is an end-to-end infrastructure solution that delivers Gigabit Ethernet speeds and services 

to the desktop. IP telephony is provided by Cisco CallManager 4.1, while another server delivers Cisco Unity unified messaging. CiscoWorks 

SNMS manages various Cisco network devices. 

Cisco ISRs manage security at vital points in BAT Italia’s IP network, and new WAN connections. Fixed ADSL and HSDL connections use 

Cisco 2851 Integrated Services Routers in BAT’s Rome headquarters to manage client-side Internet access to BAT’s corporate MPLS network. 

Cisco 3845 Integrated Services Routers sit in BAT Italia’s factories and communicate with the BAT network in Rome. 

Rome staff use a mix of Microsoft Windows and Lotus Domino desktop environments. They also have access to SAP (managed from Hamburg with 

other centralised Internet services), various accounting applications (at BAT’s London headquarters), and BAT offices worldwide via the Group’s 

corporate MPLS network. 
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Cisco Systems, Inc. 
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the Cisco Website at www.cisco.com/go/offices . 
 
Argentina • Australia • Austria • Belgium • Brazil • Bulgaria • Canada • Chile • China PRC • Colombia • Costa Rica • Croatia • Cyprus 
Czech Republic • Denmark • Dubai, UAE • Finland • France • Germany • Greece • Hong Kong SAR • Hungary • India • Indonesia • Ireland • Israel 
Italy • Japan • Korea • Luxembourg • Malaysia • Mexico • The Netherlands • New Zealand • Norway • Peru • Philippines • Poland • Portugal 
Puerto Rico • Romania • Russia • Saudi Arabia • Scotland • Singapore • Slovakia • Slovenia • South Africa • Spain • Sweden • Switzerland • Taiwan 
Thailand • Turkey • Ukraine • United Kingdom • United States • Venezuela • Vietnam • Zimbabwe 
 

Copyright  2005 Cisco Systems, Inc. All rights reserved. CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; 
Changing the Way We Work, Live, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, ASIST, BPX, Catalyst, CCDA, CCDP, 
CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, 
Empowering the Internet Generation, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ 
Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-
Routing, Pre-Routing, ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet, StrataView Plus, TeleRouter, The Fastest Way to Increase Your Internet Quotient, and TransPath are 
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 
 
All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship between 
Cisco and any other company. (0502R)  205481.BQ_ETMG_CC_12.05 
 
Printed in the USA 

 

 

 

 

http://www.cisco.com/go/offices

	Customer Success Story
	BAT Italia Boosts Security at Factory and New Headquarters with Cisco 2851 and 3845 Integrated Services Routers
	BUSINESS CHALLENGE
	SOLUTION
	BUSINESS RESULTS
	TECHNOLOGY BLUEPRINT


