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What are the Cisc& 1800 Series Integrated Services Routers?
The Cisco 1800 Series is part of the Cisco Integr&ervices Router product line. The Cisco 180&Seonsists of the Cisco 1800
Series fixed routers and the Cisco 1841 modulaerou

Why did Cisco System8 introduce the Cisco 1800 Series?

Cisco introduced the Cisco 1800 Series to allowsttire deployment of multiple, integrated servatesire-speed performance. In
general, the integrated services router produetpimvides high performance while running simultargeservices such as data,
security, and quality of service (QoS) in one inégd routing platform. The best-in-class Cisc8eries architecture has been
specifically designed to meet requirements of siteathedium-sized businesses (SMBs) and small efigerpranch offices as well as
service provider-managed services applications.dikeo 1800 Series delivers secure concurrentcaeat wire-speed performance
and allows for lower operational and capital expemds because of the high degree of integratiahemse of installation,
management, and deployment.

What is the Cisco 1841 Integrated Services Router?

The Cisco 1841 is a modular router that is desigaédtelligently integrate data and security seegiinto one single, resilient system
for fast, scalable delivery of mission-critical mess applications. It is specifically engineereddustomers who want to securely
deploy multiple, concurrent services at wire-sppedormance with security and QoS features enafiled.Cisco 1841 comes in a
desktop form factor with two modular WAN-interfacard (WIC) or high-speed WIC (HWIC) slots for datmnectivity. It offers
hardware-based encryption for Data Encryption Sieth@DES), Triple DES (3DES), Advanced Encryptidarslard (AES), and
Secure Sockets Layer (SSL) VPN as well as Cisc& IEi&wall and Cisco |0OS Intrusion Prevention Systeimich can be enabled
through an optional Cisco I0S Software securitygmarhe Cisco 1841 router provides two integra@®dd0BASE-T Fast Ethernet
ports onboard, an integrated USB port (1.1), as ageain internal advanced-integration-module (A8lbX. The modular form factor
of the Cisco 1841 helps ensure investment proteetith WICs and HWICs that are compatible with @isco 2800 and Cisco 3800
Series Integrated Services Routers. For more irdbom on the Cisco 2800 Series routers, please visi
http://www.cisco.com/go/280@Please refer thttp://www.cisco.com/go/380fdr more information on the Cisco 3800 Series.

With the introduction of the Cisco 1800 Series, whaare the plans for the current Cisco 1700 Series btlular Access Routers?
The Cisco 1700 Series will reach end of sale onc@7, 2006. New feature development for the Cis&@0 Series will be available
through Cisco 10S Software Release 12.4T with bxgtipport through Cisco 10S Software Release Malline. For more details
on the Cisco 1700 Series end of sale, pleasetrefittp://www.cisco.com/en/US/prod/collateral/routesd21/prod_end-of-
life_notice0900aecd8044473f.html

Does the Cisco 1841 offer a bundled security, datand broadband solution similar to the Cisco 1700 &ies?

Yes. Bundled security solutions with support fordveare-based encryption for DES, 3DES, AES, SSL Veidco I0S Firewall,
and Cisco IOS Intrusion Prevention System are alvkglfor the Cisco 1841. Bundled data and DSL mwistare also available for
the Cisco 1841. Check with your Cisco represergatdgarding Cisco 1841 bundle offerings for segudata, and broadband
solutions or visitttp://www.cisco.com/go/180for details.
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What is the performance of the Cisco 1841?

The Cisco 1841 is a new-generation, best-in-claster platform designed to deliver multiple coneutrservices at wire-speed
performance up to single T1/E1/xDSL speeds. Chaesftermance has been increased up to five-fold sacurity performance
increased up to seven-fold compared to the Cis€0 Béries. The single T1/E1/xDSL value quoted hepeesents IMIX packet
sizes in higher-than-typical Cisco 1841 servica¥igarations. In less service-heavy environmenttya WAN throughput

will be higher.

How does the Cisco 1841 router compare to the Cis@d21 router that is the current Cisco 1700 Seriegata-only version?

The Cisco 1841 router provides significant addiioralue compared to the Cisco 1721 router by miemore than a five-fold
performance increase. It also integrates hardwasedencryption that can be enabled with an oftidisao I0S Software security
image while simultaneously supporting multiple $e#s such as security, data, and QoS, and providargased slot performance
and density. Also, more than 30 existing Cisco 136fles WICs and multiflex trunk interface cardsi¢e WICs [VWICs]) (for data
only) are supported. Further, both of the modulatisson the Cisco 1841 router are HWIC slots tligr@reater speeds and higher
port density.

Note: The WIC/HWIC/VWIC (in data mode only) slots on t@ésco 1841 router do not support Cisco product-dadame power,
or Power over Ethernet (PoE). This support is effdaveginning with the Cisco 2801 Integrated SesvReuter as part of the Cisco 2800

Series.
Q. What are the basic specifications for the Cisco 184router?
A. Table 1 provides the specifications for the CisBdIlrouter:
Table 1. Product Specifications
Cisco 1800 Series Features Cisco 1841
Target deployments Secure data
Default memory—Uses external compact and synchronous dual inline Default/maximum:
memory module (DIMM) DRAM 32 MB/128 MB compact flash
128 MB/384 MB synchronous dynamic RAM (SDRAM)
Modular HWIC slots—total 2

These slots can accommodate new HWICs. They also support WICs,
and multiflex trunk (VWIC) cards (for Cisco 1841 router in data mode

only).

Modular slots for WAN access 2

Modular slots for voice support None; Cisco 1841 does not support voice termination
Fixed LAN ports with an RJ-45 port 2 Fast Ethernet (10/100)

Fixed USB port (1.1) 1

AlIM slots (internal) 1

Packet-voice-DSP-module (PVDM) slots for optional PVDM and fax None; Cisco 1841 does not support voice termination

DSP modules (PVDM2)

Onboard VPN encryption acceleration—IP Security (IPSec) DES, Yes
3DES, AES 128, AES 192, and AES 256—can be enabled through a
Cisco I0S Software security image

IP BASE Cisco I0S Software feature set by default Yes
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Q. How do the Cisco 2800 Series Integrated Services Rers differ from the Cisco 1841 Integrated Service Router?

A. Cisco 2800 Series is targeted at medium-sized bssés and small to medium-sized enterprise brédficesowith even higher
performance and interface density requirementghErrthe Cisco 2800 Series not only offers evghéni security performance and
support of network modules (except the Cisco 2&Qi ylso voice support, including the optional gmsgion of voicemail. For more
details, refer tohttp://www.cisco.com/go/2800

APPLICATIONS

Q. For what applications is the Cisco 1841 router degned?
A. The Cisco 1841 router offers a comprehensive featet ideal for applications and solutions reqgitime following:

e Secure integrated services Using its new best-in-class, secure, high-perfocearchitecture; the optional integration of an AIM
module; a wide array of interface cards; and tble @isco 10S Software services capability, the €841 router offers the ability
to easily integrate the functions of standalonevogt appliances and components in an interface @aAlM and supports
multiple services at wire-speed performance.

e Secure network connectivity for datd] The Cisco 1841 router features leading advancéeriated, end-to-end security for the
delivery of converged services and application ifitegration of security functions directly onketrouter provides optimal
performance for security solutions such as Dynavhiitipoint VPN (DMVPN) applications, Secure Sockétsyer VPN (SSL
VPN), network admission control (NAC) for antivirdefense, inline intrusion prevention, and a transpt Cisco I0S Firewall.

WICs, VWICs, and HWICs

Q. What is an HWIC slot?

A. An HWIC slot supports HWICs. It is a newly archiied, high-performance version of the current Wi@.dBoth modular slots on
the Cisco 1841 router support HWICs. The HWIC azad offer greater speeds and higher port densty the current WIC. In
addition, the HWIC slots support Cisco product-laisdine power and PoE. However, PoE is not offawadhe HWIC slots of the
Cisco 1841 router. The HWIC slots also support mbshe more-than 30 existing WICs and VWICs (oa @isco 1841 router in
data-only mode).

Is online insertion and removal (OIR) supported forcards in the HWIC slots?
No, OIR of modules in the HWIC slots on the Cis@d1 router is not supported.

Does the Cisco 1841 router support all the currentVICs?

Most existing modules are carried forward for thec@ 1800 Series Integrated Services Routers. Retbe Cisco 1841 data sheet
for a detailed listing of all supported modules:

http://www.cisco.com/en/US/prod/collateral/routps8853/product _data_sheet0900aecd8016a59b.html

PO PO

Are any WICs not supported on the Cisco 1841 routé
. Table 2 lists the WICs that are not supported enGlsco 1800 Series and also shows the replacaii€d that provide the same or
enhanced functions.

> P

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 9


http://www.cisco.com/go/2800
http://www.cisco.com/en/US/prod/collateral/routers/ps5853/product_data_sheet0900aecd8016a59b.html

Table 2. WICs Not Supported on Cisco 1841 Router

WICs Not Supported Replacement WICs

WIC-1DSU-T1 WIC-1DSU-T1-V2

WIC-1B-S/T WIC-1B-S/T-V3

WIC-1B-U WIC-1B-U-V2

WIC-1SHDSL-V2 WIC-1SHDSL-V3

WIC-1ENET Two integrated Fast Ethernet 10/100BASE-T ports

WIC-4ESW HWIC-4ESW

HWIC-4T WIC-2T (for higher density, consider the Cisco 2800 Series)
HWIC-16A HWIC-8A (for higher density, consider the Cisco 2800 Series)
HWIC-1GE-SFP None; the Cisco 1841 supports Fast Ethernet 10/100BASE-T ports

Q. Does the Cisco 1841 router support all the currennultitflex trunk interface cards (VWICs)?
A. Yes, the Cisco 1841 router supports only data sesvon all the current VWICs.

Voice Interface Cards

Q. Does the Cisco 1841 router support VICs?

A. The Cisco 1841 router does not support voice;ighdt supports no VICs. Also, none of the multifieunk interface cards (VWICs)
in voice mode are supported on the Cisco 1841 roRtfer to the Cisco 1841 data sheet for a detdiséing of all supported
moduleshttp://www.cisco.com/en/US/prod/collateral/routpefi853/product_data sheet0900aecd8016a59b.html

Advanced Integration Modules

Q. What is an AIM?

A. An AIM is an advanced integration module that carphigged into the internal AIM slot of the Cisd®41, Cisco 2600 Series,
Cisco 2800 Series, Cisco 3700 Series, and Cisc 38fies routers. The AIM slot provides a way ¢égnating additional functions
and offloading processor-intensive functions frdva inain CPU without reducing the LAN or WAN dengifithe Cisco platform by
otherwise occupying an external modular slot. Tinaygption AIM (part number AIM-VPN/BPII-PLUS) anti¢ SSL VPN AIM
(AIM-VPN/SSL-1) are currently available for usethre Cisco 1841 router.

Q. Does the Cisco 1841 router support all the currerAIMs?
A. The Cisco 1841 router supports the encryption &IVPN AlMs (part number AIM-VPN/BPII-PLUS and AIM-®N/SSL-1).

Note: The VPN module supported on the Cisco 1700 Sepied tumber MOD1700-VPN) is not supported on thec€il841 router.
Instead, the encryption AIM (part number AIM-VPN/BIPLUS) and SSL VPN AIM (part number AIM-VPN/SSL-are supported on
the Cisco 1841 router.

Q. Are any AlMs not supported on the Cisco 1841 route?
A. Table 3 lists the AlMs that are not supported an@isco 1841 router.

Table 3. AlIMs Not Supported on Cisco 1841 Router

Unsupported AlMs

AIM-COMPR2

AIM-VPN/BP

AIM-VPN/EP

AIM-VPN/HP

AIM-ATM-VOICE-30
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Unsupported AlMs

AIM-VOICE-30

AIM-VPN-BPII

AIM-VPN-EPII

AIM-VPN-HPII

AIM-VPN-HPII-PLUS

AIM-COMPR2-V2

AIM-VPN-EPII-PLUS

AIM-VPN/SSL-2

AIM-VPN/SSL-3

Q.
A.

How many internal AIM slots are available on the Csco 1841 router?
The Cisco 1841 router has one internal AIM slot.

Rack-Mount Support

Q.
A.

Q.
A.

Is the Cisco 1841 rack-mountable?
The Cisco 1841 is now rack-mountable. In ordemtabde the rack-mount functionality, the optionade@i 1841 rack-mount kit
(ACS-1841-19-RM=) needs to be used.

When was the rack-mount capability introduced on tle Cisco 1841?

All Cisco 1841 chassis shipping since Q4FY06 ack-raountable. Cisco 1841 chassis with the followsteyting serial numbers
have the rack-mount screw holes: FTX1009W0Z3 (Uh&&ates), FCZ100812UR (Europe, Middle East, anat#), and
FHK100653JL (Asia Pacific).

Are all Cisco 1841 chassis rack-mountable?

All Cisco 1841 chassis shipping since Q4FY06 ack-raountable. Please refer to the serial numbergigeed above to find out
whether a specific chassis has the rack-mount seodes to be rack-mountable with the optional ramkint kit. All chassis currently
shipping are rack-mountable with the optional Ci$8d1 rack-mount kit.

Universal Serial Bus

Q.
A.

Q.
A.

What is the USB port for?
The Cisco 1841 router has an integrated USB pal).(The USB port is configurable to work with gotional USB token for secure
configuration distribution and off-platform storagEVPN credentials.

Can | use the USB port as a console port?
No, the USB port is not available for use as a otenport. If your computer has only a USB interfagau need to use a USB-to-
serial conversion cable to access the console port.

Power Supply

Q.
A.

What type of power supplies does the Cisco 1841 reu use?

The Cisco 1841 router uses a universal internadstal power supply that is applicable for all coigst There are no country-
specific power supplies. The AC input voltage d$ thniversal standard power supply spans from a@40V, the frequency
from 50 to 60 Hz, and the AC input current is 2.0Ae maximum power output is 50W for the Cisco 18aiter.

Does the Cisco 1841 router support 802.3af POE?
Support for 802.3af PoE is not available on the€i841 router.

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 5 of 9



>Oo PP

Does the Cisco 1841 router support a redundant powsupply (RPS)?
No, the Cisco 1841 router does not support a RPS.

Does the Cisco 1841 router support DC power?
No, the Cisco 1841 router does not support DC poWihin the integrated services router produat JibC power support starts
with the Cisco 2800 Series Integrated Services &suspecifically with the Cisco 2811.

Memory

Q.
A.

Q.
A.

What kind of DRAM memory does the Cisco 1841 routeuse?
The Cisco 1841 router uses SDRAM. The default DRfathe Cisco 1841 router is 128 MB, which is fixeaboard. The
Cisco 1841 has a DIMM slot onboard that can be [aied with additional DRAM memory.

What is the default and maximum DRAM memory in theCisco 1841 router?
Table 4 shows default and maximum memory of theis841 router.

Table 4. Default and Maximum Memory

Platform Default SDRAM Memory Maximum SDRAM Memory

Cisco 1841 128 MB 384 MB

Q.
A.

What kind of flash memory does the Cisco 1841 routaise?

The Cisco 1841 Router has a single, external cotrilgasty memory. This is the only flash memory foe system and should never be
removed whenever ROM Monitor (ROMMON) is being udbwith a new image or configurations or whendbmpact flash LED
light “busy” is on.

What is the flash memory used for?
Cisco IOS Software is stored in flash memory. Iditian, configuration files can be saved in flasemory. Also, flash memory
allows software upgrades to be downloaded oveWtA&l or LAN link and to be stored in the flash memor

Q. What is the default and maximum compact flash memarin the Cisco 1841 router?
A. Table 5 shows default and maximum compact flash ongwf the Cisco 1841 router.
Table 5. Default and Maximum Compact Flash Memory
Platform Default Compact Flash Memory Maximum Compact Flash Memory
Cisco 1841 32 MB 128 MB
Q. What is the ROM monitor?

A.

Q.

>

The ROM monitor is a ROM-based program that is etextupon system power-up or reset. It perform®uarfunctions, including
a power-on confidence test, hardware initializatsystem boot process, system failure debudfilersl/stem support.

What is required to upgrade the ROM monitor?

The boot flash device on the Cisco 1841 routerdsMB, fixed flash device that is not field-replatde. The ROM monitor image
can be upgraded by downloading new software. TReifnage in ROM is a read-only image that canmo¢tased. The upgrade
image is a read-write image that is stored in RCidH memory as the second image. You can confitpereouter to boot ROM
monitor from either of the two images, primary ecendary if it exists, in the flash memory. In artieupgrade the ROM monitor on
the Cisco 1841 router, you need to have a ROM rapititage available to copy from a remote servdram the external compact
flash memory.
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LAN Interfaces
Q. What LAN interfaces are on the Cisco 1841 router?
A. The Cisco 1841 router has two onboard Fast Ethemrtesensing interfaces that support 10- or 100s\Wigmnections.

System Architecture
Q. What is new about the architecture of the Cisco 184router?
A. The Cisco 1800 Series with the Cisco 1841 router dessigned as a high-performance routing platforitegrate and support

secure, concurrent multiple services. The entichitacture provides significant performance incesasver the Cisco 1700 Series as

well as security through the hardware-based enioryin the motherboard that can be enabled withpgional Cisco I0S Software
security software image. Combining faster discoet@ponents such as CPU and memory with a highesfieesd and custom silicon,
the Cisco 1841 router can maintain high throughguels while running a complex set of services.

Q. Does the architectural design of the Cisco 1841 rter include a real-time clock?

A. Yes. The real-time clock keeps an accurate valwatf and time for applications that require anieate time stamp such as logging,

debugging, and digital certificates.

SECURITY SUPPORT

Q. What security functions are available for the Ciscdl 841 router?

A. The Cisco 1841 router integrates hardware-basey@ian onboard that can be enabled with an opti@sco 10S Software
security software image that not only enables tieyption (DES/3DES/AES) but also provides Cisc& IBirewall and Cisco 10S
Intrusion Prevention System support. Other standacdrity features supported are access conttel(BCLs); authentication,
authorization, and accounting (AAA) features susliPassword Authentication Protocol (PAP) and ChgleHandshake
Authentication Protocol (CHAP); TACACS+, RADIUS, citoken authentication; and Lock & Key. Further, Glfor antivirus
defense can be enabled on the Cisco 1841 router.

Q. Can | use the Cisco 1841 router as a firewall?

A. Yes. The Cisco I0S Firewall feature set is supmbiriethe Cisco 1841 router. This feature set inetuenhanced firewall functions
such as context-based access control (CBAC), wdmetles securing a network on a per-applicatioisbadditional firewall
security features include Java applet blockingjalesf-service (DoS) detection and prevention, emate advanced logging
capabilities.

Q. What is the difference in features and performancéetween the encryption and SSL VPN AIM and the onbard cryptographic
engine?

A. The IPSec and SSL VPN AIM modules (AIM-VPN-BPII-PSland AIM-VPN/SSL-1) offer more than double thefpenance of
the onboard cryptographic accelerator and morefikartimes the number of remote VPN tunnels. Thigl Anodules also offer IP
Payload Compression Protocol support (IPPCP Layem3ression) in hardware. The AIM-VPN/SSL-1 adufitilly supports SSL
VPN in hardware with two times the number of usergported when compared to the software-based 8&lymion feature in
Cisco I0S Software.

Q. What Cisco IOS Software release and feature set areeded to use Cisco I0S SSL VPN on the Cisco 1841?
A. Cisco I0OS WebVPN/SSL VPN is supported starting iscG 10S Software Release 12.4(6)T with the Advdrecurity
and higher images

Q. What is the maximum number of SSL VPN sessions thare supported on the 1841?
A. The Cisco 1841 supports up to 25 users when usiitgare-based SSL encryption (without the AIM-VNBIS1 module)
and 50 users when using the AIM-VPN/SSL-1 module.
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Where can | find further information on Cisco IOS WebVPN and SSL VPN?
For more information, please referhtip://www.cisco.com/go/iossslvpn

Does the Cisco 1841 support Secure Shell (SSH) Ryool?
Yes. Starting with Cisco 10S Software Release 13,4SH is supported in all images with the follogvexceptions: IP Base without
Crypto and Enterprise Base without Crypto.

>Oo PP

Does the Cisco 1841 router work with the Cisco VPHlient?
Yes.

Does the Cisco 1841 router function with Cisco EasyPN remote client-server mode?

Yes. The terntasy VPN server denotes any headend model that supports the Oisitg® voice messaging system workgroup
specification for VPN server. The tefiBasy VPN client denotes any customer premises equipment (CPE)dteites IPsec
configuration from an Easy VPN server. The Ciscd1lButer can serve as both an Easy VPN serveamiithsy VPN client.

The Cisco 1841 router can push IPsec configuratioas Easy VPN client and can receive IPsec cordigons from another Easy

>PO PO

VPN server.

Q. Can the Cisco 1841 router perform software Lempel-&%-Stac (LZS) compression with the AIM VPN modules?
The IPSec and SSL VPN AIM modules (part number AIRN-BPII-PLUS and AIM-VPN/SSL-1) perform IPPCP coregsion at
Layer 3 in hardware prior to encryption, providicmmpression with security.

>

VOICE SUPPORT

Q. What voice features does the Cisco 1841 support?
A. The Cisco 1841 router does not support voice tetitin. However the Cisco 1841 supports voice oReiMolP) in
pass-through mode.

NETWORK MANAGEMENT

Q. How is the Cisco 1841 router managed?
A. Like all Cisco routers, the Cisco 1841 router camianaged with Simple Network Management ProtdghIMP), with a Telnet
session, and through a directly connected ternonBIC running terminal emulator software.

o

Does the Cisco 1841 router support CiscoWorks Resme& Manager Essentials (RME), CiscoWorks CiscoViewthe
CiscoWorks VPN/Security Management Solution (VMS)and the Cisco IP Solution Center (ISC)?
Yes, the Cisco 1841 router supports CiscoWorks R®IEcoWorks CiscoView, CiscoWorks VMS, and the GitSC.

Does the Cisco Router and Security Device Manageugport the Cisco 1841 router?
Yes, starting with Cisco Router and Security Dewtanager Version 2.0.

o PO »

. Is Cisco Voice Manager supported on the Cisco 184auter?
A. Cisco Voice Manager is not supported on the Cigtl Irouter because this router platform does nmpeu voice.

For more information about the Cisco 1800 Seri¢sgirated Services Routers, visitp://www.cisco.com/go/1800r contact your local

account representative.
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