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MAXIMIZING USE OF MOBILE DATA INFRASTRUCTURE:
THE IMPORTANCE OF SERVICE CONTROL IN MOBILE NETWORKS

INTRODUCTION

The opportunity provided by data services has ptethmobile operators around the world to launch asshkitectures, marketing campaigns,
and service strategies to gain market share amhvev With the adoption of these IP-based servimaets, and with the introduction of “true”
high-speed mobile access, operators are facingcaeasing number of new challenges that threatesubcess of their initiatives by turning
their data networks into generic access pipelinés hittle service differentiation. Moreover, asgiee offerings mature and are supported by
higher access bandwidth, subscriber quality extiecincrease tremendously.

As operators capitalize on IP networks, they neetté¢ate higher-margin, higher-revenue premiumiseswsuch as video streaming, push-to-
talk, or interactive gaming. Mobile operators areking for profitable ways to deliver such valueded, bundled, or personalized IP services
to greater numbers of subscribers. Critical todingent strategy is the ability to understand gtamular level how subscribers are using the
network, identify what applications or services being consumed, and then intelligently apply nekwesources to applications and
subscribers that promise the highest return onstmvent.

Enhancing current infrastructure with the abilitydassify, manage, and control IP-based applindtiaffic such as interactive gaming, video
on demand (VoD), streaming, or even voice oveM®&R) would better position mobile service provislén profitably deliver higher-value
offerings. With the increasing usage of applicatisoch as peer-to-peer (P2P—for example, BitTooeBkype), streaming, and gaming
consuming bandwidth and network resources, operatdrlack the ability to optimize network capiggior protect the quality of experience
(QoE) for their valued subscribers.

Operators need to manage and control subscrilféc tfBhis can be accomplished by implementing s@reontrol technology, which
enhances the transport network with applicationsrscriber awareness. Service control allows ¢teark to identify, classify, and
guarantee performance for services based on uajgplecation content and subscriber criteria. Sergiantrol reinforces the new paradigm in
which mobile service providers can define and erd@dhe policies for application traffic managememtheir network. In this way, operators
can optimize network performance, overcome QoStcainss, and ensure that infrastructure is usedrfaximum return on investment.

Service control allows new possibilities for broadt service creation and new revenue-sharing appitigts with third-party service
providers that may, in fact, be riding an operametwork undetected.

This paper outlines the factors that illustrateribed for service control technology, and its aggions and benefits in mobile data networks.

EVOLUTION OF MOBILE DATA SERVICES

Third-generation (3G) mobile networks are openhmeyway for access to an ever-expanding array df-bandwidth applications and data
services to mobile subscribers. Many of these bvélfevenue-generating services either developeesotd by the mobile operator. The
availability of high-bandwidth access is typicatigupled with the introduction of many general-pwpeerminals, enabling numerous new
network applications. These new applications maybeocontrolled by the mobile service providerd, imay consume valuable network
resources, potentially degrading the performandbefevenue-generating services without generatiygfinancial gain. The ability to use
applications such as Skype, which within a yearehaaen downloaded more than 17 million times, orohile network may change all
provisioning assumption used in its design.
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For mobile operators, the need for service difféagion is urgent. In order to increase averagemere per user (ARPU), strengthen customer
loyalty, and increase profits, mobile operatorsthieeintroduce, guarantee delivery, and protecbvative data services.

As new services proliferate, potentially beyondrt@bile service provider’s control, mobile operataorust regain this control over their most
valuable asset—their network—by equipping it withvézr control capabilities. These capabilities imguhe ability to analyze traffic usage,
control bandwidth allocation between the variongereie-generating and non-revenue-generating senaoe secure their network from
malicious traffic.

Traffic Analysis (Data Mining)

Improvement and development of new business maodglsres mobile providers to accurately understaed subscribers’ usage. Having
such deep understanding of user behavior and datiess usage allows operators to appropriatelindeheir business policy, efficiently
adapt their network dynamic traffic patterns taitleisting service-delivery models, and rapidlyelep new service offerings delivering new
revenue-generating services over their existing/oes.

Application Traffic Control

Controlling network applications traffic has margpacts. On one hand different prioritization anlivdey guarantees are required for the
different services, and on the other “best-efftndffic of non-revenue-generating services shoaa@dntrolled so as not to disrupt the delivery
of the premium services.

Non-Revenue-Generating Traffic Control

As witnessed by broadband wireline service prowder the past several years, high-speed accesgesraial-purpose terminals are the main
factors that influence many of the emerging bantlwa@nsuming applications. The most notable apgitina in this category are the file-
sharing P2P applications used by subscribers tp swd@o, audio, and data files. In addition to eonig high volume for long time

periods, these applications are typically symmaétrideir bandwidth requirements, not matchingakgmmetric provisioning of most access
networks. It is very important to control such fi@fn a way that protects the network resourcénaiitt alienating the subscribers who use
these applications.

Revenue-Generating Traffic Prioritization

Developing new revenue streams requires the dglivlenew premium services over a common networklpip. Streaming, gaming, and
other latency-sensitive premium services coulddstly improved by dynamically enforcing the appiata control policies. Such policies
could be based on specific subscriber or applingigrameters, adding real value, offering perforceaguarantees, and optimizing the
availability of network resources. Such capab#itieould benefit both the operator and the subsivdo use these services. From the
subscriber point of view, services are no longdivdeed on a “best-effort” basis, but rather ate@gepted quality and reliability, justifying the
payment of a premium price. For the providers etipgdo build a critical-mass business around vadded services such as video, music,
and gaming, this directly translates into revemeoegase and subscriber churn decrease.

P2P: Skype, Skinny, and File Sharing

As more general-purpose terminals get on the maolgte/ork, evidence of P2P traffic on mobile netweoblecomes evident. Although some of
these applications simply burden the network withihcreasing bandwidth they consume, other P2Rcafipns such as BitTorrent or Skype
and Skinny may subtract from voice revenue if ridatrassed properly. It is important for the mob#éevice provider to learn the usage patterns
of these applications, and to develop approprifiegings to address this revenue loss.
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Traffic patterns for P2P applications vary dransdtjcfrom their client-server counterparts, causingjignificant change in upstream data
requirements, time-of-day activity, and use of egdee international transit links. Left unmanage@P can become a financial burden—
network resources are consumed, forcing constaestment in network capacity without any additioralenue. Failure to accurately manage
P2P traffic can lead to customer support load afidariber turnover as network congestion degraueperformance of other applications.
Technology solutions must be able to not only et existing protocols but quickly adapt to newdamerging protocols to overcome the
P2P challenge.

Security Threats to Network Integrity

“Always-on” connections, as made possible by motidta access networks such as General Packet Radiice (GPRS), Code Division
Multiple Access (CDMA), wireless LAN (WLAN), and 3@xpose subscribers to a growing number of malgthreats such as the upcoming
mobile viruses or even traditional broadband visumed worms, degrading the overall user experievieanwhile, operators are impacted by
support and network-management concerns that eaft feom denial-of-service (DoS) or other netwatkacks.

SERVICE CONTROL SOLUTION

Today’s access networks are first designed to fhveonnectivity to users rather than controlling traffic for optimizing specific flows such

as P2P, or layering a variety of QoS policies topsut the performance requirements of value-addedces. When these access networks are
augmented with inline traffic intelligence, suchtlas service control solution, allowing operatarsdentify subscribers, classify applications
and traffic behavior, guarantee performance ohlatesensitive applications, and provide informationindividual services (data mining),

then new business models, including enhanced phbiditservice delivery and cost reduction, beconssipte.

For instance, using a service control solutionviserproviders can differentiate performance ofrtbe/n branded services, or of services
provided by their chosen partners, from any othest-effort,” “uncontrolled” service. Networks emedb with service control can provide
operators with new ways to manage network capacitprding to their business priorities, and inceghg value of their network assets to
better partner with content providers.

Service control, both a software and hardware gwiuts an IP network element built specificallyaddress the challenges and provide the
benefits highlighted previously. Situated “in linaf the IP data stream, the platform performs hardvaccelerated, application-layer, stateful
deep-packet inspection to accurately classify amdrol traffic by content, application, and subbers.

The customized hardware of the platform is builteéonbine extremely efficient stateful processingraffic into a fully programmable
framework, which balances between performance lexibflity needs. This allows the platform to presegigabits of traffic while ensuring it
is adaptable enough to address traffic-analysisireapents resulting from changing or emerging ajapions and protocols.

Typically installed at the edge of the mobile dagtwvork, upstream of the mobile aggregation defge¢eway GPRS support node [GGSN] or
packet data serving node [PDSN]), the platformroypterates with subscriber-authentication and -mamagt components as well as data-
collection and policy-provisioning systems to tqaaently deliver dynamic, customized, and applaradilifferentiated broadband services to
subscribers (Figure 1).
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Figure 1
Cisco® Service Control Application for Mobile Networks
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A service control platform provides mobile operatasith a rich set of tools to manage network tcaffind address performance, as well as
service security concerns. The solution offers jolens ways to create new paradigms for the dedimitind delivery of data services. Operators
can tailor the experience of each subscriber inm@ence with any defined policy, and truly diffetiate service offerings.

Service control applications are specifically dasigjto assist operators by improving network ansigsd reporting as well as establishing
more granular control for the deployment of newies. The following section outlines the potengéipplications of service control
technology in mobile data networks and potentiaharof direct impact upon an operator’s business.

Usage Analysis

Improving and developing new business models reguhrat broadband service providers accuratelyrstedel their subscribers’ usage.
Service control technology is intended to dramdsigenprove data service usage analysis. Obtainiegningful usage data from IP networks
is a particularly difficult task, especially wheealing with nonstandard applications such as Skykinny.

Service control technology provides high-perforn@application and subscriber-aware traffic clasatfon, offering operators unrivaled
visibility into network activity. By tracking allR traffic flows and performing stateful deep-padkepection, the solution collects statistics
about the applications and services used by indalidubscribers. Taking the guesswork out of capatanning and detailing the subscriber
demographics helps operators uncover the new reveotgntial and hidden operational costs associgitbdP service delivery in mobile
networks.
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Traffic Optimization

The growing number of subscribers with data-capaiubile devices and the growing success of molaita dpplications (such as browsing,
streaming, or downloading) associated with conséichiradio resources, lead mobile service provittedeploy a service control solution to
optimize the traffic and the bandwidth on a pex®erand per-subscriber basis. All network traifiegdentified and each network conversation
over every protocol is assigned with the appropréptality of service (QoS) to meet the mobile pdevis business policy.

Using state-of-the-art capacity and throughput rganeent applied to network traffic on a global, switeer, or individual flow-level hierarchy
allows operators to dictate how network resourcesdestributed. The result is improved subscribgrezience and overall satisfaction with
mobile data network performance, thus lowering stibsr churn while fuelling the growth of mobiletdaservices.

Service Network Security

The lack of security-conscious users and the opéure of the Internet create a breeding grounahédvork security threats impacting both
service providers and subscribers. Subscriberarater a constant threat of DoS attacks and wornvauns infection, or even common port
scan. Recent threats have created “security stoones”the Internet resulting from popular virusestsas Sasser, Slammer, and Blaster.
Additionally, as more “IP-enabled” handsets andspeal digital assistants (PDAs) become a targetdokers, service security becomes a
paramount concern for operators on all fronts.

Increased network traffic caused by the multipli@effect of infected terminals results in incred@sdministrative costs and technical support
calls as operators seek to track, disable, andktlecspread of a virus attack. Infected termigals generate network congestion as they
attempt to propagate a viral infection, resultingperformance degradation for all users. Port scansause handsets to get in and out of
hibernation mode, increasing loads on network eqeigt and shortening the battery life of mobile rsmtsl Service control-enabled networks
stop and proactively mediate security threatsiti@aease providers’ costs by creating unwantedi¢rahd network congestion.

Tiering and Access Control
As content proliferates and content suppliers bégimartner with network operators, mobile seryoaviders will need to protect copyrights,
which may be based upon subscription, and preveatthorized access to content.

A service control platform helps operators enfatifferent policies on the user access to a vanégpplications or services. This dynamic,
subscriber-centric enforcement model allows fordieation of access and throughput-on-demand ssrtiat can improve overall subscriber
satisfaction by allowing subscribers to select@ingccess to chosen content and resources. Pregiaie now initiate truly customized
products and services and enforce service parasnditectly correlated to the needs of individuangs

Premium Service Enablement

The ability for mobile service providers to offdffdrentiated service bundles on a per-servicessryser basis is essential to satisfy their
customers and increase ARPU. A corporate custoragriya willing to pay premium prices for a servieelage if higher quality is
guaranteed.

Integrating into existing QoS frameworks and comioating with policy servers and network transpdengents, service control solutions
help enable dynamic, real-time provisioning of natvQoS based on application activity, greatly difgimg integration and delivery costs
associated with multiple services delivery.
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MAXIMIZING THE MOBILE DATA INFRASTRUCTURE

With the growing penetration of mobile data sersjagperators must increase their visibility andriowe their control over network and user
activity. Enabling IP networks to differentiate Wween services such as Web browsing, music down|e#diso streaming, VolP, or P2P traffic
makes it possible to control the quality of individ services or charge for them effectively. CiSewvice Control helps mobile service
providers maximize the revenue they generate otitedf mobile data infrastructure.

A service control network element adds a prograniensérvice layer to mobile data networks, helpingvjglers identify subscribers, classify
applications, guarantee service performance, amg® information about IP services without costifrastructure upgrades.

Specifically built to be deployed at the networlgegdthe Cisco Service Control solution offers ofmsaunparalleled control over network
traffic and subscriber usage. Now an operatorissjpart network can be augmented with vital funcidfor a small incremental investment,
operators can quickly deploy new IP services, redwerall costs, amortize massive investments tiwaor& access across multiple services,
establish new partnerships with third parties, @stlnew business models. The capability to ptalfitdeliver premium IP services has
arrived.
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