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BRIDGING THE INFRASTRUCTURE GAP: THE IMPORTANCE OF SERVICE
CONTROL IN BROADBAND NETWORKS

INTRODUCTION

The opportunity provided by broadband servicesdna®n cable and DSL providers around the worlthtmch aggressive architecture,
marketing, and service strategies to gain markatesnd revenues. As they adopt new IP-based sanodels, operators also face the
challenge of changing their networks from genecizeas pipelines into service delivery networks.

Service providers are looking for profitable waggeliver value-added, bundled, or personalizeselivices to greater numbers of broadband
users. As cable operators and DSL providers capgtah IP networks they need to create higher-matggher-value premium services such
as interactive gaming, video on demand (VoD), acemver IP (VolP). The missing element of the entrstrategy is service differentiation—
the ability to understand at a granular level howseribers are using the network, identify whatliapgions or services are being consumed,
and then intelligently apply network resourcesppleations and cultivate subscribers that prorttigehighest return on investment.

Operators need to manage and control subscrilféctrBhis can be accomplished by implementing B&reontrol technology, which
enhances the transport network with applicationsanzbscriber awareness. Service control allows ¢teark to identify, classify, guarantee
performance, and charge for services based on e@migplication and subscriber criteria. Insteadrafarwriting the expenses associated with
random and unconstrained data capacity, deployam@htonsumption, service control optimizes netvg@kormance and allows operators to
overcome quality of service (QoS) constraints. Bergontrol allows new possibilities for broadbaulvice creation and new revenue-sharing
opportunities with third-party service providersavmay, in fact, be riding an operator’s network etedted.

This paper outlines the applications and benefiteovice-control technology in broadband networks.

THE STATE OF BROADBAND

High-speed online access is now available in masgsmf the world, with Japan and Korea offerinipafable services that provide more than
40 Mbps at US$35 per month. Worldwide, the DSL reaik experiencing double digit growth. Many coiegmow have more than 1 million
DSL subscribers. While browser and e-mail appl@#iused to account for virtually all Internet fig@fapplications such as music downloads,
news feeds, peer-to-peer (P2P) applications, oglmeing, and VolP are combining to dominate Intetredfic. Indeed, VolP is moving into
the mainstream. In a little more than a year, niloa@ 17 million people have downloaded Skype, a8Pvagpplication facilitating broadband
voice communications.

Peer-to-Peer: Cost or Opportunity?

Traffic from P2P and other broadband-aware aptinatcan be both a challenge and a new businesstopijty for operators. P2P
applications are increasing broadband demand as sufascribers use the Internet to download muiglepy games, and other compelling
content. The P2P revolution is rapidly penetratimgnstream applications ranging from business-bolation tools to distributed computing,
gaming, and voice services. P2P is by far the lsiggensumer of network resources, with 70 percedtraore of all broadband data
throughput consumed by these applications.

But traffic patterns for P2P applications vary dagically from their client-server counterparts, siag a significant change in upstream data
requirements, time-of-day activity, and use of egdee international transit links. Service provilegcognize that, left unmanaged, P2P can
become a financial burden since network resoun@esansumed forcing constant investment in netweapacity without any additional
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revenue. Failure to accurately manage P2P trdfficlaads to customer support load and subscrhbencas network congestion degrades the
performance of other applications. Technology soh# must be able to deal with not only existingtpcols but quickly adapt to new and
emerging protocols to overcome the P2P threat.

Security Threats to Network Integrity

“Always-on” broadband connections subject subscsilbe a growing number of malicious threats, deigigithe overall user experience.
Meanwhile, operators are impacted by support ahgar&-management issues that result from denialerfice (DoS) attacks, e-mail spam,
viruses, and worms.

Gartner estimates that 7 percent of Internet seipiovider (ISP) churn is directly attributed t@sp 36 percent of Internet users would be
willing to switch ISPs to reduce their volume ofap and 75 percent of all Internet users belieaettieir ISPs should be responsible for
fixing spam problems. Securing the broadband nétfrom malicious attacks without compromising feeel open access to the Internet is
becoming mandatory for operators.

Information Is Power: New Business Models and Partnerships

Developing new revenue streams consists of “enhghsiervices running over a common network pipebigeapplying QoS parameters to
different traffic streams. For example, VoIP, gagiand other latency-sensitive applications andices could be vastly improved by
dynamically applying QoS policies based on spesifibscriber or application parameters, addingvaale, offering performance guarantees
and optimizing the availability of network resowsc&uch capabilities would benefit both the operatm subscribers who would otherwise
receive “best-effort” network response time, whiglnsufficient as providers strive to build a imé-mass business around value-added
services such as video, VolP, or gaming.

THE INFRASTRUCTURE GAP

The old adage of “what you don’t know won't hurtwas definitely not true when it comes to IP tiaffiWhat operators don’t know is hurting
them. Broadband networks were initially designedaftcess rather than for optimizing traffic suchP@®, or layering QoS policies on a
common backbone to support the performance reqainesof value-added services.

However, if existing networks could be augmentethwiline traffic intelligence that allowed operetdo identify subscribers, classify
applications and traffic behavior, guarantee pengoice of latency-sensitive applications such a®Vahd meter and charge for bundles or
individual services by usage, then cost reductioofitable delivery, new business models, and raeesharing partnerships become possible.

Service-control technology offers new ways to aeatlue, cut costs, and extend existing offerifgeviding performance guarantees for
services such as VolIP, video, or interactive ganmimgroves a subscriber’s experience and lowersrchates. Alternatively, service providers
could differentiate performance of their own brashd#®IP service from “best-effort” offerings ridirajongside on their network. Networks
enabled with service control can provide operatdgtls new ways to manage network capacity accortbnieir business priorities, and
increase the value of their network assets to bp#tener with content providers.

Service control uses a novel approach to traffissification, accounting, and control. Its techgglplatform and complementary service
applications offer problem identification and regain as well as a means for providers to incréfaserofitability of their broadband network.

THE SERVICE CONTROL SOLUTION
Service control, both a software and hardware gwluts an IP network element built specificallyaddress the infrastructure gap challenging
broadband operators. Situated “in line” on the &tadstream, the platform performs hardware-acdelératateful deep packet inspection to
accurately classify and control traffic by conteagplication, and subscribers.
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The platform’s customized hardware is built to camebextremely efficient stateful processing offitainto a fully programmable framework,
which balances between performance and flexibilégds. This allows the platform to process gigaifitsaffic while ensuring it is adaptable
enough to address traffic-analysis requirementdtirg from changing or emerging applications anotqcols.

Typically installed at the broadband edge netwqrktream of the aggregation device (broadband reauatess server or cable modem
termination system [CMTS]), the platform interogesawith subscriber-authentication and -managec@mponents as well as billing, data-
collection, and policy-provisioning systems to sparently deliver dynamic, customized, and appbeatlifferentiated broadband services to
subscribers (Figure 1).

Figure 1
Cisco® Service Control Engine with Cisco Service Control Application Suite for Broadband Network
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A service control platform provides broadband ofmsawith a rich set of tools to manage networKitrand address performance as well as
service security issues. The solution offers prergdvays to create new paradigms for the definiioc delivery of broadband services.
Operators can tailor the broadband experiencedaf sabscriber in accordance with any defined pobey truly differentiate broadband
service offerings. Service control applications specifically designed to assist operators by imjog network analysis and reporting as well
as establishing more granular control for the daplent of new services and billing models. The fellyg section outlines the potential
applications of service-control technology in brbadd networks and potential areas of direct imppon an operator’s business.

Usage Analysis
Improving and developing new business models reguhrat broadband service providers accuratelyrstedel their subscribers’ usage.
Service control technology is intended to draméigenprove analysis. Obtaining meaningful usagtadeom IP networks is a particularly
difficult task.
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Service control technology provides high-perforneapplication and subscriber-aware traffic clasaifon, offering operators unrivaled
visibility into network activity. By tracking allR traffic flows and performing stateful deep padkspection, the solution collects statistics
about the applications and services used by indalidubscribers. Taking the guesswork out of capatanning and detailing the subscriber
demographics helps operators uncover the new reveotential and hidden operational costs assocvaitbdP service delivery in broadband
networks.

Traffic Optimization

The growing number of broadband Internet subscsibad the emergence of broadband-aware and bahdinidgry applications such as P2P
file sharing or streaming media is impacting thet@nd profit equation for service providers. Rdgss of the amount of data capacity
operators make available, new applications and iqig¥ile sizes make network congestion inevitalllee incremental costs of network
upgrades and transit reduce operators’ margingnfice control solution helps providers reduce €ost

Using state-of-the-art capacity and throughput rganeent applied to network traffic on a global, switeer, or individual flow-level hierarchy
allows operators to dictate how network resourcegastributed, which becomes equally importantdency sensitive applications such as
voice or interactive gaming. The result is improgetscriber experience and overall satisfactioh Wbadband network performance as well
as reduction in transit costs and costly networdrages.

Service Network Security

The lack of security-conscious home users and plea mature of the Internet create a breeding gréomadetwork security threats impacting
both service providers and subscribers. Subscrédrersnder a constant threat of DoS attacks anthwod virus infection. Recent threats
have created “security storms” resulting from papwiruses such as Sasser, Slammer, and Blastditidkhlly, as more “IP-enabled”
handsets and personal digital assistants (PDA®nbe@ target for hackers, service security turngmbe a paramount issue for operators on
all fronts.

Increased network traffic caused by the multiplieaeffect of infected hosts results in increasguahiaistrative costs and technical support
calls as operators seek to track, disable, ankltlespread of a virus attack. Infected machireempte network congestion as they attempt
to propagate a viral infection, resulting in perfiance degradation for all users. Service contrabkrd networks stop and proactively mediate
security threats that create unwanted traffic agttvark congestion while increasing providers’ costs

Tiering and Access Control

Differentiating service levels and compelling nemntent can further advance the migration of dialsers to broadband access, creating the
necessary critical mass of users for premium-cargervice deployment. As content proliferates amatent suppliers begin to partner with
network operators, both mobile and broadband sepwioviders will need to protect copyrights, whinhy be based upon subscription, and
prevent unauthorized access to content.

A service control platform helps operators accdantisage on an individual subscriber level, wieitdorcing different policies on a variety of
applications or services. This dynamic, subscrigertric enforcement model allows for the creatibaaress and throughput-on-demand
services that can improve overall subscriber satigfn by allowing subscribers to select or gaiceas to chosen content and resources.
Providers can initiate truly customized broadbaratipcts and services and enforce service paranditersly correlated to the needs of
individual users.

Content Charging
If the network could differentiate among differéyppes of content, value service offerings diffelygndr track and meter combined usage,
mobile and broadband operators would be bettertaldempetitively package and value content in uaigyays. A content-charging solution
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offers carriers the ability to increase revenue tahe advantage of infrastructure investments loliradpre- and postpaid content-based
services to mobile service offerings. Broadband-aipes can create application quotas, and mobiléecs can use the content-charging
solution to enable real-time charging of trafficaaing to sophisticated rate plans and contrdficrbased on advanced pre- and postpaid
billing models. Real-time charging is performediagga subscriber’s balance in line with trafficepenting potential revenue loss.

Premium Service Enablement

The ability of the IP network to generate compellivew services is unlimited. As the number of Imé¢isubscribers grows and the number of
intelligent portable devices increases, the maikebroadband is positioned to accept new premiemise offerings such as VolP, online
gaming, music downloads, VoD, and streaming teiemnisThese services offer the potential to dramadlfiancrease average revenue per user
(ARPU) for the service provider, further increasthg overall value of network assets.

Integrating into existing QoS frameworks and comicating with policy servers and network transpdengents, service control technology
helps enable dynamic, real-time provisioning ofamek QoS based on application activity, greatlydifging integration and delivery costs
associated with multiple services delivery.

BRIDGING THE INFRASTRUCTURE GAP

As broadband networks increasingly power next-g@igr communications, operators must increase thility and improve their control
over network activity. Enabling IP networks to diféntiate between services such as VolP, Web bngwsiusic downloads, video streaming,
or P2P traffic makes it possible to control theliyaf individual services or charge for them eftigely. Cisco Service Control technology
closes this infrastructure gap.

A service control network element adds a prograntensérvice layer to broadband networks, helpindEnproviders to identify subscribers,
classify applications, guarantee service perforrapand charge for multiple IP services without lgostfrastructure upgrades.

Specifically built to fit into broadband edge netks the Cisco Service Control platform offers laloand operators unparalleled control over
network traffic and subscriber usage. Now an opesatransport network can be augmented with ¥itattions. For a small incremental
investment, operators can quickly deploy new IRises, reduce overall costs, amortize massive imasts in network access across multiple
services, establish new partnerships with thirdiggrand trial new business models. The capatidifyrofitably delivery premium IP services
has arrived.
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