Cisco SYSTEMS

Q&A

Cisco VFrame—Frequently Asked Questions

PRODUCT OVERVIEW

Q. What is Cisc8 VFrame Server Virtualization Software?

A. Cisco VFrame Server Virtualization Software is gadanter provisioning and orchestration produanf@isco Systenis Cisco VFrame
Software enables the delivery of utility computinghe datacenter, or the ability to rapidly comsios and decommission a shared pool of server
and I/O resources on demand. VFrame Software takesh networking approach to provisioning dattgreresources by integrating orchestration
and control intelligence into the infrastructurattinterconnects resources together.

Cisco VFrame Software is a systems managementa@tproduct that creates virtual “compute servidgsprogramming and coordinating a

fabric of server switches. A server switch is a rodags of data center infrastructure that provalptatform to interconnect discreet server resaurce
together into a high performance fabric, to conileat server fabric with shared pools of I/O aratage resources. When those resources are
mapped together, it creates a virtual “computeisetvSimilar to how a VLAN operates in the Ethermerld today, a compute service groups
physical servers, storage resources, and IP resouro resource pools. VFrame provisions thesgotenservices based on any number of criteria,
including business application, time-of-day, reqdicompute power, or standby servers for higheitadikity.

Q. What does Cisco VFrame Software manage?

A. VFrame manages servers, server 1/0, and servec fabitches that provide connectivity to the seraed gateways that provide connectivity
between the server fabric and the rest of the datac network. VFrame creates virtual serversphatide the properties of a server without being
physically attached to any particular physical serv

Q. What business benefits does Cisco VFrame provide?
A. The server virtualization provided by Cisco VFraatlews customers to:

» Shorten time-to-market for applications by rapidypsioning of servers in seconds

« Provide Priorityl level high availability with indtry standard servers through automated failovealuitities
 Increase business agility by application demanédas addition and removal of server resources

« Simplify I/O to servers by reducing the numbermgifaces and cabling by using unified fabric suppo

« Adapt to changing I/O demands on the server witlgoirig through physical interface changes on tineese
« Retain flexibility to choose servers and storagetyour preferred storage vendor.

Q. What type of datacenter environment is Cisco VFranited for?
A. VFrame can provide significant TCO benefits in masterprise datacenter environments. Specifically:

« Any scale-out environment where there is an in@@ix86-based servers

< Ballooning server to sysadmin ratios requiring leigéfficiency in systems management

« Highly available systems need to be created outdafstry standard server components

« Servers can be wired once and be capable of beawisppned for varying application needs
< Low server utilization resulting in a large numioéiidle servers
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Q. What hardware is required to run Cisco VFrame Sarfé®
A. Cisco VFrame Director is a software package thatheainstalled on a Xeon, Nacona, or Opteron-basecer with a minimum of 1GB of
memory, running RHEL3 U2 (32hbit) with a 10-GbpsihiBand HCA.

Q. What server hardware platforms does Cisco VFranfev@ce support?
A. VFrame currently supports major x86-based senafqins from Dell, HP, IBM, and Sun as managed sode

Q. What operating systems does Cisco VFrame Softwapast?
A. VFrame supports both Linux and Windows operatirgtays. Redhat Enterprise Linux 3 and 4, SUSE Linterprise Server 8 and 9, and
Windows 2000 and Windows 2003 server editions areray the operating systems supported.

Q. How many servers can Cisco VFrame Software manage?
- VFrame can manage up to 128 physical servers guitent version per Director instance. This nunibeonstantly being revised upwards.

What software components is VFrame made of?
VFrame has five components:

>0 p

VFrame Director

ii.  Linux Host Drivers
iii. Windows Host Drivers
iv. Switch OS (TopspinOS)

v. HCA boot firmware

Q. What are the components of the Cisco VFrame infrastre?
A. The following are the components of the VFrameaistitucture:

i. x86-based physical servers

i. InfiniBand HCAs with boot firmware
iii. Cisco SFS Series switches

iv. Ethernet Gateways

v. Fibre Channel Gateways

vi. Cables

Q. What Cisco SFS platforms does Cisco VFrame Softsapport?
A. Cisco VFrame supports the following Cisco ServesrieaSwitch platforms:

e Cisco SFS 3000 Multifabric Server Switch Series

» Cisco SFS 3000 Series InfiniBand to Ethernet Gayeviadule

¢ Cisco SFS 3000 Series InfiniBand to Fibre Chanrete®ay Module
e Cisco SFS 7000 InfiniBand Server Switch Series
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Q. What is the typical Cisco VFrame Software configiaraon the Cisco SFS 3001 Switch platform?
A. The SFS 3001 switch platform can be used as tHfeedrabric switch in installations under 24 nodies non-HA configuration requiring
either Fiber Channel or Ethernet connectivity.

Q. How do | order Cisco VFrame Software?
A. On Cisco.com order the base VFrame SKU: SV-VF30-BAZK9.

The following options are available for VFrame:
High Availability (redundant VFrame Director): SVF30-HAK9

Additional Licenses:

¢ 10 node license: LIC-SV-VF30+10K9
¢ 25 node license: LIC-SV-VF30+25K9
¢ 50 node license: LIC-SV-VF30+50K9
¢ 100 node license: LIC-SV-VF30+100K9

Based on the total number of nodes managed by \&;rtira licenses can be ordered in any combination.

Q. What do I get when | order Cisco VFrame?
A. The base SKU contains the Software CD. The optiidsSeach contain a Right-to-Use document that pi@sihe user the license to use
that option.

Q. Does VFrame manage non-InfiniBand connected setvers
A. Atthis current time, Cisco VFrame Software managsers that are connected to InfiniBand. Theevghopositions that VFrame provides is
not limited to any one particular type of servenmectivity.

TECHNOLOGY

Q. What is a virtual server?

A. A virtual server is everything that makes up a eeexcept the physical server itself. The defimitid the CPU, memory, storage/boot LUN,
storage/data LUN, Fibre Channel WWNN, IP addressed,customization metadata constitute the videaler.

Q. What is a virtual server group?
A. Avirtual server group is a logical grouping oftuial servers based on a user-defined set of clesistats. Virtual server groups usually
contain virtual servers that share common propesieh as an operating system, application typierot organizational affiliation.

Q. What is a policy and how can it be used?

A. A policy is a collection of triggers and actionsighers can be based on time, load, or a useretBNMP variable on the server. An action
gets executed when a trigger is detected. An actiorbe the sending of a message, failover of\eeseaddition of a server, or deletion of a server.
Policies can be used to manage failover, add ooverservers based on application load, or to gémenassages based on certain system events.

Q. How does remote boot work?

A. Each server connects to the unified fabric usid@-&bps InfiniBand PCI-X or PCI-Express adapteliedaa host channel adapter (HCA).
When the server boots up, a boot PROM on this H@Amunicates with the server switch, inquiring aktbetserver identity. The server switch
communicates with the physical server and mapsthid appropriate boot device, virtual I/0O subays(acluding unigue WWNNSs), and other
settings stored in the fabric. When the administratants to change this, Cisco VFrame Software gbaihis mapping in the server switch as
opposed to each individual device.
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Q. How fast is VFrame’s failover?
A. Cisco VFrame Software failover is approximately @&do the time it takes for a server to reboot—whghsually 2-3 minutes.
Q.

Is VFrame available for High Availability environmis?
A. Yes. Cisco VFrame Director provides high availapiby its ability to be deployed in a redundantthiyailability pair, presenting a single IP
interface to the administrator. The VFrame Directatabase is stored locally in a single instance,stored on the SAN in high-availability mode.
The image database can be stored on local storagehe SAN as well. VFrame Director does notdesi the active data path, so it can fail
without affecting server traffic, although it dg@®vide active monitoring, failover, and policy enfement services.

Q. What is virtual I/O?

A. Each server connects to the unified fabric usid@-&bps InfiniBand PCI-X or PCI-Express adapteliedaa host channel adapter (HCA).
When the server boots up, a boot PROM on this H@Amunicates with the server switch, inquiring aktbetserver identity. The server switch
communicates with the physical server and mapsthid appropriate boot device, virtual I/0O subsys(acluding uniqgue WWNNSs), and other
settings stored in the fabric. When the administratants to change this, Cisco VFrame Software gbaihis mapping in the server switch as
opposed to each individual device.

Q. What is a golden image?

A. A golden image is a master image that is creatad f1 server and used as the template from whithaliserver images are created. These
generic images can be created from scratch, caligg a snapshot of an existing server image dualiserver. For initial creation, administrators
can install an operating system to a server withllstorage using standard media, and then trathefeimage to the SAN LUN, or they can install
it directly over the network.

Q. Can virtual servers created from the same goldegé@te customized?
A. Yes. Cisco VFrame Software provides the facilitgtstomize each virtual server even if they areralhted from the same golden image.
Customizations can be specified at the virtualesegvoup level or on a per-virtual server basis.

Q. What is a “Minimum Equipment List"?

A. Virtual servers also specify the minimum physiaalipment allowed to be assigned to the virtual serxdministrators create a “minimum
equipment list,” and Cisco VFrame uses it to choglieh available physical equipment to use whending a server online, whether manually or
automatically, using predefined policies. This tiah match against type of CPU, number of CPUsuataf memory, and chipset. These fields are
text based, and are matched against data set tg/wisen configuring physical servers.

OPERATIONS

Q. How do | add a new server that needs to be martag&tFrame?

A. VFrame can automatically detect servers that arggeld into the unified server fabric. Once theaysglobally unique identifier (InfiniBand
GUID) has been identified within the VFrame systéme, administrator can input server capabilitiestfie server.

Q. Is there a limit on the number of images that castored for the virtual servers?
A. No there is no preset limit on the number of imad@si can store as many images as the size ofrthgd storage partition allows. As a rule of
thumb, a standard Windows or Linux image will upeta 2-GB of storage on the disk.

Q. Is there an agent that is running on the hostishe@mmunicating with the Cisco VFrame Director?
A. |Inits current version, VFrame does not use anjoou$ost-based agents. It uses standard SNMP-kgstin MIBs to manage policy actions.

Q. How can | monitor servers managed by Cisco VFrame?
A. The VFrame interface provides health informatiortlemstate of the physical servers that are manbgé&trame. Additionally,
administrators can also integrate with existing itwsing technologies. Because TCP/IP runs standaed the InfiniBand fabric, any IP-based
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monitoring agent can run on the host. VFrame preig level of SNMP- and ping-based monitoring, @tefnatively, administrators can use the
SOAP/XML-based API to trigger actions on VFramedtor. It also issues e-mail notifications to artdefinable SMTP server. For network
management, server switches are fully SNMP-enadoheldcan issue configurable SNMP traps for a wideetyaof service-affecting events,
including power cycling, port up/down, and multicgsoup changes.

Q. What SNMP versions does Cisco VFrame Software stippo
A. VFrame supports SNMP v1 and v2 currently.

Q. How does VFrame work with OS/App provisioning s@us such as Altiris, OpForce or Opsware?

A. VFrame provides the bare metal OS provisioningregtavork orchestration, while Altiris, OpForce, opsvare and similar solutions can
complement and provide OS/Application update artdipamanagement services. The agents that are eedfoir these applications can be built into
the virtual server image. Since most agents usePGBr communications, they should work out-of-thex with VFrame. The primary operational
change is that some servers are offline when theyat being used.

Q. What kind of third-party management integrationsiv&rame provide?

A. To allow third-party orchestration tools to creatwl trigger VFrame policies, VFrame includes a SQAPXML-based bidirectional API.
VFrame Director runs an active SOAP server listgrior triggers. SOAP is an XML-based communicatipritocol for cross-platform application
integration. Triggers can reference the virtualgrahe action, and optionally the physical andinal server involved. Policies can be defined on
individual servers or at the group level. Error epare returned, and natifications can be sentier @pplications when a server has been added
or removed.

Q. What happens to my virtual servers if | take dota Director for maintenance?
A. The virtual servers will continue to run even i¢thBirector becomes unavailable. The only operatadfested will be any policy-based actions
or image creation jobs that were scheduled to happeng the outage.

Q. What do | do if | need to change the server that\Rrame Director is running on?

A. Backup and restore utilities are built into VFrarnmethe event you need to change the Director hardwou can backup the current
Director configuration, reinstall VFrame Directar a different server, and restore the configuratiRlease refer to the user guide for
step-by-step procedures.

SECURITY

Q. How does VFrame provide security in the server mment?

A. VFrame enables multiple customers to securely streeefabric. VFrame can partition the fabric by piag InfiniBand partitions to virtual
server groups, Fibre Channel access controls, #rettet VLANS. One unique attribute of InfiniBargdthat it is connection-oriented, and every
connection is controlled by a centralized entitjecha subnet manager. These InfiniBand partitenmessimilar to VLANS, but they also have
hardware-enforced keys, which each participatingiber (including hosts and switches) needs to havess to. Without access to this key (PKey),
neighbors cannot see other nodes outside theitipastbecause packets are dropped at the hardexaseke InfiniBand partitions are available in
limited or full memberships. Limited members caflyasommunicate with full members and cannot seemlimited members. Full members have
full rights. VFrame Director creates a managemauntiton to securely manage all the virtual senieriss domain, where Director is a full member,
and managed nodes are limited members.

Q. How secure is the Cisco VFrame solution itself?

A. On the Server Fabric switches there is an exter®le-Based Access Control (RBAC) mechanism thawiges independent read-only and
read-write privileges to each technology type—EtherRibre Channel, and InfiniBand, for each inteefaype—CLI, GUI, and SNMP. As an
example a user using the GUI for Fibre Channelteadistinguished from a user using the CLI for Btleéand can be given specific access and
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control rights. Each of the management interfacebaih the switch and the VFrame Director offeruse®ptions for connectivity such as HTTPS,
SCP, SNMPv3, and SSH.

SUPPORT

Q. What types of service and support are availabléhferCisco VFrame?

A. In addition to World Wide 24/7 TAC support, a fabmplement of implementation-based services ariadi@ at this time for the Cisco
VFrame solution. This includes software and hardveapport for all of the components of the solution

Technical Support Service

Technical Support Service is available through €8MARTnet and Cisco SMARTnet Onsite. Cisco SMARTnet augmérggesources of

the operations staff by providing them with acdessxpertise, both online and on the telephone sarashge of hardware Advance Replacement
options. SMARTnNet Onsite complements the hardwateafice Replacement feature by adding the servicasield engineer, services that can
be critical for those locations where staffingrisufficient or unavailable to perform parts reptaeat activities. For more information about Cisco
SMARTNet, visithttp://www.cisco.com/en/US/products/svcs/ps30348@32ps2978/serv_group_home.html

Advanced Services

Total Implementation Solutions (TIS) offers a fidhge of implementation solutions including projectnagement; project engineering,
configuration, staging, and rollout coordinationdansuring correct installation and deploymennfiurration services now include development
and verification of configuration for intelligenévices such as Cisco VFrame Server VirtualizaBoftware. For more information about
Advanced Serviceittp://www.cisco.com/go/services

PRODUCT AND CONTACT INFORMATION

Q. Where can | find technical and product specifigatiand other additional information about the Ci¢Eoame solution?

A. For product literature including data sheets amdipct specifications, see the Server Networking\dnmialization Website at
http://www.cisco.com/en/US/products/ps6418/indaxlht

Q. What are the part numbers for the Cisco VFrametb@®FS family of products?
A. The part numbers and orderability information fog hew Cisco SFS switches and SFS family of predscivailable at
http://www.cisco.com/en/US/products/ps6418/indexlproducts
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